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rNABA 1

AHHoTaums

Hacrostimuit jokymenT comepkut onucanue hyHKIHOHATLHBIX XapakTrepuctuk Angie PRO. Angie PRO
— 3¢ DEeKTUBHBIN, MOIIHBIM 1 MaCIITAOUPyeMbIit BeO-cepBep.




eb-

*gepsep

FABA 2

Obuyme ceepeHus

Angie PRO — enunCcTBeHHBIH KOMMepUYecKuii BeG-cepBep, pa3paboTKa KOTOPOro JIoKam30oBaHa B Poccun.

Beo-
caMm
JIJIST
TeHe

cepBep — 3TO KJIACC TPOrPAMMHOTO 00eCIIeYeHus, IPEIOCTABIISIONIEr0 JIOCTYI K CETEBBIM DPeCcyp-
o uporokosry HTTP koneunsim mosib3oBaressim. Angie PRO, Hanpumep, MOXKeT UCIIOJIb30BATHCSI
paboThl MHTEPHET-CANTOB, MOOWJILHBIX IIPUJIOYKEHUI, KMOCKOB CAMOOOC/IYKMBAHUSI B METPOIIOJIU-
, MyJBTUMEIUIHBIX CHCTEM B IO0€3J[aX JAJbHEro ciemoBanms. KaxkIblil pa3, KOrma moJb30BaTelhb

OTKPBIBAET CANT, MOOMIFHOE TIPUJIOKEHNE, MOJIb3YeTCsT KHOCKOM CAMOOOC/IY2KUBAHUS B METPOIIOJINTEHE,

WK JTazKe MYJIbTUMEIUIHOM cucTeMoii B moese «Carcany, 3a1poc moJib30BaTe sl MOXKeT ObIThL 00paboran

Angie PRO.
Angie PRO — st0:

Beb-cepBep obiniero Hasnavenusi. Hammcan na sizbike C.

Bamnancuposiiuk L4-L7. ITo3sosser bamancupoBarh HArpy3Ky MKy CEpBEpAMHU KaK IO ITPO-
rokosam TCP/UDP, tak u mo HTTP.

IIpokcupyromiuit u ksmmpyommii cepBep. [lo3osisier yckopsiTb paboTy BeG-CEPBHUCOB C II0-
MOIIIHIO THOKOTO MEXaHU3Ma KEITHPOBAHUS.

HoctytieH o Bce nonysisipabie miatdopmbi. Cobupaercs u tecrupyercs oyt Alpine, Debian,
Oracle, RED OS, Rocky, Ubuntu.

HpOI/I3B0ﬂI/ITeJII)HOCTI). O,HI/IH N3 CaMbIX IIPOU3BOJIUTE/IbHBIX Be6—cepBep0B B MUpeE.

ITouemy Angie PRO:

Cosmectumocts ¢ NGINX OSS. Angie PRO nonnocThio coBmectnm ¢ Nginx, Takum ob6pazom
JII000# CyIecTByOMMil moIb30BaTEb NgINX MOXKeT 0e3 Cephe3HbIX 3aTPaT U MPOCTOsT CEPBUCOB
nepeiitu Ha Angie PRO.

Pacmupennasi craTucTuka u MOHUTOPUHT B peajibHOM Bpemenu. Angie PRO umeer Bo3-
MOYKHOCTD TIOJTHOTO MOHUTOPUHTA HArPY3KHU CEPBEPA B PEXKMMe PeaJTbHOIO BPEMEHH, UYTO O3BOJISET
JMHAMAYECKHU yIIPABIATH KOHMDUTYPAIUsIMHA 110 TPOMUIIIO HAIPY3KU U COOJIIONATD MOJHYO JTOCTYII-
HOCTb CEpPBHCA.

JdunnamMmudyeckasi KOH(pUrypamnusi rpyIil NPOKCUPYEMbBIX CepBepPOB. B0O3MOXKHOCTL yIIpaBs-
JISITh HACTPONKAMU T'PYIII MPOKCUPYEMBIX cepBepoB ¢ momotbio yaoororo REST unrepdeiica Ge3
OCTAHOBKU CEPBHCA.

VYaajsieHue 3J1eMEeHTOB K3Ia. BO3MOXHOCTE yjlajleHusl 9JIEMEHTOB Kelta depe3 yipooHoe API 6e3
OCTaHOBKH CEPBHCA.
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e AKTHMBHas IIPOBEPKAa COCTOSIHUsI IIPOKCUPYeMbIX cepBepoB. lIposepka Ha "kuBydecTs" u
IIPOKCUPOBAHUE TOJBKO Ha T€ MPYIIIBI IPOKCUPYEMBIX CEPBEPOB, KOTOPBIE OTBEYAIOT 110 3aJaHHOMY
AJICOPUTMY.

e JTunamudeckoe xpaHwiuile "Kirrou-zHadenue" ». JlunaMudyeckoe yupaBieHue TepeMeHHbIMA

kouduryparun Angie PRO wepes HTTP API.
o /Tunammueckoe obHoBsieHue DNS.
e IIpokcupoBaHue c MpUBSI3KOIl ceccuii.

e Penosuropuii ¢ quanamudeckumu cropouanMu moayiasmu. Angie PRO nomepxusaer 60J1b-
mrHCTBO croponHux Mojyseir NGINX u maet Bo3aMoKHOCTE 6e3 TpobJieM yeTaHABINBATE UX, IIPEJIO-
CTaBJIsAsl TAPAHTUIO UX PabOTOCIIOCOOHOCTH U IIOJIJIEPIKKY.

e CuHxpoHU3alUs 30H pas3JeligeMoii naMaTh. BO3MOXKHOCTH HCIOJIL30BATh 30HBI KeIla,
limit _req m t.1. B kiactepe Angie PRO.

e CokpbITHE UM IIEPCOHAJIbHBIN OpPEHJUHT MMEHHM cepBepa B 3aroJioBKax oTBeTa. Bos-
MOXKHOCTb U3MEHUTh WJIM CKPBITH Ha3BaHUE U BEPCHUIO BeO-cepBepa OT I0JIb30BaTesel.

Ilepeuenb MHOCTPAHHOIO MPOrPAMMHOIO ODECIIEYEHUsI, UMEIOIIEr0 CXOJACTBO (PYHKIIMOHAJIBHBIX XapaK-
TEpUCTUK ¢ mporpaMMubiM obecriedenueM Angie PRO: Nginx, Nginx Plus, Apache, Envoy, npoaykTsi,
ucnoas3ytomue penteans NGINX (OpenResty, Tengine, Cloudflare), obsaunbie pemenus dunekca.
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CDyH KUNOHaNbHbIE XaPaKTEPUCTUKN

3.1 YnpaBneHue Bo BpemMsl BbIMOJIHEHUSA

Yrober 3amycturh Angie, ucrnosb3yiite systemd u CIEAYIONIYIO KOMaHTY:

[$ sudo service angie start

PeKOMeHﬂyeTCﬂ npeaBapuTeJIbHO IIPOBEPUTH CUHTAKCUC KOH(bI/IpraL[I/II/I. Bor kak sTo caesaTh:

[$ sudo angie -t && sudo service angie start

Yro0bI 1epe3arpy3uTb KOH(MUIYPALHIO:

[$ sudo angie -t && sudo service angie reload

Yro6bl OcTaHOBUTH Angie:

[$ sudo service angie stop ]

Tlocsie ycTaHOBKU BBILIOJIHUTE CJIEYIOILYI0 KOMAHTY, YTOOBI yOoeuThbcsi, 9To Angie paboraer:

[$ curl localhost:80 ]

O IIpumeuanne

Mertozpt 3ammycKa OTKPBITOR Bepcuu Angie MOryT pa3indaThbCs B 3aBUCHUMOCTH OT METO/IA YCTAHOBKH.

Angie umeer OJUH IJIABHBIN IIPOIECC U HECKOJBKO PabOUYMX IMPOIECCOB. [UIaBHBIN IMpoIecc oTBedaeT 3a
YTEHUE U OIEHKY KOH(MUTYyPAIUH U yIpaBjeHue pabounmu nporeccamu. Pabowne mporeccs 00pabdbaTsiBa-
0T (haKTHIeCKHe 3ampochl. Angie NCmosb3yeT MOJe/Ib Ha, OCHOBE COOBITHI U MEXAHU3MBbI, 3aBUCSIIHE OT
OC, nyst 3 dekTUBHOTO pacpeeieHns 3aIpoCcoB MeK /Ty paboanmu mporeccamu. KosmaecTBo padoanx
MIPOIIECCOB OMPEIEISIeTCsT B KOH(MUTyparmoHHOM (aiijie n MOXKeT ObITh (DUKCHPOBAHHBIM /IS JTAHHOM
KOHMUTYPAIMHA UM ABTOMATHYIECKH DPErYJIHPOBATHCS B 3aBHCHUMOCTH OT 4uCja jocTynubix syiep CPU
(em. worker processes).

IIpu coorBercTByIOIEeii HacTpoiike Angie Takyke Oymer cOpachiBaTh OTIEJbHBIE 30HBI pa3Je/iseMoil ma-
MaTH (B HacTosllee BpeMs — keys_zone B proxy cache path) Ha JUCK lepejl 3aBeplIeHueM pabOThI,
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9TOOBI HOBBIH IVIABHBINA IPOIECC MOI' BOCCTAHOBUTH UX M TEM CAMBIM YJIYUIIUTH IPOU3BOIUTE]HHOCTD.
Ecan BoccranoB/ieHMe He yIaCTCA BBIMOJHUTH M3-32 M3MEHEHUsI pPa3dMepa 30HbI, HECOBMECTUMOCTHU BEP-
cuii GuHapHbIX BaiijIoB WK N0 APyruM npuduHaM, Angie 3anuimier B xKypHaJ npeaynpexenne (failed
to restore zone at address) u He OyJeT UCIIOJL30BATH MEXAHU3M BOCCTAHOBJIEHHSI 30H.

3.1.1 Vicnonb3oBaHue curHasios

Angie Tak>Ke MOXKHO yIPaBJISTh C HOMOIIBIO CUTHAJIOB. 110 yMom9anuio naeHTHhOUKATOD IPOIECCa IJIaB-
HOI'O IIpoliecca 3amucbiBaercs B dailn /run/angie.pid. 910 umsa dailyia MOXKHO H3MEHHTHb BO BpPeMs
koHburypanuu unu B daiiyie angie.conf ¢ IOMOIMIBIO IUPEKTUBLI pid. I MIaBHBIN IpoIecc MOoLIepKUBAET
CJIeIyIOIIe CUTHAJIBL:

TERM, INT Brictpoe 3aBepierne paboThb
QUIT Iocmenennoe 3asepwerue padoTHI
HUP Iepesarpyska kKoudwurypanum, OCHOBJIEHHE YaCOBOrO I0sica (TOJBKO st

FreeBSD u Linux), 3amyck HOBBIX pafO4YMX MPOIECCOB ¢ OOHOBJIEHHON KOH(bU-
ryparyeit, nocmenennoe 3a6epuleHue CTapblX PabOINX IPOIECCOB

USR1 Ilepezamyck daitoB KypHaIOB
USR2 OO6HOBJIEHUE HCIIOJHAEMOrO paiiia
WINCH Iocmenennoe 3asepuwenue paboInX MPOIECCOB

OTIpaBsiTh CUTHAJIBI MOXKHO € IOMOIIBIO kill:

[$ sudo kill -QUIT $(cat /run/angie.pid)

OraenbHble paboyne IPOIECChl TAKXKE MOXKHO KOHTPOJIUPOBATH C IMIOMOIIBIO CUIHAJIOB, XOTS 3TO He 00sI-
3aresibHO. [lo/IepKuBatoTCs CaeIyIoNue CUTHAJIBL:

TERM, INT BricTtpoe 3aBeprierne paboTh

QUIT Ilocmenennoe 3asepuwenue pabOThI

USR1 Ilepesarmyck daitioB xKypHaaoB

WINCH AnomasibHoe 3aBepinenue paboThl  Jid  oTiaaaku  (Tpefyercs  BKJIIOUEHUE

debug _points)

3.1.2 N3meHeHune koHdurypayunm

Yrobsr Angie nepeunTal KOHDUTYPAIMOHHBIH haiisl, HeoOX0IUMO OTHPaBUThL curHay HUP riaBHOMY TIpo-
neccy. CHavaia IJIABHBIM TPOIECC TPOBEPSIET KOPPEKTHOCTh CHHTAKCHUCA, & 3aT€M MBITACTCS] TIPUMEHUTD
HOBYIO KOH(DUTYPAIIUIO, 9TO BKJIIOYAET B c€0sl OTKPBITHE HOBBIX (ailIoB YKYPHAJIOB U COKETOB JJIsl TIPO-
cIymBaHus. Ecium npuMeHeHne HOBO KOH(UI'YpaIlui HE YIAJIOCh, TJIABHBIM IIPOIECC OTKATHIBAET U3Me-
HEHUsl U IIPOI0JIzKaeT paboTy co cTapoil Kouduryparueii. Eciu npuMeHeHne MpoIIIo yCIIeTHO, TJIABHBII
IIPOTIECC 3AITyCKAEeT HOBBbIE pabodme MPOIECCHl U OTIPABJIAET COODIIEHUsI CTAPBIM PAbOYNM IIPOIECCaM C
pockb0it 3aBepmmThest nocmenerio. Crapble padodue MPOIECChl 3aKPHIBAIOT CBOU COKETHI JJIsl ITPOCILY-
MMIUBAHUS U TPOJOJIKAIOT OOC/IYKUBATH CYIIECTBYIONMMX KJINEHTOB. [locyie Toro Kak Bce KJIMEHTHI OyIyT
006CJIy2KEHDI, CTapble padovre MPOIECChl 3aBEePIIaTCs.

Angie orciiexKuBaeT U3MEHEHUs KOHMUIYpaIyuu JJIsl KayKJIoro nporecca. Homepa NOKOJeHUH HadnHa-
0TCs ¢ 1, KOTJia cepBep 3aIlyCKAaeTCs BIEPBbIE. DTU HOMEpa YBEJIUIUBAIOTCS C KaXKJIBIM IIepe3arpy3Koit
KOHMUT'YPAIUU U BUJIHBI B 3a0JIOBKAX ITPOIIECCOB:

$ sudo angie
$ ps aux | grep angie

angie: master process v1.9.0 #1 [angie]
angie: worker process #1

3.1. YnpaBneHune Bo BpemMsi BbINOJHEHUS 5
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Tocste ycmentHoit mepesarpy3kn KoHburyparmuu (He3aBUCHUMO OT TOrO, ObLIa Jin haKTHIeCKne U3MeHe-
HUsl), Angie yBeJnmdInBaeT HOMEp MOKOJIEHHUsI JIJIsl TIPOIECCOB, KOTOPBIE MIOJTy UMM HOBYO KOH(DUTYPAIHIO:

$ sudo kill -HUP $(cat /run/angie.pid)
$ ps aux | grep angie

angie: master process v1.9.0 #2 [angie]
angie: worker process #2

Ecan xakune-ub0 padbotine mporecchl U3 MPeablIyInX MOKOJIEHUN MPOI0IKAI0T paboTaTh, OHU Cpa3y Ke
CTaHyT 3aMETHBI:

$ ps aux | grep angie

angie: worker process #1
angie: worker process #2

© IIpumeuannue

He myraiire HOMep MOKOJIEHUsT KOH(MDUTYPAIIUK ¢ HEKUM 'HOMepoM mporiecca'; Angie He mMCIOIb3yeT
HEIIPEPBIBHYIO HYMEPAIIUIO MIPOIECCOB /I TPAKTUIECKUX TIeIei.

3.1.3 Potauus nor-dpaiinos

st poramun Jior-daitjioB cHadaja nepenMenyiite daitibl. 3areMm ornpasbre curHag USR1 riaBHOMY
nporieccy. [JIaBHBINM TPOIECC CHOBA OTKPOET BCE OTKPBITHIE JIOT-(DAlJIbl U HA3HAYAT WX HEIPUBUJIETHU-
POBAHHOMY TIOJIB30BATENIO, MO KOTOPBIM PabOTaOT paboume Mporecchl. [locae yCnemnoro oTKphITUusS
GdaitIoB TJIABHBIN MPOIECC 3aKPOET BCE OTKPBITHIE (ailjibl M yBEIOMUT pabotume MPOIecchl 0 HeOOXO-
JUMOCTH OTKPBITH CBou Jior-daiiibl. Pabodune mportecchl Tak:Ke HeMeIJIeHHO OTKPOIOT HOBbIE (halyIbl 1
3aKpOIOT cTapble. B pesysbrare crapblie (ailjibl CTAHOBSITCS JOCTYIIHBIMU JIJIsl IIOCJIeIyomeil 00paboTKH,
TaKOll KaK CcyKaTue, IOUTH CPa3y.

O6HoBneHne ucnonHsemoro caiina Ha nerty

YT006bI OOHOBUTH UCIIOHAEMbIH (ailyl cepBepa, cHaYa a 3aMEHUTEe CTapblit UCIOJHAEMbBIH (aity Ha HO-
BBIt. 3aTeM oTHpaBbTe curHaj USR2 riiaBHOMY mporieccy. 1UTaBHBIi POTece IepenMeHyeT CBOM TeKYIIHii
daitsi ¢ uaeHTUGUKATOPOM Iporecca B HOBBIM daitn ¢ cyddukcom .oldbin, manpumep, /usr/local/
angie/logs/angie.pid.oldbin, u 3aTeM 3aIyCTUT HOBBIN UCIOJHSIEMBIN (baiti, KOTOPBIil, B CBOIO OUe-
pe/lb, 3AIyCTUT HOBBbIE PA0OYMEe IPOIIECCHI.

O6paruTe BHUMAaHME, YTO CTAPbIN IVIABHBINA IIPOIECC HE 3aKPBIBAET CBOM COKETHI JJIsl IIPOCJIYIITHBAHMS
U MOXKET OBITh yIIPaBJIeM JIJIsl TIepe3allyCKa CBOMX PabOdMX IPOIECCOB B ciydae HeobxomumocTu. Kciun
HOBBII UCHOJIHsIEMBIH baityi paboTaeT HE TakK, KaK OXKUJAJIOCh, Bbl MOYXKETe IPEIIPUHSIThH CJIEILYONne
JefiCTBUS:

e Ormopasbre curaas HUP crapoMy IJIaBHOMY MPOIECCY. DTO 3AIyCTUT HOBBIE pabodne Mporeccsl 6e3
IIOBTOPHOTO uTeHusi KoHdurypanuu. [lociie 3Toro BbI MOYXKETe 3aBEpIIUTH BCE HOBBIE ITPOIECCHI
nocmenerno, oTupaBus curHayg QUIT HOBOMY INIAaBHOMY IIPOIECCY.

e Ornpasbre curnas TERM HOBOMy riraBHOMY mporieccy. OH OTIpaBUT COOOINEHWE CBOMM PadOINM
mmporieccaM ¢ IpOCh00Ol HeMeIeHHO BhIfiTh. Ecian Kakme-inbO MpOIEecChl He BBIXOISAT, OTIIPABbTE
curaaj KILL, 9ToOBbI 3aCTaBUTh UX BLIATU. Korma HOBBIM TJIABHBIN MMPOIECC 3aBEPINUTCS, CTAPDIi
IJIaBHBII MIPOIECC aBTOMATUYECKHU 3aIlyCTUT HOBbIE pabodre MPOIeCCHI.

Eciu HOBBII TyIaBHBIN [POIECC 3aBEPIUTCS, CTAPBIN TVIABHBIN Tporecc yaaaut cyddukc .oldbin u3
nMenn daiina ¢ nIeHTHOUKATOPOM TPOIIECCA.

3.1. YnpaBneHune BO BpemMsi BbINOJHEHUS 6
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Ecau obHOBITIEHME TIPOIIIO ycrenHo, oTupasbTe curia QUIT ctapoMy TJIaBHOMY IIPOIECCY, U OCTAHYTCSI
TOJIBKO HOBBI€ ITPOIIECCHI.

IIpu coorBeTcTByIONMIEit HacTpoiike Angie Takxke GyIeT cOPACHIBATH OT/E/IBHBIE 30HBI PA3Ie/ITeMON TaMsi-
Tu (B HacToOsiee BpeMst — keys_zone B proxy cache path) Ha nuck epel oOHOBIEHHEM, YTOObI HOBBII
IJIABHBIM MIPOIECC MOT BOCCTAHOBHUTD UX M TEM CAMBIM YJIYYIIATH HPOU3BOIUTEIBHOCTh. Ecim BoccTa-
HOBJIEHUE HE YJACTCs BBIIOJHATH U3-32 U3MEHEHUs pa3Mepa 30HbI, HECOBMECTUMOCTHU BEPCHil OMHAPHBIX
daitsos wu mo apyrum npuduHaM, Angie 3amumer B xKypHas npeayupexjenue (failed to restore
zone at address) u He GyJeT HCIOJIb30BATH MEXAHU3M BOCCTAHOBJICHUS 30H.

MapameTpbl KOMaHAHO CTPOKU

-7, -h BeiBog, ciipaBku 110 apamMerpaM KOMAaHJIHOW CTPOKH, 3aTeM BBIXO/I.

--build-env BuiBox BermomoraresbHON nHpOpMaun 06 OKpy2KeHNN COOPKH, 3aT€M BBIXO/L.

-c datin 3alycK ¢ aJbTepHATUBHBIM (Pailiiom KOHMUTYpanuu BMeCTO (aiiyia mo yMmoada-
HUIO.

-e datin 3allycK ¢ aJIbTEPHATUBHBIM JIOT-(faiA0M OIMIMOOK BMECTO (Paling N0 YMONUGHUIK.
Crera/ibHOE 3HAUeHNe stderr 3ajaer CTaHIAPTHBIN (aila ommboK.

-g dupexmusnt 3aIyck ¢ yCTaAHOBKOW 24000AbHbIT JUPEKMUE KONPU2Ypayuy, HAPUMep: angie
-g "pid /var/run/angie.pid; worker_processes “sysctl -n hw.ncpu’;".

-m, -M BbiBog crincka BCTPOEHHBIX (-m) MM BCTPOEHHBIX U 3arpyzKeHHbIX (-M) MoyJiei,
3aTe€M BBIXO/I.

-p npedukc 3aIyck ¢ 3aJaHHBIM npedukcom mMyTn angie (KaTasora, B KOTOPOM OyJIyT HAXO-
nuThest Gaityibl cepBepa; o ymordanuio — /usr/local/angie/).

-q BeiBoz Tosibko coobiennit 06 omubKax, eciin 3aaHbl -t win -T; uaade addexra
HET.

-S cuzHan OrnpaBka cuzhaia TIABHOMY TIporieccy: stop, quit, reopen, reload u Tax jaJjee.

-t Tectuposanue aiiia KOHGUIYpaIMA, 3aTeM BBIXOI. Angie IpoBepsieT CUHTAKCUC
KOH(UIYpaIMK, PEKYPCUBHO BKJIIOUAs (DARJIbI, YIOMSHYTHIE B HEil.

-T To ke, 9TO -t, HO C BBIBOJIOM CBOIHOW KOHMUIYDPAIIMM B CTaHIAPTHBIA ITOTOK
BBIBOJIA TTOCJIE PEKYPCUBHOIO BKJIIOYEHUs BCEX YIOMSHYTHIX B Heil (ailios.

-v BriBon Bepcun Angie, 3aTeM BBIXOJI.

-V BriBoz Bepcun Angie, Bepcuu KOMIUIISITOPA, BDEMEHU COOPKY U UCIIOJIH30BAHHBIX

mapaMeTpoB COOPKH, 3aTEM BBIXOJI.

3.2 CoepgunHeHunsa, ceccun, 3anpocobl, Jorn

3.2.1 MexaHu3mbl 00paboTkn coeauHeHuni

Angie momiepKuBaeT pasinIHbIe METO/IBI 06pabOTKU coenHeHmit. JIoCTyTHOCTh KOHKPETHOTO METO/Ia
3aBUCHUT OT HUCIIOJIb3yeMoil mardopmbl. Ha miardopmax, 1mo/11epKuBaromx HeCKOJIbKO METO/I0B, Angie
OOBIYHO aBTOMATUYIECKHU BbIOUpaeT Hanbosee a3 dekTuBHbIil MeTo 1. OMHAKO, IpU HEOOXOIUMOCTH, METO]
00pabOTKN COeIMHEHUI MOXKHO sIBHO BBIOPATH C MOMOIIBIO JIMPEKTUBBIL USE.

Hocrynnbl ciemyionme MeTOIbI 00pabOTKU COeTMHEHMIA:

3.2. CoepuHeHus, ceccumn, 3anpocbi, s10rmn 7
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MeTop Onucaxne

select Crammaprabiit  Meron. CoOOTBETCTBYOIMIW MOJYJb COOMPAETCS ABTOMATHYIECKH
Ha miaardopmax, He wuMenmx 6osee 3pdekTuBHBIX MeTomoB. Ommum cOopku
--with-select_module u --without-select_module MOTYT OBITH UCIOTH30BAHBI JIJIsT
[IPUHYIATETFHONO BKJIFOUEHMS UM OTKJIFOYEHMs COOPKHU ITOIO MOLYJISI.

poll Cranmaprabiit  Meros. CoOOTBETCTBYMOIIMI  MOJYJIb COOMPAETCS ABTOMATHYECKH
Ha MmwrardopMax, He wuMernmx Oosee 3bdekTuBHbIX MeronoB. Omruu cOopKm
--with-poll_module u --without-poll_module MOIyT OBITH UCIOJB30BAHBI JIJIsI IPHU-
HY/IATEJILHOTO BKJIIOYEHUS WU OTKJ/IIOYEHHUsT COOPKHU ITOI0 MOJTYJIS.

kqueue OddekTuBHbIil MeTo, HoctynHbiii Ha FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 u
macOS.

epoll Db dexkrusHbIit MeTo, qOocTynHBII Ha Linux 2.6+

/dev/poll  Dddexrusnblil MeTox, gocTymnHblil Ha Solaris 7 11/99+, HP/UX 11.22+ (eventport),
IRIX 6.5.15+ u Tru64 UNIX 5.1A+.

eventport Meton event ports gocrymen Ha Solaris 10+. (M3-3a m3BeCTHBIX MPOGJIEM PEKOMEH-

JLyeTCsl UCIOJIb30BATh MeToy, /dev/poll.)

3.2.2 ObpaboTtka HTTP-3anpocos

Kaxkaprit HT'TP-3amnpoc npoxogut depe3 psj dhas3, Ha KaxKJI0i 13 KOTOPBIX BBITOJHIETCS OMPE/IeIEHHBIH

T 00paboTKU.

Post-read

Hawanbuas daza. Momxynb Reall P BbI3bIBaeTCs Ha 9TOU daze.

Server-rewrite ®Pa3za, HA KOTOPOit 00PabATHLIBAIOTCS TUPEKTUBBI U3 MOy [Rewrite, ompeaeIeH-

Find-config
Rewrite

Post-rewrite
Preaccess
Access

Post-access
Precontent

Content

Log

Hble B OJ10Ke server (HO BHe Gs0Ka location).

Cruermanibaas dhas3a, Ha KOTOPOii BeiOmpaercs [ocation Ha ocaoBe URI 3ampoca.
Tloxoxa Ha dazy Server-rewrite, HO IPUMEHSIETCH K IIPABUJIAM rewrite, Ompe-
JeaeHHbIM B OJ10Ke location, BRIOpaHHOM Ha MIpeablIyInei dase.

Crenmasibaas da3a, Ha KOTOPOIT 3allPOC TEPEHAIIPABIIAETCS B HOBOE MECTO, KaK
Ha ¢aze Find-config, eciu ero URI 6p11 nu3menen Bo Bpems das3bl Rewrite.
Ha sroit dasze cranmaprabie moayiu Angie, takue Kak Limit Req, peructrpupyor
cBou OOpabOTIUKIL.

®Paza, Ha KOTOPOIT MPOBEPSIETCS TPABO KJIMEHTA HA BBIIIOJIHEHHUE 3aIPOCa, OOBITHO
¢ TIOMOIIBIO CTAHJIAPTHBIX MojyJieil Angie, Takux Kak Auth Basic.
CuermajibHas pa3a, Ha KOTOPOil 00pabaThIBAETCsl JUPEKTUBA, salisfy any.

Ha sroit dhaze cranmapTHble MOJY/IH, TaKWe KaK JUPEKTUBLL {1y files w mirror,
PErucTpupyoT CBOM 00pabOTINKHY.

®aza, HA KOTOPOIT OOBITHO reHepupyercs: oTBeT. Ha 9ToM sTame HECKOJIBKO CTaH-
JapTHBIX MOyJeil Angie perucTpupyior cBou o0paboOTYNKY, BKIIOYast [nder; Tak-
JKe CIOJIa OTHOCATCSI IUPEKTUBBI Proxy  pass, fastcgi  pass, uwsgi  pass, Scgi_ pass
U grpc_ pass.

O6paboTUMKY BBI3BIBAIOTCS [TOCJIEIOBATEILHO, [TOKA OJIMH U3 HUX HE IIPOU3BEJIET
BBIBOJI.

QOunanbHas ¢dasa, Ha KOTOPOH BBIMIOIHSIETCs JJOTHPOBAHNE 3AIIPOCOB. B HacTOS-
1ee BpeMsl TOJIBKO MOMIY/Ib L0g PEerucTpupyer CBOM O0OPAaDOTIMK Ha ITOM ITalle
JIJISI BEJIEHUsI XKyPHAaJIa JOCTYIIa.

3.2. CoepuHeHus, ceccumn, 3anpocbi, s10rmn 8
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3.2.3 Obpaborka TCP/UDP-ceccuii

TCP/UDP-ceccust 0T KJIHEHTa IIPOXOAUT Yepe3 pall (a3, Ha KazKI0H U3 KOTOPBIX BBIIOJIHIETCH Olpe/ie-
JIEHHBIN Tu 06paboTKu:

Post-accept Havanbaas asa mocie IpUHATHS COSIUHEHUsI OT KiaueHTa. Ha sroil ¢ase BbI-
3BIBAETCST MOJIYIb ReallP.

Pre-access IIpensapurenpras daza mus npoBepku goctymna. Mogyaun Set BBI3BIBAIOTCS HA
aroit dase.

Access ®Paza 7151 OTpAHUYIEHNS JOCTYIIA KJIMEHTa mepes PaKTHIECKO 00pabOTKOM TaH-
HBIX. Ha 9TOM 3Tare BbI3bIBaeTCS MOIYIb Access.

SSL daza, na koTopoii npoucxoaut repmunanus TLS /SSL. Ha sroit dase BosbiBaercs
Mojtysib SSL.

Preread ®Daza [y 9TeHNs HAYAJIbHBIX OaifiT JaHHBIX B preread buffer, 9To0BI MO3BOIUTH

TaKUM MOIYJISM, Kak SSL Preread, mpoaHATM3UPOBATD JTAHHBIE IO X 00PAOOTKH.

Content Ob6si3arenbHas ¢aza, Ha KOTOPOl JaHHbIe (PaKTHIeCKH 00padaThIBaIOTCsl, OOBIYHO

¢ ydJacTueM Mojyssa Return, KOTOPBI oTmpaBiisgeT oTBeT KiaumeHTy. JIlupekTusa
proxy pass TaKzKe OTHOCUTCHA CIOJA.

Log OunanmpHas daza, Ha KOTOPOH (DUKCHPYETCsT PE3YIbTAT 00PADOTKH CECCHU KJIU-

enta. Ha aToit ase BuI3bIBaeTCI MOIYIb LOg.

3.2.4 O6paboTka 3anpocos

Bbibop BupTyansHoro cepsepa

M3naganbHO coequHEHUE CO3MAETCS B KOHTEKCTE CepBepa Mo yMmoJdanuio. VMs cepBepa Moxker ObITh
OTIPEJIEJIEHO HA CJIEYIONUX dTanax 00paboTKH 3aIpoca, KaxK/Iblil U3 KOTOPBIX y9acTBYeT B BBIOOpPE KOH-
duryparuu cepsepa:

e Bo Bpems SSL-pykonoxkarusi, 3apanee, B coorsercTeuu ¢ SNI.
e [locste 06pabOTKY CTPOKH 3aIIpoca.

e Ilocse obpaboTku moss 3arosioBka Host.

Ecisim umst cepBepa He ompe/iesieHo mocjie 06paboTKN CTPOKHU 3aIpoca Wi 1oJst 3arosoBka Host, Angie
HCIIOJIB3YET IIYCTOE MMsI B KA4eCTBE UMEHH CEPBEPA.

Ha xaxxoM u3 9TUX 9TA0B MOTYT IPUMEHSTHCsT pa3IndHble KOHuUrypamun cepsepa. [losromy nekoro-
pble JUPEKTUBBI CJIEyeT YKa3bIBaATh C OCTOPOXKHOCTBIO:

e B ciyuae mupekTuBbl sslprotocols cOUCOK MPOTOKOJIOB ycTaHaBauBaercs oubianorekoit OpenSSL

JIO IpUMEHEHUsI KOH(UI'YypaIluu CepBepa B COOTBETCTBUU C MMEHeM, 3ampoiieHHbiM depe3 SNI. B
pe3yJsbTaTe IPOTOKOJIBL CleyeT YKa3bIBaTh TOJIBKO IS cepBepa 10 YMOJIYaHUIO.

Hupekrtussr client header buffer size mw merge slashes TPUMEHSIOTCS 10 ITE€HUS CTPOKHU 3aIPO-
ca. [loaToMy 3TM AMPEKTHUBBLI UCIOIL3YIOT JUOO KOH(PUTYPAIWIO CEpBEpa IO yMOIIAHUIO, JTUOO
KOH(UI'YypaIUIO cepBepa, BbiOpanHyto yepes SNI.

B ciydae JUPEKTHUB tgnore_invalid_ headers, large_ client_header_buffers u
underscores _in_headers, KOTOpble yYaCTBYIOT B 0OpabOTKe IOJIeil 3aroJIOBKOB 3alpoca, KOH-
duryparus cepBepa JOMOJTHUTEILHO 3aBUCUT OT TOTO, ObLIa JI OHA OOHOBJIEHA B COOTBETCTBUU CO
CTPOKOM 3allpoca WUJIH I10J1eM 3arojioBka Host.

OtBet ¢ omubKoit 06pabaThBAETCs € UCIIOJIB30BAHUEM JIUPEKTHUBEL €107 page Ha cepBepe, KOTOPBIi
B JIAHHBIA MOMEHT 0OpabaThIBaeT 3aIpoc.

3.2
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BupTtyanbHble cepBepbl HA OCHOBE MMEH

Cuauajia Angie onpenessier, Kakoil cepBep JI0JIzKeH 00pabaThIBAThL 3aIpoc. PaccCMOTPUM MPOCTYIO KOH-
duryparuio, rie Bce Tpu BUPTYaJIbHBIX cepBepa CiymaoT Ha mopTy S0:

server {
listen 80;
server_name example.org www.example.org;
#

}

server {
listen 80;
server_name example.net www.example.net;
#

}

server {
listen 80;
server_name example.com www.example.com;
#

¥

B sroit korduryparmm Angie onpenesnsier, Kakoit cepBep J0KeH 06padoTaTh 3aIIpoc, OCHOBBIBASICH NC-
KJIIOYUTEIBHO Ha ITosle 3arojioBka Host. Eciin 3HadeHme 3TOro 3arosioBKa He COBIAJAET HU C OJHHUM U3
UMEH CepBEPOB WM €CJIU 3aIpPOC HE COMEPIKUT ITOTO 3arojoBKa, Angie HAIPABUT 3aIpOC K CEpBEpY IO
YMOJTIAHUIO JIJIs 9TOTO TOpTa. B IpuBeIeHHOl BbIlle KOHMDUTY DA CEPBEPOM 110 YMOJTIAHUIO SIBJISETCS
MEPBBIl — 9TO SABJISIETCS CTAHJAAPTHBIM moBejenneM Angie. Takrke MOXKHO sIBHO yKa3aTb, KaKOil cepBep
JIOJIZKEH OBITH CEPBEPOM IO yMOJIIAHUIO, UCIOIL3Ys mapaMerp default_server B aupekTuse listen:

server {

listen 80 default_server;
server_name example.net www.example.net;
#

(5 ) IIpumeuanue

O6paruTe BHUMaHUE, YTO CEPBEP 10 YMOJIYAHWIO SIBJISIETCS CBOMCTBOM CJIYIIAIONIETO COKETa, a He
WMEHU cepBepa.

MexpyHapoaHblie umeHa

Mex rynaponubie gomennble umeHa (IDNS) 0/2KHBI yKa3bIBATHCH B JIUPEKTUBE SETUET  NAME C UCIOJIb-
sosanueM npescrasiaenus ASCIT (Punycode):

server {
listen 80;
server_name xn--elafmkfd.xn--80akhbyknj4f; # npumep.ucneimarue
#

}

3.2. CoepuHeHus, ceccumn, 3anpocbi, 10rmn 10
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3anpeT 3anpocoB C HeomnpeaesieHHbIMU UMEHAMU CEPBEPOB

Ecnu 3ampocsr 6e3 3aronoBka Host HexesraTeIbHBI, MOXKHO OIIPEIE/INTh CEPBEP, KOTOPbI IIPOCTO OTKJIO-
HSET TaKHue 3alIPOChI:

server {
listen 80;
server_name "";
return 444;

+

J

B sr0it KOHDUTYpanum nMs cepBepa 3a1aHO IIyCTOI CTPOKOM, YTO COOTBETCTBYET 3arrpocaM Oe3 3arojioBKa
Host. 3arem BO3BpAIaeTCs CIIEIUAIBHBIN HeCTAaHIAPTHBIN Ko, 444, KOTOPBI 3aKPBIBAET COEINHEHNE.

CoueraHne BupTyasibHbIX CEPBEPOB, OCHOBaHHbIX Ha umeHax u IP-apgpecax

PaCCMOTpI/IM GoJtee CJIOZKHYTO KOH(i)I/II‘ypELI_[I/IIO7 TJie HEKOTOPbIC BUPTYaJIbHbBIE CEPBEPHI CAYIIalOT Ha pa3-
HBIX aJipecax:

server {
listen 192.168.1.1:80;
server_name example.org www.example.org;
#

}

server {
listen 192.168.1.1:80;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80;
server_name example.com www.example.com;
#

}

B s70it korpurypamuu Angie caagasia nposepsier IP-ajpec u mopt 3ampoca 1o jgupekTuBam [isten 6JI0KOB
server. 3areM OH IpOBepsieT IoJie 3arojioBka Host 3ampoca 1o 3anucsaM server name OJIOKOB Server,
KoTopble coBnasim ¢ I[P-anpecom u moprom. Ecam nms cepsepa ne Haiineno, 3ampoc Oyger obpaboran
cepBepoM 1o ymMordanuio. Hampumep, 3ammpoc Kk www . example . com, ToJrydeHHbIH Ha TopTy 192.168.1.1:80,
OyzeT 0O0paboTaH CEPBEPOM I10 YMOJIIAHIIO IS ITOTO IOPTA — T.€. HEPBBIM CEPBEPOM — IIOCKOJIBKY WWW .
example.com He OIpPeeseH JJis STOr0 HIOPTa.

Kak ynmomunasoch panee, cepBep M0 yMOJTUAHUIO SIBJISETCS CBOHCTBOM CJIYIIAIONIErO0 COKETa, M MOYKHO
OIIPEJIENIUTh Pa3HbIE CEPBEPHI 110 YMOJYAHUIO JIJIsl PA3HBIX IIOPTOB

server {

listen 192.168.1.1:80;
server_name example.org www.example.org;
#

3.2. CoepuHeHus, ceccumn, 3anpocbi, 10rmn 11
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server {

listen 192.168.1.1:80 default_server;
server_name example.net www.example.net;

#

}

server {
listen 192.168.1.2:80 default_server;
server_name example.com www.example.com;
#

}

Bbibop nokauwuii

Paccemorpum npoctyto kouduryparuo PHP-caiita

server {
listen 80;
server_name example.org www.example.org;
root /data/www;

location / {

index index.html index.php;

}
location ~* \.(gifljpglpng)$ {

expires 30d;

}
location ~ \.php$ {

fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME
$document_root$fastcgi_script_name;
include fastcgi_params;

Angie craugayia wumer HamboJiee KOHKpeTHBINH Tpeduke location, 3ajaHHbIil OYKBAJLHBIMU CTPOKAMM,
HE3aBHCHMO OT UX IOPsIKa B CIHCKe. B NpuBeneHHO#l BbIlle KOH(MUIYPAINHA €IUHCTBEHHBIN Hpedurc
JIOKaIuu — 3TO location /, KOTOPBIH COOTBETCTBYET JIIOOOMY 3aIIPOCy U OYIET UCIOIB30BATHCSA B Katie-
CTBE TIOCJIEJHETO CPeJICTBa. 3aTeM Angie mpoBepsieT JIOKAIUU, OIPeJIeJIEHHBIE C ITOMOIIBI0 PEryJIsPHBIX
BBIpaKEeHWii, B MOPsJIKE WX IOsiBJIeHUsi B KoHurypamuonnoMm daiiie. [lepBoe coBnamaroriee BbIpake-
HUe 3aBepllaeT MOoucK, u Angie ucnosb3yer 3Ty location. Ecium HEH OHO peryssipHoe BbIparKeHHe He
coBmajiaeT ¢ 3ampocoM, Angie ucrnosb3yer Hanbojiee KOHKPETHYIO TpeduKCHy0 location, HaiijleHHYTO
pamee.

O IIpumeuannue

Jlokamum Bcex Tunos mpoBepsitoT Toabko URI 9acTh cTpokm 3ampoca, UCKIIOYast apryMeHThI. DTO

3.2. CoepuHeHus, ceccumn, 3anpocbi, s10rmn 12
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CBSI32HO C T€M, YTO apryMEHTBI B CTPOKE 3aIIPOCa MOTYT ObITh YKa3aHbI PA3HBIMHU CIIOCOOAMU, HAIIPU-
Mep:

e /index.php?user=john&page=1
e /index.php?page=1&user=john
Kpome Toro, crpoka 3ampoca MOKeT COIEPKATh JII000€ KOJIUIECTBO IIapaMeTPOB:

e /index.php?page=1&something+else&user=john

Temeps maBaiiTe paccMOTPHUM, KaK 3aIpochl OyayT 0O0pabaThIBATHCS B MPUBEIECHHON BBHIME KOH(MUTYpa-
nuu:

e 3ampoc /logo.gif cradasia cooTBeTCcTBYeT peduKcy location /, a 3aTeM PEryJspHOMY BbIpazke-
uuio . (gif | jpglpng)$. IlosTomy on obpabarbiBaeTcs moce el Jokarueii. crnons3ys nupekTuBy
root /data/www, 3ampoc cornocrasisiercs ¢ daitiom /data/www/logo.gif, u daiin orupasisercs
KJIMEHTY.

e 3ampoc /index.php TakXKe M3HAYAIBLHO COOTBETCTBYeT IpeduKcy location /, a 3aTeM peryJisp-
nomy BbIpazkenuio . (php)$. CiemoBaTesbHo, OH 06pabaTHIBACTCS MTOCJIEIHEH JIOKAIIEH, U 3aIpoc
nepenaercs ceppepy FastCGI, ciymaromemy na localhost:9000. Tupexktusa fastcgi  param ycra-
unasiuBaeT nmapamerp FastCGI SCRIPT_FILENAME B /data/www/index.php, u cepBep FastCGI BoI-
nosastet daitn. [lepemennas $document rool ycraHaBIMBaeTCs B 3HAYEHUE JUPEKTUBBI root, a
nepeMenHasi $fastcgi script name ycranasimusaerca B URI zanpoca, T.e. /index.php.

e 3ampoc /about.html coorBeTCTBYeT TOJBKO Ipedukcy location /, mosroMy OH 0O6pabaThIBAETCsI
B 970l JioKaruu. Vcrmoms3yst aupekTuBy root /data/www, 3ampoc comocrasjisiercs ¢ aitiom /
data/www/about.html, u dailyr OTIPABIAETCS KIUEHTY.

Obpaborka 3ampoca / 6osee ciaokua. OH COOTBETCTBYeT TOJILKO mpedukcy location /, mosTomy oH
obpabaTrbiBaeTcs B 3To# Jiokanuu. JlupekTuBa inder 3aTeM MpoBepsieT HAJIUIHE WHICKCHBIX (hailjioB B
COOTBETCTBHUU C ee IMapaMeTpaMu U JUPEKTHBOil root /data/www. Ecim daitn /data/www/index.html
He cyIecTByeT, HO (aiti /data/www/index . php CyIeCTBYeT, IUPEKTUBA BBIITOJIHAET BHYTPEHHIOIO IIepe-
anpecaruio Ha /index.php, n Angie CHOBa WINET JIOKAIMH, KAK €CJIU ObI 3a1poc GBI OTIPABJIEH KJIHEH-
ToMm. Kak yrmoMuHaIoCh pamee, mepeaapecoBaHHBIN 3aIIpOC B KOHETHOM UTOTe OyIeT 00paboTaH cepBepoOM

FastCGI.

3.2.5 lpokcupoBaHue n banaHcMpoBKa Harpysku

OpHUM U3 PacIpOCTPAHEHHBIX CIIOCOOOB UCIO/Ib30BaHus Angie siBJIsSeTCs HACTPOMKA B KA4eCTBE ITPOKCH-
cepsepa. B aroit posin Angie nmpuHIMAaET 3apOChI, TEPEHAITPABIIAET UX HA TPOKCUPYEMBIE CEPBEPHI, O~
JIyIaeT OTBETHI OT ITUX CEPBEPOB M OTIIPABJISET OTBETHI OOPATHO KJIMEHTAM.

IIpocToit mpoxcu-cepsep:

server {
location / {

proxy_pass http://backend:8080;
}

HupektuBa prory pass 3actaBuT Angie TiepesiaBaTh 3allpOChl KJIHNEHTOB Ha cepBep backend:8080
(mpokcu-cepsep). CyIecTByeT MHOXKECTBO JIONONHUTENBHBIX JUPEKMuE, KOTOPBIE MOKHO HUCIIOIb30BAThH
JUIg JajibHedneil HaCTPOUKU IIPOKCHU-COCAUHCHUS.

3.2. CoepuHeHus, ceccumn, 3anpocbi, s10rmn 13
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Mpokcuposanue FastCGl

Angie MOXKeT HCIOJIB30BATHCS JJIst MapipyTu3anun 3anpocoB Ha FastCGI-cepBepbl, KOTOPBIE BBIMTOJIHSI-
0T TIPHUJIOYKEHUST, TTOCTPOCHHBIE C MUCIOJIL30BAHNEM PA3IMIHBIX (PPEHMBOPKOB U SI3BIKOB MTPOIPAMMUPO-
BaHus, Takux Kak PHP.

IIpocreiimas koudurypanust Angie jyist paborsbl ¢ FastCGl-cepepoM BKIIFOYaeT UCIOJIB30BaHUE JIUPEK-
THUBBI fastcgi pass BMECTO JUPEKTUBBI Prory pass, a TaKXKe NUPEKTUB fastcgi  param mjis yCTAHOBKH
mapamerpos, nepenaBaeMbix FastCGl-cepsepy. [Ipeamosnoxum, aro FastCGI-cepsep moctymen mo agpecy
localhost:9000. B PHP napamerp SCRIPT_FILENAME ucnoJib3yeTcs JJist OIpeIeIeHUs NMEHN CKPUIITA,
a mapamerp QUERY_STRING mcmosib3yercs JjIsi Iepeadn ImapaMeTpoB 3ampoca. Pe3yabTupyiomnas KOH-
duryparus OyieT ciemyroreit:

server {
location / {
fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;
b
location ~ \.(gifl|jpglpng)$ {

root /data/images;

DTa KOHPUIypalys HACTPAUBAET CEPBEP, KOTOPHII HAIIPABJISIET BCE 3aIIPOCHI, KPOME 3aIIPOCOB K CTATH-
9eCcKUM M300parKeHUsIM, Ha ITPOKCUPYEMbIil cepBep, paboratomuii Ha localhost:9000 depe3 mMpOTOKOJ

FastCGI.

Mpokcuposanne WebSocket

Joa obuosnenus coemunennst ¢ HTTP /1.1 no WebSocket ucnonbsyercss MeXaHU3M [IPOTOKOJIBLHOIO 11~
pexJsouenus, pocrynuabiii 8 HTTP/1.1.

O/1HAKO eCTh TOHKOCTD: MTOCKOJIBKY 3arosioBok Upgrade sIBJISIETCST 3aI0JIOBKOM I1€DEX0/Ia, OH He Mepeia-
eTcs OT KJIMEHTA K IPOKCUPYEMOMY cepBepy. IIpu MCIIo/Ib30BaHUU IIPSAMOTO MPOKCUPOBAHUSA KJIUEHTHI
moryT ucosib3oBark Merog, CONNECT st 06xoma 910l mpobsieMbl. TOT Moax0 He paboTaer mpu 06-
PATHOM MPOKCUPOBAHNN, TAK KAK KJIUEHTHI HE OCBEIOMJIEHBI O KAKUX-JTHO0 ITPOKCU-CEPBEPax, U Tpedyercs
crieruaJibHasi 00paboTKa Ha IPOKCHU-CEPBEpE.

Angie peasmusyer crerualbHbIi PesKUM PabOThI, KOTOPbI [T03BOJISIET YCTAHOBUTD TYHHEJIb MEXK LY KJINEH-
TOM M IIPOKCUPYEMBIM CEPBEPOM, €CJIN TPOKCUPYEMBIii cepBep Bo3spariaer orser ¢ kojgoMm 101 (Switching
Protocols), a kjueHT 3amnpanmBaeT NepeKk/IIoUeHne IIPOTOKOJIA Yepe3 3aroioBok Upgrade B 3ampoce.

Kak y:xe ynommnamoch, 3aroyioBku nepexoma, Bkiao4as Upgrade u Connection, He epeIarOTCs OT KJIU-
€HTa K IpOoKcupyemoMy cepsepy. llosroMy, 1T06BI IpOKCUPYEMBIii cepBep ObLIT OCBEIOMIIEH O HAMEPEHUH
KJIMEHTA [TePEKJII0YNThCA Ha IpoToKos WebSocket, 3T 3arojl0BKM JI0JI2KHBI OBITH II€Pe/IaHbl sIBHO:

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade';
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Boutee ciioxxubIit puMep JeMOHCTPUPYET, KaK 3HAYEHUE [0/ 3arosioBka Connection B 3ampoce K IPOK-
CHPYeMOMY CepBEpY 3aBHCHT OT Hajn4nd 1ojs Upgrade B 3aroJIOBKe 3aIIpoca KIUEHTA:

http {
map $http_upgrade $connection_upgrade {

default upgrade;

''" close;
}
server {
location /chat/ {
proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
3
}

Ilo ymomuanuio coemuenue OyIeT 3aKPhITO, €CJIM IPOKCUPYEMbIil CepBEP He Iepe/iaeT HUKAKUX JaHHBIX
B Tedenue 60 cexkyH. DTOT TaflM-ayT MOXKHO yBEJIHYHUTH C IIOMOINBIO JUPEKTUBLL proxy read_ timeout.
B kauecTBe anmbrepHATHBBI: HA MPOKCHPYEMOM CE€pPBEPE MOYKHO HACTPOUTH MEPUOIUIECKYIO OTIIPABKY
kasipoB WebSocket ping st cobpoca Taiim-ayTa u MpoBepKH TOrO, aKTUBHO JIM COEIMHEHNE.

BanancupoBka Harpysku

BanancupoBka HArpy3ku MeXKIy HECKOJHLKUMH SK3EMILISIPAMU TPUJIOKEHHUST — ITO MIUPOKO UCIOIb3Y-
eMasl TEeXHUKa JJIsi ONTUMU3AINN WCIIOIH30BAHUsT PECYPCOB, MaKCUMU3AIUHU MIPOIIYCKHOM CIIOCOOHOCTH,
YMEHBIITEHUs 3aJePKEK 1 00eCIedeHnsi OTKA30yCTONINBBIX KOHMUTYPAITHI.

Angie MOXKHO HCIIOJIB30BaTh B KauecTBe BbicoKO3dpexkTusHoro HTTP-0anancuposinuka HArpY3KA JJIst
pacrpeiesienus TpadpuKa MeXK Iy HECKOJIBKUMU CEpBepaMU IIPUJIOXKEHUN, TEM CAMBIM YJIydIlias IPOU3BO-
JUTEIbHOCTD, MACIITAONPYEMOCTb U HAJIE?KHOCTH BEO-TIPUIIOKEHM.

Camast npocrast KoH(pUryparus Jjis 6AJJAHCHPOBKY HATPY3KH C TIOMOIIHI0 Angie MOXKeT BBITJISIETh CJIe-
JIYIOIIM 00pa30M:

http {
upstream myappl {
server srvl.example.com;
server srv2.example.com;

server srv3.example.com;

}

server {
listen 80;
location / {

proxy_pass http://myappl;
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B npuBeienHOM IIpuMeEpe TPHU K3EMILISPaA OJHOIO M TOIO YK€ MIPUJIOKEHNsT paboTal0T Ha cepBepax ¢ srvl
o srv3. Korjga meros 6a1aHCHpOBKY HATDY3KHU HE HACTPOEH SIBHO, 110 YMOJIYAHUIO UCIOJIb3YeTCsd KPY-
rosoit Mmeroz, (round-robin). JIpyrue moep:kuBaeMbie MEXaAHU3MbI OAJIAHCUPOBKH HAIDY3KH BKJIIOYAIOT:
weight, least  conn uip _hash. Peamusamnust o6paTHoro npokcu B Angie TakKe MMoJIePXKUBAET BCTPOEHHBIE
(nmM macCUBHBIE) IPOBEPKU COCTOSIHMS CEPBEPOB. DTH IPOBEPKU HACTPAUBAIOTCS C HOMOIIBIO JAUPEKTUB
maz_fails n fail _timeout BHyTpHU OJIOKa Server B KOHTEKCTE upstream.

3.2.6 JlornposaHue

© IIpumeuannue

B JIOIIOJIHEHHNE K IIePEYNC/ICHHBIM 3/I€Ch OIIIUAM, BBl TaK2Ke MO2KeTe BKJIIOYUTDH OTJIa,ﬂO‘{HLIfI JIOT.

Syslog

HupekTussl error log u access log mojiepKuBaioT Jjoruposanue B syslog. [ljs HaCTpoUiKu JIOrupoBa-
HUs B syslog MCHOJIB3YIOTCS CJIEAYIONIHE TapaMeTphL:

server=address VkazbiBaeT ajipec cepsepa syslog. Ajpec MOXKeT ObITh JJOMEHHBIM UMEHEM WJIH
IP-agpecom ¢ meobsizaTesbHBIM TOPTOM, Jub0 myTeM K UNIX-momenHomy coke-
Ty, YKa3aHHBIM TOC/I€e Mpedukca "unix:". Ecan mopt He yka3aH, UCIIOIb3YeTCs
UDP-nopr 514. Ecimm nomenHOe MMa pa3pelraeTcs B HeCKoJbKO IP-ampecos, nc-
IOJIL3YETCs IIEePBBIA Pa3peIIeHHbI aapec.

facility=string VYcranaBamBaeTr ypoBeHb i coolmienmit syslog, kak omnpereneno B RFC

3164. BosmoxkHble ypoBHH BKJO4YaOT: "kern", "user", "mail", "daemon",
"allth", "intern"7 ll]-pI.ll7 Ilnewsll’ II-L].-L].CpII7 "ClOCk", Ilauthprivll’ llftpll7 Ilntpll’
"audit", "alert", "cron", "local0".."local7". [lo yMOIAHUIO UCIIOIb3YETCS
"local7".

severity=string OrnpeieiisieT ypoBeHb Cepbe3HOCTH cOo00IeHnit syslog st access log, Kak yKa-
zano B RFC 3164. Bo3amoxkHbIe 3HAYEHUS T€ K€, UTO U JJIsI BTOPOTO IapaMeTpa
(ypoBenb) mupekTussl error log. Ilo ymomdanuio ucnossdyercs "info". Cepbes-
HOCTH COODIIEHU 06 OmmOKax ompejessercs Angie, OTOMY 3TOT Mapamerp
UTCHOPUPYETC B JIUPEKTUBE €707 _log.

tag=string YcranaBiauBaeT Ter jist coobenuit syslog. Ilo ymosrdannio ucnosb3yercst Ter
"angie".
nohostname Orkmrouaer gobaBiieHne moJist hostname B 3arojloBOK COOOIIeHNs syslog.

IIpumep xouduryparun syslog:

error_log syslog:server=192.168.1.1 debug;

access_log syslog:server=unix:/var/log/angie.sock,nohostname;
access_log syslog:server=[2001:db8::1]:12345,facility=local7,tag=angie,severity=info,
—combined;

© IIpumeuannue

Coobriernst B syslog 3anChbIBAIOTCS He Jallle pa3a B CEKyHJLY, YTOOBI IIPEIOTBPATUTD IIEPEIIOTHEHTE.
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3.3 BcTpoeHHble mogynn

B sTom cripaBouHUKe onucaHbl cOGCTBeHHBIE MOy Angie, TaHbl TpUMepbI KOH(MDUTY DA, [Tepedncie-
Hbl UX JUPEKTUBLBI U IIapaMeTPhl, & TaKKe BCTPOEHHDbIE IIepeMeHHbIE.

3.3.1 OcHoBHoOW mMoaynb

Monynb npegocrasiisieT OCHOBHYO (DYHKITMOHAJIBHOCTD U JIMPEKTUBBI KOH(UTY AL, HEOOXOIUMBIE JIJIst
6a30BOI pabOTHI CepBepa, & TAKYKe PEIaeT BaXKHbIE 33/1a9M, TAKNE KaK yIIPaBjIeHne paboIrmMu IPOIecca-
MU, HACTPOIKa COOBITUITHO-OPHMEHTUPOBAHHBIX MOIe/Iel 1 00pabOTKa BXOAAIINX COSINHEHUI U 3aIIPOCOB.
OH BKJIIOYAET KJIIOYEBbIE JIMPEKTUBBI [IJIsT HACTPONKM OCHOBHOI'O IIPOTIECCA, BEJICHUSI »KyPHAJIOB OITHOOK
U KOHTPOJIsI IIOBEJIEHUsI CEpBepa Ha, HU3KOM yPOBHE.

Mpumep koHdurypauymn

user Www Www;
worker_processes 2;

error_log /var/log/error.log info;
events {

use kqueue; worker_connections 2048;

OupekTussbl

accept _mutex

CunTakcuc accept_mutex on | off;
Ilo ywmomua- accept_mutex off;
HHUIO

Konrekcr events

Korma accept_mutex BkjIIOUEH, paboyune MPONECCHl OYIAYT TPUHIMATH HOBbIE COEIUHEHUS I00YEPE/IHO.
MNuaye yBesoMIIeHNsI O HOBBIX COEIMHEHUSAX IOJIyYAIOT BCe pabOYHe IIPOIECCHI, YTO MOYKET IIPUBECTH K
He(PHEKTUBHOMY HCIIOJIB30BAHUIO CUCTEMHBIX PECYPCOB, €CJIU KOJIMIECTBO HOBBIX COEMHEHMIT HEBEJIMKO.

© IIpumeuannue

Her mneoOxommMocTr BKIIIOYATH accept_mutex Ha CHCTeMax, KOTODbIE MOJIEPKUBAIOT hJirar
EPOLLEXCLUSIVE, niu IIpU UCHOJb30BAHUU JUPEKTUBLL 7€USEPOrt.
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accept mutex _delay

Cunrakcuc accept_mutex_delay spems;
Ilo ywmomua- accept_mutex_delay 500ms;
HUIO

Konreker events

Ecmu accept  muter BriIOUeH, 9Ta TUPEKTHUBA yKA3BIBAET MAKCUMAJIHLHOE BPEMSsI, B T€I€HNE KOTOPOTO Pa-
604nit TPOIIeCC 2K AET, YTOOBI IPOJAOIKUTH IPUHUMATEH HOBBIE COEIMHEHNs, €CJIN IPYTOil pabounii mporecc
yKe 00pabaThbIBaeT HOBBIE COEIMHEHUSI.

daemon

Cunrakcuc daemon on | off;
Ilo ymomua- daemon on;
HUIO

Konrekcr main

Omnpepensiet, Oyaer iu Angie 3amyckarbes B pexkuMe 1eMoHa. Vcmoab3yeTcss B OCHOBHOM JIJTsT pa3pabOTKU.

debug _connection

Cunraxcuc debug_connection adpec | CIDR | unix:;
Ilo ymomua- —

HUIO

KonTexcr events

Bkirouaer oTiamo9dHbIil JIOT [1yIsT OT/Ie/IBHBIX KJINEHTCKUX coequHennii. [Ijis ocTajbHBIX COequHeHu nc-
[TOJIb3YeTCsl YPOBEHb JIOTa, 33 JaHHBIN TUPEKTUBON error log. YKa3blBaTh COeIMHEHNs MOXKHO 1o [Pv4-
win [Pv6-aapecy, ceru mian nmenn xocra. Vcnonp3yiite mapamMerp unix:, 9T00bI BKIIIOYUTD OTJIAI0THBII
Jior gnsa coequnnennit gvepe3 UNIX-coxeTsr.

events {

debug_connection 127.0.0.1;
debug_connection localhost;
debug_connection 192.0.2.0/24;
debug_connection ::1;
debug_connection 2001:0db8::/32;
debug_connection unix:;

#

@ Baxno

Yrobbl 972 qupekTuBa paborasia, B cbopke Angie mozKeH OBITh BKIIIOYEH OTJIA0YHBINA JIOT.
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debug points

Cunrakcuc debug_points abort | stop;
Ilo ymomua- —

HUIO

KonTekct main

DTa IUPEKTUBA UCIOJIb3YETCs st OTIAIKA.

B ciyuae obuapykenust BHyTpeHHEH OIMUOKU, HAIIPUMED, YTEIKH COKETOB B MOMEHT Tepe3alrycka pabo-
X MIPOIECCOB, BKIOUeHne debug_points ymbo co3mact daiin mamma namstu (abort), 6o 0OCTAHOBUT
nporiece (stop) JUist AaHAIN3a ¢ OMOIIBIO OTJIA[IUKA.

env
Cunrakcuc env nepemennas [=snaueruel;
Ilo ymomua- env TZ;
HHUIO
Konrekcr main

ITo ymosraanuio Angie yassier Bce mepeMeHHbIE OKPYKEHUSsT, YHACIEOBAHHBIE OT POJINTEIHCKOTO IIPOTIEC-
ca, KpoMe 1epeMeHHo# TZ. DTa JUPEeKTUBa MO3BOJISET COXPAHUTH YaCTh yHACJIEIOBAHHBIX IIEPEMEHHBIX,
IIOMEHSTh UX 3HaUE€HUs WM CO3JaTh HOBBIE IIepEMEHHBIEe OKPY KEeHU .

ODTU IepeMeHHbIE 3aTEM:
® HACJIEIYIOTCS BO BPEMS 00HOBACHUA UCTONHAEMO20 PATNG 1A AeMY;
® TCIIOJIB3YIOTCA MoxaysaeMm Perl;
® JIOCTYIIHBI PADOYHMHE IIPOIIECCAMH.

ObparuTre BHUMaHKE, 9TO yIPABJICHIE CUCTEMHBIMY OUOJMOTEKAMI TaKUM 00Pa30M MOXKeT ObITh He BCe-
r71a 3D HEKTUBHBIM, TIOCKOJIBKY OUOIHMOTEKH YaCTO TPOBEPSIOT IEPEMEHHBIE TOJTHFKO BO BPEMsT MHUITHAJIA-
3aIlid, KOTOPasl IPOUCXOUT 110 cpabaThIBAHUSI 9TOU aupeKTuBbl. [lepemennas TZ Bcerya HACIEIYETCS U
JIOCTYIIHA MOJIYJII0 Perl, eciin He 3aJ]aHO SIBHO MHOE TIOBE/ICHIE.

[Ipumep:

env MALLOC_OPTIONS;
env PERL5SLIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY_CERTS=1;

(5 ) IIpumeuanue

Ilepemennasi okpyzkenusi ANGIE wmcmosib3yercst BHYTpH Angie m He JOMKHA 3a/1aBATbCS HAIPSIMYIO
I10JIb30BATEJIEM.
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error log
Cunrakcuc error_log datin [yposenn|;
Ilo ymomua- error_log logs/error.log error; (myTh 3aBUCAT OT MNapaMeTpa COOPKH
HUIO --error-log-path)
Konrekcr main, http, mail, stream, server, location

HacrpauBaer siorupoBaHnue, mo3BoJisisl yKa3bIBATH HECKOJIHKO JIOTOB HA, OIHOM yPOBHE KOHMUIYPAIIWH.
Ecmu daitn sora me ykazan sBHO Ha ypoBHE KOHMHUTrYparuu main, OyIeT HCHOIb30BATHCH (ailia 1mo
YMOJTIAHUIO.

Ilepseiit mapamerp yKasbiBaer (ail Jjisi XpaHnenus jora. CrenuajabHoe 3HadYeHne stderr 3ajaeT CTaH-
JIApTHBIHA TOTOK omuboK. Jlnst HacTpoiiku JorupoBanus B syslog ucnons3yiite npedukce "syslog:". s
JIOTMPOBaHUs B IuKJndeckuil Oydep mamstu mcnosb3yiite npedukce "memory:", 3a KOTOPBIM CJIEIyeT
pa3mep O6ydepa; 0OBITHO OH UCIIOMb3YETCs JJIsT OTIAIKH.

Bropoit mapamerp 3a/1aeT ypOBeHb JIOTUPOBAHUS OJHUM U3 CJIEYIONINX 3HadYeHuil: debug, info, notice,
warn, error, crit, alert uiam emerg. YpOBHHU IIePEYHCIIEHBI B IIOPs/IKE BO3pacTaHus cepbe3HocTH. [Ipu
3aJIaHUU YPOBHsI Oy/IyT JIOTUPOBATHCS COODIIEHNST PABHOTO 1 00Jjiee BHICOKOTO YPOBHSI:

HacTtpoiika VpoBHM 3anucu

debug debug, info, notice, warn, error, crit, alert, emerg
info info, notice, warn, error, crit, alert, emerg
notice notice, warn, error, crit, alert, emerg

warn warn, error, crit, alert, emerg

error error, crit, alert, emerg

crit crit, alert, emerg

alert alert, emerg

emerg emerg

Ecau stor nmapaMeTp He 3aJaH, 10 YMOJTIaHUIO NCHOJIb3YyeTCd YPOBEHDL JIOTUPDOBAHUSA €rror.

BazkHo

Yrob6s! paboTas ypoBeHb JiorupoBanusi debug, B cbopke Angie J0/KeH ObITH BKJIIOYEH OTIIAI0THBIIM
JIOT.

events
Cunraxcuc events { ... };
IIo ywmomua- —
HUIO
Konrekcr main

IIpemocTaBisieT KOHTEKCT KOHMUTYPAITMOHHOTO (aitia s JUPEKTUB, BIUIIONINX Ha 00pabOTKY coeun-
HEeHUM.
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include
Cunrakcuc include gaiin | macka;
Ilo ywmomua- —
HUIO
Konreker J11000it

Bkutrouaer B korduryparmio npyroit daitn nin (aitisl, TOIX0AAINNe MO 33 IaHHY 0 Macky. BKrodaembie
daityIbl TOKHBI COMEPKATh CHHTAKCUIECKH BEePHDBIE TUPEKTUBBI U OJIOKH.

IIpumep:

include mime.types;
include vhosts/*.conf;

load module

Cunrakcuc load_module ¢hatin;
Ilo ywmomua- —

HUO

KonTekct main

3arpyKaeT IMHAMAYIECKUN MOIY/Ib U3 yKa3aHHOTO daitia. OTHOCHTEIbHBIE Iy TH 33AI0TCsT OT TapaMeTPa
cOOpKHu --prefix, yTOYHATH KOTOPBI MOXKHO TaK:

[$ sudo angie -V

IIpumep:

[load_module modules/ngx_mail_module.so;

lock _file

Cunrakcuc lock_file daiin;

ITo ymomua- lock_file logs/angie.lock; (myTh 3aBHCHT OT IapaMerpa cOOpKH --lock-path)
HUIO

Konrekcr main

Angie ucmosib3yer MexaHu3M OJIOKUPOBOK JIJIsl peau3alnuu accept  muter W CepUATU3aIul JOCTyHa K
pasessieMoit naMsaTu. Ha 60/bIMHCTBE cucTeM OJIOKMPOBKHU YIIPABJISIIOTCS C IIOMOIIBIO aTOMAPHBIX OlTe-
parmii, 94To JiesiaeT Ty AUPEKTUBY HeHyKHOU. OHAKO HA HEKOTOPBIX CHCTEMAaX HCIIOJIb3YeTCs ajbTep-
HaTUBHBI MexaHu3M lock file. DTa nupekTHBa ycTaHaBIuBaeT MpeduKC st nMeH (ailsioB OJIOKHPOBOK.
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master _process

Cunrakcuc master_process on | off;
Ilo ymonuya- master_process on;
HUIO

KonTexcr main

Omnpepessier, 6yayT Jin 3aIlyCKATbCs pabodme MPOIECChl. JTa IUPEKTUBA [IPEIHA3HAYEHA JJIs Pa3paboT-
qnkoB Angie.

multi _accept

Cunraxcuc multi_accept on | off;

Ilo ymonmua- multi_accept off;

HUIO

Konrekcr events

on Pabounit mpormecc OymeT mpuHEMATH Cpa3y BCE HOBBIE COEIMHEHUSI.

off Pabounit mporecc OymeT TpuHUMATH TOJBKO OTHO HOBOE COEIMHEHUE 33 Pas.

(5 ) IIpumeuanue

JnpeKTBa UTHOPUPYETCS IPU UCIOJIH30BAHUU METO/Ia 00PabOTKU COeInHeHuit kqueue, TaK KaK OH
caM 33J1aeT YUCJIO0 HOBBIX COEIUHEHU, OXKUJIAIONINX [IPUEMA.

pcre_jit
Cunrakcuc pcre_jit on | off;
Ilo ywmomua- pcre_jit off;
HUIO
Konrekcr main

Paspermnaer win 3anpeniaer ucnosbsosanue JIT-kommnussinuu (PCRE JIT) s perysisipHbIx BbIpakeHuit
M3BECTHBIX HA MOMEHT IapCUHIa KOH(UI'YPAIIH.

)

Ucnonszosanne PCRE JIT 3amerno yckopsier 06pabOTKy pPeryasipHbIX BBIPDAXKEHUIA.

BazkHo

s paborsr JIT Heobxomuma 6udsmoreka PCRE Bepcun 8.20 uim Bbiriie, cobpaHHasi ¢ TapaMeTpOM
cbopku --enable-jit. Ecaim Angie cobupaercs ¢ 6ubmmorekoit PCRE (--with-pcre=), noamepxka
JIT BKIIFO9aeTcs ¢ IOMOINBIO MapaMeTrpa --with-pcre-jit.
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pid

Cunrakcuc pid datin | off;

IIo ymonua- pid logs/angie.pid; (myTh 3aBucuT OoT napamerpa c6opku --pid-path)
HHIO

Konreker main

VkaswiBaeT ¢hatin, e OyJAeT XpaHUThCS UJeHTHUMUKATOp ryiaBHOro mnporecca Angie. @aitn co3maercs
aToOMapHO, UTO obecreunBaeT KOPPEKTHOCTH ero cojep:kumoro. Hacrpoiika off oTkiIouaeT cosmanue
sroro (aitra.

(5 ) IIpumeuanue

Ecin 3uavenue file namensieTcst Ipu MepeKOHMUTYPAIINT, HO YKA3bIBAET HA CUMJIUHK IIPEJIBIIYIIEro
PID-aiisa, daiisr He OyaeT co3aaH 3aHOBO.

ssl _engine

Cunrakcuc ssl_engine ycmpoticmeo;
IIo ywmomua- —

HUIO

Konrekcr main

Samaer Ha3zBaHue ammaparaoro SSL-akceaeparopa.

ssl_object cache _inheritable

CunTakcuc ssl_object_cache_inheritable on | off;
Smadenne 1o ssl_object_cache_inheritable on;
YMOJIYaHUIO

Konrekcr main

Eciu Brioueno, SSL-o6bekTor (SSL-ceprudukarsl, cekpernble Kioun, goBepennbie ceprudurarst CA,
CIIUCKU OT3bIBa CePTH(MUKATOB) HACIELYIOTCS IPU [epe3arpy3Ke KOHMUIYPaIyu.

SSL-06beKThI, 3arpyKeHHble U3 (DailjioB, HAC/IEAYIOTCsI, €CJIU BpeMs WX H3MEHEeHUs U WHIEKC Qailia
HE U3MEHUJINCh C MOMEHTa IpeblIyieil 3arpy3ku kouduryparuu. CeKperTHble KJIIOUN, yKa3aHHBIE KaK
engine:name:id, HUKOI/Ja He HaCJELYIOTCd, TOTJa KaK KJIIOYM, yKa3aHHble Kak data:value, Bcerga
HaCJIELYIOTC.

SSL-006beKThI, 3arpy?KeHHbIe U3 [IePEMEHHBIX, He MOI'YT OBITh YHACJIEIOBAHBI.

ITpumep:

ssl_object_cache_inheritable 8

http {
server {
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;
}
}
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thread pool
CunaTakcuc thread_pool ums threads=vucio [max_queue=vucaol;
Ilo ywmomua- thread_pool default threads=32 max_queue=65536;
HUIO
KonTexcr main

3ajaeT uMA U MApaMeTphl IyJa [TOTOKOB, HCIOJB3YyeMOrO JiJisi MHOIOIIOTOYHON 00pabOTKM oreparuii
YTEHUSI U OTHPaBKH (hailyioB 6e3 0.10Kuposarius pabOIUX MPOIECCOB.

ITapameTp threads 3ajaeT 9HCIO MOTOKOB B IIyJIE.

Ecnu Bce moToku B myJsie 3aHATHI BBITIOJHEHUEM 3aaHUI, HOBBIE 3aIaHus XKIyT B ouepean. Ilapamerp
max_queue OrPaHUYUBAET YUCJIO 33 IaHU, 0KUIAIOIINX CBOErO BBINOJIHEeHUd B odepenn. [lo ymomganuio
B OUepeu MOXKeT HaXouThest 10 65536 3amannii. Eciin ogepeip nieperiojiHeHa, HOBbIE 3aJIaHUS 3aBepIIia-
TOTCSI C OIIHMOKOIA.

timer resolution

Cunrakcuc timer_resolution unmepsan;
Ilo ymomua- —

HUIO

Konrekct main

YMeHbIIIaeT pas3pelleHne TaliMepoB BpEMEHHM B pabOumX IPOIleccax, 3a CHeT 4Yero yMEHBIIAETCs YHCJIO
CHCTEMHBIX BbI30BOB gettimeofday (). ITo ymomruanuio gettimeofday () BbI3bIBAETCH IIPU KAXKIOM IIOJLYy-
4geHnU coObITHil U3 Anpa. [Ipu ymenbienun pa3pemmenns byHKIUS BEI3BIBAETCS TOJIBKO Pa3 38 YKa3aHHBIH
MHTEPBAaJI.

IIpumep:

[timer_resolut ion 100ms;

BuyTpennsisi peamm3alus HHTepBaJjla 3aBUCAT OT UCIOJIL3YEMOIO METOJA!
o Quiprp EVFILT_TIMER, ecsin ucnoJsib3dyercst kqueue.
o Oynkiuda timer_create (), eciu ucnonb3yercs eventport.

o Oyurnusa setitimer (), B IPOTUBHOM CIIydae.

use
Cunrakcuc use memod;
Ilo ymomua- —
HUIO
Konrekct events

3azaer memod, UCIob3yeMbIil st obpabomku coedurerut. OOBIYHO HET HEOOXOIMMOCTH 331aBaTh €ro
SIBHO, TIOCKOJIBKY IO yMoytdannio Angie Beibupaer Hanbosee 3bhDEeKTUBHBIA METOJI.
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user

Cunrakcuc user noavsosamensv [epynnal;

Ilo ymonua- user <mapaMeTp COOPKE --User> <mapaMeTp C6OPKE --group>;
HHIO

KonTexcr main

3ajiaer moab30BaTels U IPYIILY Jld pabodux npoueccoB (CM. TakKke napamerpbl coopku). Eciu 3anan
TOJIBKO II0JIb30BaTeb, JIjId IPYIIILI TaKKe 3aJaeTCd yKa3aHHOe UM I10Jb30BaTels.

worker aio requests

Cunraxcuc worker_aio_requests “uc.o;
Ilo ywmomua- worker_aio_requests 32;
HUIO

Konrekcr events

IIpu ucnonp3oBaHUM A0 ¢ METOIOM OOPAOOTKU COeMHEHUN epoll 3a1aeT MAKCUMYM OTIlepaIuii aCHHXPOH-
HOT'O BBOJIA-BBIBOJIA, OXKUIAIONINX 00OPabOTKM, IS OJHOTO pabovdero mporecca.

worker connections

Cunrakcuc worker_connections wuc.o;
Ilo ywmomua- worker_connections 512;
HHUIO

Konrekcr events

Sa):LaeT MaKCUMYM COG,/:LI/IHGHI/II‘/'I7 KOTOpPbIEC OJITHOBPEMEHHO MOKET OTKPBITH pa6oq1/11‘/’1 nporecc.

O6paTuTe BHEMaHUE, YTO 9TO HUUCJIO BKJIOYAET BCE COEIMHEHUSI, TAKNE KAaK COEJUMHEHUS C IPOKCUPY-
eMBIMH CepBepaMy, a He TOJbKO KimeHTckue. Kpome Toro, dhakTudeckoe KOJUYIECTBO OJHOBPEMEHHBIX
COETMHEHUH He MOXKET IIPEBBINIATH CHCTEMHBIN JIMMAT Ha OTKPBITHIE (Dailyibl, KOTOPDI MOKHO HACTPOUTD
¢ momoInpio worker rlimit_nofile.

worker _cpu_ affinity

Cunraxcuc worker_cpu_affinity wmacka_CPU ..
worker_cpu_affinity auto [macka_ CPU];

Ilo ymomua- —

HUTO

Konrekcr main

IIpuBszpiBaeT paboune MpPOIECCHl K TPYIIaM IPOIEeccopoB. Kaxkmas rpyIima IpoIeccopoB 3a1aeTcsa Ou-
TOBOII MACKOI pa3perenHbIX IporeccopoB. st KarxKioro pabodero mporecca JI0JIKHA ObITh 3a/1aHa OT-
JgenbHas rpynna. [lo ymosmdanuio pabodne MpoIecchl He MPUBI3aHbl K KOHKPETHBIM ITPOIECCOPAM.

ITpumep:

worker_processes 4,
worker_cpu_affinity 0001 0010 0100 1000;
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Dta KoudUTrypaIys TPUBI3bIBACT KaXK Il pabounii MPOIece K OTIAEIHHOMY HIPOIECCODY.

B kauecrse aJIbT€epHATUBDbI:

worker_processes 23
worker_cpu_affinity 0101 1010;

910 mpuBgA3bIBaeT nepsblit padounii mporecc kK CPUO u CPU2, a Bropoit pabounii mporecc k CPU1 n

CPU3. Takas HacTpOKa MOAXOIUT JJIsi TUIIEPTPEINHTA.

Cneunaanoe 3Ha4YeHne auto No3BOJIMEeT aBTOMATUYECKHU IIPUBA3LIBATH pa60tnx1e IIPOIECChI K JOCTYITHBIM

IIPOIIECCOPAM:

worker_processes auto;
worker_cpu_affinity auto;

C IIOMOIIBIO HeoOs3aTe/IbHON MaCKI MOXKHO OI'PaHUYIUTDH IIPOIECCOPDBI, JOCTYIIHbIC JIJIA aBTOMAaTUYIeCKO

IIPpUBA3SKHU:

[worker_cpu_affinity auto 01010101;

@ Baxno

JupektuBa nocrynua Togbpko Ha FreeBSD u Linux.

worker _priority

Cunrakcuc worker_priority wucno;
Ilo ywmomua- worker_priority O;
HHIO

Konrekcr main

3asiaeT TPUOPUTET IIAHUPOBAHUS PAOOYIUX IIPOIIECCOB MOA0OHO TOMY, KaK 9TO Je/IaeTCs KOMAaHIOi nice:
OTPUIATEILHOE “UCAO O3HAYaeT OoJiee BbICOKUI mpuopuTeT. Jlrmana3oH BO3MOXKHBIX 3HaUeHU — oT -20

1o 20.
ITpumep:

[worker_priority -10;

worker processes

Cunrakcuc worker_processes wuc.to | auto;
Ilo ymomya- worker_processes 1;

HUIO

Konrekcr main

3azaer 9uciio pabodnx IPOIECCOB.

OrnruMabHOE 3HAYEHHE 3aBUCUT OT Pa3HbIX (DaKTOPOB, BKJIOUAS YUCTIO SIJIED MPOIECCOopa, KOJUIECTBO
JKECTKUX JIMCKOB U XapaKTep HArpy3Ku. Eciiu Bbl He yBEPEHbI, PEKOMEH/IYeTCd Ha9aTh C YUCIIA JOCTYITHBIX

daep mmporeccopa. 3Hayenne auto NbITACTCS ABTOMATHYECKA orpeae/JiMTh OIITUMAJIbHOE KOJINYE€CTBO.
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worker rlimit core

Cunrakcuc worker_rlimit_core pasmep;
Ilo ywmomua- —

HUIO

KonTekct main

Memnsier orpanndenue Ha HanbGosbmui pazmep gamua namstu (RLIMIT_CORE) iy paGodux OPOLECCOB.
Vcnonbayercs nyisd yBesindenusi orpannydenusi 0e3 mepe3airycKa IJIaBHOTO IIPOIECCa.

worker _rlimit_ nofile

Cunrakcuc worker_rlimit_nofile wucxo;
Ilo ywmomua- —

HUIO

Konrekcr main

Memngier orpaHudeHre Ha, MAKCUMAJIbLHOE YUCJIO OTKPBIThIX (aiijios (RLIMIT_NOFILE) s pabodux mpo-
meccoB. Vcrnonb3yercst [y yBeJndeHnus OrpaHnvieHns 0e3 mepe3amycka TVIABHOTO IIPOIECCa.

worker _shutdown _timeout

Cunrakcuc worker_shutdown_timeout spems;
Ilo ymomua- —

HUIO

Konrekct main

Sajaer TaiMayT B CeKyHJaX JJIsl IOCTEIIEHHOTO 3aBepliieHusi pabounx mporeccos. I1o ncreyennn ykasan-
HOrO BpeMeHu Angie mONbITAETCSI 3aKPBITH BCE OTKPBITHIE cefiYac COeIMHEHNs, YTOObI YCKOPUTH 3aBEp-
mrenne paboThI.

Tloctrenentoe 3aBepiienne paboThl MHAITUUPYETCS OTIPaBKoit cuznana (QUIT timaBHOMY TIpOIeccy, KOTO-
PBIiT IpUKa3bIBaeT PabOUNM MIPOIECCaM MPEKPATUTH MIPUHUMATDL HOBBIE MTOIKJIIOUEHIS, TIO3BOJISAS 3aBEP-
IIUTh yKe CyIlecTByomme. Paboune mpoIecchl MPOI0/KAI0T 00pabaThiBAThL aKTUBHBIE 3aIlPOCHI JI0 UX
3aBePIIeHNs], TIOCIE 9er0 KOPPEKTHO 3aBEPINaT CBOO paboTy. Kenmm coennuenns: ocTatoTCst OTKPBITHIMEI
noabine worker_shutdown_timeout, Angie NpUHYIUTEILHO 3aKPOET TU COCANHEHUS JIsd 3aBEPIIeHUs
pabotel. Tak>Ke KJIMEHTCKUE ITOCTOSIHHBIE COEIUHEHUS 3aKPBIBAIOTCS TOJBKO B CIyYae, €CJIU OHU Heak-
TUBHBI HE M€HEe BPEMEHH, 33/IaHHOrO B lingering limeout.

working _directory

Cunrakcuc working_directory wamanoe;
Ilo ywmomua- —

HHIO

Konrekcr main

SajaeT KaTajor, KOTOpbIA OyIeT TeKymM i pabodero mporecca. OCHOBHOE MPUMEHEHHE — 3alliCh
JaMIIa aMsaTH, I09TOMYy paboduil MpoIece JOJKEH UMETh IIPaBa Ha 3aIllUCh B 9TOT KATAJIOT.
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3.3.2 HTTP-moaynb

Access

Mopyns yupasisier JocTymoM K pecypcam cepBepa Ha ocHoBe [P-ampecoB kimentoB mim cereit. On
[TO3BOJIIET pa3peniaTh Win OJOKHPOBATH JIOCTYII Jisd onpenejeHHbX [P-amgpecos, IP-anamnazonos wan
UNIX-cokeToB, 94TO0OBI MOBBICUTH 0OE30IACHOCTH, OIPAHUYNBAs JOCTYI K BaKHBIM pa3zesaM Bebd-caiita
WA TIPUJIOYKEHUS.

Jocrymr Tak»Ke MOXKHO OIPaHUYUTh C IIOMOIIBIO MAPOJIsl, UCIIOJIb3Yyst MoayJsib Auth Basic, nim Ha OCHOBe
pe3yJbraTa Mo3amnpoca, UCoJib3ys Moayiab Auth Request. YTobObI OJHOBpEMEHHO MPUMEHATH OrPaHUYIe-
HUS TI0 aJIpeCy U TAPOJII0, UCIOIb3yiTe TUPEKTUBY salisfy.

Mpumep koHurypayun

location / {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

IIpaBuia 06pabaThIBAIOTCS MTOCIEIOBATEIHLHO J0 IEPBOrO COBIAIEHUsI. B 9TOM IIpuMepe J10CTyT pa3perieH
TosbkO s IPv4-cereit 10.1.1.0/16 n 192.168.1.0/24, 3a UCKIIOYEHHEM OTIEILHOTO ajgpeca 192.
168.1.1, u ana IPv6-cetn 2001:0db8::/32. Korma mpaBuii MHOrO, NIPEAIIOYTATENHHO HCIIOIB30BATH
repeMenHbie u3 Mojtysst (Geo.

OupekTussbl

allow

Cunrakcuc allow adpec | CIDR | unix: | all;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location, limit except

Paspemaer noctyn mjis ykazauuoit cetn min agpeca. Crenmanbaoe 3Hadenue all osnadaer Bce [P-agpeca
KJINEHTOB.

Iob6assieno B Bepcuu 1.5.1: CrenpaibHOe 3HaUYeHNE Unix: paspernaer gocTyi jyis Jitoobix UNIX-cokeTos.

deny
Cunrakcuc deny adpec | CIDR | unix: | all;
Ilo ymomua- —
HUIO
Konrekcr http, server, location, limit except

3amperaeT JOCTYII I yKa3aHHO# cetn min agpeca. Crenmaabaoe 3uadenne all oznagaet Bce [P-agpeca
KJINEHTOB.
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Iob6asieno B Bepcuu 1.5.1: CrenpaibHOe 3HaUYeHNE Unix : 3ampernaer JgocTyi jyis Jitoobix UNIX-cokeTos.

ACME

ObecrnieunBaeT aBTOMATUIECKOE TIOJIydeHne cepTH(UKATOB ¢ UCIOIb30BaHeM poTokoia ACME.

IIpu cbopke m3 UCXOMHOTO KOIA MOMIY/Ib HEe COOUPAETCS IO YMOJYAHUIO; er0 HEeOOXOAUMO BKJIIOUUTH C
ITIOMOIIBIO ITapaMeTpa cOopky --with-http_acme_module. B makerax u o6pa3ax U3 HAIIUX PEO3UTOPHUEB
MOJIyJIb BKJIFOUEH B COOPKY.

Mpumep kondurypauyun

IIpumeps! KoHUTrYpanuy 1 HHCTPYKIIMU 110 HACTPOMKE CM. B paszjese acme config.

OdupekTusnbl

acme

Cunrakcuc acme uMs;
IIo ywmomua- —

HUIO

Konrekct server

L5t Bcex JOMEHOB, YKa3aHHBIX B JUPEKTUBAX SCTUer name BO BeeX BJIOKAX Server, KOTOPBIE CCBLIAITCS
Ha kauenm ACME ¢ umeHeM umas, Oyier 1MoJIydeH eIuHbI cepTudUKaT; eC U3MEHUTCA KOH(MUI'Y paIust
server_name, cepTudukaT Oy/eT OOHOBJIEH JJIsl yUeTa U3MEHEHU.

TIpu kaxk oM 3amycke Angie /i BCeX JJOMEHOB, Y KOTOPBIX OTCYTCTBYET JeficTByonmii ceprudukar, 3a-
[IPAIMBAIOTCS HOBBIE CePTUMUKATHI. BO3MOXKHbBIE IPUYUHBI BKJIIOYAIOT UCTEIEHUE CPOKA JIeUCTBUS Cep-
TH(HUKATOB, OTCYTCTBUE (DAIOB MJIN HEBO3MOKHOCTH TPOYUTATH UX, & TaKXKe N3MEHEHUsI B HACTPOIKax
cepTuduKaTOB.

O IIpumeuannue

Ceityac mOMEHBI, 33/IaHHBIE Yepe3 PEryJIspHbIe BbIPAXKEHUsI, HE MOIEPKUBAIOTCI W OYIyT MPOILyC-
KaTbCd.

JloMeHBI cO 3BE30YKON HOJIEPKUBAIOTCA TOJIBKO B pexkuMe challenge=dns B acme_client.

Ora, JUPEKTUBa MOXKeT OBITH YKa3aHa HECKOJIbKO pa3 JJIfd 3alPDYy3KN CepTI/I(l)I/IKaTOB Pa3HbIX THUIIOB, Ha-

npumep RSA u ECDSA:

server {

listen 443 ssl;
server_name example.com www.example.com;

ssl_certificate $acme_cert_rsa;
ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;
ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa;
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acme ecdsa;

acme_ client

Cunrakcuc

IIo  ywmomua-
HUIO
Konrekcr

acme_client uma uri [enabled=on | off| |[key_type=mun| [key_bits=wucao]
[email=email] [max_cert_size=wucao] [renew_before_expiry=epema]
[renew_on_load| [retry_after_error=off|epems| [challenge=dns | http]
[account_key=dgatial;

http

Onpenensier kient ACME ¢ r106a/ibHO YHUKAJIBHBIM umeHem. OHO JIOJI2KHO OBITH JOIMYCTUMBIM JIJIsT
KaTaJIora 1 OyJ/IeT UCIIOIb30BaThCA 6€3 ydeTa PerucTpa.

Bropeim obstzaTenbabiM tapaMerpom siisiercst uri karajora ACME. Hanpumep, URI karasora Let's
Encrypt ACME ykaszan kak https://acme-v02.api.letsencrypt.org/directory.

Ytob6b! mupekTrBa paboTasa, B TOM »Ke KOHTEKCTE JIOJKEeH ObITh HACTPOEH resolver.

O IIpumeuanne

it TecTUpOBaHUs YIOCTOBEPSIIONIE IIEHTPBI OOBIYHO IPEIOCTABJISIIOT OT/E/IbHbIE TECTOBBIE Cpe-
ne1. Hanpumep, cpena tectuposanus Let's Encrypt — https://acme-staging-v02.api.letsencrypt.org/

directory.

3.3. BcrtpoeHHble moaynu 30


https://letsencrypt.org/getting-started/
https://acme-v02.api.letsencrypt.org/directory
https://letsencrypt.org/docs/staging-environment/
https://acme-staging-v02.api.letsencrypt.org/directory
https://acme-staging-v02.api.letsencrypt.org/directory

12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

enabled

key_type

key_bits
email

max_cert_size

renew_before_exp

renew_on_load

retry_after_erro

challenge

account_key

Bxirowaer nin oTKII09aeT 0OHOBIIEHUE CEPTH(MUKATOB JJIsI KJIMEHTA; 9TO OJIe3-
HO, HAIIPUMED, JIJIsi BDEMEHHOI TPUOCTAHOBKY 0€3 yIa/leHus KJIMEHTa, U3 KOHMU-
Ty paIuu.
Ilo ymomaanuio: on.
Tun asropurma 3aKpbITOro Kiaro4a Jjsd ceprudukara. Jlomycrumble 3HAUEHUS:
rsa, ecdsa
Ilo ymomuanuio: ecdsa.
KommaectBo 6utoB B kitoue ceprucdukara. [lo ymosraanurio: 256 mis ecdsa, 2048
IS rsa.
Heobsi3aTenbublit apec 3, IeKTPOHHOM MOYUTHI JIJIsT OOPATHONH CBSI3MU; UCIIOIb3YeTCsT
[IpU CO3/IAHUU yeTHOM 3ammcu Ha cepBepe CA.
3ajiaeT MaKCUMaJIbHBIN JIOILYCTUMBIN pa3mep daiiia HOBOTO ceprudukaTa B H6aii-
Tax, 9TODOBI 3ape3epBUPOBATH MECTO [JIsi HOBOTO CEPTU(MUKATA B PA3IEIISIEMOi
maMsaTH; 9eM OOJIbIIIe YUCJIO JOMEHOB, JJIs KOTOPBIX 3AIlPAIINBAETCS cepTudu-
KaT, TeM OOoJIbIte TpeOyeTcss MeCcTa.
Eciu B MoMeHT 3amycKka cepTuduKaT y2Ke CYIIECTBYET, HO €r0 pa3Mep IIPEBBINIAET
3HAYEHNE max_cert_size, 3HaUYeHMe max_cert_size IMHAMUYECKU yBEIUINBAECT-
csI JI0 pa3Mepa cymiecTByomniero daitna ceprudukara.
Ecimm  pasmep ceprudukara, MOTy9IeHHOrO Opu OOHOBJIEHWHW, IIPEBBIMIAECT
max_cert_size, mporecc OOHOBIEHUs 3aBEPIITUTCS C OITUOKOIA.
Tlo ymomaanuio: 8192.
Bpewms 1o ucreyenust cpoka jeiicTBusi cepruduKaTa, KOrja J0JKHO HA9aThCsl €10
OOHOBJIEHUE.
IIo ymomaanrmro: 30d.
VKa3piBaeT, 9T0 cepTudUKAT CAeAyeT TPUHYIUTEIHHO OOHOBJIATH IIPU KAXKJION
3arpys3Ke KOH(MUTYPAIUH.
Bpemsa 110 moBTOpPHOIT HONBITKY, €C/IM HOJYyYUTHh cePTU(DUKAT He y1asaock. Eciaun
3aj1aHO 3HaveHne off, KJIMEeHT He OyIeT CHOBA IbITATHCS IOJIYUUTh CEPTUMDUKAT
ocJie OIuOKH.
IIo ymomaanuro: 2h.
Samaer tun Bepudukaruu g ACME-kmuenra. omycruvblie 3uadeHus: dns,
http.
ITo ymosruanuro: http.
VKasblBaeT MOJHBIM Iy Th K daiiry, comepxkaiiemy Kiwod B ¢popmare PEM. 91o
YIOOHO, ecJii BbI XOTUTE UCIOJIB30BATH CYIIECTBYIONINI KJIOY aKKAYHTa BMECTO
ABTOMATHYIECKO MeHEPAIINY, WX €CJIM BaM HYKHO UCIIOJIb30BATh OIUH KJII0Y JIJIsT
HeckobKuX ACME-KJmeHTOB.
TlonnepkuBaeMble TUIBI KJIFOUeli:

e RSA-kmoun ¢ giuHoit, KpaTHoit 8, B muamnasone oT 2048 mo 8192 6ur.

e ECDSA-kmtoun ¢ jgymmnoit 256, 384 wau 521 6ur.

acme_ client _path

Cunrakcuc acme_client_path nymo;
Ilo ymomua- —

HUIO

Konrekcr http

Ilepeonpeenser nyms K KaTajory /i XpaHeHus cepTudUKATOB U KJOUe, 33/ laHHOMY Ipu cOOpKe ¢
[IOMOIIBIO ITapaMerpa cbopkn --http-acme-client-path.
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acme _dns_port

Cunrakcuc acme_dns_port wucao;
Sunavenne 1o acme_dns_port 53;
YMOTIaHUIO

Konrekcr http

VKazbIBaeT MopT, KOTOPBIA MOYJIb HCHOIL3YeT jijist 06paborku DNS-3anpocos or ACME-cepsepa. Homep
opTa JI0JIXKeH ObITh B Juarnasone oT 1 1o 65535. Urobsr ucnosb3zoBaTs HOMep mopra 1024 wiam Huxke,
Angie jo/mKeH paboTaTh ¢ MPUBHIETUSME CYNEPRLOALI0GUTNENL.

acme_hook

Cunrakcuc acme_hook uma [uri];
Ilo ymomua- —

HHIO

Konrekcr location

JlupekTuBa cBs3biBaeT ceppep ¢ ykazanabiM ACME-kauentom. Hepes koureker location, rje oHa Ha-
XOJUTCS, IPOU3BOAATCS BBI30BBI 00PAOOTUYNKOB (XYKOB), DEAIM3YEMbIX KAKUM-JIUOO0 BHEITHUM CEPBHCOM.

UMSA, Ykasbisaer coorsercryromuii ACME-knenT.
uri Crpoka ¢ IepeMeHHBIMU; 33/1aeT CTPOKY 3aIpoca JJIsl BbI30Ba 00PabOTIMKOB.
Ilo ymomuanuo — /.

Hampuwmep, ciaenyromas xkouduryparus nepemgaet 3HaMeHus nepemennvr ryka B npuioxkerne FastCGI
Jepes3 CTPOKY 3ampoca;

acme_hook example uri=/acme_hook/$acme_hook_name?domain=$acme_hook_domain&key=$acme_
—hook_keyauth;

fastcgi_param REQUEST_URI $request_uri;

fastcgi_pass ...;

BcTpoeHHble nepemeHHble
$acme_cert_<ums>

Conepzkunmoe mnocsiesinero daiiia ceprudukara (€Cu OH €CTh), HOLyY€HHOIO KIIMEHTOM C 9THM UMEHEM.

$acme_cert_key_<ums>

Conepxumoe daiina Kioda cepTuduKara, UCIOIH3YEeMOr0 KJIMEHTOM € 9TUM UMEHEM.

@ Baxmno

@aiin ceprucukara gocryreH, ToJbKo ecu KianeHT ACME mosyumn xorst 661 oiuH ceprudukar, a
BOT (haill KJIfo4da JOCTYIIEH Cpa3y I[OCJe 3aIIyCKa.
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$acme_hook_challenge

Tun nposepku. Bo3morkuble 3nadenus: dns, http.

$acme_hook_client

Nmsa ACME-xymenTa, MHATIUAPYIOIIETO 3aIIPOC.

$acme_hook_domain

IIposepsiembrit momen. Eciu ato wildcard-momern, on 6ymer nepeman 6e3 mpedukca *. .

$acme_hook_keyauth

Crpoka aBTOpU3aIN:

e IIpu DNS-upoeepke ucnoJibsyercs kak sHadenue TXT-zamnucu, uMsi KOTOpoi (pOpMUPYETCsi Kak
_acme-challenge. + $acme_hook_domain +

e IIpu HTTP-poBepke 3Ta cTpoKa J0/I2KHA MUCHOIB30BATHCA B KaUECTBE COJIEPYKUMOIO OTBETA, 3a-
npamusaemoro ACME-cepsepom.

$acme_hook_name

Wwmsa xyka. s pa3HbIX TUIIOB TPOBEPKH OHO MOYKET MMETh PA3HbIE 3HAYEHUsI M CMBICIT:

SHadeHue
add (mobasiieHue XyKa)

remove (yIajeHue XyKa)

Cwmbicst ipu DNS-ipoBepke
Heobxommnmo 106aBUTH COOTBET-
crytomyo TXT-3anuce B KOH-
duryparuio DNS.

Moxkuo yaamuth TXT-zammch
u3 kouduryparmu DNS.

Cwmbicst ipu HTTP-poBepke
Heobxomnmo ITOJITOTOBUTH
OTBET Ha COOTBETCTBYIOIINI
HTTP-3ampoc.

Hanupit HTTP-3ampoc 6osee
HE aKTyaJleH; MOXKHO Y/IAJUTD

paHee Co3IaHHbII (bail co cTpo-
KOl aBTOPU3AIUN.

$acme_hook_token

Token mna uposepku. IIpu HTTP-tmpoBepke wucronb3yercss Kak WMs 3ampariinBaemoro aitma: /.
well-known/acme-challenge/ + $acme_hook_token.

Addition

PubTp, M0OABJISIONINIT TEKCT JI0 U TOCJIE OTBETA.

IIpu cbopke m3 MCXOHOrO KOJIa MOJYJIb HE COOMPAETCS 0 yMOJIYAHUIO; €ro HEOOXOIMMO BKJIIOYHUTH C
TOMOIIBIO TapameTpa cOopku --with-http_addition_module. B makerax m oOpasax m3 HAIUX PEIO3U-
TOPUEB MOJLYJIb BKJIIOUEH B COODKY.
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Mpumep koHcpurypayun

location / {
add_before_body /before_action;
add_after_body /after_action;

OupekTussbl

add _before_body

Cunraxcuc add_before_body uri;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

JobaBisier mepej TeJIOM OTBETA TEKCT, BBIIABAEMBIN B pe3ysbraTe pabOThl 3aJaHHOr0 mom3amnpoca. 1ly-
cras crpoka ("") B KauecTBe mapaMerpa OTMEHSET J00aB/IeHNe, YHACIEIOBAHHOE C IIPEIbIILYIIEro YPOBHs
KOH(MUTYpaIni.

add _after _body

CunTakcuc add_after_body uri;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

JlobaBiisier 1ocyIe Tejia OTBETa TEKCT, BbIIaBAEMbIil B pe3yJsibTare paboThl 3aJJaHHOIO mo3apoca. [lycrast
crpoka ("") B KauecrTBe IapaMeTpa OTMEHseT J00aBJICHHE, YHACIEIOBAHHOE C MPEbIIYIIEro YPOBH
KOHMUTYpaIni.

addition _types

Cunrakcuc addition_types mime-mun ...;
Ilo ywmomua- addition_types text/html;
HUIO

Konrekcr http, server, location

Pasperraer 106aBisTh TeKCT B oTBeTax ¢ yKazanubimu MIME-tunamu B gomnosinenue K text/html. Crie-
nuaJibHOe 3HadeHue * coorsercrsyeT Jjobomy MIME-Tumy.

3.3. BcrtpoeHHble moaynu 34



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

API

Monyns API peanusyer HTTP RESTful uarepdeiic mrst mosryaenus 6a30Boit nadopmMaiuu o Bed-cepBepe
B dopmare JSON, a Takke cmamucmukyu MO KJIUEHTCKUM COEIUHEHUIM, 30HAM pa3essieMOil TaMsi-
i, DNS-3anpocam, HTTP-3anpocam, karry HTTP-orBeroB, ceccusivm Momystst stream u 30HAM MOJTyJIei
limit_conn hitp, limit_conn stream, limit_req m http upstream.

WNurepdeiic mpuanmaer HTTP-meronsr GET u HEAD; 3ampoc ¢ JIpyTruM MeTOJOM BBI3OBET OIIHOKY:

{
"error": "MethodNotAllowed",
"description": "The POST method is not allowed for the requested API element \"/\
n n
}

B Angie PRO B sTOM nMHTepdeiice ectb paszien JuHaMuveckols KoH@u2ypatut, MO3BOJISIIONINI MEHITh
HaCTPOKK 0e3 Iepe3arpy3Ku KOH(MUIypalluu WK [epPe3allyCcka; cefiuyac JOCTYIHa KOH(MUIYPAIMs OT-
JIeJIBHBIX CEPBEPOB B cOCTaBe upstream.

OdupekTusnbl

api

Cunrakcuc api nymo;
Ilo ymomua- —

HUIO

Konrekcr location

Bruniouaer HTTP RESTful unrepdeiic B location.

ITapameTrp nymo aBnserca obs3arenbHbIM. [lomobHo TupekTrBe alias, 3a7aeT MyTh JJI 3aMEHbI yKa3aH-
Horo B location, Ho mo nepeBy API, a ne daitsoBoii cucreMbr.

Ecmm ykazan B npedukcaom location:

location /stats/ {
api /status/http/server_zones/;

}

gactb URI 3anpoca, coBuazaomas ¢ upedurcom /stats/, Oymer 3aMeHeHa HA IIyTh, YKA3AHHBINA B Iapa-
merpe nymu: /status/http/server zones/. K npumepy, mo 3ampocy /stats/foo/ Gymer moCTyIeH 3J1eMEHT
API /status/http/server_zones/foo/.

JonyckaeTcs MCHONIB30BAHUE [IEPEMEHHBIX: api /status/$module/server zones/$name/ u ucnonnzosa-
Hre BHyTpu regex location:

location ~~/api/([~/1+)/(.%)$ {
api /status/http/$1_zones/$2;
}

31ech mapaMeTp nymb OIpeJiesiseT MOJHBI myTh K d7ementy API; tak, u3 3ampoca K /api/location/
data/ OyIyT BBIJECTICHBI TIEPEMEHHbIE:

$1 "location"
$2 = "data/"

W koneunslil 3ampoc OyjeT uMerh Bu /status/http/location_zones/data/.
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(5 ) IIpumeuanue

B Angie PRO moxno paspenurs A PI dunamuveckot konpuzypayuu u Hemamensiembtit A PI cmamyca,
OTPAaXKAIOIINI TEKYIIee COCTOSTHUE:

location /config/ {
api /config/;
}

location /status/ {
api /status/;
}

Taxkeke mapamMeTp nymos MO3BOJISIET YIIPABJIATH jJocTyoMm K API

location /status/ {
api /status/;

allow 127.0.0.1;
deny all;

N xe:

location /blog/requests/ {
api /status/http/server_zones/blog/requests/;

auth_basic "blog";
auth_basic_user_file conf/htpasswd;

api_ config_files

CunTakcuc api_config files on | off;
ITo ymomua- off

HUIO

Konrekcr location

Brumowaer uim orkinouaer pobasienne obbekTa config_files, MEPEUnCIISIONIETO COMAEPIKIMOE BCEX
daitios kouduryparmu Angie, 3arpyKeHHBIX ceifidac IK3eMIIAPpOM cepBepa, B cocraB pasuena API
/status/angie/. Hanpumep, npu Takoil KoH(MUIYypaiuu:

location /status/ {
api /status/;
api_config_files g

3ampoc kK /status/angie/ Bo3BpaIaer MpuUOIU3UTEIHHO CJIEIYIONIEe:

{
"version":"1.9.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-04-11T12:58:39.789Z2",
"config_files": {
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"/etc/angie/angie.conf": "...",

"/etc/angie/mime.types": "..."

Tlo ymoJraasuio BBIBOJ, OTKJIIOUEH, TaK KakK (ailjbl KOH(MUIYpaIMU MOTYT COJAEPXKATbh 0CO00 UyBCTBU-
TeJIbHBbIe, KOH(DUICHIINAIbHBIE CBEICHMUS.

MeTpukn

Angie mybuKyeT CTATUCTUKY UCIOIb30BaHus B padjesne APl /status/; OTKPBITD JOCTYI K HEH MOXKHO,
3a7aB cOOTBeTCTByIomuit location. Ilommbrit qocTym:

location /status/ {
api /status/;
}

IIpumep "acTu4yHOrO JIOCTyIA, Y2K€ IPUBOINBIIANCS BBIIIE:

location /stats/ {
api /status/http/server_zones/;

}

Mpumep koHpurypauun

C kouduwuryparnueit, BKrodaroieil location /status/, 30ub resolver, http B upstream, http server,
location, cache, 1limit_conn B http m 1limit_req:

http {

resolver 127.0.0.53 status_zone=resolver_zone;

proxy_cache_path /var/cache/angie/cache keys_zone=cache_zone:2m;
limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;
keepalive 4;

3

server {
server_name wWww.example.com;
listen 443 ssl;

status_zone http_server_zone;
proxy_cache cache_zone;

access_log /var/log/access.log main;

location / {
root /usr/share/angie/html;
status_zone location_zone;
limit_conn limit_conn_zone 1;
limit_req zone=limit_req_zone burst=5;
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location /status/ {
api /status/;

allow 127.0.0.1;
deny all;

B oreer ma 3ampoc curl https://www.example.com/status/ Angie Bo3Bparraer:

aepeso JSON

"angie": {
"version":"1.9.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-04-11T12:58:39.789Z"
1,

"connections": {
"accepted":2257,

"dropped":0,
"active":3,
"idle":1
Fe
"slabs": {
"cache_zone": {
"pages": {
"used":2,
"free":506
1,
"slots": {
"64": {
"used":1,
"free":63,
"regs":1,
"fails":0
Yo
A 4
"used":1,
"free":7,
"reqs":1,
"fails":0
}
}
Irg
"limit_conn_zone": {
"pages": {
"used":2,
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"free":2542
}a
"slots": {
"4 {
"used":1,
"free":63,
"reqs":74,
"fails":0
},
"128": {
"used":1,
"free":31,
"regs":1,
"fails":0
}
}
},
"limit_req_zone": {
"pages": {
"used":2,
"free":2542
To
"slots": {
"4t {
"used":1,
"free":63,
"reqs":1,
"fails":0
},
"128": {
"used":2,
"free":30,
"reqs":3,
"fails":0
¥
}
}
e
"http": {

"server_zones": {
"http_server_zone": {
"ssl": {
"handshaked":4174,
"reuses":0,
"timedout": 0,
"failed":0
},

"requests": {
"total":4327,
"processing":0,
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"discarded":8

},

"responses": {
"200":4305,
"302":12,

"404":4

Yo

"data": {
"received":733955,
"sent" :59207757

}

T,

"location_zones": {
"location_zone": {
"requests": {
"total":4158,
"discarded":0

1,

"responses": {
"200":4157,
"304":1

I

"data": {
"received" :538200,
"sent":177606236

},
"caches": {
"cache_zone": {

"size":0,

"cold":false,

"hit": {
"responses":0,
"bytes":0

},

"stale": {
"responses":0,
"bytes":0

},

"updating": {
"responses":0,
"bytes":0

},

"revalidated": {
"responses":0,
"bytes":0

1,
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"miss": {
"responses":0,
"bytes":0,

"responses_written":0,
"bytes_written":0
T,

"expired": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1,

"bypass": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

X

s

"limit_conns": {
"limit_conn_zone": {
"passed":73,
"skipped":0,
"rejected":0,
"exhausted":0

s

"limit_reqs": {
"limit_req_zone": {
"passed" :54816,
"skipped":0,
"delayed":65,
"rejected":26,
"exhausted":0

i

"upstreams": {
"upstream": {
"peers": {
"192.168.16.4:80": {
"server":"backend.example.com",

"service":"_example._tcp",
"backup":false,
"weight":5,

"State" . ||up|l ,
"selected": {
"current":2,
"total":232
3,
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},

I

"max_conns":5,
"responses": {

"200":222,
"302":12

Fe

"data": {
"sent":543866,
"received" :27349934

e

"health": {
"fails":0,
"unavailable":O0,
"downtime":0

Fe

"sid":"<server_id>"

"keepalive":2

"resolvers": {
"resolver_zone": {
"queries": {

"name" :442,
"srv":2,
"addr":0

s

"responses": {
"success":440,
"timedout":1,
"format_error":0,

"server_failure":1,
"not_found":1,
"unimplemented":O0,
"refused":1,
"other":0

J

Habop meTpuk MoxKHO 3anpocutsh 10 oTaeabHo BerBu JSON, mocTpousB coorBercTByomuii 3ampoc. Ha-
npuMep:

curl
curl
curl
curl
curl
curl

€hH H H P P P P

curl

https://www.
https://www.
https://www.
https://www.
https://www.
https://www.
https://www.

example.
example.
.com/status/slabs
com/status/slabs/<3oma>/slots

com/status/slabs/<3oHa>/slots/64

example

example.
example.
example.
example.

com/status/angie
com/status/connections

com/status/http/

com/status/http/server_zones
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$ curl https://www.example.com/status/http/server_zones/<http_server_zone>
$ curl https://www.example.com/status/http/server_zones/<http_server_zone>/ssl

O IIpumeuannue

Ilo ymomganuio Momysnp ucnosib3dyer st nat crpoku B dopmare ISO 8601; arobbl BMECTO 3TOrO
HCITOJIH30BaTh Tesiouncienubii popmar smoxu UNIX, mobasbre mapamerp date=epoch kK cTpoke 3a-
mpoca:

$ curl https://www.example.com/status/angie/load_time
"2024-04-01T00:59:59+01:00"

$ curl https://www.example.com/status/angie/load_time?date=epoch

1711929599

CocrosiHue cepsepa

/status/angie

"version": "1.9.0",

"build_time": "2025-04-11T16:05:43.805Z",

"address": "192.168.16.5",

"generation": 1,

"load_time": "2025-04-11T16:15:43.805Z"

"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
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version Crpoka; Bepcus 3aIryIeHHoro cepsepa Angie

build (PRO) Crpoka; cOOpKa, ecjii yKazaHa IPU KOMIUJIAIAN

build_time Crpoka; BpeMsi cOOpKHU ucnoHsgeMoro daitna Angie B opmare damu.

address Crpoka; ajipec cepBepa, npuHsBInero 3ampoc Kk API

generation Yucso; Bepcust (TIOKOJIEHNE) KOHMDUIYPAIUK, OTCIATHIBAEMAST € TIOCIIEJHETO
zamycka Angie

load_time Crpoka; BpeMsl TocJie iHell mepesarpy3ku Kouduryparuu B popmare damoi;
CTPOKOBBIE 3HAYEHUS JAIOTCSA C MUJUIUCEKYHIHBIM Pa3pelieHueM

config_files O0beKT; ero wieHbl — abCOTIOTHBIE MMeHa BceX (ailjioB KOHMUTYpAIIH

Angie, 3arpy>KeHHBIX ceifdac IK3eMILISIPOM CepBepa, a UX 3HAUEHUsI — CTPO-
KOBBI€ IIPEJICTABJIEHUS COJAEPKMUMOro (ailjioB, HAIPUMED:

{
"/etc/angie/angie.conf": "server {\n listen 80;\n # ...\
—n\n}\n"
}
“* OcropoxHO
O6mbexT config_files ecTh B /status/angie/, TOJBKO €CIM BKJIIOYEHA
aupekTuBa api_ config  files.
Coeaunenns
/status/connections
{
"accepted": 2257,
"dropped": O,
"active": 3,
"idle": 1
}
accepted Yucio; cyMMapHOe KOJMIECTBO MPUHATHIX KJIUEHTCKUX COEIMHEHUM
dropped YHucsio; cyMMapHOe KOJIUYIECTBO COPOIEHHBIX KJIHEHTCKUX COEINHEHU
active Yiuciio; TeKyiiee KOJIMIECTBO AKTUBHBIX KJIMEHTCKUX COEIUHEHMIT
idle YHucso; TekyInee KOIUIeCTBO 6e31efICTBYIONNX KJIUEHTCKUX COeTNHEHUIH

3oHbl pa3pgensiemoii namatn ¢ pacnpegenerdnem slab
/status/slabs/<3oHa>

CrarucTuka JIst 30H paz3jesseMoit TaMsTh ¢ paclipe/esennenm slab, rakux xak limil_ conn, limit_req n
HTTP cache:

limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;
proxy_cache cache_zone;

B ykazannoit TakuM 00pa3oM 30HE pas3ae/sieMoil MaMsITH Oy/IeT cOOMPAThCs CJAEeIYIONas CTATUCTUKA:
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pages O0BEKT; CTATHCTUKA 110 CTPAHUIIAM [TAMATH
used YHucio; TeKymee KOJTMIECTBO UCIOIb3YEMBIX CTPAHUI] TaMATH
free YHucito; TeKyIee KOTMIeCTBO CBOOOIHBIX CTPAHUIL TIAMATH
slots O0OBEKT; CTATUCTUKA IO CJIOTAaM IAMSITH, 110 KayKJIOMy U3 pa3mepoB. slots

COJIEPXKUT JIAHHBIE TIO pa3Mepy ciioTa mamarn ( 8, 16, 32, u T.J1., BIUIOTh 110
[OJIOBUHBI Pa3Mepa CTPAHUIBI IAMSATH B GaiiTax)

used YHucio; TeKyIee KOJTNIECTBO UCIIOIb3YEMbIX CJIOTOB TIAMSITH 33/IJAHHOTO Pa3-
Mepa
free YHucsmo; TekyInee KOJTMIECTBO CBOOOTHBIX CJIOTOB ITAMSITH 38JaHHOTO pa3Me-
pa
reqgs Yucio; cyMMapHOe KOJUYECTBO TIONBITOK BBIJIEJIEHUs] AMATH YKA3aHHOIO
pas3mepa
fails YHuc10; KOJIUIECTBO HEYIABIIUXCSI TIOMBITOK BBIIEIECHUS TIAMSITH YKA3aHHOTO
pa3mepa
IIpumep:
{
"pages": {
"used": 2,
"free": 506
Fo
"slots": {
"64": {
"used": 1,
"free": 63,
"regs": 1,
"fails": O
}
}

DNS-3anpocsbi k pe3onsepy
/status/resolvers/<3oHa>

Jia cbopa cTaTUCTUKHM B JUPEKTHBE resolver Hy:KHO 3alaTh mapamerp status_zone (HTTP wiu
Stream):

[resolver 127.0.0.53 status_zone=resolver_zone;

B ykazannoit TakuMm 006pazom 30HE pasnesisieMoil maMsaTh OyIeT COOMPAThCs CIEAYIONAsd CTATUCTUKA!
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queries
name

STV
addr

responses
success
timedout
format_error
server_failure
not_found
unimplemented
refused
other

sent
a
aaaa
ptr
sV

O0BEKT; CTATHCTUKA 3aIIPOCOB

Yucso; KOJIMYIECTBO 3alPOCOB Ha npeobpa3oBanue uMeH B ajpeca (A- u
AAAA-zanpocsr)

Yucs1o; KOJIMYIECTBO 3aIPOCOB Ha [peobpasoBaHue cepBucoB B anpeca (SRV
3a1pOCHI)

Yucs10; KOIMIECTBO 3alIPOCOB Ha IpeobpasoBanue ajipeco B umeHa (PTR-
3aIpPOCHI)

OOBbEeKT; CTATUCTUKA OTBETOB

Yucsto; KOMMIECTBO YCIENHBIX OTBETOB

Yucsto; KOJIMIecTBO 3alIPOCOB, He JIOXKIABIIIXCST OTBETA

Yucio; konmmaectso orBeToB ¢ KogoMm 1 (Format Error)

Yuciio; KommaecTBo 0TBeTOB € KoztoM 2 (Server Failure)

Yuciio; kommaectBo orBeToB ¢ KojgoM 3 (Name Error)

Yuco; kommaectso orBeToB ¢ KoxoM 4 (Not Implemented)

Yuco; kommaectBo orBeToOB ¢ KomoM 5 (Refused)

Yucsto; KOMMIecTBO 3alIPOCOB, 3aBEPIIEHHBIX C APYTUM HEHYJIEBBIM KOIOM

O6bekT; craTucTrka oTmpasjaeHHbx DNS-3ampocos

Yuci0; KOMMIECTBO 3aMpOCoB THIa A

Yucsto; KommaecTBo 3ampocos tuna AAAA

Yucso; kommgecTBo 3ampocos tuma PTR

Yuci10; KOm4ecTBO 3a1pocoB tuiia SRV

Kompr orBeros ommcanst 8 REFC 1035, gwacts 4.1.1.

Paznuunnie Tunsr DNS-3anuceit ormmcanst 8 RFC 1035, RFC 2782 u RFC 3596.

IIpumep:
{

"queries": {
"name": 442,
"srv'": 2,
"addr": O

T,

"responses": {

"success": 440,
"timedout": 1,
"format_error":
"server_failure":
"not_found": 1,

1,

"unimplemented": O,

"refused": 1,

Fo

"sent": {
"a": 185,
"aaaa": 245,
"srv": 2,
"ptr": 12

}
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HTTP server u location
/status/http/server_zones/<3sona>

s cbopa cTATUCTUKU B KOHTEKCTE server Hy2KHO 3aJaTh JUPEKTUBY status zone:

server {

status_zone server_zone;

LJtel TpyImupoBKHA METPUK II0 MTOJIb30BATETHCKOMY 3HAUYEHHUIO UCITOIb3YHTe aIbTePHATUBHBIN CHHTAKCHC.
B sTOM mpuMepe MeTpuKu arperupyiorcs mo $host, m KaxKiasi IpyIna BBIBOJATCS KAK OTIEJbHAS 30HA:

[st atus_zone $host zone=server_zone:5;

B yKa3aHHOfI TaKNM O6p330M 30HE paBILeJ'IHeMOfI IHaMATN 6yﬂeT CO6I/IpaTbCH cieaymoonlad CTaTUCTUKA!

ssl O6mbekr; SSL-merpuku. [IpucyrcrByer, eciin B server ectb listen ssl;
handshaked Yucso; cyMMapHOe KOJIMIecTBO yenenHbix SSL-pykomoxkaTuii
reuses Yucsto; cymMMapHOe KOJUYIECTBO TOBTOPHBIX HCIOJIb30Banuit SSL-ceccnii Bo

BpeMst SSL-pyKomoxkaTuit

timedout YHucio; cymmapHoe Kojm4aecTBo SSL-pyKomoKaTuii ¢ MCTEKITUM TaiiMay TOM
failed Yucso; cyMMapHOe KOJIMYECTBO HEYCHEeNHbIX SSL-pykonoxkaTuit

requests O0OBbEKT; METPUKHU 3aIIPOCOB
total YHucmo; cyMMapHOe KOJIMIECTBO KINEHTCKUAX 3aIIPOCOB
processing YHucio; TeKyIiee KOJTMIECTBO 00CTYKMBAEMBIX KJIMEHTCKHUX 3aIIPOCOB
discarded YHucio; cymMMapHOEe KOJUYECTBO 3AIPOCOB 3aBEPIIEHHBIX 0€3 OTIPABKH OT-

BETa,

responses OObeKT; METPUKHU OTBETOB
<code> Yucsio; HEHYJIEBOE KOJIMIECTBO OTBETOB €O crarycoMm <code> (100-599)
XXX Yiuciio; HEHyJIeBOE KOJIMYECTBO OTBETOB C JIPYTUM KOJOM CTATYCa

data OObeKT; METPUKH JIAHHBIX
received YHucsio; cyMMapHOe KOJIMYIECTBO OAlT, MOJIyIeHHOEe OT KJIMEHTOB
sent Yucio; cyMMapHOe KOJIUIECTBO OAlT, OTIIPABIEHHOE KJIUEHTAM

IIpumep:
{

"ssl":{

"handshaked":4174,
"reuses":0,
"timedout":0,
"failed":0

Fe

"requests":{
"total":4327,
"processing":0,
"discarded":0

})

"responses":{
"200":4305,
"302":6,
"304":12,
404" :4
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Fe
"data":{
"received":733955,
"sent" :59207757
}
}

/status/http/location_zones/<3oma>

s cbopa cTaTucTUKy B KOHTEKCTE [ocation win if 6 location HYy»KHO 3a1aTh IUPEKTUBY status zone:

location / {
root /usr/share/angie/html;
status_zone location_zone;

if ($request_uri ~“* "~/condition") {
#
status_zone if_location_zone;

JJtsl TpYIIUPOBKYA METPUK TI0 TTOJb30BATETHCKOMY 3HAUYEHUIO UCIIOJIb3YHTE aJbTePHATUBHBIN CHHTAKCHUC.
B sTOM mpumepe MeTpHKHU arperupylorcs 1o $host, m Kaxkjas IpyIIa BBIBOJUTCH KAK OTICJbHASA 30HA

[status_zone $host zone=server_zone:5; }

B ykazammoit Takum 006pazoMm 30HE pa3iesisieMoil maMsaTh OyIeT COOMPATHCs CIEAYIONAs CTATUCTUKA!

requests O0BEKT; METPUKHU 3aIIPOCOB
total YHucsio; cyMMapHOe KOJIMYECTBO KJIMEHTCKHUX 3aIIPOCOB
discarded YHucio; cymMMapHOEe KOJUYIECTBO 3AIPOCOB 3aBEPIIEHHBIX 0€3 OTIPABKH OT-
BETA
responses O0bEKT; METPUKH OTBETOB
<code> Huciio; HEHyJIEBOE KOJIMUECTBO OTBETOB €O crarycoM <code> (100-599)
XXX Yucio; HEHy/IeBOe KOJIMYECTBO OTBETOB C JIDYTUM KOJOM CTaTyCa
data OOBbEeKT; METPUKH TaHHBIX
received YHucio; cymMMapHOe KOJIUIECTBO OAlT, MOIyIeHHOEe OT KJIMEHTOB
sent Yucsio; cyMMapHOe KOJIUYIECTBO OAlT, OTIIPABIEHHOE KJIHEHTAM
ITpumep:
{

"requests": {
"total": 4158,
"discarded": O

},

"responses": {
"200": 4157,
"304": 1

},

"data": {

"received": 538200,
"sent": 177606236
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Stream server

/status/stream/server_zones/<3oHa>

,B;J'IH c6opa CTaTUCTUKN B KOHTEKCTE SCTrver HYy2KHO 331aTh JTUPEKTUBY St(l/t?lﬁi zone:

server {

status_zone server_zone;

g rpynnupoBKH METPUK 110 I0JIB30BATEIbCKOMY 3HAYEHUIO UCIIOIb3YiiTe aJIbTePHATHBHBIN CHHTAKCUC
B sToM npumepe MeTpuku arperupyrorcs mo $host, m KaxKJiasi IpyIa BBIBOJUTCS KaK OT/E/IbHAsI 30HA:

[status_zone $host zone=server_zone:5;

B ykazanmoit Takum 06pa3oM 30HE pas3jiesisgeMoi maMaT OyIeT COOMPAThCs CAeYIONast CTATHCTAKA

ssl
handshaked
reuses
timedout
failed

connections
total
processing
discarded

passed

sessions
success

invalid

forbidden
internal_error
bad_gateway

service_unavailable

O6mbekT; SSL-merpuku. I[IpucyrcrByer, eciin B server ectb listen ssl;
YHucsio; cymMMapHOe KOJUYIECTBO yCIemHbx SSL-pyKomoxkaTmii

Yucito; cymMMapHOe KOJUYIECTBO TOBTOPHBIX HCIOJIb30Banuit SSL-ceccnii Bo
BpeMst SSL-pykomoxkaTuit

Yucsto; cymMmMapHOe KOTHIecTBO SSL-PYKOIOKATHH ¢ UCTEKITUM TaliMayTOM
Yucso; cyMMapHOe KOJIMIECTBO HEYCIHEeNnHbIX SSL-pykonoxkaTuit

OObeKT; METPUKHU COETMHEHMUIA

YHucsio; cyMMapHOe KOJIMYIECTBO KJIIMEHTCKUX COEIUHEHUI

Yucio; TekyIee KOJTMIECTBO O0CTYKUBAEMBIX KJIMEHTCKUX COeINHEHUIT
Yucsto; cymMMapHOe KOJUIECTBO KJIMEHTCKUX COEIMHEHN, 3aBEePIIEHHBIX O3
COB/IAHUST CECCUH

YHucsio; cyMMapHOe KOJUYIECTBO KJIMEHTCKUX COEIUHEHU, IMepeIaHHbIX Ha
APYTO# IIPOCIYIUBAIOIINI IIOPT JUPEKTUBAMU pass

O0BEKT; METPUKHU CECCUIt

Yucso; KOMMYECTBO ceccuil, 3aBeplIeHHbIX ¢ KomoMm 200, 9To o3Hadaer
YCIIEIITHOE 3aBEPIIEHUE

Hucsmo; KOIMIECTBO cecchil, 3aBepineHHbIx ¢ KojgoMm 400, ciaydaercs, KOrjaa
cepBep He MOXKET IPOYNTATh JAHHBIE OT KJIMEHTA, HAIIPUMED, 3arOJIOBOK
PROXY protocol

YHucio; KOJIM4ecTBO ceccuil, 3aBepIneHHbIX ¢ KojoM 403, Korja mgocTyn 3a-
[IPEINEeH, HAIIPUMED, OTPAHUYEH JIJIsI OIIPEJIEJIEHHOTO aJIpeca KJIUeHTa
YHuci0; KOJIMIeCTBO ceccuii, 3aBepirneHHbIx ¢ KojgoM 500, BHTYpPEHHsIS omub-
Ka CepBepa

Yucsio; KOMMIecTBO ceccuit, 3aBepineHHbx ¢ kogoMm 502, Bad Gateway, ecom,
HaIpUMeD, CepBep B upstream HeIOCTYIEH MJIA HE MOXKET OBITH BHIOpaH
YHuco; KOJIU4IeCTBO CeCCuii, 3aBepiieHHbIX ¢ KogoM 503, Service Unavailable,
€CJIu, HAIPUMED, JOCTYII OPPAHUYEH YUCJIOM BXOISIIUX COETUHEHUI

data OOBbeKT; METPUKU TaHHBIX
received YHucsio; cymMMapHOe KOJIUYIECTBO OAlT, MOIy9IeHHOEe OT KJIMEHTOB
sent Yucsio; cyMMapHOe KOJIMYIECTBO 0alT, OTIIPABIEHHOE KINEHTAM
IIpumep:
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{

"ssl": {

"handshaked": 24,
"reuses": 0,
"timedout": O,
"failed": O

},

"connections": {
"total": 24,
"processing": 1,
"discarded": O,
"passed": 2

},

"sessions": {
"success": 24,
"invalid": O,
"forbidden": O,
"internal_error": O,
"bad_gateway": O,
"service_unavailable": O

1,

"data": {

"received": 2762947,
"sent": 53495723
}
}

HTTP caches

[proxy_cache cache_zone; }

/status/http/caches/<cache>

st Kark10it 30HbI, CKOH(MUI'YPUPOBAHHOI B proxy cache, XpaHSTCs CJIEAYIONNE JaHHbIE:

{
"name_zone": {
"size": O,
"cold": false,
"hit": {
"responses": O,
"bytes": 0
e

"stale": {
"responses": O,
"bytes": O

e

"updating": {
"responses": O,
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"bytes": O
+s

"revalidated": {
"responses": O,

"bytes": O

+s

"miss": {
"responses": O,
"bytes": O,

"responses_written":

"bytes_written": O
1,

"expired": {
"responses": O,
"bytes": 0,

"responses_written":

"bytes_written": 0
T,

"bypass": {
"responses": O,
"bytes": O,

"responses_written":

"bytes_written": O
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size
max_size

cold

hit
responses
bytes
stale

responses
bytes
updating

responses
bytes
revalidated

responses
bytes

miss
responses
bytes

responses_written

bytes_written

expired
responses
bytes

responses_written

bytes_written
bypass

responses
bytes

responses_written

bytes_written

YHucso; TeKyIuit pa3Mep K11Ia,

Yucsio; orpaHudeHne Ha MAaKCHMAJIbHBII pazMep K3IIa, €CJId 3aJaH0 B KOH-
duryparmmun

Jlorumaeckoe 3HaUeHne; true, MOKA 3a2pY34UK KW MOJAIPYKAET TAHHBIE C
JIACKA,

O6beKT; METPUKN BO3BPAIIEHHBIX U3 K3IIIa 0TBETOB (proxy cache walid)
Yucso; cyMMapHOe KOJIMIEeCTBO OTBETOB, IPOUNTAHHBIX U3 KIIIA

Yucyto; cyMMapHOe KOJIMYEeCTBO DT, MPOYNTAHHBIX U3 KIIIa

OO0BEeKT; METPUKH MPOCPOYEHHBIX OTBETOB, BO3BPAINEHHBIX U3 KIIIA
(prozy cache_use_ stale)

Yucso; cyMMapHOe KOJIMIEeCTBO OTBETOB, MIPOUNTAHHBIX U3 KIIIA

Yucso; cyMMapHOE KOJIHMIEeCTBO DAiT, IPOUNTAHHBIX U3 K3IIA

OObeKT; METPUKYM TPOCPOYEHHBIX OTBETOB, BO3BPAIIEHHBIX U3 KIIMIA, ITOKA,
JaHHbIE B Kal1e o0HOBJsoTCs (proxy cache use  stale updating)

Yucio; cyMMapHOe KOJIMIECTBO OTBETOB, MTPOYNTAHHBIX U3 KIIIA

Yucsto; cyMMapHOe KOJIMIeCTBO DAiiT, MPOINTAHHBIX U3 KIIIA

OOBbeKT; METPUKH IIPOCPOYEHHBIX U PEBAJIAIUPOBAHHBIX OTBETOB, BO3BPA-
IIEeHHBIX U3 Kama (proxy cache revalidate)

Yucsto; cyMMapHOE KOJIMYECTBO OTBETOB, IPOYNTAHHBIX U3 KIIIA

Yucsto; cyMMapHOe KOJMIEeCTBO DT, MPOUNTAHHBIX U3 KIIIA

O0bEeKT; METPUKHU OTBETOB, HE HANJEHHBIX B KIIIIE

Yucsto; cyMMapHOE KOJIMIECTBO COOTBETCTBYIOIINX OTBETOB

Yucsto; cymMMapHOe KOJUYECTBO OANT, IPOYUTAHHDBIX C IIPOKCUPYEMOIO Cep-
Bepa

Yucso; cyMMapHOE KOJIMIECTBO OTBETOB, 3AITUCAHHBIX B KIIII

Yucsto; cyMMapHOe KOJIMIeCTBO OaiiT, 3alMCAHHBIX B KA1

O0bEKT; KOJIMIECTBO OTBETOB, BO3BPAIIEHHBIX HE U3 KA, T.K. IPOCPOIEHEI
Yucso; cyMMapHOE KOJIMIEeCTBO COOTBETCTBYIOIINX OTBETOB

Yucso; cyMMapHOe KOJUYIECTBO OANT, IPOYNTAHHBIX C IIPOKCUPYEMOIO Cep-
Bepa

Yucso; cyMMapHOe KOJIMIeCTBO OTBETOB, 3AIIMCAHHBIX B KAIIT

YHucso; cyMMapHOe KOJMIECTBO OAiiT, 3aIMCAHHBIX B KIIIT

O0beKT; CTAaTUCTUKA  OTBETOB, BO3BPAIIEHHBIX B  00XOJ  K3IIa
(proxzy cache_bypass)

Yucsto; cyMMapHOe KOJMYECTBO COOTBETCTBYIOIIMX OTBETOB

Yucso; cyMMapHOe KOJIMIECTBO OANT, MPOYNTAHHBIX C MPOKCUPYEMOIO Cep-
Bepa

Yucso; cyMMapHOE KOJIMIEeCTBO OTBETOB, 3AIIMCAHHBIX B K3III

Yucso; cyMMapHOe KOJIMIECTBO OAfiT, 3aIIMCAHHBIX B K1

Hobasneno B Bepcun 1.2.0: PRO

B Angie PRO upu BrintoueHnn wapdurea Kowa ¢ MOMOINBIO JUPEKTUB proxy cache  palh OTIeIbHBbIE
map/bl YKa3bIBAIOTCS KAK O0bEKTHI-WIEHBI B 00beKTe shards:

shards OOBbeKT; €ro WiIeHbl — OTJEIbHBIE IIAP/IbI
<shard> OObeKT; IpeICTABIIeT OTAEIbHBIN AP, a UM 00bEeKTa — IIyTh KIIIIa
sizes YHucsmo; Tekyuit pasmep mapiaa
max_size Yucsi0; MAaKCHMAJIBHBIN pa3Mep Iap/a, eCiu 33/1aH B KOHMUryparun
cold Jlormyeckoe 3HadeHue; true, MoKa 3a2pYy3uuK Kawwa IMOATPYKAET JTaHHBIE C
JACKa
{

"name_zone": {
"shards": {

"/path/to/shardl": {
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"size": O,
"cold": false
},
"/path/to/shard2": {
"size": O,
"cold": false
}
}
}
limit_conn

[limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

/status/http/limit_conns/<3o0oma>, /status/stream/limit_conns/<3ona>

Kaxknast n3 ckoHdUTrypupoBaHHbIX 30H: [imit conn 6 hitp nau limit _conn 6 slream CONEPKUT CJIELYIO-
mye JaHHble:

{
"passed": 73,
"skipped": O,
"rejected": O,
"exhausted": O
}
passed YHucio; cyMMapHOe KOJIMYECTBO IIEPETAHHBIX Ha IIPOKCHPYEMBIl CepBep Co-
€JIMHEHNIA
skipped Hucso; cyMMapHOe KOJMYEeCTBO COEIUHEHUH, MEePEIAaHHBIX C HYJIEBBIM WU
npeBocxoaamuM 255 bair <key>
rejected YHucmo; cyMMapHOe KOJUIECTBO COSINHEHUH CBEPX CKOH(MUTYPUPOBAHHOTO
OrpaHUYEeHUST
exhausted YHucio; cyMMapHOe KOJIMYECTBO COEJIUHEHUT, COPOIIEHHBIX W3-38 [1E€PEIoJi-
HEHUSI XPAHUJINIIA 30HbI
limit_req

[1imit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

/status/http/limit_reqs/<30Ha>

Kaxkmast n3 ckoHMUIypupoBaHHBIX 30H [imil_1eq COIEPKUT CJICIYIONINE JTaHHbIE:

{
"passed": 54816,
"skipped": O,
"delayed": 65,
"rejected": 26,
"exhausted": 0O
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passed
skipped

delayed
rejected
exhausted

Yiucsio; cyMMapHOe KOJIUYIECTBO IMPOKCUPOBAHBIX COETNHEHUI

YHucsio; cyMMapHOe KOJIMYEeCTBO COEIUHEHUH, IepeIaHHbIX
npeBocxoasmyM 255 dair <key>

YHucso; cyMMapHOe KOJMYECTBO 33/ IEP2KAHHBIX COEIMHEHMIT
YHucso; cyMMapHOe KOJUIECTBO COPOIIEHHBIX COETUHEHUI
Yucsio; cyMMapHOe KOJIMIECTBO COEIUHEHM, COPOIIEHHBIX

HEHUA XPpaHUJINIIa 30HbI

C HYJIEBBIM HJIA

n3-3a IIEPEeIroJI-

HTTP upstream

Hobasneno B Bepcun 1.1.0.

YT06b! BKIIOYUTH COOP CJIEIYIONIINX METPHUK, 33aiiTe JUPEKTUBY 207 B KOHTEKCTE Uupstrearn, HAIIPUMED:

upstream upstream {
zone upstream 256k;

server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/http/upstreams/<upstream>

riae <upstream> — UM ancmpuma, B KOHCbI/II‘ypaH,I/II/I KOTOPOT'O YKa3aHa JUPEKTUBa ZONeE.

{
"peers": {

"192.168.16.4:80": {
"server": "backend.example.com",
"service": "_example._tcp",
"backup": false,
"weight": 5,
"state": "up",

"selected": {
"current": 2,
"total": 232

i

"max_conns": 5,
"responses": {

"200":
"302":
1,

"data": {

222,
12

"sent": 543866,
"received": 27349934

I,

"health": {

"fails'

' 0,

"unavailable": O,
"downtime": O

X,
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"sid": "<server_id>"

+,

"keepalive": 2
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peers

server
service

slow_start

(PRO 1.4.0+)

backup
weight
state

selected
current
total
last

max_conns

responses
<code>

XXX

data
received
sent

health
fails
unavailable

downtime

downstart
header_time
(PRO 1.3.0+)
response_time
(PRO 1.3.0+)
sid
keepalive
backup_switch

OOBEKT; COMEPKUT METPUKH BCEX IIHMPOB AIICTPUMA BO BJIOYKEHHBIX O0BHEK-
TaX, IMEHA KOTOPBIX — KaHOHMYECKUE IIPEICTaBJIEHN aIPECOB STUX IIHPOB.
BuyTpu Kak10ro BIOXKEHHOTO 00bEKTA:
Crpoka; cepBep, Kak OH yKa3aH B JUPEKTHUBE SETver
Crpoka; UMsl CepBHCa, YKA3aHHOE B JUPEKTHUBE SErver, eCIu CKOHMUrypu-
POBaHO
YHucno; 3aganHOoe I cepBepa 3HadeHue slow  start, BBIpayKeHHOE B CEKYH-
Jax.
IIpu samanun 3HadyeHus uyepes coomeemcemeyrowut nodpaszdes API muna-
MHUYeCKON KOHMUTypaluu MOXKHO yKa3aTh HE TOJIHKO YHCJIO CEKYHJ, HO U
BPeEMSI C TOYHOCTBIO JI0 MUJIIHCEKYHI.
Jlormueckoe 3navenue; true s backup cepsepon
Yucsio; cKOHDUTYpUPOBaHHBIH weight
Crpoka; TeKyIee COCTOSHIE MUPa, U KAKAE 3aIPOCHI €MY OTIIPABJIAIOTCS:
e busy: yKa3bIBaeT, ITO THCJIO 3alIPOCOB Ha CEPBEP JIOCTUTJIO OTPAHUYIE-
HUS, 33JaHHOTO aX_ CONNS, 1 HOBbIE 3alIDOCHI Ha HETO He OTIIPABJIS-
I0TCS;
e down: OTKJIIOYEH BPYYHYIO, He OTIIPABJIAIOTCS HUKAKUE 3aIIPOCHI;
e recovering: BOCCTaHABJIMBAETCSI IIOCIE cOOsT cOrIacHo slow  start, oT-
[IPABJISIETCS BCe OOJIBITE 3AIIPOCOB;
e unavailable: mocTwur mpesena mar  fails, OTIPABISIOTCS TPOOHBIE
KJIUEHTCKUE 3aIPOChl ¢ HHTEPBAJIOM fail timeout;
® up: paboTOCIOCODEH, 3AIPOCHI OTIIPABJISIIOTCS KAK OOBITHO;
Homonaurenpabie cocrosiausg B Angie PRO:
e checking: HacTpoeH Kak essential W IPOBEPAETCH, OTIPABJIAIOTCHA
TOJIBKO NPOGEPOHHDLE 3ANPOCHL;
e draining: anajorndeH down, HO OTIIPaBIAIOTCS 3aIIPOCHI CECCUMA, IIPU-
BsI3aHHBIX paHee 4epe3 sticky;
e unhealthy: HepabOTAIOIIHIA, OTIPABJISIOTCSA TOIBKO NPOGEPOUHbLLE 3a-
npocov.

OObeKT; CTATUCTUKA BBIOOPA IIUPOB

Yucsto; TeKyIee KOJIMIECTBO COJUHEHUN K TUPY
Yuciio; ob1iee KOJIMIECTBO 3aIIPOCOB [IEPEIAHHBIX [TUPY

Crpoka mm 9uCyI0; BpeMs MOCJIEHErO BEIOOpa mupa B popmaTe dambi
Yucio; MakcumasbHoe KOTAIECTBO OJHOBPEMEHHBIX AKTUBHBIX COEIUHEHUI
K IHUPY, €CJIU CKOHMUTYPUPOBAHO

OOBEKT; CTATHCTUKA OTBETOB

Yucj10; HEeHYJIEBOE KOJIUIECTBO OTBETOB co crarycoMm <code> (100-599)
YHuci0; HEHYJIEBOE KOJTMIECTBO OTBETOB C JIPYTUM KOIOM CTATYCA

O0BEKT; METPUKH JIAHHBIX

YHucmo; cyMMapHOe KOJIMIECTBO OAMT, TOJTYyIeHHOE OT ITHPa

YHucsio; cyMMapHOe KOJIMYECTBO OailT, OTIIPABIEHHOE DY

O0BEKT; CTATHCTUKA IO COCTOSIHUIO ITHPA

YHucio; obiree KOJIMIECTBO HEYIAUHBIX MTOMBITOK PAOOTHI C MUPOM

YHuco0; CTOJIPKO pa3 mUp CTAHOBUJICA unavailable Mo JOCTHXKEHUU 3HAUE-
"y max_ fails

Yucso; cymMapHOoe BpeMsi (B MUJLUIMCEKYHJIAX), B T€YEHHE KOTOPOTO IHD
OBLTT HEJOCTYTIEH JIjId BbIOOpaA Kak unavailable

Crpoka man 9ncIo; BpeMsi, KOTIa IIUp cTaJ unavailable, B popmare damo.
Yuciio; cpeee BpeMs (B MUJUIMCEKYHJIAX) HOJLyY€HHsI 3aI0JIOBKOB OTBETA
OT cepBepa; CM. IUPEKTUBy response_time factor (PRO)

Yucso; cpennee BpeMst (B MIUIJIMCEKYH/IAX ) MOy IEHUST OTBETA OT CEPBEpPA;
CM. mupeKkTuBy response time_ factor (PRO)

Crpoka; id cepsepa, yKa3aHHBI B KOH(MDUIYPAIUU allCTPUMA

Yucso; Tekylee KOJIMIECTBO KIIMUPOBAHHBIX COEINHEHHIH

O0BEKT; COMEPIKUT TEKYIIEe COCTOSTHUE JIOTUKY AKTUBHOTO PE3€PBUPOBAHUS,
[IPUCYTCTBYET, €CJIM JIJIs allcTpUMa HAacTpoeH backup switch (PRO)

. Unero: 1 .

3.3. tBrapoeHHbie mogynuuciio; ocraBiieecsa BpeMsl OKHJIAHUS B MHJIIMCEKYHIAX, IIOCIe KOTOPOr§6

6aJIAHCUPOBIIUK CHOBA, IIPOBEPUT I'PYIIILI HA HAJWYNE 3I0POBBIX y3JI0B; HE
0TOOPaXKAETCsl IJIst OCHOBHOM T'DYIIIIBI




12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

health/probes (PRO)

Wawmeneno B Bepcun 1.2.0: PRO

Ecnu gjist ancrpuma HacTpoeHbl ipoBepku upstream,_ probe (PRO), To B o6bekTe health TakxkKe eCTb
BJIOKEHHBINT 0OBEKT probes, cojeprKaliuii CYeTUYnKu IIPOBEPOK pabOTOCIIOCOOHOCTH cepBepa, a state,
[IOMHMMO 3HaYeHUI U3 TabJINIBI BBIIE, MOYKET IPUHUMATh 3HadeHust checking n unhealthy:

"last": "2025-04-11T09:56:07Z"

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 10,
"fails": 10,
}
X
}
}

3uadenne checking y state He yunrbiBaeTcs B downtime m O3HAYAET, 9TO CepBep, MPOBEPKA KOTOPOIrO
HaCTpOeHa C mapaMeTpoM essential, eme He NpoBepsijicd; 3HadeHne unhealthy — d4rTo cepsep Hepa-
6oratormit. O6a 9TU COCTOSIHUST TaK»Ke O3HAYAIOT, U9TO CEpPBEp He ydacTByeT B Oasrancuposke. Jlerasm
IIPOBEPOK CM. B OIUCAHUU upstream_ probe.

Cuerunknu B probes:

count Yuciio; obiiee KOJIMIECTBO IIPOBEPOK ITOIO CEPBEPA
fails YHucso; KOIMIEeCTBO HEYCIEITHBIX ITPOBEPOK
last Crpoka mjm 9ucjI0; BpeMsi OCIeIHell MpoBepKu B (hopmare damovi

queue (PRO)

Usmeneno B Bepcun 1.4.0: PRO

Eciu nns ancrpuma HacTpoeHa ouepedv 3anpoco6, TO B OOBEKTE allCTPUMa, TAKXKE €CTh BJIOXKEHHBII
OOBEKT queue, COMEPKAIIUN CISTINKHU 3AIIPOCOB B OUEPEIN:

{
"queue": {
"queued": 20112,
"waiting": 1011,
"dropped": 6031,
"timedout": 560,
"overflows": 13
}
}

3HaveHUsT CIETINKOB CYMMUPYIOTCS TI0 BCEM PabOUUM TPOIECCAM:

3.3. BcrtpoeHHble moaynu
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queued Yucto; ob1iee KOIMIECTBO 3aIIPOCOB, MOMABIIAX B OY€PEIb

waiting Hucso; TekyInee KOTUIEeCTBO 3aIPOCOB B OU€Pe/IN

dropped Yucto; 06Imee KOJUIECTBO 3aIMIPOCOB, YIAJIEHHBIX U3 OYEPEIN M3-33 TOTO
YTO KJIACHT IIPEKAECBPEMEHHO 3aKPbLII COCIUHECHNE

timedout YHucsto; 0b6111ee KOJMIECTBO 3AIIPOCOB, YAAJCHHBIX U3 OUEPEIN M0 TalMayTy

overflows Yucito; ob1iee KOTUIECTBO CIIYIaeB [IEPEIIOJTHEHUS OIePeIH

Stream upstream

YT00bI BKIIOYATH COOP CIIELYIONNX METPHUK, 33/aiiTe JUPEKTUBY Z0NE B KOHTEKCTE upstream, HAIIPUMED:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;
keepalive 4;

/status/stream/upstreams/<upstream>

31ech <upstream> — UMsI aNCMPuMa, B KOHPUTYpaAIMU KOTOPOI'O UCIIOJIb30BAHA, JIUPEKTUBA ZOTE.

{

"peers": {
"192.168.16.4:1935": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,
"weight": b,
"state": "up"
"selected": {
"current": 2,
"total": 232
}a

"max_conns": 5,

"data": {
"sent": 543866,
"received": 27349934

Lo

"health": {
"fails": O,
"unavailable": O,
"downtime": O

}
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peers OOBbEKT; COMEP:KUT METPUKHU BCEX MUPOB AICTPUMA BO BJIOYKEHHBIX 00bEK-
TaxX, IMEHA KOTOPBIX — KAHOHUYIECKUE IIPEICTABJIEHUs A IPECOB STUX [TAPOB.
BuyTpu Kak10ro BIOXKEHHOTO 00bEKTA:

server Crpoka; aapec, 3aJaHHbII IUPEKTHBOIL server
service CTpoKka; nMsl CepBHCa, €CJI OHO YKA3aHO B JAUPEKTUBE SETUET
slow_start Ywucio; 3ajaHHOe JyIs cepBepa 3HadeHue slow start, BHIPasKeHHOe B CeKyH-
(PRO 1.4.0+) JIax.

Ilpu 3ajanuu 3Havenus: depes coomsemcemeayrowut nodpazdes API nuna-
MHUYECKOW KOHMUTYpAInd MOXKHO yKa3aTh HE TOJIHKO YHCJIO CEKYHJ], HO U
BpeMsl C TOYHOCTBHIO JO MUJIJIMCEKYHJL.

backup Jlormyeckoe 3HavUeHNe; true /I 3aIIaCHBIX CEPBEPOB
weight YHucso; 3aJJaHHBIA 19 TTUPa 6ec
state Crpoka; TeKyIee COCTOSHIE MUPa, U KAKHE 3aIPOCHl €MY OTIIPABJISIOTCSI:

e busy: yKa3bIBaeT, YTO 9HUCJIO 3aIIPOCOB Ha CepBep JOCTUIJIO OTPDaHUYe-
HUs, 33JaHHOTO AT CONNS, U HOBbIE 3alIPOCHI HA HETO He OTIIPaBJId-
I0TC;

e down: OTKJIIOYEH BPYYHYIO, HE OTHPABJIAIOTCA HUKAKHUE 3aIIPOCHI;

® recovering: BOCCTaHABJIMBAETCA IIOCJIE COOs COrIAacHO slow  start, or-
MIPABJISIETCS BCe OOJIBITE 3AIPOCOB;

e unavailable: moctur mpeneia mazr  fails, OTHPABIASIOTCS MPOOHDBIE
KJIMEHTCKIE 3aIPOChl C HHTEPBAJIOM fail timeout;

® up: PabOTOCIOCOOEH, 3AIIPOCHI OTIPABJISIOTCS KaK OOBIIHO.

Jononaurensusie cocrostaus B Angie PRO:

e checking: HacTpoeH Kak essential M IpoBepsIeTCs, OTIPABJISIOTCH
TOJIBKO NPOGEPOUHDLE 3ANPOCHL;

e draining: anajorundeH down, HO OTIIPaBIAIOTCS 3aIIPOCHI CECCUM, IIPU-
BSI3AHHBIX paHee depes sticky;

e unhealthy: HepabOOTAIOIIHIA, OTIPABJISIOTCS TOIBKO NPOGEPOUHbLLE 30~

npocol.
selected O0BbEKT; CTATHCTUKA BBIOOPA 9TOTO MUPA JIJIsl TTOKIIIOUCHST
current Yuciio; TeKyIiee KOJIMIECTBO MOJIKJIIOUYEHNN K IIUPY
total YHuciio; 0b1ee KOJIMIECTBO MOJKJIIOYEHUN, HAIIPABIEHHBIX 9TOMY UPY
last Crpoka man YuCI0; BpeMsi, KOrja Iup ObLI BRIOPAH B IOCIETHUN pa3, B
dopmare damui
max_conns Yucio; makxcumasvroe KOTHIECTBO OTHOBPEMEHHBIX aKTUBHBIX TO/IKJIIOYE-
HUI K IIUPY, €CJAd OHO 33J1aHO
data OOBbEeKT; CTATUCTUKA TIEPEIAYHN JTaHHBIX
received YHucio; obiree KOMIecTBO HANT, MOJLyYeHHOE OT MHUPa,
sent YHucio; obiree KOMMIeCTBO AT, OTIPABICHHOE IHPY
health OOBEKT; CTATHCTUKA IO COCTOSTHUIO TTHPa
fails YHucsto; 0b1Iee KOJIMIECTBO HEYTATHBIX MOMBITOK CBA3ATHCS C MMUPOM
unavailable YHucsto; 0b111ee KOJIMIECTBO MEPEXOIOB B COCTOsiHME unavailable 1o jgocTu-
JKeHUU 3HavYeHust mar _ fails
downtime YHuciio; obiree BpeMst B MIJLICEKYHIAX, B T€UEHIEe KOTOPOT'O ITAD HAXOIUJIICS
B COCTOSIHMHM unavailable (HeZOCTyIEH Jyis BHIOODA)
downstart Crpoka Win 9ucjI0; BpeMsl, KOTJa AP MMOCJeHI pa3 cTaj unavailable, B

dbopmate damui
connect_time Ywucso; cpexHee BpeMsi (B MUJIMCEKYHJIIAX) YCTAHOBJIEHUSI COEJUHEHHsI C

(PRO 1.4.0+) CepBEepOM; CM. JIMPEKTUBy response time  factor (PRO)
first_byte_time Yucio; cpennee Bpems (B MUJLIMCEKYHJIAX) HOJIy9YeHHs IIEPBOrO GaiiTa OT-
(PRO 1.4.0+) BeTa OT cepBepa; CM. IUPEKTHUBY response_time factor (PRO)
last_byte_time Ywucso; cpeanee BpeMst (B MUJUINCEKYHIAX) TOJYYeHHs! MTOJHOTO OTBETA OT
(PRO 1.4.0+) cepBepa; CM. AUpeKTuBy response time_ factor (PRO)

WNameneno B Bepcun 1.4.0: PRO
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Ecin B Angie PRO mjia ancrpuma Hacrpoensl npoBepku upstream  probe (PRO), to B obbexre health
TaKXKe eCTh BJIOYKEHHBII 00BLEKT probes, co/iepKallyii CIeTINKH IIPOBEPOK PADOTOCIIOCOOHOCTHU CEpBEPa,
a state, HOMUMO 3HaYeHUN U3 TaOJIUILI BBIIIE, MOXKET IPUHUMATDH 3HadeHus checking n unhealthy:

{

"192.168.16.4:80": {
"state": "unhealthy",

n n. n n

"health": {

B

Il...lI: ll...ll’

"probes": {
"count": 2,
"fails": 2,

"last": "2025-04-11T11:03:54Z"

3unadenne checking y state o3Hadaer, 4TO cepBep, MPOBEPKA KOTOPOTO HACTPOEHA C MapaMeTpoM
essential, eme He mpoBepsiyics; 3Hadenne unhealthy — uro cepep Hepaboraromuit. Oba 3TH coCTO-
sAHIS TaKyKe O3HAYAIOT, YTO CEPBEp He ydacTByeT B OasiaHcUpoBKe. /leTas mpoBEpPOK CM. B OIMCAHUHI
upstream__ probe.

Cuerunku B probes:

count Yuciio; obiee KOJIMIECTBO IIPOBEPOK ITOIO CEPBEPA
fails YHucso; KOTMYIEeCTBO HEYCIENTHBIX TTPOBEPOK
last Crpoka mjim 9uCjI0; BpeMs OCIeIHell MpoBepKu B (hopmare damovi

APl gunamuyeckoin koHdurypauumn (PRO)

Hobasneno B Bepcuu 1.2.0: PRO

B cocraBe API ectp pasmen /config, MO3BOJAIONIMI JUHAMUYECKH MEHATH KOHMUrypamnnio Angie B
dopmare JSON ¢ momormpio HTTP-3ampocos PUT, PATCH u DELETE. Bce m3MmeneHnnsi aToMapHbI: HOBBIE
HACTPOMKM TPUMEHSIIOTCS TEJIUKOM JIUOO He TMpUMeHsIoTcs Bosce. [Ipu ommbke Angie coolmutT, B 4em
[IpUYNHA.

Moppaspensl /config

Ceituac B pasgeie /config J0CTYIHA HACTPOMKA OTIEIHLHBIX CEPBEPOB B COCTABE AIICTPUMOB JIJIsT MOJLYJIei
HTTP wu stream; 9ucyio HACTPOEK, K KOTOPBIM IIPUMEHNMA JUHAMUYeCKasi KOHPUTypalns, IJIaHOMEPHO
YBeJINYNBAETCS.

/config/http/upstreams/<upstream>/servers/<ums>

ITosBosisieT HaCTpanBaTb OTAEJIbHbBIC CE€pBEPLI B COCTaBe allICTpUMa, B TOM YHCJIE ,HO6&BJIHTI) HOBbLIEC U
YAaJis1Th HaCTPOCHHBIE.

ITapamerpsr B cocraBe mytu URI:
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<upstream>

<uMsa>

Nwmst 6st0Ka upstream; 9ToObI HACTPAUBATH €T0 Uepe3 /config, B HEM JIOJIK-
Ha OBITH 3a/laHa JIUPEKTUBA Z0NE, ONPEIEIIAIONIast 30Hy Pa3/Ie/IaeMOoN TaMs-
TH.
VIMms KOHKpETHOrO cepBepa B COCTaBe yKa3aHHOTO <upstream>; 3ajaeTcs B
dopmate <service>@<host>, rmue:
e <service>Q@ — HeobgA3aTeIbHAA YACTH, 33/AI0IIAS UM CEPBUCA B Iie-
Jgx paspemenns SRV-3amnuceii.
e <host> — JOMeHHOe MMs cepBuca (mpu Haguauu resolve) wnu I1P-
aJpec; TaKKe MOXKHO yKa3aTb IIOPT

Hanmpuwmep, mis coemyromneit KOHMDUTYpAITA:

upstream backend {

server backend.example.com service=_http._tcp resolve;

server 127.0.0.1;

zone backend 1m;

JonmycTuMBbl Takue MMeHa, CEPBEPOB:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/_http._tcp@backend.

—example.com/

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/127.0.0.1:80/

Oror mogpazzen API nossosisier 3amaBars mapamerpsl weight, max_conns, max_fails, fail_timeout,

backup, down u sid, onmMcaHHBIE B pa3jene server.

O IIpumeuannue

3HadeHne drain:

OrzenpHOrO TapamMeTpa drain 31eCh HET; BKIIOYUTD PEsKUM drain MOXKHO, 33/1aB JJIst dOWN CTPOKOBOE

$ curl -X PUT -d \"drain\" \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/down

IIpumep:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?

—defaults=on

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout":
"backup": true,
"down": false,
"sid": ""

J

DaxTuuecKn JOCTYIIHBI GyAyT TOJIBKO Te€ ITapaMeTpbl, KOTOPbIE IIOJAJeP>KUBaeT TeKyH_[I/Iﬁ METO/, OaJraH-

CUPOBKU Harpy3KHu ancmpuma. TaK, €CJIX aIICTPUM HAaCTPOECH C METOJ0M 6aJIaHCI/IpOBKI/I random:

upstream backend {

zone backend 256k;

3.3. BcrtpoeHHble moaynu
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server backend.example.com resolve max_conns=5;
random;

To ﬂO6aBI/ITb B HEr0 HOBBIit cepBep C ImapaMeTpoM backup HEBO3MO2KHO:

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com

"error": "FormatError",
"description": "The \"backup\" field is unknown."

© IIpumeuannue

Jlaxke ¢ COBMECTUMBIM METOIOM OAJIAHCHPOBKH IapamMeTp backup MOXKHO 33JaTh JIUIIb IpA 100aB-
JIEHUU HOBOI'O cepBepa.

/config/stream/upstreams/<upstream>/servers/<ums>

IlozBossteT HacTpamBaTh OTIEIbHBIE CEPBEPHI B COCTABE AIICTPUMA, B TOM YHCJE TO0ABJISATH HOBLIE U
yAaI4aTh HaCTPOEHHBIE.

ITapametpsn! B coctase mytu URI:

<upstream> Wmst 6st0Ka upstream; 9ToObI HACTPaUBaTh €ro uepes /config, B HEM JIOJIK-
Ha OBITH 3aJ]aHa JUPEKTUBA 20Ne€, OIPEIEIIIONIasi 30Hy Pa3/IeIaAeMOl mamMs-
TH.

<uMs> VIMsa KOHKPETHOrO cepBepa B COCTaBe YKa3aHHOIO <upstream>; 3amaercs B

dopmare <service>@<host>, rue:
e <service>Q@ — Heobs3aTesbHAS IACTD, 33JAIOIAsI UMsI CEPBUCA B IIe-
Jsx paspemnterns SRV-3armmceii.
e <host> — momeHHOe mMsi ceppuca (mpu Haguunu resolve) umm 1P-
aJipec; TaKyKe MOXKHO YKa3aThb IOPT.

Hanpumep, s cieytoreii KOH(MUTY pAIIAN:

upstream backend {
server backend.example.com:8080 service=_example._tcp resolve;
server 127.0.0.1:12345;
zone backend 1mj;

JomycTuMbl Takue IMeHa CEPBEPOB:

$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/_example._tcp@backend.
—example.com: 8080/
$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/127.0.0.1:12345/

Sror nojpazzen API no3sossier 3amaBars mapamerpsl weight, max_conns, max_fails, fail_timeout,
backup u down, onucanable B pa3zeiie Server.
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(i ) IIpumeuanue

OtnenpHOrO MapamMerpa drain 371eCh HET; BKIIOYUTD PeKuM drain MOXKHO, 33/1aB [yist dOWn CTPOKOBOE
3HadeHue drain:

$ curl -X PUT -d \'"drain\" \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com/down

J

IIpumep:

curl http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com?
—defaults=on

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"backup": true,
"down": false,

J

DaKTUIECKH JOCTYIHBI OYAYT TOJBKO T€ IapaMeTPbl, KOTOPbIE IOJJIEPXKUBAET TEKYIHUi MeTo OaJiaH-
CHPOBKU HAIPY3KH ancmpuma. Tak, ecjii allCTpUM HACTPOEH C METOIOM OajlaHCHPOBKHU random:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;
random;

To 06aBUTH B HETO HOBBII CEpBEp C IapaMeTpoM backup HEBO3MOXKHO:

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com

"error": "FormatError",
"description": "The \"backup\" field is unknown."

O IIpumeuanne

Jlaxke ¢ COBMECTUMBIM MeTOJOM OaJIJAHCHPOBKY IIapamMeTp backup MOXKHO 33JiaTh JIUIIL IPUA J100aB-
JIEHUU HOBOI'O cepBepa.

IIpu yjasneHun cepBepoB MOXKHO YCTAHOBUTBH apryMeHT connection_drop=<smauenue> (PRO), urobbr
[I€PEOIIPEIETTUTh HACTPOUKHU proxy connection_ drop:

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com?
—connection_drop=off

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend2.example.com?
—connection_drop=on
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$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend3.example.com?
—connection_drop=1000

HTTP-meTogb!

PaccvoTpum ceMaHTHKY KaxKJ0ro M3 MPUMEHUMBIX K 3ToMy pazzaeny HTTP-meronos ma mpumepe cie-
Jyromeil KOHMUrypauu arncTpumMa;

http {
£ ...
upstream backend {
zone upstream 256k;
server backend.example.com resolve max_conns=5;
#o...
}
server {
# ...
location /config/ {
api /config/;
allow 127.0.0.1;
deny all;
}
}
}
GET

HTTP-meron GET mo3BOJIsieT 3allpOCUTH CYIIHOCTH IO JIIOOOMY CYIIECTBYIOIIEMY IIyTH B mpenenax /
config Tak ke, KaK 9TO JiejaeTcsa B Apyrux pasjaenax APIL.

Hanpuwmep, mj1s Berku cepBepoB amcrpuma /config/http/upstreams/backend/servers/ HOIyCTHMBI
TaKue 3aIpPOChI:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_
—.conns

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

$ curl http://127.0.0.1/config/http/upstreams/backend/servers

$# ...

$ curl http://127.0.0.1/config

TloryauTh mapaMeTpsl MO yMOJTIAHIIO MOXKHO ¢ aprymenToMm defaults=on:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers?defaults=on

"backend.example.com": {
"weight": 1,
"max_conns": 5,
"max_fails": 1,
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"fail_timeout": 10,
"backup": false,
"down": false,
"Sid" . nn

PUT

HTTP-meron PUT mozBosser co3garh HOBYIO JSON-cyIHOCTE 1O yKA3aHHOMY IIyTU WU NOAHOCITILIO
3aMEHHUTH CYIIECTBYIOILYIO.

Hanpumep, uTobs! 100aBUTH He 33/1aHHBII panee napameTp max_fails y cepsepa backend.example.com
B alcrpuMe backend:

$ curl -X PUT -4 '2' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_
—fails

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/
—backend/servers/backend.example.com/max_fails\" was updated with replacing."

}

IIpoBepum m3MeHeHMsT:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

{
"max_conns": 5,
"max_fails": 2
}
DELETE

HTTP-meron DELETE yrnaJsier paree 3adaribie HACTPOUKHU MO YKA3aHHOMY ITyTH; IIPU ITOM BOCCTAHAB-
JIMBAIOTCsI 3HAYEHUS 110 YMOJYAHUIO, €CJIU OHU €CTh.

Hanpumep, 4Tobbl yaaanTs n3MeHeHHbIN panee napamerp max_fails y cepepa backend.example.com
B alcrpuMe backend:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_
—fails

"success": "Reset",
"description": "Configuration API entity \"/config/http/upstreams/backend/servers/
—backend.example.com/max_fails\" was reset to default."

}

IIpoBepum m3menenust ¢ aprymenTom defaults=on:
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$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?
—defaults=on

"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,
"sigq": ""

ITapamerp max_fails BepHyJCS K 3HAYEHUIO IO yMOJIYAHUIO.

Ilpu ymajenun cepBepoB MOXKHO YyCTAHOBUTH apryMeHT connection_drop=<smauenue> (PRO), urobbr
[IEPEOIIPEIETTUTh HACTPOUKHU proxy connection_ drop, grpc_ connection  drop, fastcgi  connection_ drop,
scgi_connection_drop u wwsgi_ connection_ drop:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com?
—connection_drop=off

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend?2. example.com?
—connection_drop=on

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend3. example.com?
—connection_drop=1000

PATCH

HTTP-meron PATCH mo3BoJIsIET CO3/4aTh HOBYIO CYITHOCTD 0 YKA3aHHOMY IIyTH JINOO YACTUIHO 3aMEHUTH
un onoiaHuTh cymecrsyomyio (REC 7386), orupasus B manubix JSON-oupenerenue.

Meton paboraer Tak: eCju CyI[HOCTH, YKa3aHHbIE B HOBOM OIIPEJIEJIEHUH, YK€ €CTh B KOHMUIYPAIWH,
OHU OY/IyT Iepe3alrcaHbl; €CJIU UX HET, TO OHU OYIyT J00aBJIEHBI.

Hanpumep, arobbr moMeHsaTh 3HaUYeHME mapaMmerpa down y cepBepa backend.example.com B amcrpume
backend, ocTaBuB mpotee 63 M3MEHEHMIA:

$ curl -X PATCH -d '{ "down": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/
—backend/servers/backend.example.com\" was updated with merging."

}

IIpoBepum m3MeHEHUST:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

-

‘ {

"max_conns": 5, l
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"down": true

Ob6parure BHUMaHKe, YTO IepedaHublil ¢ 3ampocoM PATCH JSON-00beKT cAuAcsA C YKe CyIIeCTBYOIIMM,
a He 3aMeHUJI ero IeJUKOM, Kak ObLio 6b1 ¢ PUT.

Oco0bril citydail mpenCcTaB/IsiioT 3HadeHnst null; OHU UCIOJIB3YIOTCS s YIAJeHUs OTIETbHBIX JIEMEHTOB
KOH(UTYPAIINHA B XOI€ TAKOTO CJMSHUSI.

(5 ) IIpumeuanue

Taxkoe ynaenne anasmorugso aeiicrBuio DELETE; B 9aCTHOCTH, BOCCTAHABINBAIOTCS 3HAYEHUS II0 YMOJI-
YaHUIO.

I‘IaHpI/IMep7 9TOOBI YAaJInuTb ﬂO6aBJIeHHbeI paHee I1apaMeTp down u OITHOBPEMEHHO C 3THUM HU3MCEHHUTDHL
max_conns:

$ curl -X PATCH -4 '{ "down": null, "max_conns": 6 }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/
—backend/servers/backend.example.com\" was updated with merging."

}

IIpoBepum m3meHeHMsI:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"max_conns": 6

}

ITapamerp down, mjist KOTOPOro OBLIO IepeIaHo 3HadeHne null, yaajieH; 3HaUeHne max_COonns M3MEeHEHO.

Auth Basic

TTosBosisieT OrpaHUYUTh JOCTYI K PECypcaM ¢ MPOBEPKON MMEHU W MAapOJisi TOJTH30BATEIIS TI0 IPOTOKOJTY
"HTTP Basic Authentication".

OrpanuvuTh JOCTYI MOXKHO TaK¥XKe 10 adpecy WK 1o pe3yavmamy nodsanpoca. OTHOBpEMEHHOE OTpa-
HUYEHHE JIOCTYIIA 0 aJIPecy W MAapOJII0 YIIPABIISAETCS JUPEKTUBON satisfy.

Mpumep koHdurypauymn

location / {
auth_basic "closed site";
auth_basic_user_file conf/htpasswd;
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AduvpekTunsbi
auth _basic
Cunrakcuc auth_basic cmpoka | off;
Ilo ymomua- auth_basic off;
HUIO
Konrekcr http, server, location, limit except

Bkirouaer npoBepky nMeHu u mapoJis moJib3oBarelis 1o mporokoiay "HTTP Basic Authentication". 3a-
JIAHHBIN TapaMeTp UCIOJIL3yeTcsl B KadecTBe realm. B 3HaveHun mapameTrpa JOIMYCTUMO HCIOJb30BAHUE
IEPEMEHHBIX.

off OTMeHsIeT JIeHiCTBIE YHACIEIOBAHHOM C IIPEIBIYINEro YPOBHs KOHMUTYPAIUU J1-
pekTuBbl auth_basic

auth basic_user _file

Cunrakcuc auth_basic_user_file ¢atin;

Ilo ymomua- —

HUTO

Konrekcr http, server, location, limit except

3ajaer Patia, B KOTOPOM XPAHITCA UMEHa W TapoJin mojb3osareneit. opmar daitia cieryromnmii:

# KoMMeHTapui

uMal :maponbl

M2 : TapoNb2 : KOMMEeHTapuit
uMA3 :Iaponb3

B umenu gatiig MOXKHO HCIIOIB30BATH IIEPEMEHHBIE.
IlonepkuBaIOTCS CAEIYIONINE TUITHI TaPOJIeit:

e samudposannble GyHKIEedd crypt(); MOryT ObITH CO3/IAHBI € IIOMOIIBIO yTUAUTHL htpasswd u3 muc-
tpubytusa HTTP-cepepa Apache miau komanabr " openssl passwd";

e X3MIMPOBaHHBIE C MIOMOIIBIO AJIropuTMma, ocHoBanuoro Ha MD5, o sepcun Apache (aprl); moryr
OBITH CO3JIAHBI TEMU YK€ UHCTPYMEHTAMU;

e 3aJjaHHBIC COMIACHO cuHTaKcucy " {cxema}danmoe" xKak ommcano 8 RFC 2307; B HacTosmuit MOMEHT
peasinzoBanbl cxembl PLAIN (B KadecTBe puMepa, He cieyer npuMenaTs), SHA (npocroe SHA-1
X3IMMpoBaHue, He cyenyer npuMensatb) u SSHA (SHA-1 xsmmpoBaHue ¢ COJIBbIO, UCHOJIB3YETCS B
HEKOTOPBIX mporpaMmax, B yacrHoctu OpenLDAP u Dovecot).

“* OcropoxxHo

Tlonnepxka cxembl SHA ObLia mobaBiieHa JIUINb 1) 00JIErYeHUs [IPOIecca MArpanyun Gpailios mapo-
Jieii ¢ npyrux Beb-ceppepos. Ee He ciielyeT IpUMEHSATDH [JIs HOBBIX IapOJieil, T.K. MCIOIb3yeMOe IIPU
srom SHA-1 xsmmposanmne 6€3 COMU YA3BUMO K B3JIOMY IPH IMOMOIIN DALy KHbIX TAOJINII,
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Auth Request

IIpemocTaBiseT BO3MOXKHOCTDh aBTOPU3AIIHN KJIMEHTa, OCHOBAHHON Ha Pe3yJIbTaTe nojazamnpoca. Ecim mos-
3ampoc BO3BPAIAET KO 0TBeTa 2xX, JocTyn paspertaercs. Ecan 401 wim 403 — mocTyn 3amperaercs ¢
COOTBETCTBYIONIAM KOJIOM OmubOKu. JI1060it 1pyroit Ko/l 0TBeTa, BO3BPAIIAEMbIil IIO3aIIPOCOM, CIUTAETCS
OITUOKOIA.

IIpu ommbke 401 kauenTy Takxke nepemaercs 3aroioBok "WWW-Authenticate" uz orsera mogzampoca.

IIpu cbopke W3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHUTH C
IOMOIIBIO TTapameTpa cOOopkm --with-http_auth_request_module. B makerax m obpasax m3 Hamux
PEIO3UTOPUEB MOJLYJIb BKJIIOYEH B COOPKY.

Monysib MOXKeT OBITH CKOMOMHMPOBAH C APYTAME MOJIYJISME JOCTYIIa, TakuMu Kak Access u Auth Basic
C TIOMOIIBIO JUPEKTUBBI Satisfy.

Mpumep koHurypauun

location /private/ {
auth_request /auth;

#

}

location = /auth {
proxy_pass
proxy_pass_request_body 8
proxy_set_header Content-Length "";
proxy_set_header X-Original-URI $request_uri;

OupekTussbl

auth _request

CuHaTakcuc auth_request uri | off;
Ilo ywmomua- auth_request off;
HUIO

Konrekcr http, server, location

Bkirouaer aBropusaiuio, OCHOBaHHYIO Ha Pe3yJIbTaTe BBIIOJHEHN ronzamnpoca, u 3anaer URI, va koro-
pblit Oy/teT OTIpaBJjIeH MOI3AIIPOC.

auth _request _set

Cunrakcuc auth_request_set $n6p6M6HHaﬂ 3HAYEHUE;
IIo ywmomua- —

HUTO

Konrekcr http, server, location

VcranaBIuBaeT IepeMEHHYIO B 3aIIPOCE B 33/[AHHOE 3HAYEHUE I10CJIe 3aBEPIIEHUs 3aIIPOCa ABTOPUIAIIIH.
3HaueHne MOXKeT COJepKATh EPEMEHHbIE U3 3aIIPpOCa ABTOPU3AIlNE, HAIIpUMED, Supstreamn_ hitp  *.
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Autolndex

O6ciryzkuBaer 3anpOChl, OKAHYUBAIONIMECsS KOCO# deproit (/), u Bbigaer jucTuHr Karajora. OOGbIYHO
3ampoc monaaeT K Moaysrio AutoIndex, Korma MOIysib [ndexr He HAIIesJ UHIEKCHBIN (aii.

Mpumep koHpurypayun

location / {
autoindex 5

}

OupekTusnbl

autoindex

Cunrakcuc autoindex on | off;
Ilo ywmomua- autoindex off;
HUIO

Konrekct http, server, location

PaspemaeT 1M 3allpeniaeT BBIBOJ JIMCTHUHI'A KaTaJlora.

autoindex exact _size

Cunrakcuc autoindex_exact_size on | off;
Ilo ymomua- autoindex_exact_size on;
HHIO

Konrekcr http, server, location

s gopmama HTML onpenesisier, Kak BBIBOAUTH pa3Mepbl (ailjioB B JIMCTUHTE KATAJOTA: TOYHO WJIA
OKPYTJISIS 10 KUIOOAiT, MerabaiiT u rurabaiiT.

autoindex _format

Cunrakcuc autoindex_format html | xml | json | jsonp;
Ilo ymomua- autoindex_format html;

HUIO

Konrekcr http, server, location

3amaer popMaT BBIBOJA JIMCTUHTA KaTaJora.

IIpu ucnonszoBanuu dhopmara JSONP ums callback-dyukium 3amaercst B aprymente 3anpoca callback.
Ecisim aprymeHT oTcyTCTBYeT MM UMeeT IycToe 3HadeHue, To ucnosbdyercs gopmar JSON.

Bruison B popmare XML mozker ObITh 11peobpazoBan mnpu oMoty Moiuysis XSLT .
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autoindex _localtime

Cunraxcuc autoindex_localtime on | off;
Ilo ymomua- autoindex_localtime off;
HHIO

Konrekcr http, server, location

s ¢opmama HTML onpenensier, B Kakoif BpEMEHHOI 30HE BBIBOJWTH BPEMsI B JINCTUHTE KATAJIOTa: B
sokautbroi min B UTC.

Browser

CoszaeT nmepeMeHHble, 3HAUeHUsI KOTOPBIX 3aBUCAT OT 3HadeHus moJist "User-Agent" B 3arosioBke 3ampoca.
MepemeHHble

$modern_browser

paBHA 3HAYEHUIO, 33JJAHHOMY JHUPEKTUBOI modern_browser walue, ecaym Gpay3ep OIO3HAH KaK COBpe-
MEHHBIH;

$ancient_browser

paBHa 3HAYCHUIO, 3a/JaHHOMY ,HI/IpeKTI/IBOfI (1,77/07;(377,15_ b?”()’U}SC’I’_ UG,ZU,(Z, ecJi 6pay3ep OIIO3HAH KaK yCTapeB-

TINI;

$msie

pasra "1", ecsim Gpaysep onosnan kak MSIE yo60it Bepcuu.

Mpumep koHurypayun

Bbibop ungekcHoro daina:

modern_browser_value "modern.";

modern_browser msie 5.5;
modern_browser gecko 1.0.0;
modern_browser opera 9.0;
modern_browser safari 413;
modern_browser konqueror 3.0;

index index.${modern_browser}thtml index.html;
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MepenanpasneHne gns crapbix bpay3epos:

modern_browser msie 5.0;
modern_browser gecko 0.9.1;
modern_browser opera 8.0;
modern_browser safari 413;
modern_browser konqueror 3.0;

modern_browser unlisted;
ancient_browser Links Lynx netscape4;

if ($ancient_browser) {
rewrite ~ /ancient.html;

}

OupekTusnbl

ancient _browser

Cunrakcuc ancient_browser cmpoka ...;
Ilo ywmomua- —

HUIO

Konrekct http, server, location

3ajaeT IMOOCTPOKU, IpH HaxOXKIeHmn KoTopblix B moJe "User-Agent" 3arosioBka 3ampoca Opayse
b

cunrtaercs ycrapebmuM. CrenuaibHass cTpoka "netscaped" cooTBETCTBYeT peEryJsipHOMY BBIPAZKEHUIO
"~Morzilla/[1-4]".

ancient browser value

Cunrakcuc ancient_browser_value cmpoxa;
Ilo ywmomua- ancient_browser_value 1;

HUIO

Konrekcr http, server, location

3aJiaer 3HAYEHUE JJIs IEPEMEHHbIX Jancient browser.

modern _browser

Cunrakcuc modern_browser 6paysep sepcus;
modern_browser unlisted;

Ilo ywmomua- —

HUTO

Konrekct http, server, location

SasaeT Bepcuio Opay3epa, HauMHast ¢ KOTOPOil OH CUMTaeTcsi COBpeMeHHbIM. B KadecTBe Gpay3epa MOKHO
sazath msie, gecko (Gpaysepsr, coznanuble Ha ocHoe Mozilla), opera, safari wim konqueror.
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Bepcun moxno 3amath B popmarax X, X. X, X.X. X mm X.X.X.X. MakcumaJibHble 3HATEHUS /I KarXK-
goro u3 ¢popmaros coorsercrenno — 4000, 4000.99, 4000.99.99 u 4000.99.99.99.

Crermasbaoe 3HadeHne unlisted yKa3blBaeT CUMTATH COBPEMEHHBIM Opay3ep, He OMUCAHHBIN TUPEK-
TuBaMu modern_ browser u ancient browser. B IpOTHBHOM Cjydae HellepedHC/IEHHBIN Opay3ep Oyjer
cuuTaThes yerapesmM. Ecin B 3arosioBke 3anpoca Het 1osist "User-Agent", o Gpaysep cunraercs Herre-
pPEeUNCIEHHBIM.

modern browser value

Cunrakcuc modern_browser_value cmpoxa;
Ilo ywmomua- modern_browser_value 1;

HUIO

Konrekcr http, server, location

3ajiaeT 3HAYEHNE JJIs IIEpeMeHHbIX $modern  browser.

Charset
Jobasisier ykazannyto KoaupoBKy B noJie "Content-Type" 3aronoBka orsera. Kpome Toro, Mmomysas mo-
2KeT MePeKOINPOBaTh JAHHbIE U3 OJHON KOAMPOBKHU B APYTYIO C HEKOTOPBIMU OTPAHUIEHUSIMU:

® IIePEeKOIMPOBAHNUE OCYIIECTBJISETCS TOJIBKO B OHY CTOPOHY — OT CepBepa K KJIUEHTY,

® [IePEKOANPOBATHCA MOT'YT TOJIBKO OﬂHO6afITHBIe KOJIUPOBKU

e i omuobaiiTHbIe KoaupoBku B UTF-8 u obparHo.

Mpumep koHpurypauyun

include conf/koi-win;

charset windows-1251;
source_charset koi8-r;

OdupekTusnbl
charset
Cunrakcuc charset koduposka | off;
Ilo ywmomua- charset off;
HUIO
Konrekct http, server, location, if B location

Hobasnsier ykazauuyo Kogupoeky B nojsie "Content-Type" 3arosioska orsera. Ecim ara KogupoBka oT-
JIT9aeTcs OT yKa3aHHOW B JIMPEKTUBE Source charset, TO BBINOJHSIETCS MEPEKOJMPOBAHNE.

ITapamerp off ormensier nobaiienne KoaupoBku B mosie "Content-Type" 3arosoBka oreera.

Komnposka MoxkeT OBITH 3a1aHa C TTOMOIIBIO TTEPEMEHHON:

[charset $charset; J

3.3. BcrtpoeHHble moaynu 73



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

B stom ciiyuae mHeoOxoamuMo, 9TOOBI BCe BO3MOXKHBIE 3HAUEHUST MMEPEMEHHON MPUCYTCTBOBAIN XOTS OBI
OJINH pa3 B JIOO0M MecTe KOH(MUTYypaIuu B BUJEe AUPEKTUB charset map, charset nau source charset.
s komupoBoK utf-8, windows-1251 u koi§-r mjisi 5TOr0 1OCTATOYHO BKIIIOUYUTDH B KOH(MUTYPAIIIO (DaliIbl
conf/koi-win, conf/koi-utf u conf/win-utf. s npyrux KOAUPOBOK MOYKHO IIPOCTO CJIEIATh (PUKTUBHYIO
TabJIUILy TIEPEKOINPOBKH, HAIIPUMED:

[Charset_map is0-8859-5 _ { } }

Kpome toro, kommpoBka Moxker ObITh 3amana B nojie "X-Accel-Charset" 3arosioBka orsera. 9Ty BO3-
MOKHOCTH MOXKHO 3aIPETUTHh C MOMOIIBIO TUPEKTUB proxy ignore_ headers, fastcgi ignore headers,
uwsgi_tgnore_headers, scgi_ignore_headers u grpc_ignore_headers.

charset _map

CunTrakcuc charset_map xoduposkal roduposkal2 { ... }
Ilo ymomua- —

HHIO

Konrekcr http

OrnuceiBaeT TabJIAILY MEPEKOINPOBAHNS U3 OJIHOM KOIUPOBKHU B ApyTyio. Tabymia Jjist 06paTHOTO MepeKo-
JUPOBAaHUS CTPOUTCS HA OCHOBAHUU TeX Ke MaHHBbIX. Kombl CHMBOJIOB 33/1a10TCs B IIECTHAIATEPUIHOM
use. Heonmcanubie cumBostbl B mpejeniax 80-FF zamensttores va " 2". Ilpu nepekogupopanun w3 UTF-8
CUMBOJIBI, OTCYTCTBYIOIUE B OJHOOANTHON KOAUPOBKE, 3aMeHstioTcs Ha " & A XXX X",

[Ipumep:

charset_map koi8-r windows-1251 {
CO FE ; # small yu

Cl1 EO ; # small a
C2 E1 ; # small b
C3 F6 ; # small ts

J

IIpu onucanun Tabsmnp nepexkoguposanus B UTF-8, koabr koquposku UTF-8 nosrKHBI OBITH yKa3aHbI
BO BTOPOII KOJIOHKE, HAITPUMeED:

charset_map koi8-r utf-8 {
CO DI8E ; # small yu

C1 DOBO ; # small a
C2 DOB1 ; # small b
C3 D186 ; # small ts

J

TlosiabIe TabMMIEL TpeoOpazoBanus u3 koi8-r B windows-1251 n u3 koi8-r u windows-1251 B utf-8 Bxomar
B nuctpubyTuB u Haxoiarca B dainax conf/koi-win, conf/koi-utf u conf/win-utf.
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charset types

Cunrakcuc charset_types mime-mun ...;

ITo ymomga- charset_types text/html text/xml text/plain text/vnd.wap.wml
HUIO application/javascript application/rss+xml;

Konrekcr http, server, location

Paspemaer pabory mosmysisi B orBerax ¢ ykazanabiMu MIME-tumamu B momosnunenue x text/html. Crre-
nUaJbHOE 3HAYEHHE * cOOTBeTCTBYeT Jobomy MIME-Tumy.

override charset

Cunraxcuc override_charset on | off;

Ilo ymomua- override_charset off;

HHIO

Konrekcr http, server, location, if B location

OnpeiesisieT, BBIIOIHATD JIA IEPEKOAUPOBAHNE JIJIT OTBETOB, IOy IeHHBIX OT IIPOKCHPOBAHHOIO CEPBEpa
i ot FastCGI/uwsgi/SCGI/gRPC-cepsepa, eciiu B oTBeTax yKe yKasana koguposka B nose "Content-
Type" 3arosioBka oTBera. EciM MepeKoIupoBaHue Pa3pelieHo, TO B KA4eCTBE UCXOMHON KOAMPOBKH HC-
MOJIB3YEeTCsl KOJUPOBKA, YKa3aHHAs B HOJyICHHOM OTBETE.

O IIpumeuannue

Ecan orBer 66171 mostyden B mogzanpoce, TO, HE3aBUCUMO OT 3HAYEHUsI JUPEKTHUBBI override charset,
BCerJia BBIIIOJIHAETCA II€PEKOIMPOBaHNe U3 KOJUPOBKH OTBETa B KOJUPOBKY OCHOBHOI'O 3aIIPOCA.

source charset

Cunrakcuc source_charset xoduposka;

Ilo ywmomua- —

HUIO

Konrekcr http, server, location, if B location

3asiaeT MCXOMHYIO KOIMPOBKY OTBeTa. HCjiM 3Ta KOAMPOBKA OTIMYAETCS OT YKA3aHHOU B JIUPEKTUBE
charset, TO BBIIOJTHSAETCS TIEPEKOINPOBAHME.

DAV

IIpennaszHavyen i aBTOMATH3AIUN 3a/a9 yIpaBjeHds: (ailjlaMu Ha cepepe 10 poToKoiay WebDAV.
Monyns obpabarsiBaer HT'TP- 1 WebDAV-meronsr PUT, DELETE, MKCOL, COPY u MOVE.

IIpu cObopke m3 MCXOIHOTO KOMA MOMIY/Ib HE COOMPAETCS MO YMOJYAHUIO; er0 HEeOOXOTUMO BKJIIOUUTH C
[IOMOIIBIO TTapamMeTpa cOopku --with-http_dav_module. B makerax m obpasax u3 HAIINX PEIO3UTOPUEB
MOJIyJIb BKJIFOUEH B COOPKY.
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@ Baxno

paboTarh C STUM MOJLYJIEM.

WebDAV-kueHTsl, KOTOpbie TPeOYIoT Jjis paboThl JomogHuTeabHbIX WebDAV-MeronoB, He OymyT

Mpumep koHpurypayun

location / {
root /data/www;

client_body_temp_path /data/client_temp;
dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path 3
dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

OupekTusnbl

create_full put path

Cunrakcuc create_full_put_path on | off;
Ilo ywmomua- create_full put_path off;
HHIO

Konrexct http, server, location

Ilo cunemuduxannn WebDAV-meron PUT moxker cozzmaBarh aitl TOJBKO B y2Ke CyIIeCTBYIOIIEM KaTa-

sore. /laHHast TUPEKTUBA pa3peniaeT co3/1aBaTh BCe HEOOXOIMMBbIE IPOMEXKYTOYHbBIE KATAJIOTH.

dav_access

Cunrakcuc dav_access noab306amesu:npasa ...;
Ilo ywmomua- dav_access user:rw;

HUIO

Konrekcr http, server, location

3ajaeT mpaBa JOCTyIa JJIs Co37aBaeMbix (hailjioB U KATAJIOTOB, HATIPUMED,

[dav_access user:rw group:rw all:r;

Ecnu 3amaner kakne-mbo npasa fyist group win all, To mpaBa Jiutst user yKasplBaTh HEOOS3aTEIbHO:

[dav_access group:rw all:r;
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dav__methods

Cunrakcuc dav_methods off | memod ...;
Ilo ymomua- dav_methods off;

HUIO

Konrekcr http, server, location

Paspemaer ykazanusie HTTP- u WebDAV-meronnt. [lapamerp of f 3ampemaer Bce MeTobl, 06pabaThl-
BaeMble JlaHHBIM MozyseM. [lognepxkusatores caemyiomue Merogs: PUT, DELETE, MKCOL, COPY u
MOVE.

Daii1, 3arpykaembiii MerogoMm PUT, 3anuceiBaercst BO BpeMeHHbI daiij, a moToM 31oT (aiil nmepenme-
HOBBIBaeTCsA. BpeMeHHbIl (Daiiyi 1 ero MOCTOSHHOEe MECTO XPAHEHHs MOIYT PACIOJAaraTbCs Ha PA3HBIX
daitoBbix cucremax. OMHAKO HY?KHO YIUTHIBATH, 9TO B 9TOM CJIydae BMECTO JEIIEBON OIEPAINH IIepe-
MMEHOBBIBAHUS B IIPEIe/Iax OHOI (haitIoBoil crucTeMbl (hailal KOmmpyeTcs ¢ oo ¢ailIoBoit CuCTEeMbI Ha,
apyryio. [lostomy Jsydmre, ecau coxpansemblie daityibl OYIyT HAXOAUTHCA Ha TOU ke (HailjIoBoi cucreme,
9TO M KaTaJjor ¢ BpeMeHHbIMU daiiiaMu, 3a1aBaeMblil JUPeKTUBoil client body temp path nns nanHOrO
location.

IIpu cozmanuu ¢aiina ¢ nomonpo Meroga PUT MoxkHO 3a1aTh gaTy MOAU(UKALNN, IEPEIaB €€ B II0JIe
3arosoBka "Date".

min_ delete depth

Cunrakcuc min_delete_depth wucno;
Ilo ywmomua- min_delete_depth O;
HUIO

Konrekcr http, server, location

Paspemaer merony DELETE ynanarts ¢aitier npu ycaoBuu, 9TO YUCIO JEMEHTOB B IIyTH 3aIllpOca HE
MeHbIIle 33JJaHHoro. Hampumep, nupektusa

[min_delete_depth 4,

paspemniaer yaaaaTh Gailiibl Mo 3ampocam

/users/00/00/name
/users/00/00/name/pic. jpg
/users/00/00/page.html

7 3alpemaeT yIaJenne

[/users/OO/OO

Empty GIF

Breimaer ojguonmkcenbubiit mpospadusii GIF.
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Mpumep koHcpurypayun

location = /_.gif {
empty_gif;

OupekTussbl

empty _gif

Cunraxcuc empty_gif;
IlIo ywmomua- —

HUIO

Konrekcr location

Pazpemaer B comepzkainem location BbIIaBaTh OTHONMMKCENLHBIN Tpo3padnbii GIF.

FastCGl

TlozBosster mepenasars 3ampockl FastCGI-cepsepy.

Mpumep koHpurypayun

location / {

fastcgi_pass localhost:9000;
fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME
fastcgi_param QUERY_STRING
fastcgi_param REQUEST_METHOD
fastcgi_param CONTENT_TYPE
fastcgi_param CONTENT_LENGTH

/home/www/scripts/php$fastcgi_script_name;
$query_string;

$request_method;

$content_type;

$content_length;

OupekTussbl

fastcgi_ bind

Cunrakcuc fastcgi_bind adpec [transparent| | off;

Ilo ymomua- —
HUO

Konrekcr http, server, location

Samaer jokaabHbIil [P-agpec ¢ He0bsA3aTEIBHBIM IIOPTOM, KOTOPBIH Oy/I€T UCIOJIb30BATHCS B UCXOISATIIX

coemuaennsix ¢ FastCGl-cepsepom. B 3nHavenun mapamerpa JOMyCTHMO HCIOJB30BAHHUE MMEPEMEHHBIX.

CueruajibHoe 3HadeHne of f orMeHsieT JleficTBIe yHACIEOBAHHOM C IIPE/IbIYIIEero yPOBHS KOH(MUTY PAIUN
JIMPEKTUBHI fastcgi  bind, m03BOJIsIsI cCTEMe CAMOCTOSITEIHHO BBIOMPATD JOKaJIbHbIH [P-ampec u mopr.

ITapamerp transparent mo3BoJsisieT 3a7aTh HEJOKaJbHBIN [P-anpec, KoTopbIilt OyIeT UCIoIb30BaTHCS B
ucxongamux coennnennsix ¢ FastCGl-cepsepom, nanpumep, peasnbusiii [P-anpec kimenta:
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[fastcgi_bind $remote_addr transparent; }

st paboThl apaMeTpa OOBIYHO TpedyeTcs 3allycTUTh pabodme Mporecchl Angie ¢ IPUBHIEIHAMA CY-
nepnoavzosamens. B Linux 3ro He TpebyeTcs, Tak KaK eCju yKas3aH mapameTp transparent, To pabodue
mporiecchl HacaenytoT capability CAP. NET RAW u3 riiaBHOTO TIpOIecca.

@ Baxmno

Heobxomumo HacTpouTh TabJIMILy MapIIpy TU3AUAT SIpa JIJIs IepexBara cereBoro rpaduka ¢ FastCGI-
cepBepa.

fastcgi _buffer_size

Cunrakcuc fastcgi_buffer_size pasmep;
IIo ymonua- fastcgi_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Sazaer pasmep Oydepa, B KOTOPBIA OyJIeT 4uTaThCcsd IepBas 4acTh OTBeTa, mojydaemMoro or FastCGI-
cepBepa. B 510i1 yacTu oTBeTa 0OBIMHO HAXOAUTCs HEOOJIBINOH 3aro/IoBOK oTBera. 110 yMordyanuio pasmep
osHOTO Oybepa paBeH pasMepy CTpaHUIlbl naMmaTu. B 3apucumoctu ot miardopmbr 310 mwim 4K, wmm 8K,
OIHAKO €r0 MOYKHO CJIeJIaTh MEHBIIIE.

fastcgi_ buffering

CunTakcuc fastcgi_buffering on | off;
Ilo ywmomua- fastcgi_buffering on;
HUTO

Konrekcr http, server, location

Paspemaer nin 3anperaer ucnosib3oBath 0ydepusaiuio oresetoB FastCGI-cepsepa.

of f Angie npuanmaer orBer FastCGI-cepBepa Kak MOKHO OBICTpEe, COXPaHssl €ro
B Oydepsl, 3ajlaHable upekTuBamMu fastcgi  buffer size u fastcgi buffers. Ecam
OTBET HE BMEINAETCs IeJUKOM B IIAMSATH, TO €r0 YacTh MOXKET OBITh 3alliCaHa
Ha JUCK BO GpeMmeHmblil (Palii. 3aluch BO BPEMEHHBIE (DaflIbl KOHTPOJIUPYETCS
nupekTuBamu fastcgi max_temp file size u fastcgi temp file write size.

on OTBET CUHXPOHHO MEPEIAeTCsl KJINEHTY Cpa3y e 10 Mepe ero nocryiienus. Angie
He TbITaeTcs cantarh Bech orBer FastCGI-cepsepa. MakcumasibHbII pa3Mep JIaH-
HBIX, KOTOPBIA Angie MOXKeT IPUHATH OT CepBepa 3a OJIMH pa3, 3a/IaeTCs JTUPEK-
TuBO# fastcgi  buffer size.

Bydepuzarus moxker GbITh Tak:Ke BKJIOYEHA WM BBIKJIOYEHA MyTeM Tepejadun 3HadeHus "yes" wim
"no" B moste "X-Accel-Buffering" zarososka oreera. 9Ty BO3MOXKHOCTH MOXKHO 3aIIPETUTH C MOMOIIBIO
JUMPEKTUBHL fastcgi ignore headers.
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fastcgi buffers

Cunrakcuc fastcgi_buffers wucnao pasmep;
ITo ymonua- fastcgi_buffers 8 4k | 8k;
HUIO

Konrekcr http, server, location

3ajaer ducao u pazmep 0ydepos JJist OIHOTO COEMHEHNS, B KOTOPbIE OyJIET YATATHCS OTBET, OJIy YaeMblii
ot FastCGI-cepsepa.

Ilo ymosqanuio pasmep oaHOTO Oydepa paBeH pasMepy CTpaHUIbl. B 3aBucuMocTu OT mIaTdOpPMBI 3TO
wn 4K, nmm 8K.

fastcgi _busy buffers size

Cunrakcuc fastcgi_busy_buffers_size pasmep;
Ilo ymonua- fastcgi_busy_buffers_size 8k | 16k;
HUIO

Konrekcr http, server, location

IIpu Bruntouennoit oygpepusayuu orseros FastCGI-cepsepa, orpanmanBaeT cyMMapHbIi pa3mep 6ydepos,
KOTOpbIe MOI'yT 6bITb 3aHATHI /I OTIIPaBKH OTBETa KJIMEHTY, IIOKa OTBET €Ille He IMPOYNTaH IEeJIUKOM.
Ocrasiuecst 6ydepbl TeM BpeMeHeM MOI'YT HCIIOJIb30BaThCsl JIjIsl YTEHUs] OTBETa U, IPU HEOOXOIUMOCTH,
Oy depusaruu yacTu oTBeTa BO BpeMeHHbIi (dair. [lo ymomuanuio pazmep orpanunveH aByms Oydepamu,
3aJIaHHBIMU AUpeKTuBamu fastcgi  buffer size m fastcgi  buffers.

fastcgi_cache

Cunraxcuc fastcgi_cache 30na | off;
Ilo ywmomua- fastcgi_cache off;

HUO

Konrekcr http, server, location

3ajsiaer 30HY pas3jessieMoll MaMsiTH, UCIIOJIb3yeMyto Jist Kamupoanusi. OqHa U Ta YKe 30HA MOYKET UC-
MMOJIb30BATHCA B HECKOJIBKUX MecTax. B 3Havenun nmapaMeTpa MOYKHO HCIIOJIL30BaTh IepeMennble. [lapa-
Merp off 3ampernaer KIIMIMPOBAHUE, YHACIEIOBAHHOE C IPEIBIILYIIEr0 YPOBHS KOHMUTYPAIUH.

fastcgi cache background update

Cunrakcuc fastcgi_cache_background_update on | off;
Ilo ywmomua- fastcgi_cache_background_update off;
HHIO

Konrekcr http, server, location

TlozBossteT 3amycTuTh (DOHOBBIN TOI3APOC M1JIsi OOHOBJIEHUS IIPOCPOYEHHOTO 3JIEMEHTA KIIIIA, B TO BPeMsi
KaK KJIMEHTY BO3BPAIAETCH yCTAPEBINUI KIMUPOBAHHBIN OTBeT. Vcmosb30BaHne yCcTapeBIero KImmpo-
BAHHOI'O OTBETa B MOMEHT €r0 ODHOBJIEHHS JOJIZKHO OBITH PA3DEULEHO.
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fastcgi cache bypass

Cunrakcuc fastcgi_cache_bypass cmpoxa ...;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

3ajsaer ycJioBUs, TIPU KOTOPBIX OTBET He Oymer Oparbcst m3 Kamra. e 3HaveHne xXorsi ObI OJHOTO U3
CTPOKOBBIX MapamMeTpoB Hemycroe u He pasuo "0", To oTBeT He GepeTcs U3 KaIma:

fastcgi_cache_bypass $cookie_nocache $arg _nocache$arg_comment;
fastcgi_cache_bypass $http_pragma $http_authorization;

Mo>kHO HCIIOJIB30BATH COBMECTHO C AUPEKTUBOI fastcgi no  cache.

fastcgi _cache key

CunTakcuc fastcgi_cache_key cmpoxa;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sajiaer KIIIOY JIJTsi KIMTUPOBAHUS, HAIIPUMED,

[fastcgi_cache_key localhost:9000$request_uri;

fastcgi _cache lock

CunTrakcuc fastcgi_cache_lock on | off;
Ilo ymonmga- fastcgi_cache_lock off;
HHIIO

Konrekcr http, server, location

Ecin BRIITOYEHO, OJTHOBPEMEHHO TOJBKO OJHOMY 3aIlpocy OyJeT MO3BOJIEHO 3allOJHUTL HOBBIN 3Jie-
MEHT K318, UJIeHTUDUITNPYEMBIl COTJIACHO JupeKTuBe fastcgi  cache key, mepenas 3ampoc Ha FastCGI-
cepsep. OcrasibHBIE 3aIIPOCHl ITOrO KE IJIEMEHTa OyJayT JimbO OXKWUIATH IOSBJIEHUS OTBETA B K3-
me, Jgub0 O0CBOOOXKJEHUsT OJIOKUPOBKM ITOIO IJIEMEHTA, B TEUEHNE BPEMEHH, 33/ IaHHOIO JIMPEKTUBOM
fastegi cache_lock  timeout.

fastcgi_cache lock age

CunTakcuc fastcgi_cache_lock_age epems;
Ilo ywmomua- fastcgi_cache_lock_age 5s;
HUIO

Konrekcr http, server, location

Eciu nociennuit 3anpoc, nepemanubii Ha FastCGIl-cepsep it 3aI101HEHUST HOBOTO 3JIEMEHTa, K3Ila, He
3aBepimics 3a ykasanuoe Bpems, Ha FastCGl-cepBep mMoxkeT OBITH IepejiaH elne OJuH 3aIpoc.
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fastcgi cache lock timeout

Cunrakcuc fastcgi_cache_lock_timeout spems;
Ilo ywmomua- fastcgi_cache_lock_timeout 5s;
HHIO

Konrekcr http, server, location

Samaer taiimayT mis fastcgi cache  lock. Ilo mcredernnn yka3aHHOTO BPEMEHHU 3aIpoc OyJIeT mepeiaH Ha

FastCGI-cepsep, oHaKo OTBET He OyIeT KIMTUPOBAH.

fastcgi cache max range offset

Cunrakcuc fastcgi_cache_max_range_offset wucno;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

3ajaer cMenenue B GaliTax Jijig 3aIPOCOB € yKa3aHUEM JHMalla3oHa 3anpammuBaeMbix Oaiir (byte-range
requests). Ecsin auanazon HaxofuTcsd 3a yKa3aHHBIM CMEIIEHHEM, Tange-3alpoc OyleT HepeiaH Ha

FastCGI-cepsep u orBer He Gy1eT KIIMTUPOBAH.

fastcgi cache methods

CunTakcuc fastcgi_cache_methods GET | HEAD | POST ...;
Ilo ywmomua- fastcgi_cache_methods GET HEAD;

HUIO

Konrekcr http, server, location

Ecmu merton 3ampoca kimeHTa yKa3aH B 9TOH AUpeKTHBE, TO oTBeT Oymer Kamupoan. Meromsr "GET"
u "HEAD" Bcernma n06aBsioTcs B CIUCOK, HO TEM HE MEHEEe PEKOMEHJYETCs TePeIUC/siTh uX saBHO. CM.

TaK>Ke JUPEKTUBY fastcgi no cache.

fastcgi cache min_uses

Cunrakcuc fastcgi_cache_min_uses wucno;
Ilo ywmomua- fastcgi_cache_min_uses 1;
HHIO

Konrekcr http, server, location

3ajiaeT 9uciIo 3a1pocoB, OC/Ie KOTOPOro OTBET OYIeT KIIUPOBAH.
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fastcgi _cache path

Cunrakcuc fastcgi_cache_path nymo [levels=yposnu| [use_temp_path=on | off]
keys_zone=umsa:pasmep [inactive=epems| [max_size=pasmep| [min_free=pasmep]
[manager_files=wucao] [manager_sleep=e6pems] [manager_threshold=epems]

[Loader_files=wucao| [Loader_sleep=6pems| [Loader_threshold=apemal;
Ilo ymomua- —
HHUIO
Konrekcr http, server, location

3ajaeT myTh U IpyTre napaMerpbl karra. Jlanmbie Kamma xpauarcs B daitnax. Kimodom n nmenem daitia
B K3IIme siBJsiercs pe3ysnbrar ¢dyukinnu MD5 ot npokcuposannoro URL.

ITapameTp levels 3a/laeT YPOBHHU HEPAPXUU KIITa: MOXKHO 33JIaTh OT 1 /10 3 ypoBHel, HA KaXKJIOM YPOBHE
JoryckaloTcs 3uadenus 1 win 2. Hampumep, mpu UCIOIb30BaHUN

[fastcgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

nMeHa GailyioB B K31mre OyIyT TAKOTO BUIA:

[/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

Kosmmpyembrit orBeT cHadasia 3aMChIBAETCS BO BPEMEHHBIH (ailil, a moToOM 3TOT (hailyl TepenMeHOBbIBa-
ercst. Bpemennbie (aityibl 1 K31 MOTYT PACIOJIAraThCsl Ha Pa3HbIX (DailyioBbix cucremax. OqHAKO HYZKHO
VYUTBIBATH, UYTO B 9TOM CJIydae BMECTO JIEIIEBOI OllepaIuy IepenMeHOBBIBAHUS B TIpeJiesiax oiHoi daii-
JIOBO# cucTeMbl (ailjl Konmpyercsi ¢ OHON aityioBoil cucrembl Ha Apyryo. [losromy sydine, ecm K31
OyIeT HAXOMUThCS Ha TOU Ke (ailJIoBOil cHCTeMe, 9TO M KATAJIOr C BPEMEHHbIMU (hailjiaMu.

Kakoit m3 karasoroB OyJileT HCIOJIB30BATHCS JIJIsi BPEMEHHBIX (DANlJIOB OIpeJesseTcsl IIapaMeTpPOM
use_temp_path.

on Ecim mapamerp He 3a1an wim ycraHOBJIEH B 3HadeHne "on", OymeT nCmoabp30BaTh-
CsI KATaJIor, 3a/IaBaeMbIil TUPEKTUBON fastcgi  temp path nns mamsOTO location.
off BpeMenHbIe (hailyibl OYIyT PacIoIararbCs HEIOCPEICTBEHHO B KATAJIOTe KAIIIa.

Kpome Toro, Bce akTuBHBIE KJIIOUN W WHMOPMAIUs O JAHHBIX XPAHSATCA B 30HE PA3JIeIsieMOil aMsITH,
UM ¥ pa3Mep KOTOPOH 3alal0oTcs mapaMeTpoM keys_zone. 30HBI pa3mMepoM B 1 mMerabaiT J0CTATOIHO
71l XpaHEHUST OKOJIO 8 THICSY KJIIOUeit.

Ecnu x nanapiM Ka111a He 06paInaoTcs B TeYEHIe BPEMEHH, 33/IaHHOIO ITapaMeTpoM inactive, TO JaHHbIE
VAQJSIOTCS, HE3aBUCUMO OT MX CBEXKECTH.

IIo ymomaanuio inactive pasen 10 MumyTaMm.

CrenuasibHBI TIpoIecc MeHeIKepa KIIA CJIeJUT 33 MAKCHMAaJbHBIM Pa3sMepPOM K3IIa, a TaKyKe 3a
MHUHUMAJIbHBIM 00beMOM CBOOOIHOIO MecTa Ha (DailyIoBOil cHUCTEMeE ¢ KJIIEeM, U yjajseT HauMeHee BOC-
TpebOBaHHbIE JAHHBIE IIPU ITPEBBINIEHUN MaKCUMAaJbHOIO pa3Mepa KIIa WX HEeJOCTATOYHOM O0beMe
CBODOJIHOTO MeCTa. YJIAJIeHUEe JAHHBIX MPOUCXOIUT UTEPAIMSIMU.

max_size MaKCHUMAJIbHOE TIOPOrOBOe 3HAYEHUE pas3Mepa K3IIa

min_free MHUHUMAJIbHOE TTOPOroBOe 3HAYUeHne 00beMa CBOOOIHOTO MecTa Ha (aitioBoil cu-
cTeMe ¢ K3IIeM

manager_files MaKCHMAJIbHOE KOJIMIECTBO YJIAJISIEMBIX JIEMEHTOB K3IIIa 33 OJHY UTEPAIIIO

IIo ymomaanmuio: 100

manager_threshol orpannduBaeT BpeMsi PabOTHI OHON UTEPAIIU
Tlo ymomaanuio: 200 MUITACEKYHT

manager_sleep BpeMs, B TeUeHUe KOTOPOI'O BBIIEPXKUBAETCS I1ay3a MeXK Iy UTePaIUusIMU
IIo ymomuanmro: 50 MUIIHCEKYHT,
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Yepes munHyTy 1nocie crapra Angie akTHBHPYETCsl CIEIUAIBHBIN IIPOIECC 3arpy34nKa KaI11a, KOTOPBIi
3arpyzkaerT B 30HY K3IIa WHMOPMAIUI0 O paHee K3IMIUPOBAHHBIX JAHHBIX, XPAHSAIIUXCS Ha (hailjioBoi
cucreMe. 3arpy3Ka TaK2Ke IIPOUCXOUT UTEPAIUSIMA.

loader_files MAaKCHUMaJIbHOE KOJIMYECTBO JIEMEHTOB K3IIIa K 3arpy3Ke B OJHY UTEPAIUIO
IIo ymomuannro: 100

loader_threshold orpanum4uBaer BpeMsi pabOTBHI OIHON UTEPAIUH
IIo ymomuanmro: 200 MIJIHCEKYHT,

loader_sleep BpeMs, B T€UYeHHE KOTOPOT'O BBIJIEPXKUBAETCH 1ay3a MEXKIy UTePaIuaMI
Ilo ymomaanuio: 50 MUIIACEKYHT,

fastcgi cache revalidate

Cunraxcuc fastcgi_cache_revalidate on | off;
Ilo ywmomua- fastcgi_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemaer peBajimmanuio MpoCPOYEHHBIX IJIEMEHTOB KIIIIa, IIPU TOMOIIY YCIOBHBIX 3AIIPOCOB C ITOJISIMU
3aroJioBka "If-Modified-Since" u "If-None-Match".

fastcgi cache use stale

Cunrakcuc fastcgi_cache_use_stale error | timeout | invalid_header | updating |
http_500 | http_503 | http_403 | http_429 | off ...;

Ilo ymomua- fastcgi_cache_use_stale off;

HUIO

Konrekct http, server, location

OmpenesisieT, B KAKAX CJIy9IasiX MOYKHO HCIOJIb30BATh yCTAPEBINUI KIMUPOBAaHHBIN OTBeT. [lapamerpsr
JUPEKTUBBI COBIIAJAIOT C IapaMeTPaAMU [IUPEKTUBHI fastcgi  next upstream.

error II03BOJISIET UCIIOJIb30BATh YCTAPEBIINN KIIIMPOBAHHBINA OTBET IIPU HEBO3MOXKHO-
cru Beibopa FastCGI-cepsepa a1 06paboTKH 3ampoca.
updating JOIIOJIHUTEJBHBINA ITapaMeTp, pa3penraeT UCIOIb30BaTh yCTaPEeBIINNA KIITNPOBAaH-

HBIl OTBET, eCJIi HA JIAHHBIT MOMEHT OH yKe ODHOBJISIETCSI. DTO MO3BOJISIET MU-
HUMHU3UPOBaTh umncjo obpamenuit K FastCGI-cepBepaM 1pu 0OHOBJIEHUN K3IIIHU-
DPOBaHHBIX JAHHBIX.

HcnonbzoBanue ycTrapeBHIero KaMMpoOBaHHOI'O OTBETa MO2KET TaKKe ObITH pa3penieHo HeIIoCcpeJICTBEHHO
B 3aroJIOBKE OTBE€Ta Ha OIIPEJIC/ICHHOE KOJINYIECTBO CEKYH/I IIOCJ/IE TOr'O, KaK OTBET yCTapeJI.

e Pacmmpenue stale-while-revalidate momnsi 3arosoeka "Cache-Control" paspermaer ucrnosn3oBaTh
YCTAPEBINN KIMMNUPOBAHHDBIN OTBET, €CJIN Ha JAHHBIT MOMEHT OH y»Ke OOHOBJISIETCS.

e Pacmmpenue stale-if-error mosist 3arosoeka "Cache-Control" pasperraer ucioJib30BaTh yCcTapeBIIni
K3IIMPOBAHHBIN OTBET B CJIydYae ONIUOKH.

© IIpumeuannue

Taxkoit crtocod MeHee TPUOPUTETEH, YeM 33IaHIe TaPAMETPOB JTUPEKTUBBI.
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Yrobbl MuHHUMH3HPOBaTH 4ucjiao obpaimenuii K FastCGl-ceppepaM mpu 3aliojiHEHMM HOBOI'O 3JIEMEHTa
K3IIIa, MOKHO BOCIIOJIb30BATbCA JUPEKTUBOH fastcgi cache lock.

fastcgi _cache valid

Cunrakcuc fastcgi_cache_valid [kod ...| epems;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

SajaeT BpeMsi KIITUPOBAHUs JIJIsl PA3HBIX KOJOB oTBera. Hampumep, nupeKTUBLI

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 im;

3a7a10T BpeMs KaymmupoBaHus 10 muHyT J71s1 oTBeToB ¢ KomaMu 200 u 302 m 1 MUHYTY I OTBETOB C
Kozom 404.

Ecnam ykazaHo TOIBKO BpeMs K3ITUPOBAHUS,

[fastcgi_cache_valid 5m;

TO K3MUpyIoTcs ToabKo orseTsl 200, 301 um 302.

Kpome Toro, MokHO K3MMPOBATH JIIOOBIE OTBETHI C ITOMOIIBIO ITAPAMETPa, any:

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any im;

(5 ) IIpumeuanune

ITapameTpbl KIITUPOBAHUS MOTYT TaK:Ke OBITh 33/IaHbI HETIOCPEJICTBEHHO B 3ar0/I0BKe OTBeTa. Taxoit
cI1ocob IpPUOPHUTETHEE, YeM 3aIaHNe BPEMEHU KAIITUPOBAHUS C ITOMOIILIO JUPEKTUBEI.

e Tlosie 3aronoBra "X-Accel-Expires" 3ajiaer Bpemsi KaIUpoBaHusl OTBETa B CeKyHaX. JHadeHue ()
3aIperniaer KIMupoBaTh oTBeT. Ecin 3uavenne HaunHaercs ¢ npedukca @, oHO 3a/1aeT abCOTIOTHOE
BpeMsI B CEKYHJIAX C HAYaJa SMOXH, JJO KOTOPOI'O OTBET MOXKET OBbITh KIIIMPOBAH.

e Eciu B 3aronoeke Het nojis "X-Accel-Expires", napaMeTpbl K3IIUPOBAHUS OIIPEJICIAIOTC 110 TOJISIM
zarosioBka "Expires" nmn "Cache-Control".

e OTtBer, B 3arojioBke KoToporo ectb noJjie "Set-Cookie", e Oyer KIMMUpPOBATHCS.

e OTser, B 3aroJI0BKe KOTOPOro ecThb noJje "Vary" co crnenmanbabiM 3HadenueM "*" me Gyner Kamu-

poBatbest. OTBer, B 3arojIoBKe KOTOPOTo ecTh nosie "Vary" ¢ apyrum 3Hadennem, OyJ1eT KIIMUPOBaH
€ y4eTOM COOTBETCTBYIOIIHUX I10JIefl 3ar0JIOBKA 3aIIPOCA.

O6paborka o1HOTO Wi H0JIee U3 ITUX TMOJIEH 3ar0JI0BKa MOXKET OBITh OTKJIIOUYEHA [TPU TIOMOIIH JTUPEKTABBI
fastcgi_ignore_headers.
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fastcgi catch _stderr

Cunrakcuc fastcgi_catch_stderr cmpoxa;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

3asaeT CTPOKY Uil IIOMCKA B MOTOKE omubOK orBera, moayderroro ot FastCGl-cepsepa. Ecau crpoka
Haiinena, To caurtaercs, 9ro FastCGl-cepsep BepHyI Heseprbii OTBET. DTO MO3BOJIsIET 00pabaTHIBATD
omubKu npuiioykenuit B Angie, Hanpumep:

location /php/ {
fastcgi_pass backend:9000;

fastcgi_catch_stderr "PHP Fatal error";
fastcgi_next_upstream error timeout invalid_header;

fastcgi__connect _timeout

Cunrakcuc fastcgi_connect_timeout epems;
Ilo ywmomua- fastcgi_connect_timeout 60s;
HUIO

Konrekcr http, server, location

Sajaer TaiimayT Jisi ycraHoBjieHus: coenunenusi ¢ FastCGl-cepsepom. Heobxomumo umeTb B BHLY, 9TO
9TOT TaiiMayT OOBIYHO HE MOYKET IIPEBBIATh 75 CEeKYH]I.

fastcgi__connection _drop

Cunrakcuc fastcgi_connection_drop epems | on | off;
Ilo ymonua- fastcgi_connection_drop off;

HHIO

Konrekcr http, server, location

Hacrpausaetr 3aBepiiieHne Bcex COeIUMHEHMIT C IIPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBL yJIaJIeH U3 IPYIIIBI
MJIM TIOMEYEH KaK IMOCTOSIHHO HEeJIOCTYIHBIN B pe3ysbTrare mporecca reresolve miu komandv, A PI DELETE.

CoeuHeHne 3aBEPIIAETCS, KOTIa 00pabaThIBACTCsI CIIEIYIONIee COOBITHE YTEHUS WU 3aIUCH Il KJINEHTa,
WJIH IIPOKCUPYEMOTO CepBepa.

VcraHOBKA 6pemery BKIIIOYAET TafiMayT JI0 3aBEPIIEHHUs COEIMHEHUs; TP BBIOODE 3HAYUEHUS ON COEIU-
HEHUs 3aBEPIIAIOTCS HEME JIEHHO.
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fastcgi force ranges

Cunrakcuc fastcgi_force_ranges on | off;
Ilo ywmomua- fastcgi_force_ranges off;
HHIO

Konrekcr http, server, location

BrurouaeT moepKKy JAUAla30HOB 3anpainuBaeMbix OaiirT (byte-range) Jyis KIIMMPOBAHHBIX U HEKSIIIH-
poeanubix orBeToB FastCGl-cepsepa BHe 3aBucumoctn ot nHajmans moJist " Accept-Ranges" B 3arosioBkax
9TUX OTBETOB.

fastcgi _hide header

Cunrakcuc fastcgi_hide_header noue;
Ilo ymomua- —
HUIO
Konrekcr http, server, location
ITo ymomuanmio Angie me mepemaer KjaweHTy mojiss 3arojioBka "Status" um "X-Accel-..." uz orsera

FastCGl-cepsepa. dupekrtusa fastcgi hide header 3amaer HONOJHUTEHHBIE TOJs, KOTOPbIE HE OYIyT
repeaBaThCsd. K ke mepeady MoJeil Hy»KHO Pa3pelinTh, MOYXKHO BOCIOJb30BATHCS JIMPEKTUBOM
fastcgi_pass_ header.

fastcgi _ignore client _abort

Cunrakcuc fastcgi_ignore_client_abort on | off;
Ilo ymomga- fastcgi_ignore_client_abort off;
HUIIO

Konrekcr http, server, location

Ompepersiet, 3akpbiBaTh Jin coenunente ¢ FastCGl-cepBepoM B citydae, eciii KJIMEHT 3aKPbLJI COEINHEHNE,
He JI0K/IaBIINCh OTBETA.

fastcgi _ignore headers

Cunrakcuc fastcgi_ignore_headers nouxe;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

Samperaer 06paboTKy HEKOTOPBIX moJieit 3aroyioBka n3 orsera FastCGl-cepsepa. B nupekTuBe MOKHO
ykazarb nosst "X-Accel-Redirect", "X-Accel-Expires", "X-Accel-Limit-Rate", "X-Accel-Buffering", "X-
Accel-Charset", "Expires", "Cache-Control", "Set-Cookie" u "Vary".

Ecnu we 3anpemieno, 06paboTKa 3TUX MOJIEN 3ar0JIOBKA 3aKJII0UIAETCA B CJIEIYOIIEM:

e "X-Accel-Expires", "Expires", "Cache-Control", "Set-Cookie" u "Vary" zamator napamempo. xa-
WUPOBAHUSA OTBETA;

e "X-Accel-Redirect" nmpoussomur snympertee nepenanpasaerue Ha ykasanubii URI,
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o "X-Accel-Limit-Rate" 3amaer oeparuvenue ckopocmu nepesadu oTBeTa KJIMEHTY;
o "X-Accel-Buffering" Brirouaer miu BbIKJIIOUaeT Oydepusauio OTBETa,;

e "X-Accel-Charset" 3amaer xkejraeMyio koduposky OTBeTa.

fastcgi__index

CunTakcuc fastcgi_index ums;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer uMst daiisia, KOTOPBI P CO3JAHUN TIEPEMEHHOM fastcgi  script  name 6ymeT 106ABISITbCS TI0-
cite URI, ecim URI 3akamuuBaercs Kocoit ueproii. Hampumep, mpr Taknx HaCTPOMKax

fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

u 3ampoce /page.php mapamerp SCRIPT FILENAME 6yzner pasen /home/www/scripts/php/page.
php,
a upu 3amnpoce / - /home/www/scripts/php/index.php.

fastcgi _intercept _errors

Cunrakcuc fastcgi_intercept_errors on | off;
Ilo ywmomua- fastcgi_intercept_errors off;
HHIO

Konrekcr http, server, location

Ompepertsiet, repeiaBaTh Jiu KianeHTy orBersl FastCGI-cepsepa ¢ Komom 60stbIie 6o pasabiM 300, mwin
JKe MePeXBaThIBATD UX U IIEPEHAIPABJIATh Ha 06paboTKy Angie ¢ OMOIIBIO JUPEKTUBBI €101 page.

fastcgi keep conn

Cunrakcuc fastcgi_keep_conn on | off;
Ilo ywmomua- fastcgi_keep_conn off;
HHIO

Korrekcr http, server, location

IIo ymomaanuio FastCGl-cepsep Oymer 3akphIBaTh coeauHeHnE Cpaly 2Ke MOCJe OTIPABKU OTBeTa. [Ipum
ycraHoBke 3Hadenus on Angie ykaspiBaer FastCGl-cepBepy ocTaBiisTh cOeMHEHUs] OTKPBITBIMEA. DTO B
YaCTHOCTH TpedyeTrcs i PYHKIUOHUPOBAHUS nocmoskHoir coedunenuti ¢ FastCGl-cepepamu.
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fastcgi limit_rate

Cunrakcuc fastcgi_limit_rate cxopocmo;
Ilo ywmomua- fastcgi_limit_rate O;

HUIO

Konrekcr http, server, location

Orpann4mBaeT CKOPOCTh YTEHHsI OTBETa OT IPOKcHpyeMoro cepsepa. Ckopocmb 3amaercss B Gaiitax B
CEKYHJIY; MOXKHO HCIIOJIb30BATh IIEPEMEHHBIE.

0 OTKJIIOYAET OIPAHNYEHNE CKOPOCTH

© IIpumeuanue

Orpanuntvenne ycTaHABINBAETCS Ha 3aIIpOC, MOITOMY, eciau Angie 0HOBPEMEHHO OTKDPOET JBa CO-
equnenns Kk FastCGl-cepBepy, cymmapHasi CKOpOCTh OyZeT BIBOE BBIIIE 33JaHHOTO OTDAHUYECHUS.
Orpanndenue paboTaeT TOJIHKO B CIydae, ecjin BKoueHa oygepusayus orseroB FastCGl-cepsepa.

fastcgi_max_temp _file size

Cunrakcuc fastcgi_max_temp_file_size pasmep;
IIo ymonua- fastcgi_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecmm Brirogena 6ygepusayus orserop FastCGl-cepBepa, n oTBeT He BMeNIAeTCsl EJIMKOM B Oydepsr,
3aJIaHHble aupeKkTuBamu fastcgi  buffer size m fastcgi buffers, qacTb orBeTa MOXKeT OBITH 3alHCAHA BO
BpeMeHHbII (aitn. DTa TUPEKTUBa 33/1aeT MaKCUMAJIbHBIN pa3Mep BpeMeHHOro daiira. Pasmep manHbIX,
cOpachIBAEMBIX BO BPeMEHHBIN (ailyr 3a onH pas, 3aJaeTcs TUPEKTUuBoil fastcgi temp file write  size.

0 OTKJIFOYaET BO3MOXKHOCTb OydepHu3aliii OTBETOB BO BpEMEHHBIE (hailiibl

© IIpumeuannue

IlammHoe orpaHnYIeHne He PACIIPOCTPAHACTCA Ha OTBETHI, KOTOPBIE OYIYT KW Upo8aHs, MIN COXPAHEHBI
Hna Jucke.

fastcgi__next upstream

Cunraxcuc fastcgi_next_upstream error | timeout | invalid_header | http_500 | http_503
| http_403 | http_404 | http_429 | non_idempotent | off ..;

Ilo ywmomua- fastcgi_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OmpenesisieT, B KAKUX CJIydasx 3ampoc OyIeT mepegaH CJIeAyOMeMy CepBepy:
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error IIPOM30IILJIA OIMOKA COEINHEHNUsI C CEPBEPOM, TIEPEIadn €My 3aIPOCa WM ITEHUSI
3aroJIOBKa OTBETa CEPBEPA;
timeout IIPOM30IIIesI TaliMayT BO BpPeMs COCJIUHEHUA C CEPBEPOM, Iepelladil eMy 3aIpoca

WM YTEHUd 3ar0JI0BKa OTBETa CepBepa;
invalid_header cepBep BEepHYJI IIyCTOU MW HEBEPHBIN OTBET;

http_500 cepsep BepHYJ oTBeT ¢ Kogom 500;
http_503 cepBep BEPHYJ OTBET ¢ KojoM 503;
http_403 cepBep BepHYJI OTBET ¢ Kogom 403;
http_404 cepBep BepHYJI OTBET ¢ KogoM 404;
http_429 cepBep BEPHYJ OTBET ¢ KoJoM 429;

non_idempotent 00BITHO 3ampockl ¢ HenjemnoreHTHBM MeTonoM (POST, LOCK, PATCH) ue ne-
pelaroTcs Ha JIPYTroii CepBep, eC/IM 3aIllpOC CEPBEPY IPYIIIIBI y2Ke ObLI OTIIPABJIEH;
BKJIIOUYEHNE [TapaMeTpa SIBHO PA3PEINaeT MOBTOPSTH IMOJI0OHBIE 3aIIPOCHI;

off 3allpelraeT Iepegady 3aipoca CJIeAYIOeMy cepBepy.

© IIpumeuannue

Heobxonnmo moHnMaTh, 9TO IIepeiatia 3ampoca CIeyIoIneMy cCepBePy BO3MOXKHA TOIBKO IIPH YCJIOBUU,
YTO KJIMEHTY ellle HUYEero He Iepe1aBasiochk. 1o ecThb, eciiu ommbKa Wi TaiiMayT BOSHUKIIN B CEPEIITHE
repejladu OTBETA, TO UCIPABUTH ITO YK€ HEBO3MOXKHO.

JupekTruBa Tak>Ke OMPEeIseT, 9TO CAUTACTC Heydaunot nonumkot paboThl C CEPBEPOM.

error BCErJla CYUTAIOTCH HEYJAYHBIMU IIOIBbITKAMU, JazKe €CJIM OHU He YKa3aHbl B JIU-
timeout PEeKTuBe

invalid_header

http_500 CUYATAIOTCA HEYJIQYHBIMU MOIBITKAMU, TOJBKO €CJIM OHU YKa3aHbl B JIUPEKTUBE
http_503

http_429

http_403 HUKOIJIa HE CUNTAIOTCS HEY/IaYHBIMU MOIBITKaAMU

http_404

Ilepemada 3ampoca caeayoIeMy cepBepy MOXKET OBITh OIPAHUYEHA 110 KOAUMECTLEY NONVIMOK | IO 6pe-
MEHU.

fastcgi _next upstream _timeout

Cunraxcuc fastcgi_next_upstream_timeout epemas;
Ilo ywmomua- fastcgi_next_upstream_timeout O;
HHUIO

Konrekcr http, server, location

OrpannymnBaer BpeMsi, B TeYeHHe KOTOPOI0 BO3MOXKHA Iepeada 3aIpoca cAedyouLemy cepeepy.

0 OTKJIIOYAET 3TO OrpaHUYICHUE
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fastcgi next upstream _tries

Cunrakcuc fastcgi_next_upstream_tries wucno;
Ilo ywmomua- fastcgi_next_upstream_tries 0;
HHIO

Konrekcr http, server, location

OrpaHn9mBaeT 9MUCJIO OIMYCTUMbBIX HOMBITOK IS IEPEIAYN 3aIPOCA CACOYIOUEMY CEPEEPY .

0 OTKJ/IIOYa€T 3TO OrpaHUYIeHNE

fastcgi_no_cache

Cunrakcuc fastcgi_no_cache cmpoxka ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaeT ycJIoBUsl, IPU KOTOPBIX OTBET He OYJIeT COXPAHATHCS B KIII. Kcin 3HadeHne XOoTs Obl OJHOIO U3
CTPOKOBBIX MMapamMeTpoB Hemycroe u He pasuo "0", To oTBer He OyIeT COXpAHEH:

fastcgi_no_cache $cookie_nocache $arg_nocache$arg_comment;
fastcgi_no_cache $http_pragma $http_authorization;

Mo>KHO HCIIOJIB30BaTh COBMECTHO C JUPEKTUBON fastcgi  cache  bypass.

fastcgi_param

Cunrakcuc fastcgi_param napamemp snauenue [if_not_emptyl;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

Samaer mapamerp, KOTophiit Oyaer nepenasarbesi FastCGl-cepeepy. B kadecrBe 3HadYeHMS MOXKHO HUC-
[TOJTb30BATH TEKCT, [IEPEMEHHBbIE U X KOMOWHAIWU. JIMPEeKTUBBI HACJIELYIOTCS C IPEIBIAYINEro YPOBHS
KOHMUI'YpaIuy P yCJIOBHH, ITO Ha JIAHHOM YPOBHE He OIIMCAHBbI CBOU JUPEKTUBHI fastcgi param.

Huke npuBesen npuMep MUHIMAJIBHO HEOOXOMMMBIX HapamMeTpoB s PHP:

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

ITapamerp SCRIPT FILENAME wucnosib3yercst B PHP mist onpeiesiennst nMeHu ckpuiira, a B mapameTpe
QUERY _STRING nepemaiorcst mapaMeTpbl 3a11poca.

Ecmu ckpunrer obpabarsiBator 3ammpockt POST, To HyKHBI elie Tpu napameTpa:

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;
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Ecsim PHP 6b11 cobpan ¢ napamerpom Kordurypanuu --enable-force-cgi-redirect, To Hy>KHO 1iepeaBaTh
napamerp REDIRECT STATUS co 3nauenuem "200":

[fastcgi_param REDIRECT_STATUS 200; ]

Ecin mupektmBa ykasana ¢ if _not_empty, Takoifl mapaMmerp ¢ IyCTBIM 3HAYEHUEM II€PEIaBATHCI Ha
cepBep He OyJer:

[fastcgi_param HTTPS $https if_not_empty; ]

fastcgi pass

Cunrakcuc fastcgi_pass adpec;
Ilo ymomua- —

HUIO

Konrekcr location, if B location

3amaer ajpec FastCGl-cepepa. Ajpec MoxkeT OBITH yKa3aH B BUJE JIOMEHHOTO uMenu win [P-ajpeca, n
nopra:

[fastcgi_pass localhost:9000; }

win B Buge nytu UNIX-cokera:

[fastcgi_pass unix:/tmp/fastcgi.socket; }

Ecnmu nomenHOMY MMEHH COOTBETCTBYET HECKOJIBKO &JIPECOB, TO BCE OHM OYyT MCIIOJb30BATHCS IO OYe-
peau (round-robin). 1, kpome Toro, aapec MOXKeT ObITb 2pynnoll cepeepos.

B 3navennn mapamerpa MOXKHO HCIIOJIb30BaTh IlepeMeHHbIe. B 9TOM ciydae, ecyn ajpec yKa3aH B BUIE
JOMEHHOI'O UMEHU, UM UIIETCS CPEJIA OIUCAHHBIX 2PYNin Cepeepos U eCJIn He HallJIeHO, TO OIpe/JIesIsaeTcs
€ TIOMOIIBIO Tesolver'a.

fastcgi _pass__header

Cunrakcuc fastcgi_pass_header noaxe;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Paspemaer nepenapars or FastCGl-cepBepa kiueHTy 3anpeusernvie 0as nepedaiy mMoJjist 3arojioBKa.

fastcgi pass_request body

Cunrakcuc fastcgi_pass_request_body on | off;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

TlosBosisier 3anperuTts mepemady ucxoaHoro teja 3ampoca na FastCGl-cepsep. Cwm. Takke JUPEKTHBY
fastcgi_pass_request headers.
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fastcgi pass_request headers

Cunrakcuc fastcgi_pass_request_headers on | off;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

TlozBosster 3amperuTh nepemady moJieit 3arojoBka mcxoauoro 3ampoca Ha FastCGl-cepsep. Cum. Takke
JUPEKTUBy fastcgi  pass request body.

fastcgi read timeout

Cunrakcuc fastcgi_read_timeout epema;
Ilo ywmomua- fastcgi_read_timeout 60s;
HHIO

Konrekcr http, server, location

Bamaer TaiimayT npu urennn orBera FastCGl-cepsepa. TaiimayT ycranaBiaumBaeTcs He HA BCIO II€PEIAdy
OTBETA, a TOJIBKO MEXK/Ly JIByMs ollepanusmu arenus. Ecin o ncredennn sroro spemenu FastCGI-cepsep
HUYEro He MEPETACT, COeAUHEHNEe 3aKPBIBACTCH.

fastcgi request buffering

Cunrakcuc fastcgi_request_buffering on | off;
Ilo ywmomua- fastcgi_request_buffering on;
HHIO

Konrekcr http, server, location

Paspemaer nin 3amnperaer ncnosib30BaTh Oydepusauio Teaa 3ampoca KJINeHTa.

on TEJIO 3aIpoca IOJHOCTBIO “UMAEMcs OT KJINEHTa Mepel OTIPABKON 3alIpoca Ha
FastCGI-cepsep.
off TeJio 3anpoca ornpasisiercsa Ha FastCGl-cepsep cpasy ke 10 Mepe ero mocTyIl-

JleHusi. B aTOoM citydae 3ampoc He MOXKET OBITh IepelaH cAedylouemy cepeepy,
ecim Angie yke Havas OTIPaBKY TeJIa 3aIpoca.

fastcgi _send lowat

Cunrakcuc fastcgi_send_lowat pasmep;
Ilo ywmomua- fastcgi_send_lowat O;
HUTO

Konrekcr http, server, location

IIpu ycraHOBKe JIMpPEKTHBBLI B HEHyJIeBoe 3HadYeHHe Angie OyjeT IbITaTbCsl MUHUMU3UPOBATH YUCJIO OITe-
paruii oTripaBKu Ha ucxosimux coeaunenusx ¢ FastCGI-cepsepom 6o rnpu momoru diiara NOTE_LOWAT
Merona kqueue, mubO Ipu moMoIy mapaMerpa cokera SO_SNDLOWAT, ¢ yKa3aHHBIM Pa3MEpPOM.
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(i ) IIpumeuanue

Dra JupekTuBa UrHopupyercs Ha Linux, Solaris 1 Windows.

fastcgi _send _timeout

Cunrakcuc fastcgi_send_timeout epems;
Ilo ywmomua- fastcgi_send_timeout 60s;
HUIO

Konrekcr http, server, location

Samaer TaiimayT npu nepejade 3amnpoca FastCGl-cepsepy. TaiimayT ycranaBamBaeTcst He Ha BCIO Iepeia-
9y 3aIpoca, & TOJIBKO MEXKJLY JBYMsl Ol€PAIMAME 3allucu. K 1o ucredenun 3toro Bpemenn FastCGI-
cepBep He IIPUMET HOBBIX JIAHHBIX, COeJUHEHNEe 3aKPBIBACTCS.

fastcgi _socket keepalive

Cunrakcuc fastcgi_socket_keepalive on | off;
IIo ymomua- fastcgi_socket_keepalive off;
HHUIO

Konrekcr http, server, location

Koudurypupyer nosenenue "TCP keepalive" myist ucxomsamux coequnaennii Kk FastCGI-cepsepy.

" Ilo ymomganmuio Jjist coKeTa JAEHCTBYIOT HACTPOUKH ONEPAITMOHHONW CUCTEMBI.
on JUist cokeTa BRodaeTcs mapamerp SO KEEPALIVE

fastcgi _split_path _info

Cunraxcuc fastcgi_split_path_info regex;
IlIo ywmomua- —

HHUIO

Konrekcr location

3aJiaeT peryJsipHOe BhIparKeHNe, BbIIEISONIee 3HAYEHUE Jjisi lepeMenHoit $fastcgi path_info. Perymsip-
HOe BBhIpaskeHue JIOJI?KHO UMETh JIBa BbIJIEJIEHNUsI, U3 KOTOPBIX IIEPBOE CTAHOBUTCS 3HAYEHMEM IIepeMEeHHO
$fastegi script _name, a BTOpOe - 3HaYeHueM nepemennoil $fastcgi path info. Hanpumep, npu takux
HaCTPONKax

location ~ ~(.+\.php) (.%x)$ {

fastcgi_split_path_info ~(.+\.php) (.%)$;
fastcgi_param SCRIPT_FILENAME /path/to/php$fastcgi_script_name;
fastcgi_param PATH_INFO $fastcgi_path_info;

u 3ampoce /show.php/article/0001 mapamerp SCRIPT FILENAME 6yner pasen /path/to/php/
show. php,

a mapamerp PATH INFO - /article/0001.
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fastcgi store

Cunrakcuc fastcgi_store on | off | cmpoxa;
Ilo ywmomua- fastcgi_store off;

HUIO

Konrekcr http, server, location

Paspemaer coxpanenne Ha quck Gaitios.

on coxpamsieT (aityibl B COOTBETCTBUU C MyTIMH, YKA3aHHBIMUA B JUPEKTUBAX alias
WA 700t
off 3amperaeT coxpaHenne (aitaos

KpOMe TOTO, UM (bafma MOXKHO 3a/1aTh AdBHO C IIOMOIIBIO CTPOKU C II€PEMEHHbIMU:

[fastcgi_store /data/www$original uri;

Bpemsi usmenenust aitsioB BeICTaB/IsIeTCs COIacHO mojrydenHomy oo "Last-Modified" B 3arosioBke
orBera. OTBeT CHaYaJIa 3AIlMCHIBAETCS BO BPEMEHHBIN (aill, a moToM 31oT (aill IepenMeHOBBIBAETCS.
Bpemennsriit daita u mocTosHHOE MECTO XpPAaHEHUsI OTBETA MOTYT PACIOJIATaTbCs HA PA3HBIX (DAlJIOBBIX
cucremax. OHAKO HY>KHO YIUTBIBATH, UTO B 3TOM CJIyIae BMECTO JEMIEBON OMEepaIlii TePernMEeHOBbIBa-
HUS B TIpeiesiax OHoi (aityioBoit cucTeMbl (hailyl KOmUpyeTcs ¢ oo (aitloBoil cucTeMbl HA JAPYTYIO.
TlosTomy Jiydrie, ecau coxpansiemMbie (ailibl OYIyT HAXOIUTHCS Ha TOH Ke (ailjioBoil cucreme, ITO U
KaTaJIO ¢ BpeMeHHBbIMU hailjlaMu, 3aaBaeMblil TUPEKTUBOM fastcgi temp path nus mannoro location.

JupeKTuBy MOKHO UCIIOJIB30BATD [IJTsi CO3IAHMUS JIOKAJIBHBIX KON CTATHIECKNX HEM3MEHAEMbIX (DaljIoB,
HallpuMep:

location /images/ {

root /data/www;
error_page 404 = /fetch$uri;
}
location /fetch/ {
internal;
fastcgi_pass backend:9000;

fastcgi_store 3
fastcgi_store_access user:rw group:rw all:r;
fastcgi_temp_path /data/temp;

alias /data/www/;
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fastcgi store access

Cunrakcuc fastcgi_store_access IIOJIb30BATENM:NIPABA ...}
ITo ymonya- fastcgi_store_access user:rw;

HUO

Konrekcr http, server, location

3ajsaer mpaBa JIOCTYIA JJist CO3/IaBAEMBIX (DAMJIOB U KATAJOTOB, HAIPUMED,

[fastcgi_store_access user:rw group:rw all:r;

Ecnm 3amaner kakue-ubo mpasa jjist group win all, To mpasa jiist user yKaspiBaTh HEOOS3aTEIBHO:

[fastcgi_store_access group:rw all:r;

fastcgi temp file write size

Cunrakcuc fastcgi_temp_file_write_size pasmep;
Ilo ymonua- fastcgi_temp_file_write_size 8k|16k;
HHIO

Konrekcr http, server, location

OrpanngymBaeT pasMep JIAHHBIX, COPAChIBAEMBIX BO BPEMEHHBIN (aiiyl 3a OJUH pa3, MPU BKJIIOYEHHON
oydepuzarmu orseroB FastCGI-cepsepa Bo Bpemenubie daiisbr. [lo ymomdanuio pazmep orpaHuveH JBy-
M Oydepamu, 3aJJaHHBIME JUpeKTUBaMu fastcgi  buffer size mn fastcgi  buffers. MakcumasbHBIH pa3Mep

BpeMeHHOro dailia 3aaeTcs JUPEeKTUBoil fastcgi  max_temp file size.

fastcgi temp_path

Cunrakcuc fastcgi_temp_path nymo [yposensvl [yposenv? [yposernv3]||";

IIo ymonua- fastcgi_temp_path fastcgi_temp; (myrb 3aBucuT OT Hapamerpa
HUIO --http-fastcgi-temp-path)

Konrekcr http, server, location

cOOpKH

SajaeT uMMs KaTajora st XpaHeHhs BpeMeHHbIX (bailloB ¢ mgaHHbIMU, moJydeHHbIME OT FastCGI-
cepBepoB. B KaTajiore MOXKeT HCIO/IBL30BATLCS MEpPApXUsl MOJIKATAJIOIOB 10 TpexX ypoBHeit. Hampuwmep,

[IpU TAKO¥W KOH(UTYpAIIH

[fastcgi_temp_path /spool/angie/fastcgi_temp 1 2;

BpeMeHHbII (ailj OyIeT CJIeIyoNero BuIa:

[/spool/angie/fastcgi_temp/7/45/00000123457

Cwm. Takxke mapamerp use_temp path nupextussl fastcgi  cache  path.
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MapameTpsbi, nepegasaembie FastCGl-cepsepy

Tons zarosmoska HTTP-3anpoca nepenatorcs FastCGI-cepsepy B Bujie napamerpoB. B npHIoKeHUAX u
CKpHIITax, 3anynieHubx B Bujie FastCGl-cepsepa, 3ru mapaMeTpbl OOBITHO JIOCTYIIHBI B BUJIE IEPEMEHHDIX
cpenpl. Hanpumep, nosie 3arosioBka "User-Agent" nepenaercs kak mapamerp HTTP USER_AGENT.
Kpome moseit 3aronoska HTTP-zampoca MOXHO Tiepe/iaBaTh MPOU3BOJIBHBIE MAPAMETPHI € ITOMOIIBIO
JIUPEKTUBLI fastcgi  param.

BcTpoeHHble nepemeHHble

B momyste hitp  fastcgi ectb BeTpoeHHBIE IIepeMeHHbIE, KOTOPbIE MOYKHO HCIIOJIB30BATH JJIsi (DOPMUPOBa-
HUs TTAPAMETPOB C MOMOIIBIO TUPEKTUBBI fastcgi  param:

$fastcgi_script_name

URI zanpoca min xe, eciim URI 3akamamBaercs: kocoit 1eproit, To URI 3ampoca, gomosaennoe mmerHem
UHJIEKCHOTO daiiia, 3a/1aBaeMoro JIUPeKTUBOU fastcgi indexr. DTy mepeMEHHYIO MOXKHO HCIOJb30BATD
gt 3aganus napamerpos SCRIPT FILENAME u PATH TRANSLATED, ucnoibs3yembix, B 9acTHO-
cru, s onpejesenns umenn ckpunra B PHP. Hanpuwmep, myist 3anpoca /info/ u npu ucnoJib30BaHUT
JIMPEKTHUB

fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

mapamerp SCRIPT FILENAME 6yner pasen /home/www/scripts/php/info/index.php.

IIpu ucnonb3oBanum AUPeKTUBHI fastcgi  split path info mepemennas $fastcgi  script name paBHA 3HA-
YEHUIO [IEPBOTO BBIJIEJIEHUS, 38/[aBAEMOT0 9TOH JTUPEKTHBOI.

$fastcgi_path_info

3HAYEHNE BTOPOTO BBIJEJIEHUS, 3aJIaBAEMOr0 JUPEKTUBON fastcgi split path info. DTy mepemeHHYIO
MOXKHO HUCIIOJIB30BaTh yid 3aganust napamerpa PATH INFO.

FLV

ObecnieunBaeT cepBEePHYIO MOJIEPKKY IiceBao-crpumura st daiios Flash Video (FLV).

OH crienuaJibHbBIM 00pa30M 00pabaThIBAET 3aIIPOChl C apI'yMEHTOM start B CTPOKE 3allpoca, IOChLIasi B
OTBeT cojiepKuMoe daiijia ¢ 3aIpoIeHHOro cMelenus B baiitax, mobasus nepes auM FLV-3arooBok.

IIpu cbopke M3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHUTH C
[IOMOIIBIO TTapameTpa cOopkn --with-http_flv_module. B makerax m oOpazax m3 HAIINX PENO3UTOPUEB
MOJTyJIb BKJIIOYEH B COODKY.
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Mpumep koHcpurypayun

location ~ \.flv$ {
flv;
}

OupekTusnbl

flv

Cunrakcuc flv;
IlIo ywmomua- —
HUIO

Konrekcr location

Bxuouaer B coseprxkarieM location 06paboOTKy 3TUM MOIYJIEM.

Geo

Cozmaer mepeMeHHbIe, 3HAYEHNsST KOTOPBIX 3aBucaT oT [P-anpeca kinenra.

Mpumep koHpurypayun

geo $geo {
default 0;
127.0.0.1 2;

192.168.1.0/24 1;
10.1.0.0/16 13

z23il 28
2001:0db8::/32 1;
}
OupekTussbl
geo
Cunrakcuc geo [$adpec| $nepemenran { ... }
Ilo ymomua- —
HUIO
Konrekcr http

OnuceiBaer 1A yKaSaHHOfI HepeMeHHOfI 3aBUCHUMOCTDb 3Ha4Y€HUA OT IP—agpeca kiauenTa. 1lo YMOJIT9aHUIO

anpec Gepercs U3 nepeMeHHoil $remote  addr, HO €ro TakXKe MOXKHO MOJIYYUTh U3 JPYIoi IePeMEeHHOil,

HaIIpUMeD:
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geo $arg_remote_addr $geo {

.

}

© IIpumeuannue

ITocKoIbKYy IepeMeHHbIE BBIYUC/ISIOTCS TOJIBKO B MOMEHT MCIIOJIB30BAHUs, CaMO II0 cebe Hamdue
J1axKe OOJIBIIIOrO YNCIa, OObIBJICHUH TIEPEMEHHBIX geo He BJIeYeT 3a CODON HUKAKUX JIOTIOJTHUTETHHBIX
pacxo/ioB Ha 0OPADOTKY 3aIIPOCOB.

Ecnu 3nauenune mepemenHoit He mpeicTasisier coboit mpaBmwibHBI [P-anpec, To ucmonb3yercs ajpec
255.255.255.255".

Anpeca zamatorcss 6o npedukcamu B dopmare CIDR (Bkimouast oguHOUHBIE aspeca), aubo B BUJIE
JIATIa30HOB.

Taxzke OOAJIEPXKUBAIOTCA CIeAyIonue CuenuaJIbHbIe ITapaMeTPhI:

delete ylaJadeT OIUCAHHYIO CeTh

default 3Ha4YeHUe IIePEeMEeHHON, eCId aJipeC KJIMEeHTa He COOTBETCTBYeT HU OJHOMY U3 3a-
JaHHbIX ajpecoB. [Ipu 3aganun agpecos B popmare CIDR BMmecTo default MmoxkHO
ucnoab3zoars "0.0.0.0/0" u "::/0". Eciu napamerp default ne ykasan, 3uade-
HUEM TI0 yMOJIIaHUIO OyJIeT mycTas CTPOKA.

include BKJIIOYaeT (haiiyI ¢ aapecaMu U 3HATEHUSMEA. BKIIOUYeHTH MOKET OBITH HECKOJIHKO.

proxy 3a/1aeT JIOBEPEHHbBIE aJpeca, IIPHU 3aIpoce ¢ KOTOPBIX OYIAEeT MCIOJIb30BATHCS a/l-
pec B IlepeJaHHOM IIOJIe 3arojioBKa 3ampoca X-Forwarded-For. B omymuwne ot
OOBIYHBIX &JIPECOB, JOBEPEHHBIE aJ[peca MPOBEPSIIOTCS TOC/IEI0BATEIBHO.

proxy_recursive BKJIIOYAET PEKYPCUBHBIN MOUCK agpeca. [Ipu BEIKIIOUEHHOM PEKYPCUBHOM ITONCKE
BMECTO UCXOJHOT'O aJipeca KJINeHTa, COBIIAJIAIONIETO C OJHUM U3 JJOBEPEHHBIX aJpe-
COB, OyIET UCII0IL30BATHCS TOCTIeTHUI a/ipec, mepeaanublit B X-Forwarded-For.
IIpu BKIIIOYEHHOM PEKYPCUBHOM IOMCKE BMECTO MCXOTHOTO aJIpeca KJIUEHTA, COB-
A IAOIIETO C OJIHUM U3 JOBEPEHHBIX aJ[PECOB, OYJIET MCIIOJIb30BATHCS OCIETHUI
He JIOBEPEHHBIA ajpec, nepenanuniii B X-Forwarded-For.

ranges YKa3bIBAET, UTO aJpeca 3aaI0TCH B BUE JUAMA30HOB. DTOT MIapaMeTp JOJIKEH
OBLITH TTepBBIM. 11 yeKOpeHus 3arpy3Ku reo-6a3bl Hy2KHO PaCIojiaraTh aapeca B
IOpsAIKEe BO3pPaCTaHUA.

IIpumep:

geo $country {
default 77;
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0dDb8: : /32;

127.0.0.0/24  US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

B daiise conf/geo.conf Moryr ObITH TaKMe CTPOKH:

10.2.0.0/16 RU;
192.168.2.0/24 RU;
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B kadecTBe 3HaveHns BIOMpaETCs MAKCUMAJILHOE COBIAJICHUE, HAIIPpUMED, JId agpeca 127.0.0.1 Oymer
BBIOpaHo 3Hadenue RU, a e US.

IIpumep onmcanmnsa gUATa30HOB:

geo $country {

ranges;
default 743
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;

}

GeolP

Coznaer mepemMeHHbIe, 3HaAYEHUs KOTOPBIX 3aBucAT OT [P-ajpeca KjmeHTa, HCIOJB3ys TOTOBbIE Oa3bI
manaerx MaxMind wian ux aHajoru.

IIpu ucronp3oBanun 6a3 ganubx ¢ moaaepkKkoii IPv6 IPv4-aapeca mmyres orobpaxkenubimu zHa IPVv6.

IIpu cbopke m3 UCXOMHOTO KOIA MOMIY/Ib HE COOUPAETCS IO YMOJYAHUIO; er0 HEeOOXOAUMO BKJIIOUUTH C
[IOMOIIIBIO TTapaMerpa cbopkn --with-http_geoip_module.

@ Baxkno

s storo momyns myxxkua 6aza manabix MaxMind MaxMind GeolP wuan ee amasor, nampumep
MaxMind GeoLite2 nmu IIMY CCOII.

Mpumep koHpurypayun

http {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;
geoip_proxy 192.168.100.0/24;
geoip_proxy 2001:0db8: :/32;

geoip_proxy_recursive 8

OupekTusnbl

geoip _country

Cunrakcuc geoip_country datin;
Ilo ymomua- —

HUIO

Konrekcr http

Sasaer 6a3y JAHHBIX JJIsl ONMPEJEJICHUsI CTPAHBI B 3aBUCHMOCTU OT 3Hadenus [P-ajpeca kimenta. [Ipu
WCIIOJIb30BAHUY TON 6a3bl JIAHHBIX JOCTYITHBI CJIEJIYIONINE [IePeMEeHHbBIE:
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$geoip_country_c
$geoip_country_c
$geoip_country_n

JBYXOYKBEHHBI! KOJ cTpaHbl, Hanpumep, "RU", "US".
TpexOyKBEHHBIN KoJ| cTpanbl, Hanmpumep, "RUS", "USA".
Ha3BaHue cTpanbl, Hanmpumep, "Russian Federation", "United States".

geoip _city
Cunrakcuc geoip_city datin;
IIo ywmomua- —
HUIO
Konrexct http

SasaeT 6a3y JAHHBIX JIJIs OIPeIeJIeHrs] CTPaHbI, PErMOHA U 'OPOJia B 3aBUCUMOCTH OT 3HaueHus [P-aapeca
kymeHTa. [Ipu ncnonp3oBanun 3Toit 6a3bI JAHHBIX JOCTYIIHBI CJIEIYIONINE T€PEMEHHBIE:

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun
$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

JBYXOyKBEHHBIN KOJI KOHTHHEHTa, Hanpumep, "EU", "NA".

JBYXOyKBEHHBIN KOJI crpanbl, Hanpumep, "RU", "US".

TPexOYKBEeHHbIN KoJ crpanbl, HanpuMmep, "RUS", "USA".

Ha3BaHue crpanbl, HanpuMep, "Russian Federation", "United States".
DMA-kox pernona B CITTA (Tax»ke usBecTHblil Kak "koj arsomepanuu'"), coriac-
uo reoraprerunry Google AdWords API.

IIIIPOTA.

JIOJITOTA.

JIBYXCUMBOJIbHBII KOJI pernoHa cTpaHbl (061acTh, Kpaii, mrar, npoBuHmus, de-
JlepaJibHag 3eMJIisl U TOMYy 110,100HOe), Harpumep, "48", "DC".

HA3BaHUE PErMOHA CTPAHbI (061aCTh, Kpail, mTatT, IPOBUHIMS, (hejlepaibHast 3eM-
Jg 1 ToMy nozobuoe), Hanpumep, "Moscow City", "District of Columbia".
Ha3BaHMe ropoja, Hampumep, "Moscow", "Washington".

MIOYTOBBIA UHJIEKC.

geoip _org
Cunrakcuc geoip_org datia;
Ilo ywmomua- —
HUIO
KonTekct http

Samaer 6a3y JAaHHBIX JJIs ONpee/IeHns] HA3BaHUsl OPTaHU3aINY B 3aBUCUMOCTH OT 3Hadenus [P-ampeca
kumenTa. [Ipu ncmosmp3oBannn 3T0i 6a3bl JAHHBIX HOCTYIIHA CJIEIYIOMAs T€PEMEHHASL:

$geoip_org

Ha3BaHMe opranuzanuu, Hanmpumep, "The University of Melbourne".
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geoip _ proxy
Cunrakcuc geoip_proxy datin;
Ilo ywmomua- —
HUIO
Konrekcr http

3ajsiaer JOBEpEHHBIE aJIpeca, MPU 3alPOCe ¢ KOTOPBIX OyIeT MCIOIH30BATHCH AJPEC B IEPEIAHHOM IOJIe
3aroJioBka 3amnpoca X-Forwarded-For.

geoip _proxy recursive

Cunrakcuc geoip_proxy_recursive on | off;
Ilo ywmomua- geoip_proxy_recursive off;
HHIO

Konrekcr http

IIpu BBIKJIIOYEHHOM PEKYPCHBHOM IIOMCKE BMECTO MCXOJIHOTO aJIpeca KIUEHTA, COBITAJIAIONIETO C OJTHUM
U3 JIOBEPEHHBIX AJIPECOB, Oy/IeT MCIIOJIH30BATHCA IIOCJIEIHUI ajpec, mepedannbii B X-Forwarded-For.
IIpu BKIIIOYEHHOM PEKYPCUBHOM IIOMCKE BMECTO HMCXOIHOI'O aJpeca KJIMEHTa, COBIAIAIOIIEr0 C OHIM
73 JIOBEPEHHBIX aJIPecOB, OYIEeT WHCIOJIB30BATLC IIOCJIEIHUI HE JOBEPEHHBIH aJipec, IepPeJaHHBI B
X-Forwarded-For.

gRPC

TTosBossier mepemaBars 3anpocst gRPC-cepsepy.

@ Baxno

Jist paboThl 3TOr0 MOy HeoObxoauM Moysib HTTP2.

Mpumep koHdurypauymn

server {
listen 9000;

http2 8
location / {

grpc_pass 127.0.0.1:9000;
}
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AduvpekTunsbi

grpc__bind

Cunraxcuc grpc_bind adpec [transparent| | off;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer JiokaabHbIN [P-agpec ¢ HeoOsi3aTEIbHBIM IIOPTOM, KOTOPbIHA Oy1eT UCIO0JIb30BATbCS B UCXOISIIITX
coenuuenusix ¢ gRPC-cepsepom. B 3Havennn napamerpa JIOMyCcTUMO HCIIOIb30Banue nepeMmenubx. Crre-
nuajgbHOe 3HadYeHue off OTMeHsieT [IefCTBHE yHACIEIOBAHHON C IPEBIIYINEro YPOBHS KOHMUIYPAITH
JUPEKTUBLI grpc_ bind, 103BOJIsIS cUCTEMe CAMOCTOSITEHHO BhIOUpATD JIoKaIbHbIN [P-aapec u mopr.

IIapamerp transparent mosBosisieT 3a7aTh HeJOKaJbHBIN [P-aipec, KOTOpBIl OyIeT MCIOIB30BATHCA B
ucxonsmux coepunaenusix ¢ gRPC-cepsepom, Hanpumep, peasbHbiil [P-agpec kianenTa:

[grpc_bind $remote_addr transparent; }

st paboThl apaMeTpa OOBIYHO TPedyeTcs 3alycTUTh pabodme Mporecchl Angie ¢ NPUBUJIETUAMU CY-
nepnoavzosamens. B Linux aro He Tpebyercs, Tak Kak eCju yKas3aH mapamerp transparent, To pabodue
mporieccsl HacaenytoT capability CAP_ NET RAW u3 ry1aBHOTO TIPOIECCA.

@ Baxmno

Heobxommo HaCTpOUTH TAb/IMILy MapIIpyTU3AIME sIpa, JIJIs epexBarta cereBoro Tpaduka ¢ gRPC-
cepsepa.

grpc_buffer _size

Cunrakcuc grpc_buffer_size paswmep;
IIo ymonua- grpc_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Sazaer pasmep Oydepa, B KOTOPBI OyleT uMTarThCs IepBas 4acTh OTBera, mnojydaemoro or gRPC-
cepsepa. OTBET CHHXPOHHO [IE€PEIAeTCs KJINEHTY Cpaldy Ke 110 MepE €ro IOCTYIICHHS.

grpc__connect _timeout

Cunrakcuc grpc_connect_timeout spems;
Ilo ywmomua- grpc_connect_timeout 60s;
HUIO

Konrekcr http, server, location

Sasaer TaiiMayT Jis yecraHoBseHus coequaenus ¢ gRPC-cepsepom. Heobxommo umeTs B BHJLY, 9TO 3TOT
TafiMayT OOBITHO HEe MOXKET IIPEBBIMIATE 7D CEKYH/I.

3.3. BcTpoeHHble mopynu 103



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

grpc__connection _drop

Cunrakcuc grpc_connection_drop epems | on | off;
Ilo ywmomua- grpc_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpaunBaer 3aBepiiieHne Bcex COeIUMHEHMIT ¢ IPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLT yIAJIeH U3 IPYIIIbI
W TIOMEYEeH KaK TOCTOSTHHO HEJIOCTYITHBIN B pe3ysbTare mporecca reresolve nwin xomandv, APl DELETE.

CoeuHeHne 3aBEPIIAETCsI, KOTIa 00pabaThIBAETCs CJIeIyoNiee COObITHE YTEHUs UJIU 3aIlUCH JIJIsT KJINEHTa,
WU TIPOKCUPYEMOTO CepBepa.

VcraHOBKA 6pemeny BKIIIOYAET TafiMayT JI0 3aBEPIIeHNs] COEIMHEHNUs]; TP BbIOOPE 3HAYUEHUS ON COEIIU-
HEHUsI 3aBEPINAIOTCST HEMEJJIEHHO.

grpc_hide _header

Cunrakcuc grpc_hide_header noase;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

ITo ymomuanmio Angie He mepesaer KameHTy moJisi 3aroioBka "Date", "Server" u "X-Accel-..." u3 or-

Bera gRPC-cepsepa. upexktuBa grpc_hide header 3amaer JIONOJHUTEJbHBIE II0JIsl, KOTOpPble He Oy-
JIyT niepefiaBaThest. Ecan ke mepeiady moJieil Hy?KHO pa3perinTh, MOXKHO BOCITOJIB30BATHLCS JIMPEKTHBOM
grpc_pass__header.

grpc_ignore headers

Cunrakcuc grpc_ignore_headers nose ...;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

Samperiaer 06pabOTKy HEKOTOPBIX moJseil 3arosioBka m3 orBeta gRPC-cepepa. B mupekTnBe MOxKHO
ykazatb nojist "X-Accel-Redirect" u "X-Accel-Charset".

Ecau ne 3ampereno, 06paboTKa 3TUX MOl 3aro/IoBKa 3aK/II0YAETCA B CJIEIYIOMIEM:
o "X-Accel-Redirect" mpoussomur snympenree nepenanpasaenue va ykazauabii URI,

e "X-Accel-Charset" 3amaer kejtaeMyio koduposky OTBeTa.
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grpc_intercept _errors

Cunrakcuc grpc_intercept_errors on | off;
Ilo ywmomua- grpc_intercept_errors off;
HHIO

Konrekcr http, server, location

Ompepnensier, nepenaBath ju KiaueHTy orBerhl gRPC-cepBepa ¢ komom Gouibiiie mbo pasabiM 300, mim
JKe TIePEeXBAThIBATD UX U MEePEHANPaBIIITh Ha 06paboTKy Angie ¢ IOMOIIBIO JUPEKTUBBI €101 page.

grpc_next upstream

Cunrakcuc grpc_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

Ilo ymonua- grpc_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OmpeiesisieT, B KAKUX CJIyYasx 3ampoc OyIeT mepeIaH CAeAYIONeMy B TPyIIe upstream cepBepy:

error [IPOM30IILJIa OINMNOKA COE/INHEHNUS C CEPBEPOM, IIEPEJIadr MY 3aIPOCa UJIM YTEHUS
3aroJIOBKa OTBETa CEPBEPA;
timeout npousolies TafiMayT BO BpeMd COeJUHEHHsS C CePBEPOM, Ilepelladdl eMy 3allpoca

WA YTEHUS 3ar0JIOBKa OTBETa CepBepa;
invalid_header cepBep BepHYJI IIyCTOU WMJId HEBEPHBII OTBET;

http_500 cepBep BepHYJ oTBeT ¢ KojoMm 500;
http_502 cepBep BEPHYJI OTBET ¢ KOojoM 502;
http_503 cepBep BepHYJ OTBET ¢ KojoM 503;
http_504 cepBep BEPHYJ OTBET ¢ KojoMm 504;
http_403 cepBep BepHYJI OTBET ¢ KojoM 403;
http_404 cepBep BEPHYJI OTBET ¢ KojoMm 404;
http_429 cepBep BEPHYJ OTBET ¢ KOjoM 429;

non_idempotent 00OBIYHO 3a1pockl ¢ HenjemioreHTHBM MeTogoM (POST, LOCK, PATCH) ue ue-
pelaroTCcs Ha IPYToii CEpBEp, EC/IM 3alPOC CEPBEPY IPYIIBI yKe ObLI OTIIPABJIEH;
BKJIIOYEHIE [TApaMeTPa SBHO PA3PEIIaeT MOBTOPSTH IIOJI00HBIE 3aIIPOCHI;

off 3alpeInaer mepejiady 3alpoca CJIeIyIoNeMy cepBepy.

(5 ) IIpumeuanune

Heobxomumo noHnMaTh, 4TO Iepe/iada 3a1poca CJIeIyoIeEMY CeEPBEPY BO3MOKHA TOJIBKO IIPU YCJIOBHH,
9TO KJIMEHTY €ITe HUUIEero He IepelaBasoch. 1o ecTb, eciu omunbKa Uin TaiiMayT BOSHUKJINA B CePeJIUHE
repefauu OTBeTa KJIUEHTY, TO JelfiCTBUe NUPEKTUBBI Ha TAKOI 3allpOC HE PACIPOCTPAHAETCH.

JupekTrBa Tak>Ke OIPEEIsAeT, 9TO CIUTAETCH HeYydaunot nonvmkot paboThl C CEPBEPOM.
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error, timeout, Bcerja CUMTAIOTCA HECYJIAYHBIMU IIOIBITKAMU, JaKe €CJIM OHM HE YKa3aHbI B JIH-
invalid_header pexTuse

http_500, CYUTAIOTCA HEYIAQYHBIMU MOIILITKAMU, TOJILKO €CJIM OHU YKa3aHbl B IUPCKTUBE
http_502,

http_503,

http_504,

http_429

http_403, HUKOIZIa He CUATAIOTCA HEYJAYHBIMU IMOIBITKAMUI

http_404

Hepegaqa 3allpoCa CaeayIomeMy CepBepy MOZKET OBITH OI'PaHUYICHA IIO0O KOAUMECTNEY NONLIMOK WU II0 6pPeE-
MEHU.

grpc_next upstream _timeout

Cunrakcuc grpc_next_upstream_timeout spems;
Ilo ywmomua- grpc_next_upstream_timeout O;
HUIO

Konrekcr http, server, location

OrpanngmBaer BpeMsi, B TeYeHHE KOTOPOI0 BO3MOXKHA ME€PeIada 3arpoca caedyiouLemy cepBepy.

0 OTKJIIOYAET 9TO OrpaHUYCHUE

grpc_next upstream _tries

Cunrakcuc grpc_next_upstream_tries wuc.o;
Ilo ywmomua- grpc_next_upstream_tries 0;
HUIO

Konrekcr http, server, location

OrpaHn9mBaeT 9mCJIO MOIYCTUMbBIX TOIMBITOK IS IEPEIAdn 3aIPoca CACIYIOUEMY CEPBEPY.

0 OTKJIIOYAET 3TO OrpaHUYCHUE
grpc pass

Cunrakcuc grpc_pass adpec;

Ilo ymomua- —

HUIO

Konrekcr location, if B location

Sanaer agpec gRPC-cepBepa. Ajpec MmoxeT ObITH yKa3aH B BHJE JOMEHHOrO mMenu wim [P-anpeca, u
mopTa:
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[grpc_pass localhost:9000; ]

mwin B Buse nytu UNIX-cokera:

[grpc_pass unix:/tmp/grpc.socket; }

Tak2ke MOKeT HCIIOJIb30BATHCS CXeMa grpc://:

[grpc_pass grpc://127.0.0.1:9000;

st ucniopzoBanust gRPC o SSL #He0OX0 MO HCIIOJIL30BATH CXeMy grpes://:

[grpc_pass grpcs://127.0.0.1:443;

Eciin momeHnHOMY MMEHH COOTBETCTBYET HECKOJIHKO aJ[PECOB, TO BCE OHU OYIAYT HCIIOJIB30BATHCS 10 OUe-
peau (round-robin). Kpome Toro, B KadecTBe aJpeca MOXKHO YKa3aTh 2DYNny CEPeepos.

B 3nadenun mapameTrpa MOXKHO HCIIOJIB30BATDH IepeMeHHble. B 9TOM citydae, ecim ajpec yKa3aH B BUJIE
JOMEHHOT'O UMEHH, UM UIETCS CPeU ONMCAHHBIX I'PYIII CEPBEPOB U €CJIN HE HalJIEHO, TO OIPe/IeIseTCs
¢ MOMOIIBIO Tesolver'a.

grpc_pass__header

Cunrakcuc grpc_pass_header noae;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Paspemaer nepenaBars or gRPC-cepBepa kimenTy sanpewenrvie das nepedawuy MOJIst 3ar0JI0BKA.

grpc_read _timeout

Cunrakcuc grpc_read_timeout spema;
Ilo ywmomua- grpc_read_timeout 60s;
HUIO

Konrekcr http, server, location

Sagaer Taiimayr npu urenun orBera gRPC-cepBepa. TaiimayT ycraHaBiuBaeTcs HE Ha BCIO IEpeIady
OTBeTa, a TOJIbKO MEeXKJIy JByMs oleparusiMu dreHus. Kcim mo ucrevenun sroro Bpemenu gRPC-ceprep
HUYEro He MePEeJIACT, COeIMHEHNE 3aKPhIBAETCS.

grpc_send _timeout

Cunraxcuc grpc_send_timeout gpema;
Ilo ywmomua- grpc_send_timeout 60s;
HUIO

Konrekcr http, server, location

Sagzaer TaiimayT npu nepegade 3amnpoca gRPC-cepsepy. TaiimayT ycraHaB/IiMBaeTCsl He Ha BCIO IIEpeIady
3aI1poca, a TOJIbKO MeXKIy JBYMs onepalusiMu 3amucu. Kcjm o ucredenunun sroro spemern gRPC-cepsep
He MPUMET HOBBIX JAHHBIX, COeIUHEHNE 3aKPhIBACTCS.
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grpc_set header

Cunrakcuc grpc_set_header nose snauenue;

Ilo ymon4a- grpc_set_header Content-Length $content_length;
HHIO

Konrekcr http, server, location

TlozBossteT mepeonpeneisiTh WM JTOOABJISATH TOJIS 3ar0JI0BKA 3aIIpoca, nepedasaemule MPOKCAPYEMOMY
cepBepy. B kadecTBe 3HaueHUA MOXKHO UCIOJB30BATH TEKCT, IEPEMEHHBIE 1 X KOMOUHAIMH. npeKTHBbI
HACJIEYIOTCSI C TPEBIIYIIEr0 yPOBHS KOH(MDUTYDAIMA [IPU YCJIOBUU, YTO HA TAHHOM YPOBHE HE OIUCAHBI
CBOU JTUPEKTUBLI grpc_ set header.

Ecnu 3nauenme mosist 3arojioBka — IIycTas CTPOKa, TO Iojie Boobime He Oymer mepemasarbesi gRPC-
cepBepy:

[grpc_set_header Accept-Encoding "";

grpc_socket keepalive

Cunrakcuc grpc_socket_keepalive on | off;
Ilo ywmomua- grpc_socket_keepalive off;
HHIO

Konrekct http, server, location

Koudurypupyer nosesenne "TCP keepalive" mist ucxoasmux coeIMHeHN K TPOKCUPYEMOMY CEPBEDY.

" Ilo ymomaanuio Jijist cokeTa JEHCTBYIOT HACTPOUKH ONEPAITMOHHONW CUCTEMBI.
on JUTst cokeTa BRodaeTcs mapamerp SO KEEPALIVE

grpc_ssl_certificate

Cunrakcuc grpc_ssl_certificate ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer daitn ¢ ceprudurarom B hopmare PEM mna ayrenrudukanuu na gRPC SSL-cepsepe. B umenn
daitia MOXKHO UCIIOIH30BATH IIEPEMEHHBIE.

grpc_ssl_certificate cache

Cunrakcuc grpc_ssl_certificate_cache off;
grpc_ssl_certificate_cache max=N [inactive=time] [valid=time];
Sunauenne 10 grpc_ssl_certificate_cache off;
YMOTIAHUIO
Konrekcr http, server, location
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OmpepesisieT K31 st XpaHenust SSL-cepmuguramos u cexpemmsir kaouell, 3aJaHHbIX 9epe3 IepeMeH-
HBIE.

JMpeKTNBa OIEPKUBAET CIETYIONIE TapaMeTPhI:

® max — YCTAHABJIUBAET MAaKCHMAaJIbHOE KOJIMIECTBO 3JIEMEHTOB B Kare. lIpu mepemosiHennn Kamra
YAAISIOTCS HAauMeHee HemasHo ucnoab3osanable (LRU) smemeHTsI.

e inactive — ompenessieT BpeMsi, IOCJIE KOTOPOIO 3JIEMEHT OyJeT yAaJleH, ecii K HeMy He ObLIO
obparenuii. 3Hadenue 1o ymoadanuio — 10 cekymn/.

e valid — omnpegendeT BpeMs, B Te€UYeHHE KOTOPOTO 3JIEMEHT KJIIIa CYNTACTCA IEUCTBUTEIbHBIM U
MOXKET HCIOJIB30BAThCS MOBTOPHO. 3HadeHue 1mo ymoadanuio — 60 cexymj. [lo mcredenun saroro
BpeMeHH cepTUdUKATHI IIePe3arpyrKaloTcs UM IPOXOJAT IOBTOPHYIO IIPOBEPKY.

e off — oTkK/IIOUaeT KH31II.

IIpumep:

grpc_ssl_certificate $grpc_ssl_server_name.crt;
grpc_ssl_certificate_key $grpc_ssl_server_name.key;
grpc_ssl_certificate_cache max=1000 inactive=20s valid=1m;

grpc_ssl_certificate _key

Cunrakcuc grpc_ssl_certificate_key gatis;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer dails ¢ cekpeTHbIM Kjt0uoM B ¢popmare PEM mys ayrenrudukanuu va gRPC SSL-cepsepe.

Bwmecro daitta moxkaO yKasaTh 3Hadenue "engine:ums:id", KoTopoe 3arpykaer KJIOY ¢ YKa3aHHBIM id
u3 OpenSSL engine ¢ 3a/jaHHBIM TMEHEM.

B umenn daiisia MO2KHO HCIIOIB30BATH IIEPEMEHHBIE.

grpc_ssl_ciphers

Cunrakcuc grpc_ssl_ciphers wugpot;
Ilo ywmomua- grpc_ssl_ciphers DEFAULT;
HHIO

Konrekct http, server, location

OmuceiBaer pasperiennbie mudpsl st 3anpocoB K gRPC SSL-cepsepy. [Iudpsr 3amatorcst B dhopmare,
nojiepkuBaeMomM 6ubmorekoit OpenSSL.

Crucok mudpos 3asucut or ycranonsiennoit Bepcuun OpenSSL. TlosHbll crimcok MOXKHO ITOCMOTPETD C
IOMOIIIBIO KOMaHAbl openssl ciphers.
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grpc_ssl_conf command

Cunrakcuc grpc_ssl_conf_command ums 3rauerue;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

3asaer mpou3BoJIbHBIE KOH(MUryparmorabie Koman sl OpenSSL npu ycranosiennn coenuaenns: ¢ gRPC
SSL-cepBepom.

@ Baxmno

JupekruBa nomuepxkuBaercs npu ucrnosb3oBanun OpenSSL 1.0.2 u Bbire.
Ha omaom ypoBHEe MOXKeT OBITH YKA3aHO HECKOJILKO JUPEKTUB grpc_ ssl_conf command. JTupeKTUBBI

HACJIEJIYIOTCS C MPEJIBIYIIEro yPOBHs KOH(MUTYPAIMU [P YCJIOBHUH, YTO HA JAHHOM YPOBHE HE OIMCAHBI
CBOM JIUPEKTHBBI grpc_ ssl_conf command.

“* OcropoxHOo

Ciremyer y4uTbiBaTh, 9YT0 u3MeHeHne HacTpoek OpenSSL HApsMyo MOXKET IIPUBECTH K HEOXKUIaH-
HOMY TIOBEJICHUIO.

grpc ssl crl

Cunrakcuc grpc_ssl_crl gatin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

VYkasbiBaer daiis ¢ orosBanubiMu ceprudukaramu (CRL) B dopmare PEM, ucnosnb3yembivu upu npo-
sepke ceprudurara gRPC SSL-cepsepa.

grpc_ssl_name

Cunrakcuc grpc_ssl_name ums;

Ilo ymon4a- grpc_ssl_name “umMa XOCTa U3 grpc_ pass;
HUIO

Konrekcr http, server, location

TTosBoJisieT epeornpeieTuTh UMS cepBepa, UCIob3yemMoe npu nposepke ceprudurara gRPC SSl-cepsepa,
a TakxKe s nepedayu e2o wepes SNI npu ycraHossienun coeaubenusi ¢ gRPC SSL-cepsepom.

ITo YMOJJIMaHUIO UCIIOJIB3YETCA UM XOCTa U3 grpc  pass.
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grpc_ssl_password _file

Cunrakcuc grpc_ssl_password_file datin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sazaer aila ¢ TApOIIMU OT CEKPEMHLIT KAN04e, T/Ie KaXK bl Mapo/ib yKa3aH Ha OTAE/IBHONU CTPOKE.
TTaposmn mpuMeHSIOTCsT IO OYepe I B MOMEHT 3arpy3KH KJIIOYa.

grpc_ssl_protocols

Cunrakcuc grpc_ssl_protocols [SSLv2| [SSLv3| [TLSv1]| [TLSv1.1| [TLSv1.2| [TLSv1.3[;
Ilo ywmomua- grpc_ssl_protocols TLSv1.2 TLSv1.3;

HUIO

Konrekcr http, server, location

Wsmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 q06aBJieH K HCIOIB3yEMbBIM [0 YMOJIIAHUIO.

Pazpemaer ykazannbie mpoToKoJib! i 3ampocoB K gRPC SSL-cepsepy.

grpc_ssl _server name

Cunrakcuc grpc_ssl_server_name on | off;
Ilo ywmomua- grpc_ssl_server_name off;
HHIO

Konrekcr http, server, location

Pasperraer min 3anpemniaer nepejiaty MMEHH CepBepa, 3aJaHHOIO JUPEKTUBOI ¢rpc  ssl_name, depes
pacummpenue Server Name Indication nporokosa TLS (SNI, RFC 6066) npu ycraHoBIeHHN COEIUHEHMsI
¢ SSL-cepsepom gRPC.

grpc ssl session reuse

Cunrakcuc grpc_ssl_session_reuse on | off;
Ilo ywmomua- grpc_ssl_session_reuse on;
HHIO

Konrekcr http, server, location

Ompenesisiet, UCmoib30BaTh i MOBTOpHO SSL-ceccun npu pabdore ¢ gRPC-cepBepom. Eciu B storax mo-
spastorcs ommbku "SSL3  GET FINISHED:digest check failed", To M0XKHO TOIPOGOBATH BBIKIIOUNTD
[TOBTOPHOE WCITOJIb30BAHUE CECCHUI.
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grpc_ssl_trusted certificate

Cunrakcuc grpc_ssl_trusted_certificate gadin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Bagaer daiin ¢ gosepennbivu ceprudukaramu CA B dopmare PEM, ucnonb3yembiMu mpu nposeprke
ceprucukara gRPC SSL-cepepa.

grpc_ssl_verify

Cunrakcuc grpc_ssl_verify on | off;
Ilo ywmomua- grpc_ssl_verify off;
HHIO

Konrekcr http, server, location

Paspemaer nin 3anperaer nposepky ceprudurara gRPC SSL-cepsepa.

grpc_ssl_verify _depth

Cunraxcuc grpc_ssl_verify_depth wucuo;
Ilo ywmomua- grpc_ssl_verify_depth 1;
HUIO

Konrekcr http, server, location

VcranapauBaer riybuny nposepku B 1enouke ceprudukaroB gRPC SSL-cepsepa.

GunZIP

OuibTp, pacnakosbiBaiomuit orBers ¢ "Content-Encoding: gzip" 1st TeX KJIMEHTOB, KOTOPBIE HE MOJIEP-
JKUBaOT MeToj cxkartus "gzip". Momysab 6yjer 1mojieseH, Korjaa JaHHbIE YKeJaTe/IbHO XPAaHUTh CKATHIMU
JIJIsl SKOHOMUU MECTa U COKPAINEHUS 3aTPAT HA BBOJI-BHIBO/I.

IIpu cbopke M3 UCXOTHOTO KOA MOMIY/Ib HE COOMPAETCS IO YMOJTIAHUIO; er0 HEOOXOIUMO BKJIIOUUTH C TI0-
MOIIIBIO TapameTpa cOopku --with-http_gunzip_module. B makerax u obpa3ax u3 HAIAX PEIO3ZUTOPUEB
MOJIYJIb BKJIIOUYEH B COODKY.

Mpumep koHcpurypayun

location /storage/ {
gunzip 3

#

}

3.3. BcTpoeHHble mopynu 112



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

AduvpekTunsbi
gunzip
CunTakcuc gunzip on | off;
Ilo ywmomua- gunzip off;
HUIO
Konrekcr http, server, location

Paspemaer uin 3anpemaer pacrnakoBKy OTBETOB, CKATBIX METOJOM gZip, IJIs TeX KJIMEHTOB, KOTOPBIE
€ro He TOJJIEPKUBAIOT. EC/u pasperieHo, TO M OIpPeIeSIeHUs], TOIIEPKUBAET JIM KJIMEHT gzip, Tak-
JK€ YUUTBIBAIOTCS CJIEYIONNe TUPEKTUBLL: gzip hitp  version, gzip provied u gzip disable. CMm. Takxke
JIUPEKTUBY §zip vary.

gunzip _buffers

Cunrakcuc gunzip_buffers wucao pasmep;
ITo ymomya- gunzip_buffers 32 4k | 16 8k;
HUIO

Konrekcr http, server, location

Sagzaer gucyo u pazmep OydepoB, B KOTOPhIe OyIeT pa3KuMarThca oTBeT. [lo yMordanuio pa3smep ogHOro
6ydepa paBen pasmepy crpanuiibl. B 3aBucumoctu ot mwiardopmsr 3to mwin 4K, nan 8K.

GZip

OubTp, CXKUMAOIINNA OTBET METOJOM EZip, 9TO MO3BOJISIET YMEHBIIUTh Pa3Mep [IePeaABA€MbIX JTAHHBIX
B 2 u 6ojiee pas.

‘% OcTopoxHOo

IIpu wucnosbzoBanuu nporokona SSL/TLS cxkarbie oTBETHI MOIYT OBITh IIOJBEPXKEHBI ATAKAM

BREACH.

Mpumep koHpurypayun

gzip ;

gzip_min_length 1000;

gzip_proxied expired no-cache no-store private auth;
gzip_types text/plain application/xml;

Jljist 3ammucy B JIOT JIOCTUTHYTOTO KOI(DDUIMEHTA C2KATHST MOYKHO UCIIOJIB30BATD IIEPEMEHHYIO $gzip  ratio.
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AduvpekTunsbi
gzip
CunTakcuc gzip on | off;
IlIo ywmomua- gzip off;
HUIO
Konrekcr http, server, location, if B location

Pazpermaer uin 3amperiaer ckaTue OTBETa METOJIOM EZip.

gzip _buffers

Cunrakcuc gzip_buffers wucao pasmep;
IIo ymonua- gzip_buffers 32 4k | 16 8k;
HUTO

Konrekcr http, server, location

Sajiaer ynciIo U pasMep 0ydepoB, B KOTOpbIE OylieT CKUMaTbCsl OTBET. 110 yMOJTYaHUIO pa3Mep OIHOIO
Oydepa paBeH pasMepy crpaHulibl. B 3aBucumoctu ot miardgopMbl 310 win 4K, nin 8K.

gzip_comp _level

Cunrakcuc gzip_comp_level cmenenv;
Ilo ywmomua- gzip_comp_level 1;

HHIO

Konrekcr http, server, location

YcranaBauBaeT CTENEHDb CXKATHsT OTBETa MeTOoAoM gzip. JlomycTumble 3HAUEHNST HAXOAATCS B IUATIA30HE
or 1 70 9.

gzip _disable
Cunrakcuc gzip_disable regez ...;
Ilo ywmomua- —
HUIO
Konrekcr http, server, location

3ampernaer c:kaTue OTBeTa METOJIOM gZip JJis 3aIIpocoB ¢ mojistmu 3arosioBka "User-Agent", coBmaaro-
IUMHU C 33JAHHBIMU PETYJISIPHBIME BbIPAYKEHUSIMU.

CueruanbHast Macka msie6 cooTBeTcTByeT peryiaspHoMy Beipaxkenuto "MSIE [4-6].", no paboraer GbicT-
pee. U3 sroit macku uckogaercs "MSIE 6.0; ... SV1".
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gzip_http version

Cunrakcuc gzip_http_version 1.0 | 1.1;
ITIo ymomua- gzip_http_version 1.1;
HUIO

Konrekcr http, server, location

VceranapauBaer muanMasibayio HTTP-Bepcuio 3ampoca, HeoOXoIuMy O [yt CKATHUsT OTBETA.

gzip_min_ length

CunTakcuc gzip_min_length dauna;
Ilo ywmomua- gzip_min_length 20;
HUIO

Konrekcr http, server, location

YcranasausaeT MUHUMaJIBHYIO JIJINHY OTBETA, KOTOprﬁ 6y,ZLeT CXKUMATbCA METOJ0M ngp ﬂJII/IHa OIIpe-
nedsiercst Toabko u3 noss "Content-Length" 3arosioBka orsera.

gzip _proxied

Cunraxcuc gzip_proxied off | expired | no-cache | no-store | private | no_last_modified
| no_etag | auth | any ...;

Ilo ywmomua- gzip_proxied off;

HUIO

Konrekcr http, server, location

Paspemaer wim 3anperaer czkaTue OTBETa METOIOM EZIip JJIsl IPOKCUPOBAHHBIX 3AIIPOCOB B 3aBUCUMOCTH
OT 3amIpoca u 0TBeTa. 10, 9TO 3aIpoc MPOKCUPOBAHHBI, OIIPEIE/ISIETCS HA OCHOBAHUN HaJmans 110Jist "' Via"
B 3aroJIOBKe 3ampoca. B 1upekTuBe MOXKHO yKa3aTh OJHOBPEMEHHO HECKOJIBKO ITapaMeTpPOB:

off 3allpelnaer CKaThe JJisd BCeX IIPOKCUPOBAHHBIX 3AIIPOCOB, UTHOPHUPYS OCTAJIbHBIE
napaMeTphbl;

expired paspelaer czkaTue, eC/iu B 3ar0JIOBKE oTBeTa ecTh nojie "Expires" co sHadenuem,
3AIPENTAIONTIM K3ITUPOBAHKE;

no-cache paspelaer c:kaTue, ecyii B 3arojioBke orsera ecthb nojie "Cache-Control" ¢ ma-
pamerpom "no-cache";

no-store paspemniaer cxkaTue, ecjiu B 3arojioBke oreera ectb mosie "Cache-Control" ¢ ma-
pamerpom "no-store";

private pasperaer c:kaTue, ecyii B 3arojioBke orsera ecthb nojie "Cache-Control" ¢ ma-

pamerpom "private";
no_last_modified pa3spermraer cxkarue, ecju B 3arojiopke orsera Her moJis "Last-Modified";

no_etag pa3speliaer cxkaTue, eCJii B 3arojioBke oreera Her mojist "ETag";
auth paspelaer CxKaTue, eCJu B 3ar0JIOBKe 3ampoca ecThb noje "Authorization";
any paspernaer CXKaTue JJisd BCeX MPOKCUPOBAHHBIX 3AITPOCOB.
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gzip_types
Cunrakcuc gzip_types mime-mun ...;
ITo ymomya- gzip_types text/html;
HUIO
Konrekcr http, server, location

Paspemaer cxkarue orBera MeTooM gzip s ykazanabix MIME-tunos B monosiaenne k text/html. Crre-
muaabHoe 3Hadenune "*" coorsercryer mobomy MIME-tumy. OTsernl ¢ Tnnom text/html cxkuMaroTCs

BCera.

gzip_vary
Cunrakcuc gzip_vary on | off;
Ilo ymomua- gzip_vary off;
HUIO
Konrekcr http, server, location

Paspermraer wiin 3anperaer BeIIaBaTh B 0TBETE 10J1e 3arojioBka "Vary: Accept-Encoding", eciin akTuBHBI
JUPEKTUBDBL gzip, gzip_ static WIA gqunzip.

BcTpoeHHble nepemeHHble
$gzip_ratio

JOCTUTHYTHIN KOIMDPUIMEHT CXKATHUST — OTHOIIEHUE pa3Mepa MCXOIHOIO OTBETA K PAa3Mepy CKaToro.

GZip Static
TTosBossieT oTTaBaTh BMECTO OOBITHOTO (hailjia MpeIBAPUTEIBHO CXKATBINA (haliyl ¢ TAKUM YK€ UMEHEM U C
pacmupenuem ".gz".

IIpu cbopke W3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCs MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHUTH C
IIOMOIIBIO MapamMerpa cOOpku --with-http_gzip_static_module. B makerax u obpasax u3 HAIIUX pe-
[IO3UTOPHUEB MO/LYJIb BKJIIOYEH B COOPKY.

Mpumep koHdurypauymn

gzip_static 8
gzip_proxied expired no-cache no-store private auth;

3.3. BcrtpoeHHble moaynu 116



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

AduvpekTunsbi
gzip _static
CunTakcuc gzip_static on | off | always;
Ilo ywmomua- gzip_static off;
HUIO
Konrekcr http, server, location

Paspemmaer (on) mim 3anperaer (off) nposepky roroporo czkaroro daiina. IIpu ucnonb3oBaHuu TakkKe
YUIUTBIBAIOTCS TUPEKTUBLL gzip htlp wversion, gzip proxied, gzip disable u gzip  vary.

Co 3nauenneM always BO BCEX CJIydasiX OyIeT MCIIOJIb30BAThCs CXKATHIN (aiilsr, 663 TPOBEPKH TIOIIEPKKN
HA CTOPOHE KJIMEHTA. DTO IMOJIE3HO, €CJIN HA JINCKE BCE PABHO HET HECXKATHIX (DANIIOB, UM MCHIOJIB3YeTC st
Moyiab GunZIP.

CxumaTh (aityibl MOYXKHO C IIOMOINBIO IIPOTPAMMBI gZip WJIU COBMEeCTUMOi ¢ Heil. 2KemaresibHO, 9TOOBI
JaTa U BpeMsi MOIN(UKAIINN UCXOIHOTO U CKATOTO (DAMJIOB COBIIAIAJM.

Headers

IlozBossier BhimaBaTh 1moJis 3arosioBka "Expires" u "Cache-Control", a Takxke 100aB/IsSTh IPOU3BOIBLHBIE
[IOJIE B 3ar0JIOBOK OTBETA.

Mpumep koHurypauyun

expires 24h;

expires modified +24h;
expires 024h;

expires 0;

expires -1;

expires epoch;

expires $expires;

add_header Cache-Control private;

OupekTnssbl

add _header

Cunrakcuc add_header ums snauenue [always|;
Ilo ymomua- —

HHIO

Konrekcr http, server, location, if B location

JobGasiisier yka3aHHOE II0JI€ B 3aIr0JOBOK OTBETA IIPU YCJIOBHHU, 4TO Koz, orBeta pasen 200, 201 (1.3.10),
204, 206, 301, 302, 303, 304, 307 uau 308. B 3HaveHnn mapaMmerpa MOYKHO HUCIOJB30BATH [I€PEMEHHBIE.

Hupektus add_header MoxkeT ObITh HECKOIBKO. JIMPEKTUBBI HACIEIYIOTCS C IPEIBIIYIIErO YPOBHS KOH-
duryparuy Ipu ycJIOBHH, YTO HA JAHHOM YPOBHE HE OIUCAHBI CBOU AUPEKTUBHI add_ header.

Ecmu ykazan napamerp always, TO moJie 3arojioBka Oyrer 100aBjIeHO HE3aBUCUMO OT KO/ OTBETA.
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add _ trailer

Cunrakcuc add_trailer umasa snauenue [always|;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location, if B location

JlobaBisier yKa3aHHOE TIOJI€ B KOHEI[ OTBETA IIPU ycJIoBuU, 9T0 Kox orBeta pasen 200, 201, 206, 301, 302,
303, 307 wam 308. B 3navennn MOXKHO HCIIOIH30BATH IIEPEMEHHBIE.

Hupektus add_ trailer MoxxeT OBITH HECKOIBKO. JIMPEKTUBBI HACJIEIYIOTCS C IIPEIBIIYIIETO YPOBHS KOH-
duryparuy 1pu ycJIOBUE, UTO Ha JAHHOM YPOBHE He OIMCAHBI CBOU JUPEKTUBLI add_ trailer.

Ecnm ykazan napamerp always, T0 yKazaHHOe 10Jie Oy1eT 100aBIEHO HE3ABUCHUMO OT KOJIa OTBETa.

expires

Cunraxcuc expires [modified| spemas;
expires epoch | max | off;

Ilo ywmomua- expires off;

HUIO

Konrekcr http, server, location, if B location

Pazpemaer nim 3ampermaer mobasaarh wian MeusaTh nousa "Expires" m "Cache-Control" B 3aromoske
OTBETa TpHU ycJOBUHU, 4TO KoA oTeTa paseH 200, 201, 204, 206, 301, 302, 303, 304, 307 wm 308. B
KaJecTBe IapaMeTpa MOXKHO 3aJaTh IOJOXKUTEILHOE UM OTPUIIATE]IbHOE BPEMSI.

Bpems B noste "Expires" mosiyyaercss Kak cyMMa TEKYIIEr0 BpDEMEHU U BPEMEHU, 3aJJaHHOI'O B JUPEKTHU-
Be. Eciin ucnosibdyercst mapamerp modified, To BpeMs IMOJIydaeTCs KaK CyMMa BPEeMEHU MOIUMDUKAIIIT
daiiia 1 BpeMeHH, 3aJJaHHOTO B JUPEKTUBE.

Kpome Toro, ¢ nomompio npedukca "@Q" MOXKHO 3a0aTh BpeMsl CYTOK:

[expires ©15h30m;

Copnepxumoe mosist "Cache-Control" 3aBucut or 3HaKa 33JAHHOTO BPEMEHMU:
e orpurarensuoe Bpems — "Cache-Control: no-cache".

® TI0JIOXKUTEJIbHOE Wjin paBHOe HyJito Bpemsi — "Cache-Control: max-age="t"", rne ¢ sro Bpems B
CEKYHIAX, 33JJAHHOE B JUPEKTUBE.

epoch zagaer BpeMs "Thu, 01 Jan 1970 00:00:01 GMT" (1 auasapsa 1970 00:00:01 GMT)
st ot "Expires" u "no-cache" gt mostst "Cache-Control".

max zagaer BpeMsi "Thu, 31 Dec 2037 23:55:55 GMT" (31 mexabpst 2037 23:55:55
GMT) juist osist "Expires" u 10 ster qgist moast "Cache-Control".

off zampernaer Jgo0aBadaTh wian MeHarh mossa "Expires" u "Cache-Control" B 3aro-

JIOBKE OTBETA.

B snauenun IIOCJIEHErO IIapaMeTpa MOXKHO HCIIOJIb30BaTh II€PEMEHHBIC:

map $sent_http_content_type $expires {

default ;
application/pdf 42d;
“image/ max;
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expires $expires;

Image Filter

OuibTp i npeobpazoBanus m3obpazkennii B popmarax JPEG, GIF, PNG u WebP.

IIpu cbopke M3 MCXOIHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHATH C
[IOMOIIBIO ITapaMeTpa cOopku --with-http_image_filter_module.

B mamux pemnosuropusx MomayJib coOOpaH JUHAMUYECKH U JOCTYIIEH OT/EJbHBIM HMaKeToM angie-module-
image-filter nan angie-pro-module-image-filter.

@ Baxno

Iutst aTOTO MOTYIsT HEeobxommMa 6ubanoreka libgd. PekomenayeTcst nCmoib30BaTh CaMyIo TTOC/IETHIOIO
BepCHio OUOIMOTEKH.

st mpeobpasoBanust n3obpaxkenuii B popmare WebP 6ubimoreka [ibgd momkua ObITH cobpaHa C
noiepkkoit WebP.

Mpumep koHpurypayun

location /img/ {
proxy_pass  http://backend;
image_filter resize 150 100;
image_filter rotate 90;
error_page 415 = /empty;

}

location = /empty {
empty_gif;

}

OupekTusnbl

image _filter

Cunraxcuc
image_filter off;

image_filter test;

image_filter size;

image_filter rotate 90 | 180 | 270;
image_filter resize wupuna 6vicoma;
image_filter crop wupura evicoma;

Ilo ymomgya- image_filter off;
HUIO
Konrekcr location

3ajaeT TUI TPeobpa30BaHUsT N300PAKEHHUSI:
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off
test

size

rotate
901180(270

resize wupuhra
6LCOMA,

Crop wupura 6vl-
coma

OTKJIFOUaeT 06pabOTKy JTaHHBIM MOJLYJIEM BO BJIOXK€HHOM location.

[IpOBEPSIET, YTO OTBET JEeHCTBUTENHHO SBJISIETCHd W300parKeHneM B ¢opMaTe
JPEG, GIF, PNG wmu WebP. B nporusnom ciaydae Bo3Bparmaercs ommbka 415
(Unsupported Media Type).

BbIJIaeT uHMopManmio 06 nzobpaxkernnu B hopmare JSON, nHanmpumep: "img"

{ "width": 100, "height": 100, "type": "gif" 1} B caydae omubOKu BbI-
naercs {}

MOBOPAYMBAET U300pasKeHNe MPOTUB YaCOBOW CTPEJIKU Ha YKA3aHHOE YUCJIO I'pa-
JycoB. B 3HadYennn mapamerpa JIOMyCTUMO UCIOJb30BaHUE TiepeMeHHbIX. MoKHO
HCIIOJIB30BATh KaK OTJ/IEJBHO, TaK ¥ COBMECTHO C TPEOOPA30BAHUSIMU Tesize U CTop.
[IPOIIOPIINOHAILHO YMEHBIIIAET N300paskeHue /10 YKa3aHHbIX pasMepoB. Eciu Tpe-
OyeTrcsi yMEHBIIUTH TOJIBKO II0 OJITHOMY U3MEDPEHUI0, TO B KAYECTBE BTOPOI'0 MOXKHO
ykazarh "-". B ciaygae ommbku cepsep Bosepainaer ko 415 (Unsupported Media
Type). B 3nauenusgx napamMeTpoB JOIMyCTUMO HCIIOJb30BAHKE [IEPEMEHHBIX. [Ipu
HCIIOJIb30BAHUY COBMECTHO C rotate, TIOBOPOT M300PAKEHUS MTPOUCXOIUAT IIOCJIE
YMEHBIIIEHUST Pa3MePOB M300parKeHus.

MIPOIIOPIINOHAIBHO YMEHBINAET M300parkeHne JI0 pas3Mepa OOoJIbIleil CTOPOHBI 1
obpe3aeT JIUIIHNE Kpasi 110 Jpyroi cropore. Eciu Tpebyercst yMEHbIIUTE TOJIBKO
[0 OJTHOMY H3MEPEHUIO, TO B KadeCTBe BTOPOro MOXKHO ykazarh "-". B ciayuae
omubku cepsep Boszpainaer koj 415 (Unsupported Media Type). B snauenusix
IapaMeTpoB JIOIYCTHMO HCIIOJIb30BaHNE TIePEMEHHBIX. [IpU MCIIOIb30BAHUN COB-
MECTHO C rotate, IOBOPOT M300parkKeHusl MPOUCXOIUT A0 YMEHBIIEHUs PAa3MEPOB
M300pasKEHNUSI.

image filter _buffer

Cunrakcuc image_filter_buffer pasmep;
IlIo ymonda- image_filter_buffer 1M;
HUIO

Konrekcr http, server, location

SajaeT MakCUMaJIbHBIN pa3Mep Oydepa s arenns u3obpaskenusi. [Ipu mpeBbIieHnn pa3Mepa cepBep
Bepret omubky 415 (Unsupported Media Type).

image filter _interlace

Cunrakcuc image_filter_interlace on | off;
Ilo ywmomua- image_filter_interlace off;
HHIO

Konrekcr http, server, location

Ecmm Briiogeno, To nrorobie m3obpaxkenusi OyayT ¢ depeccrpounHocthio. B ciayuae JPEG mrorosbie
nzobpaxkenus 6yyT B popmare "progressive JPEG".
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image filter jpeg quality

Cunrakcuc image_filter_jpeg_quality xauecmeo;
Ilo ywmomua- image_filter_jpeg_quality 75;

HUIO

Konrekcr http, server, location

3ajaer xkejraeMoe KadecTBO peobpa3oBanHoro nzobpaxkenus B dopmare JPEG. lomycrumbie 3HadYeHmst
Haxomarcss B auamaszone or 1 mo 100. MenbmuM 3HaYeHUsIM OOBITHO COOTBETCTBYET XYJIIEEe KAIeCTBO
n300paKeHnsT M MEHBINNH 00beM IMepeIaBaeMbIX JAHHBIX. MakcuMa bHOe PEKOMEHIyeMoe 3HATEHIe —
95. B 3navyennn napamMerpa JIOIYCTHMO HCIIOJIb30BAHNE IIEPEMEHHBIX.

image _filter _sharpen

Cunrakcuc image_filter_sharpen npouexm;
Ilo ywmomua- image_filter_sharpen O;

HUIO

Konrekcr http, server, location

ToBbrmaer pe3kocTh uToroBoro mzobpazkenwus. [IpomnenTt peskoctu MoxkeT ObITH Oosbie 100. 3nadenue
0 OTKJIIOYAET MOBBIIEHNEe PE3KOCTH. B 3HAUeHNN mapaMeTpa JOIMyCTUMO HCIIOJIH30BAHNE TePEMEHHBIX.

image _filter _transparency

Cunrakcuc image_filter_transparency on | off;
Ilo ymomya- image_filter_transparency on;
HUIO

Konrekcr http, server, location

OrnpeiesisieT, COXpaHaTh JI MPO3PAYHOCTh pu obpaborke m3obpakennii B popmare GIF u B dopmare
PNG c nBeramu, 3aJaHHBIME TAJIUTPOIL. [ToTepst TpO3pavHOCTH MO3BOJISIET MOy IUThH 60Jiee KadeCTBEHHOE
n3obpaxkenue. [Ipospaunocts ajibda-kanasua B popmare PNG coxpaHsiercsi BCeria.

image filter webp quality

Cunrakcuc image_filter_webp_quality xauecmeo;
Ilo ywmomua- image_filter_webp_quality 80;

HHIO

Konrekcr http, server, location

3ajaeT kejraeMoe KadecTBO peobpa3oBaHHOro nzobpaxkenus: B popmare WebP. lomycrumble 3navdenmst
Haxonarcss B auamnaszone or 1 go 100. MenbmuM 3HadeHnsIM OOBITHO COOTBETCTBYET XYJIIIIEe KAaIeCTBO
n300pazkeHusi 1 MEeHbBIIN 00beM Iepe/laBaeMbIX JaHHbIX. B 3HAUeHNHN apaMeTpa JOIYyCTUMO HUCIIOJIb30-
BaHMe MMePEMEHHBIX.
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Index

O6ciryzkuBaeT 3alpochbl, OKAHUIUBAIOIIMeCcs: Kocoil yeproit (/). Takue 3ampochl Tak:Ke MOIYT OOCIIYKHU-
BaTbcs Mogyasimu Autolnder w Random Index.

Mpumep koHpurypayun

location / {
index index.$geo.html index.html;

}
OupekTusnbl
index
Cunrakcuc index ¢atin ...;
Ilo ywmomua- 1index index.html;
HUIO
Konrekct http, server, location

Ompepersier aiiibl, KOTOpbIe OYJIyT UCIOJIB30BATHCS B KadecTBe MHJEKca. B mMenn aiijia MOKHO UC-
[0JIb30BaTh repementbie. Hammane dailiioB mpoBepsieTcst B OPsijike UX Hepevducjenus. B KOHIE CIICKa
MOXKEeT CTOATH (haily ¢ abcoroTHBIM TyTeM. [Ipumep:

[index index.$geo.html index.0.html /index.html; ]

Heob6xomumo nMers B BUJLY, 9TO IIPU KUCIIOJIB30BAHUN UHIEKCHOIO dailjia JjiejiaeTcsi BHYTPEHHee IepeHa-
[IpaBJIEHNE U 3aIIPOC MOXKeT ObITh 0OpaboTaH yKe B Apyrom location. Hampumep, B Takoil KoHbuUrypa-
LN

location = / {
index index.html;

}

location / {
#

}

zanpoc "/" 6yuer dakruuecku obpaboran Bo BropoM location kak "/index.html".

JS

ITo3Bosisier 3aaBaTh 0OPAOOTINKY Ha Njs — IIOJAMHOXKECTBe si3bika JavaScript.

B mamunx penozuropmsx MOJyJIb CcOOpaH JUHAMHYECKH M JOCTYIEH OTJIEJIbHBIM I[TAKETOM
angie-module-njs mm angie-pro-module-njs; MNOJKJ/IIOYATH €r0 MOXKHO C IIOMOIILIO JUPEKTH-
BBI load_module.
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Mpumep koHburypaumn

http {
js_import http.js;

js_set $foo http.foo;
js_set $summary http.summary;
js_set $hash http.hash;

resolver 127.0.0.53;

server {
listen 8000;

location / {
add_header X-Foo $foo;
js_content http.baz;

location = /summary {
return 200 $summary;

location = /hello {
js_content http.hello;

location = /fetch {
js_content http.fetch;
js_fetch_trusted_certificate /path/to/ISRG_Root_X1

location = /crypto {
add_header Hash $hash;
return 200;

.pem;

Qaitn http. js:

function foo(r) {
r.log("hello from foo() handler");
return "foo";

}

function summary(r) {
var a, s, h;

s = "JS summary\n\n";

s += "Method: " + r.method + "\n";

s += "HTTP version: " + r.httpVersion + "\n";

s += "Host: " + r.headersIn.host + "\n";

s += "Remote Address: " + r.remoteAddress + "\n";
s += "URI: " + r.uri + "\n";

s += "Headers:\n";
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for (h in r.headersIn) {
s += " header '" + h + "' is '" + r.headersIn[h] + "'\n";

}

s += "Args:\n";
for (a in r.args) {
s += " arg 4o 4 " o§g 'y r.args[a] + lll\nll;

}

return s;

}

function baz(r) {
r.status = 200;

.headersQOut.foo = 1234;

.headersOut ['Content-Type'] = "text/plain; charset=utf-8";
.headersOut['Content-Length'] = 15;

.sendHeader () ;

.send("nginx") ;
.send("java");
.send("script");

KK HHRKRR

r.finish();

}

function hello(r) {
r.return(200, "Hello world!");
}

async function fetch(r) {
let results = await Promise.all([ngx.fetch('https://google.com/'),
ngx.fetch('https://google.ru/')1);

r.return(200, JSON.stringify(results, undefined, 4));
}

async function hash(r) {
let hash = await crypto.subtle.digest('SHA-512', r.headersIn.host);
r.setReturnValue (Buffer.from(hash) .toString('hex'));

}

export default {foo, summary, baz, hello, fetch, hash};

OdupekTusnbl

js_body _filter

Cunrakcuc js_body_filter diynruua | modyasv.pynryus [buffer_type=cmpoka | 6ydepl;
Ilo ymomua- —

HUIO

Konrekcr location, if in location, limit except

Sagaer GyHKINO Njs B kadecTBe GuiibTpa Tesa orBera. OyHKIMs (DUIBTPA BBIZBIBACTCS I KAXKIOTO
6JIOKa JIAHHBIX TeJIa OTBETa CO CJIEYIONUMHU apryMeHTaMu:
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r o6bexkT HTTP request

data BXOJISIIIUI OJIOK JTaHHBIX MOXKET OBITH CTPOKOI miau O0ydepoM B 3aBHCHUMOCTU OT
3HadeHns buffer type, IO yMOJMAHUIO SIBJISIETCSI CTPOKOM.

flags 00BEKT CO CJIEAYIOMIMMI CBOMCTBAMMU: - last — JIOTMIeCcKoe 3HAYEHNE; true, ecan

JIAHHbBIE SIBJSIOTCS MOCTETHUM Oydhepom.

Oyukmus GuIbTpa MOXKET HepeaBaTh CBOIO MOMMMDUIIMTPOBAHHYIO BEPCUIO BXOSIIETO OJIOKA JAHHBIX
creytoleMy (bUIBTPY Teja OTBeTa mpu nomornu Bbi3osa r.sendBuffer(). TIpumep npeobpazosanust 6yKs
B HIUKHWII PDETUCTP B TeJjie OTBeTa:

function filter(r, data, flags) {
r.sendBuffer(data.toLowerCase(), flags);
}

s ormennt dusibrpa (610KU JaHHBIX Oy T NepejaBaThCsl KAUeHTy 6e3 Bbi3osa js_ body filter), MoxkHO
ucoab3oBarh r.done().

Ecaun dyuknus duirbTpa nsMeHsieT AUHY Tejga OTBeTa, TO HEOOXOJAMMO OYUCTUTH 3aroJIOBOK OTBETA,
"Content-Length" (eciiu upucyrcrsyer) B js_header filter, aro0bl IPUMEHUTD MOOJOYHOE KOAUPOBAHHUE.

© IIpumeuannue

Tak kak obpaborumk js_body filter nomken cpady BO3BDPAIATbH PE3YIbTAT, TO IOJIEPKUBAIOTCS
TOJIBKO CUHXPOHHBIE oreparyn, TakuM o6pa3oM, aCHHXPOHHBIE OlepaIu, HanpumMep r.subrequest()
i set’Timeout(), He MOIEPKUBAIOTCS.

js__content

Cunrakcuc js_content gynryua | modyaw. pyrruua;
Ilo ywmomua- —

HUIO

Konrekcr location, if in location, limit except

Samaer GYHKIMIO njs B KadecTBe 00paborumka comepkumoro location. MoxkHO ccbuiarbes Ha BDYHKIUO
MOJTYJTSI.

js_fetch buffer size

Cunrakcuc js_fetch_buffer_size paswmep;
Ilo ywmomua- js_fetch_buffer_size 16k;
HUIO

Konrekcr http, server, location

Sagaer pasmep Oydepa, KOTOPbI OYIEeT UCIIOIB30BAThC JJIs dTeHus u 3amnucu s Fetch APL.
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js_fetch _ciphers

Cunrakcuc js_fetch_ciphers wugpoi;

IlIo ymomua- js_fetch_ciphers HIGH:'!'aNULL:!MD5;
HUIO

Konrekcr http, server, location

OnuceiBaer pasperiernsie mudpst 11 HTTPS-coenurennit npu momoru Fetch API. IMudpor 3amarores
B dopmare, moiep:kuBaeMoM o6ubmorekoit OpenSSL.

Cuucok mudpos 3aBucut ot ycranobsieHHoil Bepcun OpenSSL. ITosHBI cIMCOK MOXKHO IIOCMOTPETH C
IIOMOIIIBIO KOMaHAbl openssl ciphers.

js_fetch _max_response buffer _size

Cunrakcuc js_fetch_max_response_buffer_size pasmep;
Ilo ywmomua- js_fetch_max_response_buffer_size 1m;
HUIO

Konrekcr http, server, location

SajiaeT MaKCHMaJIbHbBIN pasMep OTBETa, MOJIydeHHOro pu momonm Fetch APT.

js_fetch protocols

Cunrakcuc js_fetch_protocols [TLSv1| [TLSv1.1] [TLSv1.2| [TLSv1.3];
Ilo ywmomua- js_fetch_protocols TLSvl TLSv1i.1 TLSv1.2;

HUIO

Konrekcr http, server, location

Paspemraer ykazaunbie nporokossl Jis HTTPS-coenunennit npu momorum Fetch APT.

js_fetch_timeout

Cunrakcuc js_fetch_timeout gpems;
Ilo ywmomua- js_fetch_timeout 60s;
HUIO

Konrekcr http, server, location

Sagaer TalimayT npu ureHun u 3anucu npu nomornu Fetch APIL. Taiimayr ycranaBiimBaeTcst He Ha BCHO
rnepeady OTBeTa, & TOJBKO MEXKJy JBYMS OMEPAlMsIMU YTeHUs. KCIM MO MCTEYEeHWH ITOTO BPEMEHH
JaHHblEe He IlepeJlaBaJiiCh, COeJIMHECHNE 3aKPhIBaeTCA.
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js_fetch trusted certificate

Cunrakcuc js_fetch_trusted_certificate catin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Samaer daitn ¢ gosepennbivu ceprudukaramu CA B dopmare PEM, ucnosb3yeMbiMu mpu ITPOBEPKE
HTTPS-ceprudukara npu nomormu Fetch API.

js_fetch verify

Cunrakcuc js_fetch_verify on | off;
Ilo ywmomua- js_fetch_verify on;
HUIO

Konrekcr http, server, location

Paspemaer nim 3anpermaer nposepky ceprudukara HTTPS-cepsepa mpu momomu Fetch API.

js_fetch_verify depth

Cunraxcuc js_fetch_verify_depth wucao;
Ilo ywmomua- js_fetch_verify_depth 100;
HUIO

Konrekcr http, server, location

Vcranapusaer riaybuny nposepku B 1enodke HTTPS-ceprudukaros npu momonu Fetch APT.

js__header_filter

Cunrakcuc js_header_filter gpynxyus | modyav.pyrrxyus;
IIo ywmomua- —

HUIO

Konrekcr location, if in location, limit_except

Sasaer GyHKIUIO Njs B KadecTBe (DUIHTPA 3ar0JI0BKa OTBETA. UPEeKTUBA TO3BOJISET MEHSITH TPOU3BOJIb-
HbIE I10JI8 3aI'0JIOBKa OTBETA.

© IIpumeuannue

Tak kak obpaboTuuk js_header filter nomxen cpa3y BO3BpallaThb PE3YJIbTAT, TO IIO/JIEPXKUBAIOTCH
TOJIbKO CHHXDOHHBIE onepaiuu. Takum o6pa3oM, aCHHXPOHHbBIE Ollepanuy, HanpuMmep r.subrequest()
uim setTimeout(), He MOJIEPKUBAIOTCS.
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js_import
Cunrakcuc js_import wmodyav.js | uma_ axcnopma from modyaw.js;
Ilo ywmomua- —
HUIO
Konrekcr http, server, location

WNmmnoprupyer MOmy/ib, MMO3BONLAOIIAN 3a7aBaTh oOpaborumkn location w mepeMeHHBIX Ha  njs.
Hms_sxcnopma  gBJsleTCs HPOCTPAHCTBOM HMEH IIpu  JiocTylie K dyHKIusM  Moayias. Ecan
UMA__IKCNOPMG HE 33]IAHO, TO IPOCTPAHCTBOM UMEH OYyJIeT SIBIATHCS UM MOJLYJIS.

[j s_import http.js;

B mpumepe mpu mocryiie K 9KCIOPTY B KAYECTBE IPOCTPAHCTBA MMEH HCIOJIB3YeTCS UMsi MOIyJst hitp.
Ecsin mMIOpTHpYeMBIit MOJLYJIb SKCIIOPTUPYET f00(), TO Juist MOCTyTa Uemob3yercst hitp.foo.

upexkTus js_import MOXKeT ObITh HECKOJIBKO.

js_path
Cunraxcuc js_path nymo;
Ilo ywmomua- —
HUIO
Konrekcr http, server, location

3ajiaer JIONOJHATE/BHBIA Iy Th JjIs MOJLYJIeil njs.

js_preload object

Cunrakcuc js_preload_object uma.json | ums from gaiin.json;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

IIpenBapurenpHo 3arpykaer HeM3MeHsEMbIT OObEKT BO BpeMsi KoHbUryparuu. Mmsa UCIOIb3yeTcs B
KavyecTBe MMEHU IJI00aJIbHON ITepeMeHHON, Yepe3 KOTOPYI0 O0bEeKT JOCTyIeH B Koje njs. Ecin uma He
yKa3aHo, TO OYJIeT UCIOJIb30BAThC UM daita.

[j s_preload_object map.json;

B npumepe map ucrnosb3yeTcs B KaUeCTBE UMEHN BO BPEMS JOCTYIA K [IPEIBAPUTEIHHO 3aIDYKEHHOMY
0OBEKTY.

Hupextus js_preload_ object MoXKeT OBITH HECKOIBKO.
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js_set
Cunrakcuc js_set $nepemennasn dyrryus | modyav.yrruus;
Ilo ymomua- —
HUIO
Konrekcr http, server, location

Sagaer QYHKIMIO NS JJIs yKa3aHHOM mepeMeHHol. MOoXKHO cChLIaThbCst Ha (DYHKITUIO MOLYJISI.

OyHKIMS BBI3BIBAETCHA B MOMEHT IIEPBOTO OOPAIEHUS K MEPEMEHHOM JJIst JJAHHOTO 3a1poca. TOIHBIA MO-
MEHT BbI30Ba (DYHKIMU 3aBUCUT OT (fa3bl, B KOTOPOI POUCXOAUT OOpAIleHre K MePEMEHHON. DTO MOXKHO
HCIIOJIB30BAaTD JJIs1 PeAIU3aIH JOIOJTHATEIbHON JIOTUKYU, HE OTHOCAIIENCS K BBITUCIIEHUIO ITIePEMEHHOI.
Hampumep, ecsin mepementast ykazana B JupekTuse log  format, To ee 06paboTInK He OYIeT BBIITOTHATh-
cst 710 a3l 3aIUCH B JIOT. DTOT 00pabOTINK TAKIKE MOYKET UCIIOIb30BAThCS JJIsl BBITOJTHEHUS ITPOIIELY
HEITOCPEICTBEHHO TIePe]; OCBODOXK IEHIEM 3aIIPOCa.

(5 ) IIpumeuanue

Tak xkak 00pabOTYHK js_Sel JOJKEH Cpa3y BO3BPAIATh PE3YJIbTAT, TO IIOJJIEPYKUBAIOTCS TOJIBKO
CUHXPOHHBIE oreparuu. Takum o06pasoM, aCHHXPOHHBIE OIlepaluu, Hampumep r.subrequest() wman
setTimeout(), He MOIEPKUBAIOTCS.

js_shared dict_zone

Cunrakcuc js_shared_dict_zone zone=umsa:pasmep [timeout=6pems| [type=string | number]
[evict];

Ilo ymomua- —

HHIO

Konrekcr http

3amaer uma U pasmep 30HBI Pa3AessdeMOoil TaMsATH, B KOTOPO XPAHUTCS CJIOBAPh KJIOUYEH U 3HAYCHU,
pa3nessieMblit MeXK Iy PabOdIUMU IIPOIECCAMM.

type Heo0A3aTebHEI [IapAMEeTD, [03BOJIAeT M3MEHUTh THI 3HAYEHUS HA YHCIIOBOIL
(number); Mo YMOJTYAHUIO B KaYeCTBE KJIOYA U 3HAUEHHUS HCIOJIB3YETCs CTPOKA
(string).

timeout HeoOsA3aTebHBIIN TapaMeTp, 33/1aeT BPeMs, [0 3aBEPIIEHIN KOTOPOTO BCE 3aIICH
B CJIOBape yIAJSIOTCA U3 30HBI

evict Heob:3aTe bHEL IapaMeTp, yAaJAeT CaMylo cTapyIo napy "Kiod-suadenue” npu

IIEPEIOJTHEHUN 30HbI

IIpumep:

example.conf:
# Cosdaemcsa canoeapb pasmepom 1Mb6 co CmpOKOSbLIMU 3HAYEHUAMU,
# napet "kawu-3navenue” yoaasomca npu OMCYmCmeuu aKmMuerocmu 8 meuerue 60 cekywod:
js_shared_dict_zone zone=foo:1M timeout=60s;

# Cozdaemca cnoeape pasmepom 512K6 co cmpokoSbMU 3HAYEHUAMU,
# ydaasaemca camas cmapas napa "Kawu-3HaveHrue" npu nepenoaHerHul 3O0Hbl:
js_shared_dict_zone zone=bar:512K timeout=30s evict;
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# Cosdaemca nocmoaHKelll ca08apb padmepoM 32K6 C HUCAOBbIMU 3HAUEHUAMU:
js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));
}

function set(r) {
r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

}

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));
}

function increment(r) {
r.return(200, ngx.shared.num.incr(r.args.key, 2));

J
js var
Cunrakcuc js_var $nepemennan [3nauenuel;
Ilo ywmomua- —
HHIO
Konrekcr http, server, location

Ob6bsBisieT IepesalmcbiBacMyTIo IMIepeMeHHYIo. B kauecrBe 3HaUEHHS MOXKHO HCIOJIb30BATH TEKCT, IIepe-
MEHHbIEC U UX KOM6I/IHaHI/II/I. HepeMeHHaﬂ He IIepe3alluCbIBaeTCd II0CJIe IIepeHallpaBJ/ICHUA, B OTJIMIUE OT
IIepeMeHHbIX, CO3/[aHHBbIX IIPpU ITOMOIIU JUPDEKTUBBI set.

AprymeHT 3anpoca

Kaxkaprit HTTP-06paboTyank njs mosrydaer OJuH apryMeHT, 00beKT 3a1poca.

Limit Conn
Ilo3BosisieT OrpaHMYUTh YUCJIO COENUHEHHIl 10 3aJaHHOMY KJIIOUY, B YACTHOCTH, YHCJIO COETUHEHUN C
onuoro IP-aspeca.

VYuTBIBAIOTCS HE BCE COSIUHEHNS, a JINIIH Te, B KOTOPLIX NMEIOTCST 3alIPOChl, 00pabaThIBaeMble CEPBEPOM,
¥ 3ar0JIOBOK 3alIpoca y2Ke IIPOYUTAH.
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Mpumep koHcpurypayun

http {
limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {
limit_conn addr 1;

3

OdupekTusnbl

limit conn

Cunrakcuc limit_conn 30Ha “ucnao;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3aiaer 30Hy pa3/IesIsieMoil MaMSITH U MAKCHMAJIBHO JOITYCTUMOE UNCJIO COEINHEHUN ISt OTHOTO 3HAYCHS
kuto4a. [Ipu npesbiieHnn 3TOro Yncsa B OTBET HA 3aIIPOC cepBep BepHeT owubky. Hampumep, TupekTuBbI

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
location /download/ {
limit_conn addr 1;

3

pa3pemniamT OJHOBPEMEHHO 0bpabaThiBaTh HE OoJsiee OMHOTO coeauueHus ¢ oxuHoro [P-aapeca.

(5 ) IIpumeuanue

B HTTP/2 u SPDY KaxK/iplil apajulesIbHBIN 3aIPOC CUUTACTCS OTIEJILHBIM COEJIUMHEHIEM.

HupekTus limit _conn mMoxkeT OBITH HecKosibKO. Hampumep, ciiemyiomas KOHMUTypaIus OrpaHuInBaeT
YUCJI0 COEJIMHEHNIA C CepBEPOM C OJIHOTO KJIHmeHTCKoro IP-ajpeca u B TO yKe BpeMsl OrpaHUIUBAET 00IIee
YUCJIO COEJINHEHUI C BUPTYaJIbHBIM CEPBEPOM:

limit_conn_zone $binary_remote_addr zone=perip:10m;
limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;
limit_conn perserver 100;
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JUpEeKTUBBI HACTEIYIOTCS C MIPEIBIAYINEro YPOBHS KOHMUTYPAITUN IIPU YCIAOBUU, UTO HA JAHHOM yPOBHE
He OIMCAHBI CBOU JINPEKTUBHI limit_ conn.

limit conn dry run

Cunrakcuc limit_conn_dry_run on | off;
ITo ymonwa- 1limit_conn_dry_run off;
HHUIO

Konrekcr http, server, location

Bxiiogaer pexxum npobHOTOo 3amycKa. B JanHoOM pekuMe YUCsI0 COeIMHEHU He OrPAHNINBAETCS, OJHAKO
B 30Me Pa3dessemoli namMAmU TEKYIee THCJI0 N30BITOUHBIX COEIMHEHII YIUTHIBACTCI KAK OOBITHO.

limit conn log level

Cunrakcuc limit_conn_log_level info | notice | warn | error;
IlIo ymomga- 1limit_conn_log_level error;

HUIO

Konrekct http, server, location

SajaeT XKejaeMblil YPOBEHb 3AITUCH B JIOD CJyYaeB OTPAHUYEHUS YUCJIa COEJMHEHNUI.

Iimit_conn_status

Cunrakcuc limit_conn_status x0d;
Ilo ywmomuya- 1limit_conn_status 503;
HUO

Konrekcr http, server, location

IIozBosisieT epeonpeeMTh KO OTBETA, UCIOJIb3yEeMbIN TPU OTKJIOHEHUN 3aIIPOCOB.

limit conn zone

Cunrakcuc limit_conn_zone K.oY zZOne — HA36AHUE PASMED;
Ilo ymomua- —

HUIO

Konrekcr http

SaﬂaGT ITapaMeTpbl 30HBI pas,aenﬂeMoﬁ IHaMATH, KOTOPpasd XpaHUT COCTOAHHNE JIJId PA3HBIX 3HAYEHUN KJIIO-
ga. CocTosiHre B 4aCTHOCTH COIEPZKUT TeKyliee InCJIo COG,HI/IHQHI/IIZ. B kauecTBe Kir09a MOXKHO HCIIOJIb-
30BaThb TCEKCT, IIEPEMCHHbBIC 1 UX KOIVI6I/IH&HI/II/I. SaHpocm C IIYCTBIM 3HAaYCHUEM KJIIOYa HC YIUTHBIBAIOTCA.

IIpumep ncnonb3oBaHMS:

[limit_conn_zone $binary_remote_addr zone=addr:10m;

3/tech B KadecTBe KIo49a ucrnosb3yercs IP-agpec kinenra. O6parnre BHIMAHNE, ITO BMECTO TEPEMEHHOMN
$remote_addr ucnosb3oBana repeMenHas $binary_remote_addr.
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Jymna sHavenus mepeMennoit $remote addr moxker xosebarbes or 7 g0 15 GaiiT, Ipu 3TOM pasmep
XPAHMMOI'O COCTOSIHUSI COCTaBjsieT Jinbo 32, ymbo 64 Oaiita Ha 32-6uTHBIX mwiardopmax u Beerga 64
Gaiita Ha 64-OUTHBIX.

Jonna 3navenus nepemennoit $binary remote _addr Bcerna pasna 4 Gaiiram mis IPv4-anpecos uim 16
6aitram ms IPv6-anpecos. IIpu sTom pa3mep cocrosuus Bcerga pasen 32 min 64 6aiitam Ha 32-OUTHBIX
mwiardopmax u 64 Gaitram Ha 64-OUTHBIX.

B 30me pazmepom 1 MerabaiiT MoyKeT pa3MECTUThCSI OKOJIO 32 THICAY COCTOSIHMM pa3mepoM 32 GaiiTa mim
16 TeIcaY cocTosiauit pasmepom 64 Oatita. [Ipu mepemnosiHeHNN 30HBI B OTBET HA MOCJIEIYIONINE 3AIIPOCHI
cepBep OyzeT BO3BpAIIATh 0w uOKY.

BcTpoeHHble nepemeHHble
$limit_conn_status

XPaHUT pe3yabTaT OrpaHUYeHUsT qUCTIA, COEeJIMHEH NI PASSED, REJECTED WIn
REJECTED DRY RUN

Limit Req
TlozBosIsIeT OrpaHUYUTH CKOPOCTH OOPADOTKY 3AIPOCOB M0 3aIaHHOMY KJIIOUY WJIMA, KaK YaCTHBIN CIIy-

qail, CKOPOCTb 0OpabOTKU 3AIPOCOB, MocTynammux ¢ oguoro [P-agpeca. Orpanndenue obecnieanBaeTcst
¢ moMmoIpio Merona "leaky bucket".

Mpumep koHcpurypayun

http {
limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {
limit_req zone=one burst=5;

3

OupekTnssbl

limit_req

Cunrakcuc limit_req zone=na3sanue [burst=wucao| [nodelay | delay=wucaol;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3aJiaer 30Hy pasjeigeMoii maMaTu (zone) u MAKCUMAJbLHBIA pa3Mmep Bciuiecka 3anpocos (burst). Ec-
JIU CKOPOCTD TMOCTYIJIEHUs 3a4IIPOCOB MPEBBIMIAET OMUCAHHYIO B 30HE, TO NX 06paboTKa 3aJ1epKUBAeTCs
TaK, ITOOBI 3aITPOCHI 0OPADATHIBAINCH C 3aAHHON CKOPOCTHIO. V3OBITOUHBIE 3AITPOCHI 33 I€PIKUBAIOTCSI
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JI0 TeX TIOP, MOKA UX YUCJIO HEe TMPEBBICUT MAKCUMAJIBHBINA pa3dMep BeIiecKa. [Ipu mpeBbiieHnn 3ammpoc
3aBepiaeTcd ¢ omuoOkoit. Ilo yMomuanuio MakcuMasbHBI pa3Mep BCIJIeCKa paBeH Hys0. Hampumep,
JUPEKTUBDI

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
location /search/ {
limit_req zone=one burst=5;

}

IIO3BOJIAIOT B CpeJHeM He 6outee 1 3allpoCa B CEKYH/Y CO BCIIJIECKaMH HeE 6oJtee 5 3aIIPpOCOB.

Ecnm xe m30bITOUHBIE 3AIIPOCH B IIPEIEIAX JUMUTA BCIJIECKOB 3aJ€PXKUBATH HE TPEOyeTCsi, TO CJIeIyeT
HCIIOJIb30BaTh napaMerp nodelay:

[1imit_req zone=one burst=5 nodelay; }

ITapamerp delay 3a/aeT JIUMHUT, 110 JTOCTUKEHUHA KOTOPOr'O M30BITOYHBIE 3aIIPOCHI 33/I€PYKUBAIOTCS. JHA~
YeHre 110 YMOJTIAHUIO PABHO HYJIIO U O3HAYAET, 9TO 33€PKUBAIOTCHA BCE M3OBITOIHBIE 3AIIPOCHI.

HupekTrus limit_req MoxKeT ObITH HecKoJIbKO. Hampumep, cienyromast KOHMUIypalus OrpaHuYnBaeT
CKOPOCTb 00pabOTKU 3allpoCcoB, MOCTymamomux ¢ omgaoro IP-ajpeca, m B TO Ke BpeMsi OrDAHUYIUBAET
CKOPOCTBH 00PabOTKH 3aIIPOCOB OJHUM BUPTYAJIHHBIM CEPBEPOM:

limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s;
limit_req_zone $server_name zone=perserver:10m rate=10r/s;

server {

limit_req zone=perip burst=5 nodelay;
limit_req zone=perserver burst=10;

J

JlMpeKTUBBI HACJIEYIOTCS C IIPEIBIIYINEro yPOBHS KOHMUIYPAIUA IIPU YCJIOBUH, UTO Ha JIAHHOM YDPOBHE
HE OIMCAHBbI CBOM JUPEKTUBHI 1imit_req.

limit _req dry run

Cunrakcuc limit_req_dry_run on | off;
IlIo ymomua- limit_req_dry_run off;
HUIO

Konrekcr http, server, location

Bkirouaer pexkum mpobHOro 3amycka. B maHHOM pexkumme CKOPOCTb 00pabOTKX 3alpOoCcCOB HE OrPAHUYHU-
BAETCA, OTHAKO B 30HE PA30eAAeMOl NAMAMU TEKYIEe INCI0 M30OBITOUHBIX 3allPOCOB YIUTHIBACTCA KaK
OOBIYHO.
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limit _req log level

Cunrakcuc limit_req_log_level info | notice | warn | error;
Ilo ywmomua- 1limit_req_log_level error;

HUIO

Konrekcr http, server, location

SajaeT xKeaeMblil yPOBEHb 3aIICH B JIOT CJIy9aeB OTKa3a B 00paboTKe 3aIIPOCOB IIPH IPEBBIEHIN CKOPO-
CTHU ¥ CIIyYaeB 33JI€P2KEK ITPU 00paboTKe 3apoca. 3a/1epKKH 3aUCHIBAIOTCS B JIOT' ¢ YPOBHEM HAa €IUHUILY
MEHBIIIM, Y€M OTKa3bl, HAIPUMED, ecyin yKazano limit_req_log_level notice;, TO 3a/iep:KKHU OYyIyT
3alUCBIBATHCA B JIOT Ha ypoBHe info.

limit_req_status

Cunraxcuc limit_req_status xod;
ITIo ymomua- limit_req_status 503;
HUIO

Konrekcr http, server, location

IlozBosisieT epeonpenenTh KO OTBETA, UCIOJIb3yEeMbIN TPU OTKJIOHEHUN 3aIIPOCOB.

limit req zone

Cunrakcuc limit_req_zone K404 zone=na3sanue:pasmep rate=cKopocmo;
Ilo ymomua- —

HUIO

Konrekct http

3ajiaer mapaMeTphbl 30HBI Pa3/IeIsieMOil TaMSTH, KOTOPas XPAHUT COCTOSTHUE [IJTsl PA3HBIX 3HAYEHUH KITIO-
ga. CocTosiHme B YACTHOCTU XPAHUT TEKYIIEE JIHCJIO M30BITOTHBIX 3alIPOCOB. B KadecTBe KII0Ya MOXKHO
WCIOJIb30BATh TEKCT, IIePEMEHHbIE U UX KOMOWHAIINU. 3aIllPOCHI C MYCTHIM 3HAYEHUEM KJIIOYa HE YIUThI-
BaIOTCA.

HpI/IMep HCIIOJIL30BaHU A

[limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

B nannoM ciydae cOCTOSIHMS XPAHATCA B 30He one pasmepoMm 10 merabailT, U cpemHsisi CKOPOCTb 0Opa-
OOTKU 3aIPOCOB JIJTsl STON 30HBI HE MOXKET IPEBLINIATL 1 3a1poca B CEKYH/LY.

B kadecrBe ruroua ucnonwsdyercst [P-agpec ksmmenta. OOpatuTe BHUMaHUE, 9TO BMECTO IIEPEMEHHOI
$remote_addr ucnosb3yercs mepemertasi $binary_remote_addr.

Jnuna 3nadenus: nepemenHoit $binary_remote_addr Bcerma pasua 4 6aiitam g [Pv4-agpecoB min
16 Gaitram gy [Pv6-azxpecos. Ilpu sTom pasmep cocrosuusi Beerya paBeH 64 Oaiitam Ha 32-OUTHBIX
mwrardgopmax u 128 daiitam Ha 64-OMTHBIX ILIAT(HOPMAX.

B 3one pazmepom 1 merabaifT MOXKeT pasMeCTUThCsS OKOJIO 16 Thicsd cocTosinuit pa3zmepom 64 Haiita man
OKOJIO 8 THICSY COCTOSHUIT pa3mepoM 128 OaifT.

IIpu mepemnosiHeHUn 30HBI yIaJisieTCs HanMeHee BOCTPeOOBAHHOE cocTosiHue. Ecim u 9To He 1O3BOJISET
€O03/1aTh HOBOE COCTOsIHUE, 3aIIPOC 3aBEPIIAETC C 0WUOKOU.

Ckopoctb rate 3ajaercs B 3a1pocax B ceKyny (r/s). Ecium xKe HyKHa CKOPOCTH MEHBIIIE OJHOTO 3a1IpOca
B CEKYHJLY, TO OHA 33JIaeTCs B 3a1pocax B MUHYTY (r/m), HAIIpUMED, HOJI3AIpOoca B ceKyH Iy — 310 30r/m.
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BcTpoeHHble nepemeHHble

$limit_req_status

XPaHUT pe3yabTaT OrPAHUYEHUs] CKOPOCTH mocTymeHuda 3anpocos: PASSED, DELAYED, REJECTED,
DELAYED_DRY_RUN nsiu REJECTED_DRY_RUN

Log

Momaynb 3amuchIBaeT JIOTH 3aIllpOCOB B YKa3aHHOM (hopMaTe.

Jloru 3anuceIBalOTCs B KOHTEKCTEe location, rje 3akaHInBaeTcst 00paboTKa. 1o MOXKeT ObITh location,
OTJINYHBII OT IIePBOHAYAJIBHOIO, €CJIN B IIpOIecce 00pabOTKU 3alIpoca IIPOUCKOIUT SHYMPEHHEE NePeta-
npasaeHUe.

Mpumep kondurypauun

log_format compression '$remote_addr - $remote_user [$time_local] '

'"$request" $status $bytes_sent '
'"$http_referer" "$http_user_agent" "$gzip_ratio

ni .
>

access_log /spool/logs/angie-access.log compression buffer=32k;

OupekTusnbl

access log

Cunrakcuc access_log nymbv [Popmam [buffer=pasmep| [gzip[=cmenenv|] [flush=epema]
[if=ycaosuell;
access_log off;
Ilo ymomua- access_log logs/access.log combined; (yTh 3aBuUCHT OT IApaMerpa COOPKU
HUIO --http-log-path)
Konrekcr http, server, location, if B location, limit except

BamaeT nymo, gopmam U HacTpoiiku Oydepu3oBaHHON 3amucu B Jior. Ha oaHoM ypoBHE KOHMUIYpanun
MOXKET HCIIOJIb30BaThCsl HECKOJIBKO JIOTOB. 3aINCh B syslog HacTpanBaeTcs: yKazanueM npedukca "syslog: "
B mepBoM mapamerpe. CrieruaabHoe 3HaUeHNe off OTMEHSIeT BCe AUPEKTHBBI access_log ISt TEKYyIIero
ypoBHsi. Ecyin bopmar He ykazaH, TO HCIOJB3yeTCsl Ipeompeieaennsiii hopmar "combined”.

Ecim 3aman pasmep 6ydepa ¢ momolinpio napaMerpa buffer nin ykasas napaMerp ¢zip, TO 3alliChb OyIeT
Oy bepu30BaHHOIA.

“* OcropoxxHo

Pasmep Oydepa noikeH ObITb He OOJIBINIE pa3Mepa aTOMAPHON 3alucu B AUCKOBBIN daitr. s
FreeBSD sTor pasmep neorpanmdes.

[Tpu BrITOYEHHO# Oydepu3annu JaHHbIE 3AMUCHIBAIOTCI B (aili:
® ©CJIM Oovepe/iHasl CTPOKA JIOTa He MoMeInaeTcst B 0ydep;
e cciu JlaHHbIe B Oydepe HAXOmATCs JIOJIbIIEe NHTEPBAJIa BPEMEHH, 3a/[AHHOr0 napaMeTpoM flush;

® DU NEPeOMKPLIMUL A02-Paliig WA 3aBepIIeHnH pabovero mporecca.
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Eciu 3aa1 napamerp g¢zip, To 6ydep 6yier ckuMaTbcsl 1epet 3auchbio B ¢aita. CrerneHb cxKaTusl MOXKET
ObITh 3a/aHa B juamnasoHe oT [ (GbicTpee, HO XyxXKe cxkarhe) n0 9 (MejJieHHee, HO JIydIle CXKATHE).
Ilo ymomganuto ucnonb3ytores Oydep pasmepom 64K Gait u crenenb cxxarust 1. laHHBIE CoKUMaioTCs
ATOMApPHBIMU OJIOKAMU, U B JIIOOOI MOMEHT BpeMeHU JIorT-hailil MOXKeT ObITh PACHAKOBAH WJIM MPOYUTAH
C IOMOIIBIO yTuauThl "zcat”.

IIpumep:

[access_log /path/to/log.gz combined gzip flush=5m;

@ Baxmno

st moep:kKu gzip-cxkaTust JIoroB Angie josikeH ObITH cobpaH ¢ OubmoTeKoit 21ib.

B nytu daiia MOKHO UCIIOIB30BATH TIEPEMEHHBIE, HO TAKWE JIOTH MMEIOT HEKOTOPhIE OTPDAHMICHMUS:

® 1.04b306aMeEND, C TPABAME KOTOPOTO PA0OTAIOT PabOvne IIPOIECCHI, MO/KEH MMETh [IPaBa Ha CO-
3nanne QailjioB B KaTajgore ¢ TAKMMH JIOTaMU;

e He paboraer Oydepuzarusi;

e bails1 OTKpBIBaETCs JJIsT KayK/[0W 3aIlMCH B JIOT U Cpa3y Ke IocJe 3anucu 3akpoiBaercs. Ciejyer
OJIHAKO UMETH B BUJLY, UTO IIOCKOJIbKY JIECKPUIITOPHI YACTO UCHOJIb3yeMbIX (DailjloB MOTYyT XPaHUTh-
¢ B KdIIIe, TO NIPU POTAIINN JIOTOB B TEUEHHE BPEMEHH, 33/JAHHOI0 ImapaMeTpoM valid TUpeKTHBBI
open_log_file cache, 3anCh MOXKET MIPOJIOJIZKATHCS B CTapbIil daiir.

e IIpU KaxKJOH 3aIliCHU B JIOT IIPOBepAeTCs CyIeCTBOBaHUE KOPHEBOI'O KaTaJjlora JjId 3allpoca — €CJId
9TOT KaTaJIOI' He CYIIeCTBYET, TO Jor He co3jaercs. I[loaromy root u access log Hy?KHO OIUCHIBATH
Ha OJIHOM YPOBHE KOH(MUI'ypaIuu:

server {
root /spool/vhost/data/$host;
access_log /spool/vhost/logs/$host;

ITapamerp if BK/IIOUAET YCJIOBHYIO 3aIHCh B JIOT. 3aIIPOC He OyIeT 3aIIUCHIBATHCS B JIOT, €CJIU PE3YJILTATOM
BBIUNCJIEHUs ycjaoBus siBiasiercss "0" wim mycrtasi crpoka. B ciemyiomeM mpuMepe 3alpochl ¢ KOJIAMU
OTBeTa 2XX U 3XX He Oy/IyT 3allUCHIBATHCS B JIOT:

map $status $loggable {
~~[23] O0;
default 1;

}

access_log /path/to/access.log combined if=$loggable;

log_format
Cunrakcuc log_format umsa [escape=:samp:default | json | none | cmpoxka ...;
Ilo ymomga- log_format combined "...";
HHIO
Konrekcr http

3asaer dhopmar Jora.

IIapameTp escape 103BOJIIeT 33/1aTh SKPAHUPOBaHUE CUMBOJIOB json min default B IepeMEHHBIX, II0
YMOJTYAHUIO UCHoJib3yercs default. 3HaueHne none OTK/II0YAET SKPAHUPOBAHUE CUMBOJIOB.
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IIpu ucnonbzosanun default cumsosier """, "\ ", a TakzKe CUMBOJIBI CO 3HAUCHUSIMH MEHBIIE 32 MU 00JIb-
b b

nie 126 sxkpanupytorcsa kKak "\xXX". Ecyin 3nadenue nepeMeHHON He HAHIEHO, TO B KAYeCTBE 3HAYCHUS

B JiOT OyzeT 3amuchiBarhes fgecduc "-".

IIpn ncnonp30BaHMK jSon SKPAHUPYIOTCs BCe CHMBOJIBL, HegonycTumble B JSON crpokax: cumBoser """
u "\" skpanupyrorca kak "\"" u "\\", cuMBOJIbI CO 3HaUEHUSIMU MeHbIe 32 dKpaHupyorcd Kak "\n'",

H\I.ll’ H\tll7 ll\bll’ ll\fll Ia "\U.OOXX".

CTpokn 3arosioBka, IepefaHHble KJIMEHTY, HaduHaloTcs ¢ npeduxca sent_http_, nHanpumep,
$sent_http_content_range.

B komdurypanum Bcerga CymecTByeT MpeIopeIe/IeHabiii (popmar combined:

log_format combined '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent"';

open_log_file cache

Cunrakcuc open_log_file_cache max=N [inactive=epems| [min_uses=N]| [valid=epemas];
open_log_file_cache off;

Ilo ywmomua- open_log_file_cache off;

HUIO

Konrekcr http, server, location

3asaer K311, B KOTOPOM XPAHSATCHA JIECKPUNTOPHI (ailjioB 4acTO MCIOJIb3YEeMbIX JIOTOB, IMEHA KOTOPBIX
3a/IaHbI C UCIOJb30BaHNeM rrepeMeHHbIX. [lapameTpsr:

max 3ajilaeT MaKCHUMAaJIbHOE YHCJIO JIECKPUIITOPOB B K3IIE; MPU MEPEIOJHEHUN KA,
nanmenee BocrpeboBanubie (LRU) necKkpunropbl 3aKphIBAIOTCS.

inactive 3ajaeT BpeMs, MOCjae KOTOPOro KIMTMPOBAHHBIN JIECKPUIITOP 3aKPBIBAECTCSI, €CIIH
K HeMy He ObLI0 oOpaieHuil B Tedenue 3Toro Bpemenu. Ilo ymomganuio — 10
CeKyH/I.

min_uses 3ajilaeT MUHIMAJIBHOE YHUCJIO UCIOJIb30BaHMil (hailjia B TeUeHHe BPEMEHU, 331aH-

HOTO MAapaMeTpoM inactive, mocje KOTOporo jeckpuntop daitia Oymer ocra-
BAaThCHA OTKPBITHIM B Kamre. [lo ymosraanuio — 1.

valid VKaszblaer, 4epe3 KaKOe BPeMsi HYKHO IIPOBEPATH, YTO (DAL eIre CyIIeCTBYeT MO,
TeMm ke umeneM. [lo ymomganuio — 60 cekymH/I.
off Sampernaer KIIMMPOBaHUE.

HpI/IMep UCIIOJIb30OBaHUA:

[open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2; ]

Map

C03/1aeT IIepeMEHHbIEe, SHAYCHNA KOTOPBIX 3aBUCAT OT 3HAYEHU JAPYTUX IMEePpEeMEHHbIX.
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Mpumep koHcpurypayun

map $http_host $name {
hostnames;

default 0;

example.com 1;
*.example.com 1;
example.org 2;
*.example.org 2;
.example.net 3;
wap. * 4,

map $http_user_agent $mobile {
default 0;
"“Opera Mini" 1;

OupekTnssbl

map

Cunrakcuc map cmpoxa $nepemennan { ... }
Ilo ymomua- —

HUTO

Konrekcr http

Cozmaer HOByIO mepeMeHHYI0. Ke 3HatUeHne 3aBUCUT OT MEPBOTO IMapaMerpa, 3aJaHHOTO CTPOKOU C mepe-
MEHHBIMHU, HaIIPUMeD:

set $varl "foo";
set $var2 "bar";

map $varl$var2 $new_variable {
default "foobar_value";

}

3nech mepemenHas $new_variable Oymer uMerh 3HaYEHME, COCTABICHHOE U3 JIBYX NepeMeHHbIX $varl u
$var2, win 3HavYEHWE IO YMOJIYAHUIO, €CJIU 9TU IepeMEHHbIE HE OIPEIeICHbI.

O IIpumeuanne

TTocko/IbKY TepeMeHHbIE BBIYUCISAIOTCS TOJIBKO B MOMEHT MCIIOJIb30BAHUS, CAMO TI0 cebe HAJINIneE JaKe
0OJIBLIIIOTO YHCJIa OObABJICHNN HepeMeHHBIX "map" He BaedeT 3a cOOOH HUKAKUX JIOIOJHATEIbHBIX
pacxomoB Ha 0OPabOTKY 3aIIPOCOB.

ITapameTpsl BHyTpU OJI0Ka map 3aaI0T COOTBETCTBHE MEXK/Ly MCXOIHBIMHU M PE3yJILTUPYIOMUME 3HAYTE-
HUSIMU.

I/ICXO,IIHI)IQ 3HaYCHUA 3aJIAI0TCA CTPOKAMU UJIN PEryJIsApPHBIMU BbIPDazKCHUAMU.

CTpoKu MpOBEpsIIOTcs 6€3 ydera PerucTpa.
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Ilepes peryJisipHbIM BBIpasKeHHEM CTaBUTCA CUMBOJI "~ ", ecjiu Ipu CpaBHEHUU CJIEIyeT YUUTHIBATH pe-

IUCTp CHUMBOJIOB, JIn60 cuMBOJIBI " ~*" eciin perucTp cMMBOJIOB yUHTHIBATH HE HY?KHO. PeryispHoe BbI-
paKeHne MOXKeT COJepKaTh UMEHOBAaHHBIE U ITO3UIIMOHHBIE BbIJIEJIEHUS, KOTOPbIE MOT'YT 3aTe€M HCIIOJIb-
30BaThCd B JPYIUX JUPEKTUBAX COBMECTHO C Pe3yJIbTUPYIONIEil ITepeMeHHOM.

Ecnu nexoHoe 3HaUEHNE COBIAIAET ¢ MMEHEM OJIHOTO M3 CHENUAIbHBIX aPAMETPOB, OIIMCAHHBIX HUXKE,
repeJi HUM CJIeJlyeT IIOCTaBUTh cuMBOJI "".

B kauecrse PE3YJBTUDPYIOMIETO 3HAYCHUSA MO2KHO YKa3aTh TEKCT, IICPEMEHHYIO U UX KOM6I/IH8J_II/II/I.

Takxxe IOAAEP2KUBAIOTCA CJACAYIOINE CIIeIUaJIbHbIE ITapaMeTPBI:

default snauenue 3aJ1a€T PE3YJIBTUPYIOIIEe 3HAUCHHE, €CJIM UCXOAHOE 3HAUEHUE HE COBIIAIAET
HU C OJHUM W3 IIepevuncieHHbIX. Eciu mapaverp default He yKasaH, pe3yiib-
TUPYIOIUM 3HAYEHUEM 0 YMOJTIAHUIO OYJIeT IyCTasi CTPOKA.

hostnames YKa3bIBAET, UTO B KAYECTBE UCXOAHBLIX 3HAYEHMI MOXKHO HCIIOJIb30BaTh MaC-
Ky JJIsl TIEPBOI MJIN [TOCJIeIHEN YaCTH UMEHHN XOCTa. DTOT IIaPAMETP CJIeILyeT
YKa3bIBaTh IePEe] CIIMCKOM 3HAYCHUIA.

Hampuwmep,

*.example.com 1;
example. * 1;

Bwmecto nByx 3amnuceit

example.com 1;
*.example.com 1;

MO2KHO HCIIOJIb30BaThb OJHY:

[.exa.mple .com 1;

include ¢atin BKJIToUaeT Gailyr co 3HaUeHnsIMU. BKITIOYeHnT MOXKET ObITh HECKOJIBKO.
volatile YKa3bIBA€T, YTO IIePEMCHHAas HE KIIMIUPYETCs.

Ecan ucxomHoMy 3HAUYEHHIO COOTBETCTBYET HECKOJBKO M3 YKA3aHHBIX BapUAHTOB, HAIIPUMEP, OTHOBpPE-
MEHHO TOAXOJST U MacCKa, W PEryJsipHOE BbIpaXkKeHue, OyJeT BbIOpaH MEpPBBIM MOAXOISINNA BAPDUAHT B
cJIeIyIoIeM IopsiJiKe IPHopuTeTa:

1. CrpokoBoe 3HaueHne H6€3 MACKU.

2. Camoe JJIMHHOE CTPOKOBOE 3HAUYEHNE C MACKOW B HadaJie, HapuMmep "*.example.com".
3. Camoe JJIMHHOE CTPOKOBOE 3HAYEHUE C MACKOM B KOHIlE, HanpuMmep "mail.*".
4

ITepBoe mozxosIIee PEryIsipHOE BhIpaXKeHne (B HOPsKe CJIe0BaHNs B KOHMDUIypannonHoM daii-
Je).

5. 3uadenue 10 ymondanuio (default).
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map _hash _bucket _size

Cunrakcuc map_hash_bucket_size pasmep;

Ilo ymomya- map_hash_bucket_size 32|64|128;
HUO

Konrekcr http

3asaer pa3mMep KOP3WHBL B XIIMI-TAOJUIAX JJI IEPEMEHHBIX Map. SHAYCHUE [0 YMOJTIAHUIO 3aBUCHT OT
pa3mMepa CTPOKHU Ka1Ia mporieccopa. 1lompobdree HacTpoitka X31-Tabul; 00CyKIAeTCst OTIETbHO.

map _hash _max _size

Cunrakcuc map_hash_max_size paswmep;
Ilo ywmomua- map_hash_max_size 2048;
HUIO

Konrekcr http

3amaeT MaKCUMAaJIbHBIA pa3Mep X3II-TabJ NIl I epeMeHHbIX map. [lonpobHee HACTPORKA XIII-TAOJINII
00Cy?KIaeTCsT OTAETBHO.

Memcached
Tozsosger mosyuars orBer u3 cepsepa memcached. Kiou 3amaerca B nepemennoit $memcached_ key.

Oreer B memcached JqoJizKeH OBITH TIPEIBAPUTEIHHO MOMEINEH BHEITHUM IO OTHONIEHHWIO K Angie crmoco-
60M.

Mpumep koHpurypayun

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;
}
location @fallback {
proxy_pass http://backend;
}
}
AduvpekTunsbl

memcached _bind

Cunraxcuc memcached_bind adpec [transparent| | off;
Ilo ymomua- —

HUIO

Konrekcr http, server, location
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Sazaer JiokabHbIi [P-agpec ¢ Heobs3aTEIBHBIM IIOPTOM, KOTOPBIN Oy/1eT UCIOJIb30BATHCS B UCXOISIIIX
coeIMHEHUsIX ¢ cepBepoM memcached. B 3HaueHnn mapamerpa JOMyCTUMO HCIIOJIH30BAHUE ITEPEMEHHBIX.
Cuermaibaoe 3Hadenne off oTMeHsieT HeiicTBrUe yHACIEIOBAHHON C IPENBIIYINEro YPOBHsST KOH(MUIypa-
nuu JupekTunsl memcached bind, TI03BOJIsIS CHCTEME CAMOCTOSITEILHO BLIOMpaTh JoKaabHbI [P-apec
U TIOPT.

IIapamerp transparent mosBosiseT 3a7aTh HeJOKaJbHBIH [P-anipec, KOTOpBIil OyIeT UCIOIH30BATHCHA B
UCXOISATINX COEIMHEHUSIX C IIPOKCUPYEMBIM CEpBEPOM, HAllpuMep, peaJibhbiil [P-anpec kiuenta:

[memcached_bind $remote_addr transparent; }

st paboThl mmapaMerpa OOBIYHO Tpebyercst 3allyCTUTh pabodre mpolecchl Angie ¢ NPUBUJIETUSIME CY-
nepnoavazosamens. B Linux 3ro He Tpebyercs, TaK KakK eCjIu yKa3aH Imapamerp transparent, To pabodue
mporecchl HacaenytoT capability CAP. NET RAW u3 ry1aBHOTO TIPOIECCa.

@ Baxmno

Heobxommmo HACTPOUTH TAOJIHITY MAPIIPYyTU3AIIAN SIPa JJIsI IepexBaTa CeTeBOTO TpaduKa ¢ cepBepa
memcached.

memcached _buffer _size

Cunrakcuc memcached_buffer_size pasmep;
Ilo ywmomua- memcached_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Sazaer pasmep Oydepa, B KOTODBIH OyIeT YUTATbCs IepBas 4acTh OTBETa, I0JIyYaeMOro OT CepBepa
memcached. OTBeT CHHXPOHHO II€PEIAeTCs KJINEHTY CPa3y Ke 110 Mepe €ro MOCTYIJICHHS.

memcached connect timeout

Cunrakcuc memcached_connect_timeout epems;
Ilo ymomga- memcached_connect_timeout 60s;
HUIO

Konrekcr http, server, location

SajaeT TaitMayT JIs yCTAHOBJIEHUsT coeinaenns ¢ cepsepom memcached. Heobxoumo umeTs B BULy, 9TO
9TOT TaiiMayT OOBIYHO HE MOKET IIPEBBIINATH 75 CEKYH/I.

memcached gzip flag

Cunrakcuc memcached_gzip_flag ¢aae;
IIo ywmomua- —

HHIO

Konrekcr http, server, location

Brurouaer mpoBepky ykazanuoro ¢iara B orBere cepBepa memcached u ycranoeky mosist "Content-
Encoding" 3arosioBka orsera B "gzip", eciin 3T0T (b1ar ycraHOBJIEH.
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memcached next upstream

Cunrakcuc memcached_next_upstream error | timeout | invalid_response | not_found | off
.

Ilo ywmomua- memcached_next_upstream error timeout;

HHIO

Konrekcr http, server, location

OrmpefiesisieT, B KAKUX CJIydasx 3ampoc OyJIeT mepeiaH CIeIyIoneMy B IPYIIe upstream cepBepy:

error IIPOM30IIJIa OIMMOKA COEINHEHNUS C CEPBEPOM, IIEPEIadr MY 3aIPOCa MJIH YTEHUS
3aroJIOBKa OTBETa CEPBEPA;
timeout IIPOM30IIIe]I TaliMayT BO BPeMsl COEJMHEHUs C CEPBEPOM, Iepejladil eMy 3alpoca

WM YTEHUd 3aroJI0BKa OTBETa CepBeEpa;
invalid_response cepBep BEpHYJI IIyCTON WM HEBEPHBIA OTBET;
not_found cepBep He HallleJ OTBET;

off 3allpeniaeT Iepejady 3aIpoca CJIELYIONeMy cepBepy.

O IIpumeuannue

Heobxommmo moHnMaTh, 9TO Mepeiada 3ampoca CJIeIyIeMy CePBEPY BO3MOXKHA TOJIBKO IIPU YCJIOBUH,
9TO KJIMEHTY eIlle HUIero He Iepe1aBaioch. 1o ecTh, ecjii OmmOKa MIi TaiiMayT BO3HUKJIIN B CEPEIITHE
repejlady OTBeTa KJMUEHTY, TO JefiCTBUe JUPEKTUBbI Ha TaKOIl 3aIIpOC HE PACIPOCTPAHAETCA.

JlupekTuBa TakzKe OIPeeJIsieT, YTO CUUTAETC HeYdauHot nonumkot paboThl C CEPBEPOM.

error, timeout, Bcerzma cunraiorcs HeyJadHBIME MONIBITKAMH, JayKe €CJIM OHU He YKa3aHbI B JU-
invalid_response peKTHUBE.
not_found Huxorzma He cunTaercss HeyIaYHBIMU MOIBITKAMU.

Ilepenada 3ampoca ciaeayomeMy cepBepy MOXKET OBITh OFPAHUYEHA 10 KOAUUMECTNEY NONLIMOK U IO 8pe-
MEHU.

memcached next upstream _timeout

Cunrakcuc memcached_next_upstream_timeout epema;
Ilo ymomua- memcached_next_upstream_timeout O;
HUIO

Konrekcr http, server, location

Orpann4ymBaeT BpeMs, B T€YeHNE KOTOPOro BO3MOYKHA Tepejiada 3a1poca cAedyou,emy cepBepy.

0 OTKJIIOYAET 3TO OFPAHUYEHUE
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memcached next upstream _tries

Cunrakcuc memcached_next_upstream_tries wuc.ao;
Ilo ywmomua- memcached_next_upstream_tries 0;
HHIO

Konrekcr http, server, location

OrpaHnYmBaeT 9MUCJIO OIMYCTUMbBIX HOMBITOK IS IEPEIAYN 3aIPOCca CACIYIOUEMY CEPBEDPY.

0 OTKJIIOYAET 9TO OrpaHUYCHUE

memcached pass

Cunrakcuc memcached_pass adpec;
Ilo ymomua- —

HUIO

Konrekcr location, if B location

Bajaer ajpec cepsepa memcached. Anapec MoxkeT ObITH yKa3aH B BUJIE JOMEHHOTO uMenu uiau [P-ajpeca,
7 TIOpTA:

[memcached_pass localhost:11211; J

mwin B Buje mytn UNIX-cokera:

[memc ached_pass unix:/tmp/memcached.socket;

Eciu nomeHHOMY MMEHH COOTBETCTBYET HECKOJIBKO aJIPECOB, TO BCE OHM OY/yT UCIIOJb30BATHCS II0 OYe-
peau (round-robin). Kpome Toro, B KauecrBe ajipeca MOXKHO YKa3aTh 2pPYnny Cepeepos.

memcached read _timeout

Cunrakcuc memcached_read_timeout spems;
Ilo ywmomua- memcached_read_timeout 60s;
HUIO

Konrekcr http, server, location

Sajsaer TaiimayT pu ureHnn orBeTa cepBepa memcached. TaiimayT ycraHaBIMBaeTCsi He Ha BCIO IIE€pe-
JIady OTBETa, & TOJBKO MEXJLY JIBYMsl OIE€PAlUsMU YTeHUs. FKCIU 10 MCTEYEHUN STOr0 BPEMEHU CEpPBEp
memcached HEUYIEro He TEPEIACT, COCTUHEHNE 3aKPHIBACTCH.
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memcached send timeout

Cunrakcuc memcached_send_timeout epema;
Ilo ywmomua- memcached_send_timeout 60s;
HUIO

Konrekcr http, server, location

Samaer TaiimayT mpu mepemade 3ampoca cepBepy memcached. Taiimayr ycramaBimBaeTcs He Ha BCIO
epeiaty 3ampoca, a TOJbKO MEXKJy IABYMsi OIE€PAIMAME 3amucu. Kcjn M0 WCTeYeHnn STOTO BPEMEHHU
cepBep memcached He TpUMeT HOBBIX JAHHBIX, COEIMHEHUE 3aKPBIBACTCS.

memcached socket keepalive

Cunraxcuc memcached_socket_keepalive on | off;
IIo ywmomua- memcached_socket_keepalive off;
HUIO

Konrekcr http, server, location

Koudurypupyer nosesenne "TCP keepalive" mist ucxoasmux coeuHeHn K TPOKCUPYEMOMY CEPBEPY.

" IIo ymosmganmio Jursd cOKeTa JefCTBYIOT HACTPOUKHU OIIEPAIIMOHHON CHCTEMBI.
on Jutst cokeTa BKJtodaercsd mapamerp SO KEEPALIVE

BCTpOEHHbIe nepemMmeHHble

$memcached_key

3asaer KJIIOY JIjTsl TIOJTyYeHnst OTBeTa n3 cepBepa memcached.

Mirror

TlozBosIsIeT 3epKaJMPOBATH UCXOIHBII 3aIIPOC IIPH ITOMOIIH CO3/1aHus (DOHOBBIX 3ePKAIUPYIOMINX 1038~
pocoB. OTBeTHI Ha 3ePKAJUPYIONINE TOI3ANPOCH UTHOPUPYIOTCS.

Mpumep koHurypauyun

location / {
mirror /mirror;
proxy_pass http://backend;

location = /mirror {
internal;
proxy_pass http://test_backend$request_uri;
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AduvpekTunsbi
mirror
Cunraxcuc mirror uri | off;
Ilo ymomua- mirror off;
HUIO
Konrekcr http, server, location

Sagaer URI, Ha KoTOpbIil OyieT 3epKaaIupoBaThCsa UCXOIHBIN 3anpoc. Ha omHOM ypoBHE KOHMUrYpanum
MOYKET OBITH 3aJaHO HECKOJBKO 3epPKaJl.

mirror_request _body

CunTakcuc mirror_request_body on | off;
Ilo ywmomua- mirror_request_body on;
HUIO

Konrekcr http, server, location

OrnpeiesisieT, 3epKajJupoBaTh JIX TEJIO 3aIpoca KJIHEeHTA. Fciim BKIIIOYEHO, TO TEJO 3allpoca KJINEH-
Ta Oy/eT IPOYUTAHO IIEpPe]] CO3/AHMEM 3€PKAJMPYIOINX I10/3alpocoB. B sToMm ciryuae HeOydepuso-
BaHHOE IIPOKCHPOBAaHUE Teja 3alpoca KJNEHTa, 3aJaBaeMoe JupeKTuBamu provy request buffering,
fastegi request buffering, scgi request buffering m uwsgi request buffering, 6ymeT OTKIIIOYEHO.

location / {
mirror /mirror;
mirror_request_body 2
proxy_pass http://backend;

location = /mirror {
internal;
proxy_pass http://log_backend;
proxy_pass_request_body 3
proxy_set_header Content-Length "";
proxy_set_header X-Original-URI $request_uri;

MP4

ObGecrieunBaeT CepBEPHYIO MOJJEPXKKY IICEBIO-CTpUMUHTA JJist (aiinos B popmare MP4. Takue daitb
OOBIYHO UMEIOT pacmmpenus .mp4, .m4v u .m4a.

IIceBmo-cTpumuHr paboraeT B mape ¢ COBMECTHMBIM Memuarieepom. [laeep mocwimaer cepsepy HTTP-
3alPOC € YKa3aHUeM TOYKM BDEMEHHU CTapTa B apryMeHTe start cTpoku 3ampoca (BpeMsi 33/[aeTCsl B CeKyH-
Jlax), & CepBEP B OTBET IIOCHLIAET TI0TOK, Y KOTOPOTO HAYAJBHAS ITO3UIUST COOTBETCTBYET 3aIllPOIIEHHOMY
BPEMEHU, HAIIPUMED:

[http ://example.com/elephants_dream.mp4?start=238.88

ITO MO3BOJISIET B JIHOOOH MOMEHT BpeéMEHHU BBITTOJIHUTDH ITPOU3BOJIbHOE ITOSUIMOHUPDOBaHNE, a TaKzKe HadaTb
BOCIIpPOU3BECICHHUE C CEPEaUHBI BpeMeHHOﬁ IIKaJIbI.
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B dopmarax, ocnoBanubix Ha H.264, merajmamubie, HeOOXOIUMbIE JJIsI TOAIEPKKN TO3UITMOHUPOBAHMSI,
XPaHSTCsI B TaK Ha3bIiBaeMOM "moov-arome'. 910 dacThb aiiia, KoTopasi COIEPKUT WHIEKCHYI0 HH(POP-
MaIMIio I BCero aiiia.

o magasia BoCIpou3BeIeHus IIeepy HeOOXOIMMO TPOYUTATh MeTaJannbie. [Ijis 9Toro on OTChLIaeT Ccle-
IUaJbHBIN 3a1poc ¢ aprymenToM start=0. MHorue xomupyomnime IporpamMmbl JO0ABISIOT MeTa aHHbIE
B KOHerr, (aiiyia. 9TO HEONTUMAILHO JJIs TICEBI0-CTPUMUHTA, TIOCKOJIBKY ILIeepy HOTpebyeTcs 3arpy3uTh
dailsl eJIMKOM IIpexK/Jie YeM HadaTh BOCIpou3BelieHne. Ecan MerajjaHHbIe HAXOAATCA B Hadase (aiiia,
Angie ocTaTOYHO HAYATH OTIPABJATHL B OTBET cojep:kumoe daitia. Eciau e MeralaHHbIe HAXOIATCA
B KoHIle (daifiia, moTpedyeTcss MpOYnTaTh Bech (ailjl M HOATOTOBUTH HOBBIN MMOTOK, B KOTOPOM MeTa-
JIAHHBIE TIPEJIIECTBYIOT MEIUAHBIM JAHHBIM. DTO TPeOyeT JIOMOTHUTEHHOIO MMPOIECCOPHOIO BPEMEHH,
aMSATU ¥ JICKOBOIO BBOJIA,/ BBIBO/IA, IOTOMY JIydIlle 3apaHee 10/ ['OTOBUTH UCXOAHbIH (ailil s 1IceB1o-
CTPUMUHTA, HEXKEJIN JIeJIATh 3TO JIjIs KaXKJI0TI'0 3aIpoca.

Monynb Takxke nojep:kuaer aprymenT end HTTP-3anpoca, 3ajaromnuit BpeMsi OKOHYaHUsT BOCIIPOU3-
BeJleHNs OTOKa. AprymenT end 3aJaeTcs COBMECTHO C apI'yMEeHTOM Start MM CaMOCTOSTEIbHO:

[http ://example.com/elephants_dream.mp4?start=238.88&end=555.55

s 3ampoca ¢ HeHyJIeBbIMU apryMeHTaMu start uin end Angie canrbiBaeT u3 daitaa MeTagaHHbIe, TOTO-
BUT IIOTOK C 3AITPOIIEHHBIM JIUATIA30HOM U OTIIPABJISET €r0 KJIUEHTY. DTO TOXKE TPeOyeT JOMOJTHATETLHBIX
pecypcoB, KaK yKa3aHO BbIIIIe.

Ecan aprymenT start yka3biBaeT Ha BHICOKAJP, HE SBJIAIONIMIICA KIIIOYEBBIM, TO HAYAJO TAKOI'O BUJIEO
MOXKET BOCIIPOU3BOIUTHCS C OMMOKaMu. B 3TOM cjiydae K 3amparimBaeMoMy BUIEO MO2Yy1 ObITH 106aB-
JIEHBI OJIMKAUIINIl K TOYKE start KJI0YeBOM KaJp W BCe IMPOMEXKYTOUYHBbIE KaJIpbl MEXKIy Humu. [Ipum
BOCIIPOU3BEIEHNUN ITU KAJAPBI OYIAYT CKPBITHI Ipu momoru edit-sucTa.

Ecnu 3anpoc, obpabdaTsiBaeMblii 9TUM MOYJIEM, HE COJIEPXKUT apryMeHTOB start u end, JONOJHUTEIbHbBIE
pecypchbl He TpaTsaTcs, a (ailjl OTChLIAeTCs HEIIOCPEICTBEHHO KaK CTaTUIeCKuil pecypc. Hekoropsie 1iee-
PBI TAKZKe MOJIEPKUBAIOT 3AIIPOCHL ¢ YKA3aHUEM JUalla30Ha 3anpaimuBaeMbix 6aiiT (byte-range requests),
JJIst HUX 9TOT MOJYJIb He Tpedyercs.

IIpu cbopke m3 MCXOMTHOTO KOMA MOMIY/Ib HE COOMPAETCS MO YMOJYAHUIO; er0 HEeOOXOTUMO BKJIIOYUTH C
IIOMOIIBIO TTapaMeTpa cOopku --with-http_mp4_module. B makerax m oOpasax M3 HAIINX PEIO3UTOPHUEB
MOJIYJIb BKJIFOUEH B COOPKY.

“* OcropoxxHo

Ecisiz panee ucrnosp30BaJicss CTOPOHHUN MOMLYJIb Mp4, CIIEAyeT ero OTKIIOYUTD.

Cxoxkasl ToJiIepKKa 1ncesjio-crpumunra s FLV-daiiioB obecrieunBaercss mojayiaem FLV .

Mpumep koHdurypauymn

location /video/ {
mp4;
mp4_buffer_size im;
mp4_max_buffer_size 5m;
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AduvpekTunsbi

mp4

CunTakcuc mp4;

Ilo ymomua- —

HUIO

Konrekcr location

Bkutrouaer B comepxkariem location o6paboTKy ITHM MOIYJIEM.

mp4 _buffer_size

Cunrakcuc mp4_buffer_size paswmep;
Ilo ywmomua- mp4_buffer_size 512K;
HUIO

Konrekcr http, server, location

Sajiaer Hava bHBIN pasdmep Oydepa, ucnoJibsyemoro npu obpaborke MP4-daitios.

mp4 _max_ buffer _size

Cunrakcuc mp4_max_buffer_size pasmep;
IlIo ymonua- mp4_max_buffer_size 10M;
HUIO

Konrekcr http, server, location

B xome 06paboTkn MeTagaHHBIX MOXKET MOHAI00uThCs Oydep bosbirero pa3mepa. Ero pasmep me MoKeT
[IPEBBIIATH YKa3aHHOro, nHavde Angie Bepuer cepsepuyio oumbOky 500 (Internal Server Error) u sanurmer
B JIOT CJIeJIyIOIIee COODIeHNe:

" /some/movie/file.mp4" mp4 moov atom is too large: 12583268, you may want to increase
mp4 max_buffer size

mp4 _limit_rate

Cunrakcuc mp4_limit_rate on | off | xoodiPpuyuenm;
IIo ymonmya- mp4_limit_rate off;

HUIO

Konrekcr http, server, location

OrpanugmBaeTr CKOpOCThb Iepegadn 3amnpoierHoro MP4-daiiia kimenty. [IpenenbHoe 3HaYeHne BHIYUC-
JISTETCST YMHOXKEHUEM 3aJ]aHHOTO Koadduiyuenma Ha cpeaHuii ourpeirt daiira.

e Crnennabuoe 3HavueHne off OTK/IIOYaeT OrpaHUYEHNe CKOPOCTH.
e CrenuajpbHOE 3HAYEHHWE ON COOTBETCTBYET koafpuyuenmy 1.1.
e HauaJjo neiicTBust orpaHuteHusI peryJmpyercs 3HadenuemM mp/j limit_rate after.

3ampochl OIpaHUYNBAIOTCS WHINBUIYAJIBHO: €CJIM KJIMEHT OTKPBII JIBa COEIWHEHUsi, O0Iasi CKOPOCTH
yaBauBaeTcs. B cBsg3u ¢ aTuM oOpaTuTe BHUMAHWE HA [imit  CONN W COIyTCTBYIOIINE TUPEKTUBHI.
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mp4 _limit_rate after

Cunrakcuc mp4_limit_rate_after spems;
ITo ymomgya- mp4_limit_rate_after 60s;
HUIO

Konrekcr http, server, location

3agaer (B nepecyere Ha BpeMsl BOCIPOM3BEMEHUs) O0BEM MEIUAIAHHBIX, IOC/IE IIePeadn KOTOPOro CKO-
pocThb Oyzer orpaHuveHa AUPEKTUBON mp/ limit rate.

mp4 _start _key frame

Cunrakcuc mp4_start_key_frame on | off;
Ilo ywmomua- mp4_start_key_frame off;
HHIO

Konrekcr http, server, location

Brimouaer pexkuM, B KOTOPOM BHJIEO BCETJIa HAYMHAETCS ¢ KJIIOYEBOrO BUJICOKaIpa. ey aprymenT start
HE yKa3blBaeT Ha KJIIOYEBOU KaJIp, TO MEPBOHAYAJIBHBIE KAJPBI OyIyT CKPBITHI Mpu oMoty mpéd edit-
sucra. Edit-nmuersl mompiepKuBaoTes OOJBIIMHCTBOM I11IeepoB u Opay3epoB Bkjodas Chrome, Safari,
QuickTime u ffmpeg, yacruuno nouepxkuBatorcsa B Firefox.

Perl

Mogysib mo3BosisieT nmcaTh obpaborunku location m mepemenubix Ha Perl, a Takke BCTABIATH BBI30OBBI

Perl B SSI.

IIpu cbopke U3 MCXOTHOrO KOJia MOJIYJIb HE cOOMpaeTcs IO yMOJYAHUIO; €r0 HeOOXOIMMO BKJIIOYHUTH C
[IOMOIIBIO ITapaMerpa cOOpku --with-http_perl_module.

B mammx penosuropmsx MOJyJab CcOOpaH JUMHAMHYECKH M JIOCTYIEH OTJIEJIbHBIM I1AKETOM
angie-module-perl mm angie-pro-module-perl; HOAKJ/IOYUTH €r0 MOXKHO C IIOMOIIBIO JUPEK-
TuBbI load module.

@ Baxkno

st coopru aToro mosmysisi Heobxoaum Perl Bepcunm 5.6.1 u Boime. Kommuiasrop C mosker ObITh
COBMECTHM C T€M, KOTOPbIM ObL1 cobpan Perl.

N3BecTHble npobnembi

Mojtysib 9KCIIepUMEHTAJIbHBIN, TO9TOMY BO3MOXKHO BCeE.

Y0661 BO Bpems nepekoHduryparmn Perl mepekoMnunpoBaj nu3MeHeHHbIE MOJIYJ/IN, €r0 HyKHO cOOpaTh
¢ mapamerpamu -Dusemultiplicity=yes nmn -Dusethreads=yes. Kpome Toro, ¥Tobs! Bo Bpemst pabots! Perl
TepsJI MEHBIIE aMsITH, ero Hy?>KHO cobpaTh ¢ mapamerpoM -Dusemymalloc=no. Y3HaTh 3HAUCHUS ITUX
napamerpoB y yxe cobpannoro Perl MoxkHO Tak (B IprMepe NPUBEJIEHDI YKeJIaeMble 3HAYEHUS IapaMer-

poB):

$ perl -V:usemultiplicity -V:usemymalloc
usemultiplicity='define';
usemymalloc='n';
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Heobxomumo yauThiBaTh, uTO mocae mnepecoopku Perl ¢ nHoBbimMu mapamerpamvu -Dusemultiplicity=yes
wim -Dusethreads=yes npumercst Tak»Ke mepecobpars u Bce buHapHbIe MOy Perl, Tak Kak OHE IIPOCTO
repectanyT paborarb ¢ HOBbIM Perl.

Bo3M0KHO, [IABHBIA [IPOIIECC, & BCJIEH 33 HUM U pabodue IIPOIECChl, OyIyT yBeJUUUBATHCA B Pa3Mepax
Y KazK 101 Trepekondurypaimn. Koraa riaBHbIi IPOIECC BBIPACTET JI0 HENPUEMJIEMbBIX PA3MEPOB, MOZK-
HO BOCIOJIb30BATHCS IIPOIELYPOH 001HOGACHUA CEPEEPa 1A AEMY, HE MEHsS IIPU 9TOM CaM UCIOJIHSIEMbIi
daitr.

Ecmu monyss Perl BoimosiHsier [mre/ibHYIO OIIEpaIinio, HAIIPUMED, OIPEAeIsaeT aapec [0 UMEHU, COeIU-
H€TCS C JIPYTUM CEPBEPOM, JeJIaeT 3alpoc K 0a3e JAHHBIX, TO HA ITO BPEMs BCE OCTAJIbHBIE 3aIPO-
CBbI, 00C/Ty?KUBaeMble JaHHBIM pabOUINM MPOIECCOM, He OyayT oOpabaThiBaThbcst. [loaToMy pekomeHIyeTcst
OT'PAHUYUTHLCS OMEPAIUSIMU, BPEMS UCIIOJHEHUST KOTOPBIX KOPOTKOE U TIpeJICKa3yeMoe, HAIrpuMep, obpa-
IeHNe K JIOKAJIbHOM (ailjioBoil cucreme.

Mpumep koHdurypauymn

http {

perl_modules perl/lib;
perl_require hello.pm;

perl_set $msie6 '
sub {

my $r = shift;
my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9]\.\d+/;
return "";
}
server {

location / {
perl hello::handler;
by
}

Mounyuw perl/lib/hello.pm:

package hello;
use nginx;

sub handler {
my $r = shift;

$r->send_http_header("text/html");
return OK if $r->header_only;

$r->print ("hello!\n<br/>");
if (-f $r->filename or -d _) {

$r->print ($r->uri, " exists!\n");

}
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return 0K;

_END

OupekTusnbl

perl

Cunraxkcuc
ITo

HUIO

yMoT4a-

Konrekcr

perl modyan ::

location, limit _except

Pynryus | 'sub { ... }';

YcranasiauBaeT obpaborumk Perl amst manmoro location.

perl _modules

Cunrakcuc

IIo  ywmomua-
HUIO

Konrekcr

perl_modules nymuo;

http

3amaeTr JIOMOJTHUTEILHBIN My Th st Momayseit Perl.

perl _require

Cunrakcuc
Ilo

HUIO
Konrekcr

yMoI4a-

perl_require modyav;

http

Sajaer mMs MOJYJIsl, KOTODPBIA OyJIeT MOArpyKaTbCsi IPU KaxKIoi Iepekondurypamun. JlupexkTus
perl_require MOXKeT OBITH HECKOJIBKO.

perl _set
Cunrakcuc perl_set $nepemennas modyav :: pymnruyus | 'sub { ... }';
Ilo ymomua- —
HUIO
Konrekcr http

VcranapuBaer o6paboTunk Perl st ykasaHHOI IIepeMeHHO.
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Bbizos Perl ns SSI

Dopmar komanast SSI ¢ BerzoBom Perl ciemyiormmii:

<!--# perl sub="mooyas::pynkyua" arg="napamempl" arg="napamemp2" ...
-->

MeTogbl 06bekTa 3anpoca $r
$r->args

BO3BPAIAET apPTyMEHTHI 3aIPOCa.
$r->filename

BO3BparaeT uMs (aiiia, coorsercreyromee URI 3ampoca.

$r->has_request_body (0bpaborqnk)

BozBpaitaet 0, eciiu B 3ampoce HeT Tesa. Ecin »Ke B 3a1poce eCTh TEJI0, TO yCTAHABIMBAETCS YKA3aHHBIH
obpaborunk u Bo3Bpamaerca 1. [To okonuanun grenus Teja 3ampoca Angie BBI3OBET YCTAHOBJIEHHBIH
obpaborunk. O6paruTe BHUIMAHUE, 9TO HYKHO TI€PeJaBaTh CChUIKY Ha GyHKImo obpadboranka. [Ipumep:

package hello;
use nginx;

sub handler {
my $r = shift;

if ($r->request_method ne "POST") {
return DECLINED;
}

if ($r->has_request_body(\&post)) {
return OK;

}
return HTTP_BAD_REQUEST;
}
sub post {
my $r = shift;
$r->send_http_header;
$r->print ("request_body: \"", $r->request_body, "\"<br/>");
$r->print ("request_body_file: \"", $r->request_body_file, "\"<br/>\n");
return 0K;
}
ig
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END

$r->allow_ranges

paspelaer UCIoJIb30BaTh Auana3onsl 6aiit (byte ranges) npu mepezgade orsera.

$r->discard_request_body

yKa3blBaeT Angie HTHOPUPOBATDH TEJIO 3aIpoca.

$r->header_in (nose)

BO3Bpalla€T 3HAYCHUE 3aJaHHOTO II0JIA B 3aroJIOBKE 3alIpOCa KJIMEHTa.

$r->header_only

onpenesdeT, Hy>KHO JIA IlepeJaBaTh KJIMEHTY TOJBKO 3aroJIOBOK OTBETa WJIX BEChb OTBET.

$r->header_out (mosie, 3HaqeHue)

yCTaHaBJ/JIMBaeT 3HaYCHUE JJId 3aJJaHHOI'O IIOJId B 3ar'OJIOBKE OTBETa.

$r->internal_redirect (uri)

JeJlaeT BHyTPEHHEe IepeHalpaBeHne Ha yKa3aHHblil uri. [lepenamnpaBienne mponcxoauT yKe mocye 3a-
Bepirenusi oopaborunka Perl. Merosn npunumaer skpanuposanabie URI u momnepkuBaer mepeHapas-
JIEHUST B UMENOGaHHbe location.

$r->log_error (ko4 _ owmbkn, coobujenve)

3aAIUCBIBACT YKa3aHHoe coobiierue B error log. e kod owubku HEHYIEBOM, TO K COODIIEHHUIO Oy1eT
J1I00aBJIEH KO/T OIIMOKK U €€ OIHCAHUE.

$r->print (rekcr, ...)

METO/L IIepeJaeT KJIIUCHTY JaHHbIE.

$r->request_body

BO3BPAIIAET TEJIO 3aIPOca KJIUEHTA IIPU YCJIOBUH, UTO TEJIO HE 3alUCAHO BO BpeMeHHbIH daiti. s Toro
9TOOBI TEJIO 3aIIPOCa KJINEHTa TAPAHTUPOBAHHO HAXO/WIOCH B MAMSITH, HY>KHO OTPAHUYUTD €r0 pa3Mep C
noMoInbio client mazx_body size m 3a7iaTh JI0cTATOMHON pa3Mep i Oydepa client  body buffer size.
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$r->request_body_file

BO3BpaIaeT uMs daiiia, B KOTOPOM XPAHUTCS TEJIO 3ampoca KianenTa. 11o 3aBepinennio oopaboTku daita
HEOOXOIMMO YIAJIUTL. JIsT TOro 9To0BI TE0 3aIlpoca KJANEHTa BCET/a 3alUCHIBAJIOCH B (aili, ciaexyer
BKJIOUUTDL client body in_ file only.

$r->request_method

Bozsparmaer HTTP-meros 3anpoca kineHTa.

$r->remote_addr

Bo3ppammaet [P-agpec kanenTa.

$r->flush

HEeMEJICHHO IepeaaeT TaHHbIe KJINEHTY.

$r->sendfile (ums [, cmewenue [, gauvna |])

repeiaeT KJIMEHTY COJEPKUMOe yKa3anuoro daiina. Heobs3arespHble mapaMerpsl 3aal0T HAYAJILHOE
CMeITeHNe U JIJINHY [IePeIaBAeMbIX JaHHbIX. Herrocpe1cTBEHHO ITepeiata JTaHHbBIX IPOUCXOIUT Y2Ke TOCTIe
3aBepirenus obpaborumka Perl.

$r->send_http_header ([Tun])

nepejiaeT KJIUEHTY 3aroJIOBOK OTBera. Heobs3aTe bHBbI NapaMeTp THI yCTAHABIMBAET 3HAYCHUE IIO-
as "Content-Type" B 3arosioBre orBera. [lycras cTpoka B KadecTBe THIIA 3allpeIlaeT Mepeady MO
"Content-Type".

$r->status (kog)

yCTaHaBJ/JINBae€T KO/ OTBETAa.

$r->sleep (MunncekyHgbl, 06paborymk)

YCTAHABINBAET YKA3aHHBI 00pabOTINK M OCTaHABJINBaeT 0OpabOTKY 3aIpoca Ha 3aJanHoe BpeMs. Angie
B 9TO BpeMsI IPOJOJIzKaeT obpabaThiBaTh Jpyrue 3amnpochl. [lo ncredennn ykazanHoro spemenu Angie
BBI30BET YCTAHOBJIEHHBIH 00paboTunk. O6parnTe BHUMAHNE, YTO HYZKHO IIePeJIaBaTh CChUIKY Ha (OYHKIHIO
obpaborunka. Jjis mepesadn JaHHBIX MEXKy 00paboTYMKaMU CJelyeT UCIOJIL30BaTh J7r->variable().
IIpumep:

package hello;
use nginx;

sub handler {
my $r = shift;

$r->discard_request_body;
$r->variable("var", "OK");
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$r->sleep(1000, \&next);

return 0K;

}

sub next {
my $r = shift;

$r->send_http_header;
$r->print ($r->variable("var"));

return 0OK;

_END_

$r->unescape (7ekcr)

JIEKOJIUPYET TEKCT, 3aJauublii B Buge "%XX".

$r->uri

BozBpammaeT URI 3ampoca.

$r->variable (ums [, 3Hauenue )

BO3BpAINAET WX yCTAHABINBACT 3HAUECHNE YKA3aHHOU ITepeMeHHoi. [lepeMennble TOKAIbHBI JITST KaXKI0TO

3armpoca.

Prometheus

Cobupaer cmamucmuky Angie, UCXoJs U3 ONPEIEJEHHBIX B KOH(MUTYypaluu MabJOHOB, U BO3BPAIIAET

chOopMUpPOBaHHBIE HA OCHOBAHUU ITUX MAOJOHOB MeTpuku B hopmare Prometheus.

A Buaumanune

MIHIO:

® JUPEKTUBBI Status zone;

Yrobbl CO6I/IpaTL CTaTUCTUKY, BK/JIIOIUTE B HY2KHBIX KOHTEKCTaX 30HY pasgenﬂeMoﬁ IIaMATH C IIOMO-

® MPEKTUBHI zone B http upstream wmm stream_upstream;

e mapameTpa status_zone B AUPEKTHBE resolver.
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Mpumep koHburypaumn

Tpu meTpukn 15t cOOpa CTATUCTUKH 3AIIPOCOB K CEPBEPHBIM 30HAM PA3/IeIIeMON TAMATH, 00 beIMHEHHbIE
B IIA0JIOH custom ¥ OIyOJIMKOBaHHBIE 10 IIyTH /p8s

http {

prometheus_template custom {
'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/total$
type=counter;

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/processing$
type=gauge;

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/discarded$
type=counter;

}
# ...
server {
listen 80;
location =/p8s {
prometheus custom;
}
# oo
}

B cocraB Angie BxonuT BcriomoraresibHbIN (aitn prometheus_all.conf, Ky/a BKIOUeH HAOOP 00IIEyTIO-
TPEOUMBIX METPUK, CBEJICHHBIX B IabJyion all:

Coaepxumoe caiina (Angie)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter
'help=The total number of accepted client connections.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter
'help=The total number of dropped client connectioms.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectiomns.';
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angie_connections_idle $p8s_value
path=/connections/idle

type=gauge
'help=The current number of idle client connectiomns.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=""/slabs/([~/]+)/pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=""/slabs/([~/]+)/pages/free$

type=gauge
'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]+)/slots/([~/]+) /used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.

'angie_slabs_pages_slots_free{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size
—in a slab zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specificy
—~size in a slab zone.';

'angie_resolvers_queries{zone="$1" type="$2"}"' $p8s_value
path=""/resolvers/([~/1+)/queries/([~/1+)$
type=counter
'help=The number of queries of a specific type to resolve in a resolver zome.';

'angie_resolvers_sent{zone="$1" type="$2"}"' $p8s_value
path=""/resolvers/([~/]+)/sent/([~/]1+)$
type=counter
'help=The number of sent DNS queries of a specific type to resolve in a resolvery
—zone.';

'angie_resolvers_responses{zone="$1" status="$2"}"' $p8s_value
path=""/resolvers/([~/]1+)/responses/([~/1+)$
type=counter
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'help=The number of resolution results with a specific status in a resolver zone.

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/handshaked$
type=counter
'help=The total number of successful SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/reuses$
type=counter
'help=The total number of session reuses during SSL handshakes in an HTTP server
—zone.';

'angie_http_server_zones_ssl_timedout{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/timedout$
type=counter
'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/failed$
type=counter
'help=The total number of failed SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/total$
type=counter
'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+) /requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP server,,
—zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone
—without sending a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=""/http/server_zones/([~/]1+)/responses/([~/1+)$
type=counter
'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/data/sent$
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type=counter
'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}"' $p8s_value
path=""/http/location_zones/([~/]+)/requests/total$
type=counter
'help=The total number of client requests in an HTTP location zome.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone
—without sending a response.';

'angie_http_location_zones_responses{zone="$1", 6 code="$2"}"' $p8s_value
path=""/http/location_zones/([~/1+)/responses/([~/]1+)$
type=counter
'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in an HTTP location zone.';

'angie_http_upstreams_peers_state{upstream="$1" ,peer="$2"}"' $p8st_all_ups_state
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 -
—unavailable, or 4 - recovering.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+)/peers/([~/]1+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in
<"HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]1+)/selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/responses/([~/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream
—peer in "HTTP".';
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'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}' $p8s_value
path=""/http/upstreams/([~/]1+)/peers/([~/1+)/data/sent$
type=counter
'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+)/peers/([~/]+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream;
—peer in "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable",
—due to reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+) /health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "HTTP" was
—"unavailable".';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a
—specific cache status.';

'angie_http_caches_bytes{zone="$1", status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specificy
—cache status.';

'angie_http_caches_responses_written{zone="$1",6status="$2"}"' $p8s_value
path=""/http/caches/([~/1+)/([~/]+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specificy,
—cache status.';

'angie_http_caches_bytes_written{zone="$1",6status="$2"}"' $p8s_value
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path=""/http/caches/([~/]1+)/([~/]+)/bytes_written$

type=counter

'help=The total number of bytes written to an HTTP cache zone with a specificy
—cache status.';

'angie_http_caches_size{zone="$1"}' $p8s_value
path=""/http/caches/([~/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/shards/([~/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP,
—cache zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_conns/([~/1+)/([~/1+)$
type=counter
'help=The number of requests processed by an HTTP limit_conn zone with a specificy
—result.';

'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_reqs/([~/1+)/([~/]1+)$
type=counter
'help=The number of requests processed by an HTTP limit_reqs zone with a specificy
—result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter
'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/reuses$
type=counter
'help=The total number of session reuses during SSL handshakes in a stream server,
—zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/timedout$
type=counter
'help=The total number of timed-out SSL handshakes in a stream server zome.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/failed$
type=counter
'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/total$
type=counter
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'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/processing$
type=gauge
'help=The number of client connections currently being processed in a stream
—sserver zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone
—without establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for
—handling to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1", status="$2"}"' $p8s_value

path=""/stream/server_zones/([~/]+)/sessions/([~/]1+)$

type=counter

'help=The number of sessions finished with a specific status in a stream servery
—zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in a stream server zone.';
'angie_stream_server_zones_data_sent{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 -
—unavailable, or 4 - recovering.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /selected/current$
type=gauge
'help=The number of sessions currently being processed by an upstream peer in
—"stream".';

'angie_stream_upstreams_peers_selected_total{upstream="8$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+) /peers/([~/]1+)/selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "stream".';
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'angie_stream_upstreams_peers_data_sent{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+)/peers/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+)/peers/([~/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream;
—peer in "stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in '"stream" became "unavailable",
—due to reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "stream" was

—"unavailable".';

}

map $p8s_value $p8st_all_ups_state {
volatile;
"up" ig
"down" 28
"unavailable" 3;
"recovering"  4;

# "unhealthy" 5;

# "checking" 6;

# "draining" 7;
"busy" 8;
default 0;

}

Copepxumoe ¢ainna (Angie PRO)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter
'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter
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'help=The total number of dropped client connectioms.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectiomns.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge
'help=The current number of idle client connectiomns.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=""/slabs/([~/]+)/pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=""/slabs/([~/]+)/pages/free$
type=gauge
'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]+)/used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.

'angie_slabs_pages_slots_free{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]1+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]+)/slots/([~/1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size
—in a slab zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specificy
—size in a slab zone.';

'angie_resolvers_queries{zone="$1" type="$2"}"' $p8s_value
path=""/resolvers/([~/]1+)/queries/([~/1+)$
type=counter
'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1" ,type="$2"}"' $p8s_value
path=""/resolvers/([~/]+)/sent/([~/]1+)$
type=counter
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'help=The number of sent DNS queries of a specific type to resolve in a resolver
—zone.';

'angie_resolvers_responses{zone="$1", status="$2"}' $p8s_value
path=""/resolvers/([~/]+)/responses/([~/]1+)$
type=counter
'help=The number of resolution results with a specific status in a resolver zone.

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/handshaked$
type=counter
'help=The total number of successful SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/reuses$
type=counter
'help=The total number of session reuses during SSL handshakes in an HTTP server
—zone.';

'angie_http_server_zones_ssl_timedout{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/timedout$
type=counter
'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/failed$
type=counter
'help=The total number of failed SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/total$
type=counter
'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+) /requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP server,
—zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+) /requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone
—without sending a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=""/http/server_zones/([~/1+)/responses/([~/1+)$
type=counter
'help=The number of responses with a specific status in an HTTP server zomne.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
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path=""/http/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.'

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}"' $p8s_value
path=""/http/location_zones/([~/]+)/requests/total$
type=counter
'help=The total number of client requests in an HTTP location zome.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone
—without sending a response.';

'angie_http_location_zones_responses{zone="$1", 6 code="$2"}"' $p8s_value
path=""/http/location_zones/([~/1+)/responses/([~/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/data/received$
type=counter

LI
>

'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}"' $p8s_value
path=""/http/location_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in an HTTP location zone.';

'angie_http_upstreams_peers_backup{upstream="$1",peer="$2"}"' $p8st_all_ups_backup
path=""/http/upstreams/([~/]+)/peers/([~/]+) /backup$
type=gauge
'help=The HTTP upstream peer backup group level.';

'angie_http_upstreams_peers_state{upstream="$1" ,peer="$2"}"' $p8st_all_ups_state
path=""/http/upstreams/([~/]+) /peers/([~/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 -
—unavailable, 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in
<"HTTP".';
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'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",,peer="$2",code="$3"}' $p8s_value
path=""/http/upstreams/([~/]+)/peers/([~/1+) /responses/([~/1+)$
type=counter
'help=The number of responses with a specific status received from an upstream;

—peer in "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]1+)/data/received$
type=counter
'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream;
—peer in "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable",
—due to reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "HTTP" was
—"unavailable".';

'angie_http_upstreams_peers_health_header_time{upstream="$1",,peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /health/header_time$
type=gauge
'help=Average time (in milliseconds) to receive the response headers from an

—upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_response_time{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/response_time$
type=gauge
'help=Average time (in milliseconds) to receive the complete response from an,

—upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /health/probes/count$
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type=counter
'help=The total number of probes for this peer.';

'angie_http_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /health/probes/fails$
type=counter
'help=The total number of failed probes for this peer.';

'angie_http_upstreams_keepalive{upstream="$1"}"' $p8s_value
path=""/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_upstreams_backup_switch_active{upstream="$1"}"' $p8s_value
path=""/http/upstreams/([~/]+) /backup_switch/active$
type=gauge
'help=The currently active HTTP upstream servers backup group level.';

'angie_http_upstreams_queue_queued{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /queue/queued$
type=counter
'help=The total number of queued requests for an HTTP upstream.';

'angie_http_upstreams_queue_waiting{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /queue/waiting$
type=gauge
'help=The number of requests currently waiting in an HTTP upstream queue.';

'angie_http_upstreams_queue_dropped{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /queue/dropped$
type=counter
'help=The total number of requests dropped from an HTTP upstream queue because
—the client had prematurely closed the connection.';

'angie_http_upstreams_queue_timedout{upstream="$1"}"' $p8s_value
path=""/http/upstreams/([~/]+) /queue/timedout$
type=counter
'help=The total number of requests timed out from an HTTP upstream queue.';

'angie_http_upstreams_queue_overflows{upstream="$1"}"' $p8s_value
path=""/http/upstreams/([~/]+) /queue/overflows$
type=counter
'help=The total number of requests rejected by an HTTP upstream queue because they,
—s8ize limit had been reached.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a,
—specific cache status.';

'angie_http_caches_bytes{zone="$1", status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]1+) /bytes$
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type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific
—cache status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specificy
—cache status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/bytes_written$
type=counter
'help=The total number of bytes written to an HTTP cache zone with a specificy
—cache status.';

'angie_http_caches_size{zone="$1"}' $p8s_value
path=""/http/caches/([~/]1+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/shards/([~/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP,
—scache zomne.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_conns/([~/1+)/([~/1+)$
type=counter
'help=The number of requests processed by an HTTP limit_conn zone with a specificy
~result.';

'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_reqs/([~/1+)/([~/]1+)$
type=counter
'help=The number of requests processed by an HTTP limit_reqs zone with a specificy
—result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter
'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/reuses$
type=counter
'help=The total number of session reuses during SSL handshakes in a stream servery
—zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/timedout$
type=counter
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'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/failed$
type=counter
'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/total$
type=counter
'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/processing$
type=gauge
'help=The number of client connections currently being processed in a stream
-sserver zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone
—without establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for
—handling to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1", status="$2"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/sessions/([~/]1+)$
type=counter
'help=The number of sessions finished with a specific status in a stream servery
—zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_backup{upstream="$1" ,peer="$2"}"' $p8st_all_ups_backup
path=""/stream/upstreams/([~/]1+) /peers/([~/]1+) /backup$
type=gauge
'help=The "stream" upstream peer backup group level.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
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path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/state$

type=gauge

'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 -
—unavailable, 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_stream_upstreams_peers_selected_current{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+) /selected/current$
type=gauge
'help=The number of sessions currently being processed by an upstream peer in
—"stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+)/peers/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_sent{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+) /peers/([~/]1+)/data/pkt_sent$
type=counter
'help=The total number of packets sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_received{upstream="$1", peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/data/pkt_received$
type=counter
'help=The total number of packets received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+)/peers/([~/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream
—peer in "stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in '"stream" became "unavailable",
—due to reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "stream" was
—"unavailable".';
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'angie_stream_upstreams_peers_health_connect_time{upstream="$1",peer="$2"}' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]+) /health/connect_time$

type=gauge
'help=Average time (in milliseconds) to connect to an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_first_byte_time{upstream="$1",peer="$2"}"' $p8s_
—value

path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /health/first_byte_time$

type=gauge

'help=Average time (in milliseconds) to receive the first byte from an upstream
—peer in "stream".';

'angie_stream_upstreams_peers_health_last_byte_time{upstream="$1",peer="$2"}"' $p8s_
—value

path=""/stream/upstreams/([~/]1+)/peers/([~/]+)/health/last_byte_time$

type=gauge

'help=Average time (in milliseconds) of the whole communication session with an,

—upstream peer in '"stream".';

'angie_stream_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]1+) /health/probes/count$
type=counter
'help=The total number of probes for this peer.';

'angie_stream_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]1+) /health/probes/fails$
type=counter
'help=The total number of failed probes for this peer.';

map $p8s_value $p8st_all_ups_state {
volatile;
Ilup
"down"
"unavailable"
"recovering"
"unhealthy"
"checking"
"draining"
"busy"
default

e we we

we

e we we

O 00 ~NO O WN -

we

map $p8s_value $p8st_all_ups_backup {
volatile;
"false" 0;
"true" ilg
default $p8s_value;

Ero ucrnonbzosanne:

http {

include prometheus_all.conf;

# oo
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server {

listen 80;

location =/p8s {
prometheus all;

}

$ curl localhost/p8s

# Angie Prometheus template "all"

OupekTussbl

prometheus

Cunrakcuc prometheus umsa_ wabsona;

Ilo ymomua- —
HUO
Konrekcr location

Yka3biBaeT Bif) 57§ KOHTEKCTAa,

location mabJI0H-00PabOTINK, 3aJJaHHbBIHI JUPEKTUBOMI

prometheus template. Ilpm 3ampoce sToT location BBIUHC/SAET W BO3BPAIIAET METPHUKH IIa0JIOHA

B popmare Prometheus.

location =/p8s {
prometheus custom;

}

$ curl localhost/p8s

# Angie Prometheus template '"custom"

prometheus template

Cunrakcuc prometheus_template umsa_ wabrona { }

Ilo ymomua- —
HUO
Konrekcr http

OrnpeiesisieT MMEHOBAHHBII TIA0I0H METPUK, COOUPAEMBIX U IKCIIOPTUPYEMBIX Angie, J7is HCIOIb30BaAHMS

C IUPEKTUBOH prometheus.
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(i ) IIpumeuanue

B cocras Angie Tak:ke BXOJIUT IOTOBBIN 11abJIOH all, Kyia BKJIOYEeH HAOop HamboJiee 0bIeyoTpedu-
MBIX METPUK.

MozkeT cosepzKaTh NPOU3BOILHOE YUCIO ONPEACICHII METPUK, KaXKIasd 13 KOTOPBIX UMEET CJIELyIONyIo
CTPYKTYPY: <UMA_ Mempuku> <nepemennas> [path=<cmpoka_conocmassenus>| [type=<mun>|
[help=<cnpaska>|.

MS_MEeTPUKU 3ajiaeT UMsi METPUKH, TI0J] KOTOPBIM OHa OyeT o0aBiena B hopmare Prometheus
B OTBET Ha 3anpoc. MoxeT couepKarb HeobA3aTeJbHYIO YaCTh ¢ METKAMH (. . . ),
HaIIPUMED:

http_requests_total{method="$1", 6 code="$2"}

B 3HaYeHMAX METOK MOXKHO MCIIOJb30BATh II€peMenHble Angie; ecam cmpo-
Ka_ CONOCMABAEHUS 3aTaHa PETYISPHBIM BbIDAYKEHUEM, TO MOXKHO TaKXKe HUC-
MOJIL30BATh OIPEJIeJICHHbIE B 9TOM BBIPAyKeHWHW TPYIILI 3axBaTa. Takme Iepe-
MEHHBIE ¥ T'PYIIIBI BBIYUCISIOTCS TPH IOy IeHUN 3HAYEHUS] METPHUKH, KOTOPOE
3a72€T NePemMeHHa.

IepeMeHHas 3aiaer UMsl IEPEMEHHOMN, KOTOpasi OyIeT BHIYMCIEHA U J00aBIEHa KaK 3HAYEHUE
METPHUKH B OTBET Ha 3aIrpoc. Eciy nepeMeHHoil HeT WIu pe3y/IbTaT BhIYUCJICHUs
aycr (""), METpUKA He JI00ABISETCH.

MeTpuka BBIUHC/SIETCS CO 3HAYEHUEM, KOTOPOE 3aJa€T NePemMeHHtas; TIPU yCIeXe BHIYUCICHUS METPUKA
J106aBJIsIeTCS B OTBET, HAIIPUMED:

[ 'angie_time{version="$angie_version"}' $msec; }

$ curl localhost/p8s

angie_time{version="1.9.0"} 1695119820.562

path=ctpora_como CoImoCTaBISETCS CO BCEeMH KOHETHBIMU Iy TSIMUA METPHUK B mojaepese /status API-
uaTepdeiica Angie, mo3BoOJIAA JOOABUTH B OTBET CPA3y HECKOJBKO IKIEMILISIPOB
METPUKH.

IIpu comocrassiennu nyTu 6epyTcs ¢ HadaJIbLHOI KOCOH 4depToil, HO 6e3 KoHedHoll, HanpuMep /angie/
) )
generation; Mpu 3TOM PErHCTP CHMBOJIOB HE YIUTHIBaeTCsA. ECTh J1Ba crocoba COMOCTaBIEHNUST:

path=Tounoe_cooT IIpoBepsieTcss MOCKMBOIBLHBIM CPABHEHUEM.
path="peryuspuoe IIposepsierca npu nomomu 6ubmorekn PCRE; Mmoxer 3aaBars rpymnmns 3axBara
JIJTST HCIIOJIB30BAHUS B METKAX TOJIST UMSA MEMPUKU.

Ecnu empoxa_ conocmasaenus cOOTBETCTBYeT KAKOMY-JIUOO IIyTH, TO 3HAYEHHE METPUKN Angie 1o Hemy
3aHOCUTCSI B TepeMeHHYIo $p8s value, KOTOPYIO TpU 3aJaHHOM path= MOXKHO HCIOJB30BATH B IOJIE
nepemerHas.

B caydae perynsipHOro BelpaKeHusi COBIAIAIONINX ITyTEH MOXKET ObITh HECKOJIPKO; METPHUKA H00aBIISI€TCS
B OTBET JJIsT Kaoicdo20 COBIIQJEHUsI. B codeTaHmu ¢ TpymmaMy 3aXBaTa 9TO MO3BOJISAET IOJYIUTH PSII
MeTPUK C OJHUM UMEHEeM U Pa3HbIMU MeTKaMU, HaIlpUMep:

'angie_slabs_slots_free{zone="$1", 6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]1+)/free$;
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DTo0 ompejiesienne 100ABITET METPUKH JJI BCEX 30H U BCEX PAa3MeEpOB, KOTOPBIE €CTh ceiaac B KOH(DU-
ryparym:

angie_slabs_slots_free{zone="one",size="8"} 502
angie_slabs_slots_free{zone="one",size="16"} 249
angie_slabs_slots_free{zone="one",size="32"} 122
angie_slabs_slots_free{zone="one",size="128"} 22
angie_slabs_slots_free{zone="one",size="512"} 4
angie_slabs_slots_free{zone="two",size="8"} 311

Econ conagiennii Her (ipu J1060M criocofe COMOCTABIIEHNS ), TO METPHUKA He JJO0ABIISIETCSL.

© IIpumeuannue

[Mapamerp path= mocrymen Toabko mpu cbopke Angie ¢ momynem API.

type=Tur, 3a/al0T COOTBETCTBEHHO THUII U CIIPABOYHYIO CTPOKY MeTpWKH B dhopmare
help=cmpaska Prometheus, koropsle j100aBJISIOTCS C Heil B OTBET 0e3 M3MEHEHMil U IIPOBEPOK.

BCTpOEHHbIe nepemMmeHHble

B monyse http_prometheus ecTh BCTpOEHHAs IepeMeHHast, [TOJIYYaloOIlas 3HaAYeHNe IPU COIIOCTABIEHUN
myTell METPUK u3 pasuesa /status API-unrepdeiica Angie ¢ mapaMeTpoM cmpoka_ cOnocmasAeHUs, MET-
PUK, 33JIaHHBIX JUPEKTUBOI prometheus template.

$p8s_value

Eciu ecmpoka_ conocmasaenus MeTpuky, 3aJlanHol B prometheus template, cooTBETCTBYyeT KAKOMY-J1u00
[IyTH, TO 3HAYEHNE METPUKHU Angie, HAXOAIIEECs 110 ITOMY IIyTH, 3aHOCUTCS B epeMennyio $p8s_value.
Omna npeiHa3HAYEHA JJIs UCIIOJIB30BAHUS B TIOJIE€ NMEPEMEHHAA B OIIPEICIEHUSIX METPUK, KOTOPbIE BBIUUC-
JIAIOTCS Ha OCHOBe ITapameTpa path=.

Suadenust MeTpuk Angie, 3aHocuMble B niepeMeHHyI0 $p8s_value, He Bcerja OTBEYAIOT MOTPEOHOCTSIM
dopmara Prometheus. Torta MOXKHO BOCITOJIB30BaTHCs JUPEKTUBOI map, HAIPUMED J1JIs IIPeodbpa30BaHus
CTPOK B 4HCJIA!

map $p8s_value $ups_state_n {

up 0;
unavailable 1;
down 2;
default &g

>

prometheus_template main {
'angie_http_upstreams_state{upstream="$1",,peer="$2"}"' $ups_state_n
path=""/http/upstreams/([~/]1+) /peers/([~/]1+)/state$;

Ecim y merpuku Angie jiorudeckoe 3HaueHue, TO ecTh true uiau false, epeMeHHas [I0JIydaeT 3HAYEHUE
"1" wam "0" COOTBETCTBEHHO; eC/ii 3HaUeHne MeTpuku — null, To mepemeHHasi Oymer pasHa " (null)".
s mat ucnosib3yercs 1eaodncaeHHbit popmar smoxu UNIX.
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Proxy

TozBosgeT nepesaBaTh 3ampochl ApyroMy (IIPOKCUPYEMOMY) CepBepy.

Mpumep koHurypayun

location / {

proxy_pass http://localhost:8000;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
}
OupekTusnbl
proxy _bind
CunTakcuc proxy_bind adpec [transparent] | off;
IlIo ywmomua- —
HUIO
Konrekcr http, server, location

Sazaer JiokabHbIl [P-agpec ¢ Heobs3aTEIBHBIM IIOPTOM, KOTOPBIN Oy/1eT UCIOJIb30BATHCS B UCXOISIIIX
COEJIMHEHUSIX C IIPOKCUPYEMBIM CEpBEPOM. B 3HadueHMM mmapamMerpa JOMyCTUMO UCIIOJIB30BaHUE IIePEMEH-
wveix. CrenuasibHoe 3HadYeHne off OTMeHsieT JIeficTBUe yHACIEIOBAHHON ¢ IPebIIYINero ypoBHs KOHMU-
rypalyy JUPEKTUBBL prozy bind, TO3BOJIsIS CHCTEME CAMOCTOSTEIHHO BBIOMPATh JoKaabHblil IP-aapec u
opT.

IIapamerp transparent mosBosisieT 3a7aTh HeJOKaJbHBIN [P-apec, KOTOpBIil OyIeT MCIOIB30BATHCH B
HCXOJISANUX COEIUMHEHUSIX C IPOKCUPYEMBIM CEPBEPOM, HAIIPUMep, peasbHblit IP-ajipec kinenta:

[proxy_bind $remote_addr transparent; }

st paboThl mmapaMerpa OOBIYHO TpedyeTcst 3allyCTUTh pabodue Ipolecchl Angie ¢ NPUBUJIETUSIME CY-
nepnoavazosamens. B Linux 310 He Tpebyercs, TaK KakK eCju yKa3aH mapamerp transparent, To pabodue
mporecchl HacaenytoT capability CAP. NET RAW u3 ry1aBHOTO TIPOIECCa.

@ Baxno

Heobxomumo HACTPOUTH TAOJIHILy MapIIPyTH3AIANA SIApa JJIsd epexXBaTa CeTeBOro Tpaduka ¢ MpoK-
CHUPYEMOTO cepBepa.

proxy _buffer _size

Cunrakcuc proxy_buffer_size paswmep;
Ilo ymonua- proxy_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Sasaer pa3mep Oydepa, B KOTOPBIt OyJIeT 9uTaThCs epBast 9aCTh OTBETA, IOJYy9aeMOro OT IIPOKCUPYe-
MoOro cepsepa. B 3Toit yacTu oTBeTa OOBIMHO HAXOIUTCS HEOOJIBINION 3aroJioBOK oTBeTa. 1lo ymosrdanuro
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pa3mep oxHOro 6ydepa paBeH pa3mMepy CTpPaHUILI HaMaThu. B 3aBucumocTu ot miardopMbr 310 min 4K,
mwim 8K, 0JlHAKO ero MOXKHO CJIeJIaTh MEHbIIIE.

proxy _buffering

Cunrakcuc proxy_buffering on | off;

Ilo ymonua- proxy_buffering on;

HHUIO

Konrekcr http, server, location

on Angie mpuHEMaeT OTBET IIPOKCUPYEMOTO CePBEPA KAK MOXKHO OBICTPEE, COXPAHSIS

ero B Oydepsl, 33/IaHHbIe TupeKTHBaMu prozy buffer size u proxy buffers. Ecam
OTBET HE BMEIAETCs IEJIMKOM B IAMITb, TO €0 YaCTh MOYKET OBbITh 3alMCaHa
Ha JIUCK BO 8pemeHHvil (atii. 3amuch BO BpeMeHHBbIE (hailjibl KOHTPOJIUPYETCs
JUpeKTUBaMu proxy max_temp file size u proxy temp file write size.

off OTBeT CHHXPOHHO MEPEIAeTCs KJIUEHTY Cpa3y Ke MO Mepe €ro IOCTYILICHUS.
Angie He TBITaETCS CINTATH BECh OTBET MPOKCHPYEMOTO cepBepa. Makcumasib-
HBIl pa3Mep JAaHHBIX, KOTOPBI Angie MOXKeT IPUHATH OT cepBepa 3a OJIMH pas,
3aJ1aeTCsl JIUPEKTUBON prozy buffer size.

Bydepusamus MoxkeT ObITH TaK»Ke BKJIIOYEHa UJIM BBIKJIIOUEHA IIyTeM Ilepenadn 3HadeHus: "yes" mim
"no" B mosie "X-Accel-Buffering" 3arosioBka orBera. 9Ty BO3MOXKHOCTH MOYKHO 3allPETUTH C IIOMOIIBIO
JIUPEKTUBBI proxy ignore_headers.

proxy _buffers

Cunrakcuc proxy_buffers wucao pasmep;
Ilo ywmonua- proxy_buffers 8 4k | 8k;
HUIO

Konrekcr http, server, location

Samaer uncso u pazmep 6ydepoB st OTHOTO COeIMHEHNUsI, B KOTOPBIE OYIeT YUTATHCS OTBET, [TOJLY IaeMbIii
OT IIPOKCHUPYEMOI'0 cepBepa.

IIo ymosrqanuio pasmep ogHoro Oydepa paBeH pasMepy crpaHunbl. B 3aBucnMocTn oT miraTdopMbl 9TO
win 4K, nmm 8K.

proxy busy buffers_size

Cunrakcuc proxy_busy_buffers_size pasmep;
Ilo ymonua- proxy_busy_buffers_size 8k | 16k;
HUIO

Konrekcr http, server, location

IIpu BrITIOUEHHON OYdhepusaruy, OTBETOB MPOKCUPYEMOTO CepBepa, OrPAHMIMBAECT CYMMAapPHBI pa3Mep
6ydepoB, KOTOpbIe MOTYT OBITH 3aHATHI JJIs OTHPABKHM OTBETA KJIUEHTY, [I0KA OTBET eIlle He HPOYNTaH
nesaukoM. Ocrapimecst 6ydepbl TeM BpeMeHeM MOI'YT HCIIOJIb30BAThCS JJIsl UT€HUsI OTBETa U, IPU HeoO-
XOJUMOCTH, Oydepu3alun 9acTi OTBETAa BO BPEMEHHbIH (aiil.

Ilo ymomgaHuio pa3mMep OrpaHWYEH BEJIUYUHONW ABYyX OydepoB, 3aIaHHBIX JIUPEKTHBAMEI
prozy buffer size m proxy buffers.
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proxy cache

Cunrakcuc proxy_cache sona | off [path=nymus|;
Ilo ywmomua- proxy_cache off;

HUIO

Konrekcr http, server, location

3asaer 30HY pasjessieMoil maMsiTu s K3mwupoBarus. OIHY W Ty »Ke 30HY MOXKHO HCIIO/IH30BATh B
HECKOJIbKMX MecTax KoHdurypanuu. B 3HaueHnn mapaMerpa JOMyCKAIOTCS TePEMEHHBIE.

off 3alpeniaer K3NIMPOBaHUE, YHACIEIOBAHHOE C IIPEJILIIYIINEro YPOBHsT KOH(MUrypa-
1007078

Iobasneno B Bepcun 1.2.0: PRO

B Angie PRO MOXHO yKa3aTh HECKOJBKO IUPEKTUB proxy cache  path, UCTOIB3YIONAX OJHO W TO Ke
3HavYeHrne keys_zone, 4TOOBI BKJIIOYUTH wapdune kawa. Ilpu aroMm cienyer 3amarh napaMerp path jau-
DPEKTHUBBI proxy cache, UCIOJIB3YIOMEH 9TO 3HAYEHNE Keys_zone:

path=nymo 3HavueHNe BBIUHUCISIETCS B MOMEHT KIWUPOSAHUSA OTBETa OT OIKEH/a U IPEIIo-
JlaraeT WCIIOJIb30BaHUE [TEPEMEHHBIX, B TOM JHCJIE COAEPKAMUX HH(MOPMAIIIIO U3
OTBeTA.
Ecau oTBeT 6epercst u3 Ka1ma, TO nymd He BEIYUCISIETCS 3aHOBO; TAKUM 00pa30M,
K3IIIMPOBAHHBIN OTBET COXpaHseT W3HAYAJBHBIN Nymb, TOKa He OyIer yIajieH u3
K3IIA.

DTO TO3BOJIIET BBIOMPATH HYXKHBIH IIyTh KIIIa, IPUMEHsIsI JUPEKTUBBI /Map WIA CKPUIITHL K OTBETaM OT
6skenia. [Ipumep st Content-Type:

proxy_cache_path /cache/one keys_zone=zone:10m;
proxy_cache_path /cache/two keys_zone=zone;

map $upstream_http_content_type $cache {
“~text/ e;
default two;

}
server {
location / {
proxy_pass http://backend;
proxy_cache zone path=/cache/$cache;
}
}

3/ech ecTh JBa IyTH Kd3MIa U O0TOOpaykeHwe HepeMeHHOM, 4ToObl mX pasyndarh. Ecim Content-Type
HauYMHAETCs ¢ text/, OyJer BbIOpaH IEpBLIi 11yTh, MHAYE — BTOPOIi.
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proxy cache background update

Cunrakcuc proxy_cache_background_update on | off;
Ilo ymomua- proxy_cache_background_update off;
HHIO

Konrekcr http, server, location

TlozBossteT 3amycTuTh (DOHOBBIN TIOI3AIPOC M1JIsi OOHOBJICHUS IIPOCPOYEHHOTO 3JIEMEHTA KA, B TO BPEMsI
KaK KJIMEHTY BO3BpAIllaeTCsl yCTapeBIINiT KIIUPOBAHHbBIIT OTBET.

A Braumanne

Vcnonb3oBanme ycrapeBIero K3mupoBAHHOIO OTBETA B MOMEHT €ro OOHOBJIEHUS IOJIKHO OBITH pa.3-
PEWEHO.

proxy cache _bypass

Cumnrakcuc proxy_cache_bypass ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaeT ycJioBUsl, TP KOTOPBIX OTBET HE Oyier OpaThbes W3 Kalia. Kcjm 3HadeHne XOoTs Obl OJHOrO u3
CTPOKOBBIX MapaMeTpoB Hemycroe u He pasuo "0", To oTBer He HGepercs U3 KaIma:

proxy_cache_bypass $cookie_nocache $arg nocache$arg_comment;
proxy_cache_bypass $http_pragma $http_authorization;

Mo>KHO HCIIOJIB30BATh COBMECTHO C AUPEKTUBOMN prory no  cache.

proxy cache convert _head

CunTakcuc proxy_cache_convert_head on | off;
Ilo ywmomua- proxy_cache_convert_head on;
HHUIO

Konrekcr http, server, location

Pazpemaer nin 3anpemaer npeobpaszosanue meroga "HEAD" B "GET" nyia kammuposanust. Eciu npeo6-
pPa30BaHUE BBLIKJIOYEHO, TO HEOOXOIAUMO, YTOOBI KAI0Y KIOWUPOGaHus BKIOYAI B cebs Srequest method.
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proxy cache key

Cunrakcuc proxy_cache_key cmpoxa;

Ilo ymom4a- proxy_cache_key $scheme$proxy_host$request_uri;
HHIO

Konrekcr http, server, location

Sajiaer KIIIOY JIJTsi KINTUPOBAHUS, HAIIPUMED,

[proxy_cache_key "$host$request_uri $cookie_user"; J

ITo YMO/T9aHUIO 3HaYCHUE TUPEKTUBDI OJIN3KO K CTPOKe

[proxy_cache_key $scheme$proxy_hostPuri$is_args$args; }

proxy cache lock

Cunrakcuc proxy_cache_lock on | off;
Ilo ywmomua- proxy_cache_lock off;
HHIO

Konrekcr http, server, location

Ecnm BK/IIOYEHO, ONHOBPEMEHHO TOJIBKO OJHOMY 3aIllpOCy OyZeT IO3BOJICHO 3allOJIHUTH HOBBIH 3JIEMEHT
KOIIa, UAeHTHUIUPYEMbIil COIIACHO IUPEKTHBE prory cache key, mepeiaB 3ampoc Ha IMIPOKCHUPYe-
MBIl cepBep. OcTasIbHBIE 3aIIPOCHI ITOIO K€ dIeMeHTa OyIyT Jmbo OXKHUIATH IIOSIBJIEHHs! OTBETa B K-
e, OO0 OCBOOOXKIEHUS OJIOKUPOBKH 3TOIO 3JIEMEHTa, B TeYeHHe BPEMEHH, 3aJaHHOIO IUPEKTHUBOI
proxy_cache_lock _timeout.

proxy cache lock age

Cunraxcuc proxy_cache_lock_age spema;
Ilo ywmomua- proxy_cache_lock_age 5s;
HHUIO

Konrekcr http, server, location

Ecau nociieiauii 3ampoc, repeianubiil Ha IPOKCUPYEMBIH cepBep /sl 3aII0THEHUsT HOBOT'O 3JIEMEHTA KIIIIA,
HE 3aBEPIIUJICs 33 YKa3aHHOE BPEMsi, Ha IPOKCUPYEMbI cepBEP MOXKET OBITh MMEPEJIaH eIlle OIUH 3AIpPOoC.

proxy cache lock _timeout

Cunraxcuc proxy_cache_lock_timeout epems;
Ilo ywmomua- proxy_cache_lock_timeout 5s;
HUIO

Konrekcr http, server, location

Bamaer TaiimayT mist prozy cache lock. Ilo mcrevennn ykazaHHOTO BpEMEHHU 3aIpoc OyJeT Mepesian Ha
[IPOKCHUPYEMBIil CEPBEP, OJHAKO OTBET HE OYyJeT KIIMMUPOBAH.
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proxy cache max_range offset

Cunrakcuc proxy_cache_max_range_offset wucno;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

Bamaer cMemenue B GaiiTax JjIg 3aIPOCOB ¢ yKa3aHUEM JUalla3oHa 3anpammuBaeMbix Oafit (byte-range
requests). Ecyin quanazon HaXOAuTCsd 33 YKA3aHHBIM CMEIIEHUEM, Tange-3apoc OyeT mepeIan Ha TPOK-
CHPYyEMBbIil CepBEp M OTBET He Oy/1eT KIIIMPOBAaH.

proxy cache methods

Cunraxcuc proxy_cache_methods GET | HEAD | POST ...;
Ilo ywmomua- proxy_cache_methods GET HEAD;

HUIO

Konrekcr http, server, location

Ecsm MeTon 3ampoca KiveHTa yKa3aH B 9TOH JUPEKTHBE, TO oTBeT Oyner kammuposad. Meroasr "GET"
u "HEAD" Bcerna 106aBstoTcst B CIICOK, HO TEM HE MEHEee PEKOMEHJIYETCs [ePeIUCsITh uX sBHO. CM.
Tak¥Ke JIMPEKTUBY Proxry no_ cache.

proxy cache min_uses

Cunrakcuc proxy_cache_min_uses “uc.o;
Ilo ywmomua- proxy_cache_min_uses 1;
HHIO

Konrekcr http, server, location

3ajiaeT 4uCJIO 3aIPOCOB, IIOC/IE KOTOPOI0 OTBET OYIeT KIUIUPOBAH.

proxy cache path

CunHTakcuc proxy_cache_path nymo [levels=yposnu| [use_temp_path=on | off]
keys_zone=umsa:pasmep|:file=gaiis] [inactive=6pems] [max_size=pasmep]
[min_free=pasmep] [manager_files=wucao] [manager_sleep=gpemsi|
[manager_threshold=6pems| [Loader_files=wucao| [loader_sleep=6pems|
[Loader_threshold=sepemal;

Ilo ymomua- —

HUIO

Konrekcr http

3azaer nymo u JApyrue mapaMmeTpbl Kama. JlaHHble KaIma XpaHsTcs B ¢aitnax. menem daiiia B KaIe
siBjisiercst pesysbrar yaknun MD5 oT karoua xawuposarus.

levels 3aJlaeT YPOBHU MEPApXUU K3IIa: MOXKHO 33/1aTh OT 1 710 3 ypoBHell, HA KarKJIOM
YPOBHE JIOIYCKAIOTCH 3HaUYeHus 1 niaum 2.

Hanpumep, npu ucnons3oBanun
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[proxy_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

uMmeHa (haityioB B K3111e OYIyT TaKOTO BUJIA:

[/data/angie/Cache/c/29/b7f54b2df7773722d382f4809d65029c

Ksmmupyembiit oTBeT cHadasia 3alMChIBAETCS BO BPEMEHHBIN (ailil, a moToM 3TOT (dailyl TepenMeHOBbIBa-
ercsi. Bpemennbie hailyibl M KOIII MOTYT PaCIojiaraTbCsi Ha pasHbIX dailtyioBbix cucremax. OqHAKO HYKHO
YUIUTBIBATH, 9TO B 3TOM CJIy9ae BMECTO JEIIeBOil Olepallui epernMeHOBBIBAHNS B IIpeesiax OIHON (aii-
JIOBO# cucTeMbl (ailal KOmupyercs ¢ OfHOHN (ailyioBoil cucremsl HA Apyryo. [losroMy sydmre, ecim K31
OymeT HAXOAUTHCS HA TOI Ke (PailloBoOil CHCTEMe, ITO M KATAJIOT C BPEMEHHBIMU (aitmamu.

use_temp_path=on ompe/essieT KaTajJor, KOTOPBI OyIeT UCIOIb30BATHCH JJIsi BPEMEHHBIX (hailyioB

on Ecnu napamerp He 3a/1aH nin yCTaHOBJIEH B 3HAYEHME On, OY/IET UCIOJIb30BATHCS
KATAaJIor, 3a/I[aBAeMbIil TUPEKTUBON proxy temp path nas mamaoro location
off BpeMeHHbIe (halyIbl OYIyT PaCIoIaraTbCs HEOCPEICTBEHHO B KATAJIOTe KIIIIa,
keys_zone SajaeT uMs U pa3Mep 30HBI PA3JIe/IsIeMO TAMSITH JIJIsT XPAHEHUsT BCEX aKTUBHBIX

KJIOUell 1 MHMOPMAIUU O JAHHBIX.

3oHbl pazMepoM B 1 MerabaiiT mocTaTodIHO M XpaHeHus okoso 8000 Kiodeii.
Korna ¢ keys_zone 3ajian Heobsi3aTe bHBIN fatia, Angie cOpachiBaeT ComepKu-
MOE€ 3TO# 30HBI Ha, JUCK IPHU 3aBEPIIECHUN PAOOTHI OCHOBHOTO TIPOIIECCA, U ITHITAETCS
BOCCTaHOBHUTD €€ TI0 TOMY K€ aJIpecy MaMSTH IIPU CJIEIYIOMEM 30Ny Cke WK TOCIe
00H08AEHUA OUHAPHBLT (Palino6, ITODBI 0becednTh 6oJiee HAIEXKHYIO COXPaHsIe-
MOCTb JIAHHBIX U COKPATUTH BPEMsl 3arpy3KH KIIIIa.

Ecan Boccranossenne obs1acT HEBO3MOXKHO M3-38 U3MEHEHUsI ee pa3Mepa, HeCOB-
MECTMMOCTH Bepcuii OMHapHbLIX (ailjioB Wk 110 APYTUM IpudnHaM, Angie 3amnu-
nieT B XKypHaJ npeiyupexenue (failed to restore zone at address) u He
OyJeT MCIIOJIb30BATH MEXAHU3M BOCCTAHOBJIEHUS 30HBI.

A Buaumanne

Vobemrech, 9TO IyTh K (hatiiy yKazaH IPaBUJIbHO U NMeeT HeOOXOMMbIe IIpa-
Ba JIOCTYTIA JIJISI UCIOIb30BaHus Angie, a TakzKe 3aIIUINECH OT HECAHKIIMOHNU-
POBaHHOTO [OCTYIIa; OTHOCUTEIbHBIE IIyTH OCHOBAHBI Ha IpedUKCe.

inactive Ecin K 1aHHBIM K31Ia He 00pAIaloTCsI B TeUeHWe BPEMEHH, 3a/JaHHOI'O ITHM IIa-
paMeTpoM, TO JaHHbIE YHAJIAIOTCH, HE3aBUCUMO OT UX CBEKECTH.
IIo ymomuannio inactive pasen 10 MuHyTaM.

O IIpumeuanne

Iobasieno B Bepcun 1.2.0: PRO

B Angie PRO moxHO 33/1aBaTh HECKOIBKO IUPEKTUB proxy cache_ path ¢ OJHUM W TeM XKe 3Hade-
HueM keys_zone. Pazmep 30HBI pa3jessieMoil maMsTH MOYKHO yKa3bIBATh TOJBKO B IEPBOM M3 HUX.
Bei6op Mexky JaupekTHBaMu OyJeT MPOM3BOJINTHCS HA OCHOBE Mapamerpa path CcOOTBETCTBYIOIIEH
JIMPEKTUBBI proxy cache.

CrenuasibHBIl TIpOIecC MeHeIKepa KIIMA CJIEJUT 33 MAaKCHUMAaJbHBIM Pa3sMepOM K3IIa, a TaKKe 3a
MUHUAMAJbHBIM 00bEMOM CBOOOJHOTO MecTa Ha (hailJIoBOM CHCTEMe C KIIIEeM, U YJAJsdeT HauMeHee BOC-
TpeOOBaHHBIE JIAHHBIE MPU IIPEBBIIMIEHNA MAKCHMAJBHOIO Pa3Mepa K3Ia WU HEIO0CTATOYHOM OObeme
CBODOJIHOTO MeCTa. Y/IAJIeHUEe TAHHBIX ITPOUCXOIUT UTEPAIMSIMHU.
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max_size
min_free

manager_files
manager_threshol

manager_sleep

MaKCHUMaJIbHOE IIOPOrOBOE 3HaUEHUE pasMepa K3IIa
MWHMMAJIBHOE TIOPOTOBOE 3HAaYeHUEe 00'beMa CBOOOIHOrO MecTa Ha (hailJIoBOii Cu-
cTeMe C K3IIeM

MaKCUMaJIbHOE KOJIMYECTBO y/IAJIAEMbIX 3JIEMEHTOB K3IIIa 3a OJHY UTEPaIAio

Ilo ymomaanuio: 100.

OTPaHUYMBAET BpeMs pabOTHI OJHON UTEPAIUH

IIo ymomuanmro: 200 MUJIIIHCEKYH.

BpeMs, B T€YeHHE KOTOPOI'O BBIAEPXKUBAETCH May3a MEXKIy UTePaIusaMI

Tlo ymomganmuio: 50 MUJIIHCEKYHT.

Yepes Muny Ty m0CJI€e 3amycka Angie ak TMBUpYyeTCsl CIeNnabHBII poriece 3arpy3unka karma. O cka-
HupyeT HalyIOBYIO CUCTEMY B IIOMCKaX PaHee 3aK3MINPOBAHHBIX JAHHBIX U 3arpyrKaeT 3Ty NH(MOPMAIIIIO
B 00J1aCTb K3I1a. DTOT IPOIIECC BHIMIOJIHAETCSI NTEPATUBHO; KAk 1as UTepaliusi 00padaTbiBaeT OrpaHUIeH-
HOe KOJIMYECTBO JIEMEHTOB, 33/ iaHHOe ITapaMerpoM loader_files, cieuT 3a TeM, YTOOBI HE TIPEBBIIIATH
loader_threshold, 3aTeM nenaeT KOPOTKYIO I1ay3y, 3aJaHHyIo loader_sleep, miepe IIepexooM K CIeLy-
romeit maprun. Vltepanun mpoo/KaoTCs 10 TeX MOoP, IOKa 3arpy39nK He 00padoTaeT Bee CyIECTBYIONNE
3aIlMCH KIIIIa Ha JIUCKE:

loader_files
loader_threshold

loader_sleep

MaKCHUMaJIbHOE KOJIMYECTBO 3JIEMEHTOB K3IIIa K 3arpy3Ke B OJHY UTepPalUio
IIo ymomganmro: 100

OTPAHUYINBAET BPEMsi PAOOTHI OHON UTEPAIIN

Ilo ymomaanuio: 200 MUIIACEKYHT

BpeMs, B TeUeHUe KOTOPOI'O BBIIEPXKUBAETCS I1ay3a MeXKIy UTePaIUusMU
IIo ymomuanmro: 50 MUIIHCEKYHT,

© IIpumeuannue

Vkazanue @atiaag 1jis mapaMeTpa keys_zone He BIUseT Ha paboOTy 3arpy3duka KIIIa.

proxy _cache _revalidate

Cunraxcuc proxy_cache_revalidate on | off;
Ilo ywmomua- proxy_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemaer peBajimmanuio MpoCpOYEHHBIX 9JIEMEHTOB KIIIIa, IIPU IOMOIIY YCIOBHBIX 3AIIPOCOB C ITOJISIMU
3aroJioBka "If-Modified-Since" u "If-None-Match".

proxy cache use stale

CunTakcuc proxy_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ...
Ilo ywmomua- proxy_cache_use_stale off;

HUIO

Konrekcr http, server, location

OmpenerisieT, B KAKUX CJIy9IasiXx MOYKHO HCIOJIb30BAaTh yCTapEBINUI K3MUPOBaHHBIN oTBeT. [lapamerpsr

JUPEKTUBBI COBIAJAIOT C IIapaMeTpaMu JAUPEKTUBBI proxy next upstream.
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error TTo3BosisieT MCIIOTB30BAThH YCTAPEBIUI KIMUPOBAHHDBIN OTBET IIPU HEBO3MOXKHO-
CTH BBIOOpA IMPOKCHPOBAHHOIO CepBepa IJjIsi 0OPabOTKU 3aIIpoca.
updating oo THuTEIbHBIN TApAMETD, PA3PEIIAeT NCIOJIb30BATh YCTAPEBIINI KIMUPOBAH-

HBI OTBET, eCJIN Ha JIAHHBIIT MOMEHT OH y2Ke OOHOBJISIETCs. DTO MMO3BOJISIET MUHU-
MHU3UPOBATh YUCJIO OOPAIEHN K ITPOKCHPOBAHHBIM CepBepaM IIPU OOHOBJIEHUH
K3IIMPOBAHHBIX JIAHHBIX.

HcnonbzoBanue YCTapeBUIETO K3MINPOBAHHOT'O OTBETa MOXKET TaK2Ke ObBITH pa3penieHo HeltoCpeJICTBEHHO
B 3aroJIOBKE OTBE€Ta Ha OIIPEJIe/ICHHOE KOJIUYIECTBO CEKYH/I IIOCJ/IE TOI'O, KaK OTBET yCTapeJI:

e Pacmmpenne stale-while-revalidate mosst 3arososka "Cache-Control" paspermaer ucrnosn3oBaTh
YCTAPEBINN KIMMUPOBAHHDBIN OTBET, €CJIN Ha JAHHBIT MOMEHT OH y»Ke OOHOBJISIETCS.

e Pacmupenue stale-if-error mosist 3arosoeka "Cache-Control" pasperraer ucioJib30BaTh ycTapeBIIni
K3IIUPOBAHHBIN OTBET B CJIydYae ONIUOKH.

© IIpumeuannue

Taxkoit criocod MeHee TPUOPUTETEH, YeM 33/IaHIe TaPAMETPOB JTUPEKTUBHI.

YT00BI MUHUMHU3UPOBATH YUCJIO 0OpAIIeHn K IIPOKCHPOBAHHBIM CepBepaM IIPH 3aII0JTHEHUU HOBOI'O dJIe-
MEeHTa K3IIIa, MOXKHO BOCIIOJIb30BAaThCS JUPEKTUBON proxy cache lock.

proxy cache valid

Cunrakcuc proxy_cache_valid [xod ...| epema;
IIo ywmomua- —

HUIO

Konrekcr http, server, location

SajaeT BpeMsi KIITUPOBAHUs JIJIsT PA3HBIX KOJOB oTBera. Hampumep, 1upeKTUBbLI

proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 im;

3a/1al0T BpeMs K3mmpoBanus 10 munyT 15 orBeToB ¢ Kojgamu 200 m 302 m 1 MuHyTYy JUIS OTBETOB C
KozoMm 404.

Ecam ykazaHo TOTBKO BpeMs K3ITUPOBAHUS,

[proxy_cache_val id 5m;

TO K3MUpPYIOTcs ToabKo oTrBeThl 200, 301 m 302.

Kpome Toro, MoxkHO K3MMPOBATH JIIOOBIE OTBETHI C ITOMOIIBIO [TAPAMETPA any:

proxy_cache_valid 200 302 10m;
proxy_cache_valid 301 ih;
proxy_cache_valid any im;

(i ) IIpumeuanue

ITapameTpbl KIITUPOBAHUS MOTYT TaK:Ke ObITh 33JIaHbI HEITIOCPE/ICTBEHHO B 3ar0/IOBKe OTBeTa. Taxoit
CIr1ocob MpUOpHUTETHEE, YeM 3aIaHNe BPEMEHU KAITUPOBAHUS C ITOMOIILIO JUPEKTUBI.
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e ITosie 3aronoeka "X-Accel-Expires" 3aaer BpeMsi KIIUPOBaHUsl OTBETa B CEKyHIaX. JHadYeHue ()
3amperaer K3IMNIPOBaTh OTBET. Kc/in 3HaYeHne HaAIMHAeTCs ¢ pedukca @, OHO 33/1aeT aBCOTIOTHOE
BpeMsl B CEKYHJAX C HaYaJia 3MO0XH, JO KOTOPOI'0 OTBET MOXKET ObITh KIIIMPOBAH.

e Fcim B 3arosioske et mosist " X-Accel-Expires", mapamMerpbl K3IMUPOBAHUST OIIPEIEISTIOTCS TI0 TTOJISIM
zarosioBka "Expires" nim "Cache-Control".

e Oreet, B 3arojioBke KOTOporo ecthb moje "Set-Cookie", He OyaeT K3MUpOBATHCS.

e OTBer, B 3aroJ0BKe KOTOPOro ectb noje "Vary" co cnenmanbueiM 3nadenueM "*". me Gymer Kamm-
poBarbcst. OTBer, B 3arojIoBKe KOTOpOro ecTh nojie "Vary" ¢ apyrum 3uadenuem, Oy1eT KIIMUPOBAH
€ y9EeTOM COOTBETCTBYIONIMX IOJIEH 3ar0JIOBKa 3a1poCa.

O6paboTrka 01HOTrO miin HoJIee U3 ATUX T0JIeH 3ar0JI0BKA MOXKET ObITh OTKJIIOYUEHA, [TPU TOMOIIN JUPEKTUBBI
prozy _ignore_ headers.

proxy _connect _timeout

Cunrakcuc proxy_connect_timeout epems;
Ilo ymonua- proxy_connect_timeout 60s;
HUIO

Konrekcr http, server, location

SajaeT TafiMayT JJIsi YCTAHOBJIEHUSI COEJIMHEHNsI ¢ MPOKCUPOBAHHBIM cepBepoM. HeobxoaumMo mMmeTnh B
BHUJLY, UTO ITOT TafiMayT OOBITHO HE MOXKET IPEBBINATH 79 CEKYH/I.

proxy _connection _drop

Cunrakcuc proxy_connection_drop spems | on | off;
Ilo ywmomua- proxy_connection_drop off;

HHIO

Konrekct http, server, location

HacrpaunBaer 3aBepiiieane Bcex COeIMHEHUI ¢ TPOKCUPYEMBIM CEPBEPOM, €CJIH OH OBbLT y/IaeH U3 ITPYIIIbI
I TIOMEYEH KaK IIOCTOsIHHO HEeJIOCTYIIHBIN B pe3ysibTare mpolecca reresolve wiuu komandv, A PI DELETE.

CoeiuHeHNE 3aBEPIIALTCsI, KOT1a 00pabaThIBAETCsI CJIeIyoNee COObITHE YTEHUs UJIU 3aIlUCH JIJIsl KJIMEHTa,
I IIPOKCUPYEMOI'O CepBepa.

VcraHOBKA 6pemeny BKIIIOYAET TafiMayT 10 3aBEPIIEHHs COEIUHEHUs; [IPU BHIOOPE 3HAYEHUS ON COEIIU-
HEHUs 3aBEePIIAIOTCA HeMe JICHHO.

proxy cookie domain

Cunrakcuc proxy_cookie_domain off;
proxy_cookie_domain domen 3amena;

Ilo ywmomua- proxy_cookie_domain off;

HUIO

Konrekcr http, server, location

3ajiaeT TEKCT, KOTOPBIA HYKHO m3MeHUTh B arpubyre domain mosteii "Set-Cookie" 3arosoBka orsera
[IPOKCUPYEMOro cepeepa. [IpeoiokumM, IpoKCupyeMblil cepBep BEpHYJI 110Jie 3arosioBka "Set-Cookie" ¢
arpubyrom "domain=localhost". TupexTusa
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[proxy_cookie_domain localhost example.org;

[eperuIeT JauHbiii arpudbyT B Buje "domain=example.org".

Touka B Hauaje cTPoK domern U 3aMeHa, a PABHO Kak U B aTpubyre domain urnopupyercs. Perumcrp
3HAYEHUS] HE NMEET.

B cTpokax domen m 3amena MOXKHO UCIIOTIH30BATH IIEPEMEHHBIE:

[proxy_cookie_domain www.$host $host;

JIMpeKTUBY Tak»Ke MOXKHO 3aJ]aTh IIPU IIOMOIIU PEryJsipHBIX BhIpazkenwii. [Ipum arom domen IOMKeEH
HauYMHATHCs ¢ cuMBOJjIa "~ ". PeryssipHOe BbIpaykKeHUe MOXKET COJEPXKATh MMEHOBAHHbBbIE W ITO3UIIHOHHBIE
BBIJIEJIEHHUS], & 3AMEHG CCHLIATHCS HA, HUX:

[proxy_cookie_domain “\.(?P<sl_domain>[-0-9a-z]+\. [a-z]+)$ $sl_domain; }

Ha oxsom yposHe MOXKeT OBITH YKa3aHO HECKOJIBKO JUPEKTUB proxy cookie_ domain:

proxy_cookie_domain localhost example.org;
proxy_cookie_domain ~\.([a-z]+\.[a-z]+)$ $1;

Ecau x cookie MoryT OBITH TPUMEHEHBI HECKOJIBKO JAUPEKTHUB, OYyAET BhIOpaHa MepBas U3 HUX.

ITapamerp off oTMeHseT JelicTBUE yHACIEIOBAHHBIX C IPEIBIIYIIEr0 YPOBHS KOHMDUIYyPAIUY JUPEKTHUB
proxy_ cookie_ domain.

proxy _cookie flags

Cunrakcuc proxy_cookie_flags off | cookie [paae ...[;
Ilo ywmomua- proxy_cookie_flags off;

HUIO

Konrekcr http, server, location

3amaeT oIMH WJIK HECKOJILKO (Jiaros s cookie. B kadecTBe cookie MOYKHO HCIIOJIB30BATh TEKCT, ITIEPEMEH-
Hble U UX KoMOmHamuu. B KagecTBe ¢yara MOKHO HCIOJIH30BATH TEKCT, IEPEMEHHBIE U UX KOMOWHAITNMN.

TTapameTpnr secure, httponly, samesite=strict, samesite=lax, samesite=none K0O6ABISIOT COOTBETCTBYIO-
e Jard.

ITapamerpsr nosecure, nohttponly, nosamesite yIajasroT COOTBETCTBYIOIIIE (JIard.

Cookie Takzke MOXKHO 3aJIaTh IPU IIOMOIIN PEryJIsiPHBIX BbipaxkeHuit. [Ipu srom cookie momken Havu-

HaTbcd ¢ cuMBoja "7,

Ha onmom ypoBHe KoHDUTYpamuu MOXKeT ObITh yKa3aHO HECKOJIBKO JTUPEKTHB proxy cookie_ flags:

proxy_cookie_flags e httponly;
proxy_cookie_flags ~ nosecure samesite=strict;

Ecau x cookie MoryT ObITH MpuMeHEHBI HECKOJIBKO JUPEKTUB, Oy/eT BhIOpaHa IepBas n3 HuUX. B maH-
vHoM mpumepe duar hitponly mnobasisiercss K cookie ome, Jisi OCTaJIbHBIX cookie jobaBisiercss Jiar
samesite=strict u ynajusiercss Jar secure.

[Tapamerp off ormemsieT meficTBHE BCEX TUPEKTUB proxy  cookie flags Ha TAHHOM ypPOBHE.
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proxy cookie path

Cunrakcuc proxy_cookie_path off;
proxy_cookie_path nymo samena;

Ilo ywmomua- proxy_cookie_path off;

HHIO

Konrekcr http, server, location

3ajiaeT TeKCT, KOTOPBIN HYKHO U3MEHUTH B aTpubyTe path moseit "Set-Cookie" 3arosoBka orBera mpox-
cupyemoro cepsepa. [Ipe/nosoykum, MpoKCUpyeMblii cepBep BepHYJI 1oie 3arojoBka "Set-Cookie" ¢ at-
pubyrom "path=/two/some/uri/". dupexrusa

[proxy_cookie_path /two/ /;

HepenuieT JaHHblii arpubyr B Buge "path=/some/uri/".

B CTPOKax nymv U 3aMeHA MO2KHO HCIIOJIB30BaTh IIEPEMEHHbIE!:

[proxy_cookie_path $uri /some$uri;

JlupekTuBy Tak»Ke MOXKHO 3a/aTh IIPHU IIOMOIIN PEryJIsIPHBIX BbipaxkeHuii. [Ipu aroM nymo 102KeH Ha-
quHATbCsT MO0 ¢ cuMBojia ") eciin pU CpaBHEHHWM CJIeJyeT YUUTHIBATH PETUCTP CHUMBOJIOB, JIMOO C
cuMBOJIOB " T*" | ecyim PErmeTp CHMBOJIOB yUHTHIBATH HE HY?KHO. PeryIspHoe BBIPaXKeHHe MOXKET COIEp-
2KaTh UMEHOBAHHDIE W [TO3UIMOHHBIE BBIIEIEHUS, 8 30MeHG CCHLIATHCS HA HUX:

[proxy_cookie_path “x~/user/([~/1+) /u/$1;

Ha oxom ypoBHe MoxkeT OBITH yKa3aHO HECKOJIBKO JIMPEKTUB proxy cookie path:

proxy_cookie_path /one/ /;
proxy_cookie_path / /two/;

Ecmu kx cookie MoryT ObITh IpUMEHEHBI HECKOJIBKO JIUPEKTUB, OyIeT BIOpAaHA epBas U3 HUX.

ITapamerp off oTMeHsieT JeliCTBHE YHACIEIOBAHHBIX C IPEIBIIYIEr0 YPOBH KOHMDUIYPAINN AUPEKTHUB
prozy _ cookie_ path.

proxy force ranges

Cunrakcuc proxy_force_ranges off;
Ilo ymomda- proxy_force_ranges off;
HHIIO

Konrekct http, server, location

Bkioyaer mojyiepKKy IMAna3oHOB 3alpammBaeMbix OaiT (byte-range) Jyisi K9IIMPOBAHHBIX U HEKI-
[IIPOBAHHBIX OTBETOB IIPOKCUPYEMOI'O CepBepa BHE 3aBUCHUMOCTH OT Hajuuus noJis "Accept-Ranges" B
3ar0JIOBKaX 3TUX OTBETOB.
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proxy headers hash bucket size

Cunrakcuc proxy_headers_hash_bucket_size pasmep;
Ilo ywmomua- proxy_headers_hash_bucket_size 64;
HHIO

Konrekcr http, server, location

T M KOD3UHBI JJIs XSII-TabJIAIl, HCHOJB3YeMbIX aupekTuBamu prozy hide header u
Sazae a3Me op3 SII-Ta0JINI, HCIIOJIb3Ye e a y_hide head
prozy set header. IlompobHee HACTPOUKA XIMI-TAOIUI] 00CYKIAETC OTIAETBHO.

proxy headers hash max _size

Cunrakcuc proxy_headers_hash_max_size pasmep;
Ilo ywmomua- proxy_headers_hash_max_size 512;
HHIO

Konrekcr http, server, location

3ajaer MaKCUMAJILHBLIA pasmMep X3MII-TabJIUIl, HUCIOJL3YeMbIX JupeKTuBamMu proxy hide header u
at p P ) Y Aup proxy_ _
prozy set header. IlompobHee HACTPOUKA XIMMI-TAOIUI] 00CYKIAETC OTIETBHO.

proxy hide__header

CunTakcuc proxy_hide_header nosxe;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

ITo ymommuanuio Angie He nepenaeT KiaueHTY oJid 3aroioska "Date", "Server", "X-Pad" u "X-Accel-..."
b b

13 OTBETa IPOKCUPOBAHHOIO cepBepa. upekTtusa prory hide header 3amaeT IOIOTHUTENIbHBIE IIOJIS,
KOTOpBIE He OyIyT mepegaBaThcsi. Eciun ke mepeady moJieil Hy2KHO Pa3peInTh, MOXKHO BOCIIOJIb30BATHCS
JIUPEKTUBOM proxy pass header.

proxy http version

Cunrakcuc proxy_http_version 1.0 | 1.1 | 3;

Ilo ywmomua- proxy_http_version 1.0;

HUIO

Konrekcr http, server, location, if B location, limit except

Sanaer Bepcuro nporokosa HTTP mis npokcupoBanus. [To ymorganuio ucnosb3yercs Bepeust 1.0. st
paboThI nocmosarrvr coeduneruli peKoMeHayeTcs Bepcus 1.1 mim Bbite.
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proxy http3 hq

Cunrakcuc proxy_http3_hq on | off;
Ilo ywmomua- proxy_http3_hq off;
HUIO

Konrekcr http, server

OTKII09aeT WK BKJIIOYAET OCODBIN PEXKIM COTJIACOBaHMS hq-interop, UCIOIb3YeMbIil B (DYHKIMOHA b
nbix Tecrax QUIC, ma KoTopble Tosaraercss Angie.

proxy http3 max concurrent streams

Cunrakcuc proxy_http3_max_concurrent_streams wuc.o;
Ilo ywmomua- proxy_http3_max_concurrent_streams 128;
HHIO

KonTekcr http, server

WNuununanusupyer nacrpoiiku HTTP/3 u QUIC, a Takke 3aJlaeT MaKCUMAJIBHOE YHUCJIO HMAPAJLICIbHBIX
HTTP/3-norokos B coedurernuu. Tpebyer BRIOUECHUST NOCTMOANNLL COCOUNEHUT.

proxy http3__max_table capacity

CunTakcuc proxy_http3_max_table_capacity wuc.o;
Snavenne 1o proxy_http3_max_table_capacity 4096;
YMOITIaHUIO

Konrekcr http, server, location

Ompegesnsier eMKOCTh JUHAMUYICCKON TabIUIbI Il TPOKCH-COEIMHEHMTIA.

© IIpumeuannue

[Toxoxkast mupektuBa http3 mazx table capacity 3amaer 9T0 3HAYEHHUE [IJIsi CEPBEPHBIX COEIMHEHUN.
Y0061 M36€KaTh OMIMOOK, UCIOIb30BAHNE JTMHAMUIECCKON TAOIUIIBI OTKJIIOYAETCS MPHU BKJIIOUEHHOM
K3IIIUPOBAHUU B PEXKUME [IPOKCUPOBAHMSI.

proxy http3 _stream _buffer _size

Cunrakcuc proxy_http3_stream_buffer_size pasmep;
ITo ymonua- proxy_http3_stream_buffer_size 64k;
HUIO

Konrexct http, server

Sazaer pasmep Oydepa, UCIOIb3yeMoro st urerus u 3amucu () UIC-nomorkos.
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proxy ignore client abort

Cunrakcuc proxy_ignore_client_abort on | off;
Ilo ywmomua- proxy_ignore_client_abort off;
HHIO

Konrekcr http, server, location

OmpeiesisieT, 3aKPBIBATH JIM COEIMHEHHE C MPOKCAPYEMBIM CEPBEPOM B CJIydae, €CJIU KJIUEHT 3aKPhLI
coeJIMHEHNe, HEe JOXKJIABIINCH OTBETA.

proxy ignore headers

Cunrakcuc proxy_ignore_headers noze ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samperaer 00pabOTKy HEKOTOPBIX IOJIell 3arojIOBKa M3 OTBETA IIPOKCHPOBAHHOIO cepBepa. B aumpek-
TuBe MOXKHO ykKasaTh mojsa "X-Accel-Redirect", "X-Accel-Expires", "X-Accel-Limit-Rate", "X-Accel-
Buffering", "X-Accel-Charset", "Expires", "Cache-Control", "Set-Cookie" u "Vary".

Ecau ne 3ampereno, 06paboTKa 3TUX MOl 3aro/I0BKa 3aKII0YAETCA B CJIEIYIOMIEM:

o "X-Accel-Expires", "Expires", "Cache-Control", "Set-Cookie" u "Vary" sanator napamempos xa-
WUPOGANUA OTBETA;

e "X-Accel-Redirect" npoussomur snympertee neperanpasaerue Ha ykasanubiii URI,
o "X-Accel-Limit-Rate" 3amaer oeparuvenue ckopocmu nepenadu oTBeTa KJIMEHTY;
e "X-Accel-Buffering" Brirouaer min BeIKJIIOUAET Oydepusauio OTBETa,;

e "X-Accel-Charset" 3amaer kejtaeMyio koduposky OTBeTa.

proxy _intercept _errors

Cunrakcuc proxy_intercept_errors on | off;
Ilo ywmomua- proxy_intercept_errors off;
HHIO

Konrekcr http, server, location

Omupenesisiet, epe1aBaTh U KJIUEHTY IPOKCUPOBAHHBIE OTBETHI ¢ KOIOM OoJibie jinbo paBabiM 300, mim
JKe MePexXBaThIBATh UX U MEePEeHANPaBJIITh Ha 06paboTKy Angie ¢ IOMOIIBIO JUPEKTUBBI 10T page.
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proxy limit_rate

Cunrakcuc proxy_limit_rate cxopocmuv;
Ilo ywmomua- proxy_limit_rate O;

HUIO

Konrekcr http, server, location

OrpaHnmgmBaeT CKOPOCTb YTEHHWS OTBETa OT IPOKcHpyemoro cepsepa. Ckopocmbv 3amaercs B Oaiirax B
CEeKYH/Ly; MOKHO HCIIOJIb30BaTh IIepEeMeHHBIE.

0 OTKJIIOYAET OIPAHUYEHNE CKOPOCTH

O IIpumeuannue

OrpaHnvenre yCTaHABINBAECTCS Ha 3AIIPOC, TIOITOMY, €ClIi Angie OJJHOBPEMEHHO OTKPOET JIBa COEJTU-
HEHUS K IIPOKCUPYEMOMY CEPBEPY, CyMMapHas CKOPOCTh OYIET B/IBOE BBIIIIE 33 JAHHOIO OIPDAHIYEHUS.
Orpanndenne paboTaeT TOJIBKO B CJIydae, €CJIU BKIIOYeHA Oydepusatus OTBETOB IPOKCUPYEMOTO Cep-
Bepa.

proxy max_temp _file_size

Cunraxcuc proxy_max_temp_file_size pasmep;
Ilo ywmomua- proxy_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecin Bkmiovuena oygepusaiia OTBETOB IPOKCUPYEMOTO CEPBEPA, U OTBET HE BMEIIACTCH IEJINKOM B Oy de-
pBbI, 3a/laHHbIE JUpeKTUBaMu prory buffer size u prory buffers, 9acTb oTBeTa MOYXKET OBITH 3aIIUCAHA BO
BpEeMeHHbII (haitn. DTa TUPEKTUBa 3a/1aeT MaKCUMAJbHBINA pa3Mep BpeMeHHOro daitia. Pasmep maHHBIX,
cOpachIBAEMBIX BO BPEMEHHBIN (bailyr 3a ouH pas, 3aJaeTcs AUPEKTUBOH provy temp file write  size.

0 OTKJIIOYaeT BO3MOXKHOCTb OydepHu3aliii OTBETOB BO BpEMEHHBIE (hailiibl

O IIpumeuannue

JlaHHOE OrpaHWYeHre He PACIIPOCTPAHSETCS HA OTBETHI, KOTOPBIE OYIYT KW UPOGaHs, WU COXPAHEHBI
na Jucke.
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proxy method

Cunrakcuc proxy_method wmemod;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sagaer HTTP-meros, KoTOpBIit OyIeT MCIOIB30BATHCS B IIEPEIABAEMBIX HA IPOKCUPYEMBIN cepBep 3a-
pocax BMECTO METO/a U3 KJIHEHTCKOIO 3ampoca. B 3HaYeHWH IapaMeTpa JOMYCTHMO WCIOJIH30BAHUE
[Il€pEMEHHBIX.

proxy next upstream

Cunrakcuc proxy_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

Ilo ymomua- proxy_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OrmpefiesisieT, B KAKUX CJIydasx 3arpoc OyJIeT mepeiaH CIeIyIoeMy B IPYIIe upstream cepBepy:

error [IPOM30IILJIA OIMOKA COEINHEHUsI C CEPBEPOM, TIEPEIadn €My 3aIPOCa MJIM ITEHUSI
3aroJIOBKa OTBETa CePBEpPa;
timeout IIPOM30IIIesI TaliMayT BO BpPeMsl COCJUHEHUdA C CepBEPOM, Ilepejladil eMy 3alpoca

WM YTEHUd 3ar0JI0BKa OTBETa CepBepa;
invalid_header cepBep BepHYJI IIyCTOU M/ HEBEPHBII OTBET;

http_500 cepsep BepHYJ oTBeT ¢ KojoMm 500;
http_502 cepBep BEPHYJ OTBET ¢ KOjoM 502;
http_503 cepBep BepHYJI OTBET ¢ KogoM H503;
http_504 cepBep BEPHYJ OTBET ¢ KojoM H04;
http_403 cepBep BepHYJI 0TBeT ¢ KojoM 403;
http_404 cepBep BEPHYJ OTBET ¢ KojoMm 404;
http_429 cepBep BEPHYJ OTBET ¢ KOjoM 429;

non_idempotent 006bI4HO 3a1pochl ¢ nengemuorenTibiM Merogom (POST, LOCK, PATCH) ue ue-
pPeIaroTCs Ha IPYTOil CepBep, €C/IM 3alPOC CEPBEPY IPYIIIBI yKe ObLI OTIIPABJIEH;
BKJIIOYEHHE TIAPAMETPa SIBHO Pa3PEINAeT IIOBTOPSITH MOJ00HBIE 3AITPOCHI;

off 3alpelraer nepejgady 3alpoca CJIeAyIoNeMy cepBepy.

O IIpumeuanne

Heobxo/1mMmo mornMaTh, ITO Iepeiata 3a1poca CjIe/IyoIeMy cepBepy BO3MOXKHA TOJIBKO IIPU YCJIOBUH,
9TO KJIMEHTY eIlle HUIEero He Iepe1aBaiochk. 1o ecTh, ecjii OmmOKa Wi TaiiMayT BO3HUKJIN B CEPEIIHE
repejlady OTBeTa KJIMEHTY, TO JeHCTBUE JUPEKTUBBI Ha TAKOIl 3aIIpOC HE PACIPOCTPAHAETCA.

JupekTrBa Tak>Ke OIPENEIIsAeT, 9TO CUUTAETCH HeydayuHolt nonvmkot paboThl C CEPBEPOM.
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error BCErJja CUUTAIOTCA HEYJAIHBIMHU IOIBITKAMH, JAXKEe €CJIM OHU He YKa3aHbl B JU-
timeout pexTuse

invalid_header

http_500 CUYHATAIOTCA HEYJIQYHBIMU MOIIBITKAMU, TOJBKO €CJIM OHU YKA3aHbl B JUPEKTUBE
http_502

http_503

http_504

http_429

http_403 HUKOIJIa He CUYATAIOTCA HEYJAYHBIMU MOIBITKAMUI

http_404

Ilepenada 3ampoca ciaeayomeMy cepBepy MOXKET ObITh OFPAHUYEHA 10 KOAUMECTNEY NONLIMOK U IO 8pe-
MEHU.

proxy next upstream _timeout

Cunrakcuc proxy_next_upstream_timeout epemas;
Ilo ymomua- proxy_next_upstream_timeout O;
HUIO

Konrekcr http, server, location

OrpanngyuBaeT BpeMsi, B T€YeHNe KOTOPOro BO3MOYKHA Iepejada 3a1poca cAedyiouemy cepBepy.

0 OTKJIIOYAET 3TO OFPAHUYEHUE

proxy next upstream _tries

Cunrakcuc proxy_next_upstream_tries wucxo;
Ilo ywmomua- proxy_next_upstream_tries O;
HUIO

Konrekcr http, server, location

OrpanrumBaeT YUCJIO JOIMYCTUMBIX IOIBITOK IS HEPEIadn 3alpoca CACJYI0ULEMY CEPBEPY.
: 3 <

0 OTKJIIOYAET 3TO OrPAHUYCHUE

proxy no_cache

Cunrakcuc proxy_no_cache cmpoxa ...;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

3ajiaeT ycIoBuUs, IPU KOTOPBIX OTBET He OY/IeT COXPAHITHCS B KIII. Fcin 3HadeHne XoTs Obl OHOTO U3
CTPOKOBBIX MMapamMeTpoB Hemycroe u He paBuo "0", To oTBer He OymeT COXpaHeH:
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proxy_no_cache $cookie_nocache $arg_nocache$arg_comment;
proxy_no_cache $http_pragma $http_authorization;

MozxHO ncmoIE30BaTh COBMECTHO C AUPEKTUBOI proxy cache bypass.

proxy _pass

Cunrakcuc proxy_pass uri;

Ilo ymomua- —

HUTO

Konrekcr location, if B location, limit except

3aiaer IPOTOKOJ U aJpeC IPOKCUPYEMOIO cepBepa, a Takzke HeobOmazaTenbubIil URI, Ha KOTODBII mosken
orobpaxaThcsi location. B kadecTBe mpoToKoJIa MOYKHO yKa3aThb http mim https. Ajgpec MoxkeT OBITH

yKaz3aH B Bujie goMmennoro umennu mwin [P-anpeca, n Heobs3aresbHOrO mopras

[proxy_pass http://localhost:8000/uri/;

1 B BUJE IIYTHU I_HVI)(—COKGT&7 KOTOprfI YKa3bIBa€TCd IIOCJIE CJIOBA unix M 3aKJ0YaeTCcs B JABOCTOYMA:

[proxy_pass http://unix:/tmp/backend.socket:/uri/;

Eciu nomennoMy mMeHH COOTBETCTBYET HECKOJIBKO &J/IPECOB, TO BCE OHM OYyT MCIIOJb30BATHCS 110 O4e-

peau (round-robin). Kpome Toro, B KadecTBe apeca MOXKHO YKa3aTh 2DYNny Cepeepos.

B 3navennn mapamerpa MOXKHO HCIOJIb30BaTh IlepeMeHHbIe. B aTOM ciiydae, ecyan ajpec yKa3aH B BUIE
JOMEHHOT'O UMEHH, UMS UIMETCS CPEeIU ONMUCAHHBIX T'PYII CEPBEPOB U €CJIU HE HAWIEHO, TO OIPEIEIsIeTCs

¢ IOMOIIBIO resolver'a.

URI 3ampoca mepejiaercst Ha CepBep Tak:

e Ecim nupektuBa proxy_pass ykaszana ¢ URI, To npu nepesade 3ampoca cepBepy 4acTb HOPMAAU-
sosanrozo URI 3ampoca, coorBercTBytoriast location, 3amensiercst va URI, yka3aHHBII B qupekTHBE:

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

e Ecimm nupekTtuBa proxy_pass ykazana 6e3 URI, To npn 06paboTke mepBOHAYAIBLHOIO 3aIIpOca Ha
cepsep nepemaercss URI 3ampoca B ToMm ke Buje, B KAKOM €ro IPHUCIaJ KJIUEHT, a Ipu 0O0paboTke

n3menennoro URI - mopmasnuzosannsiit URI 3ampoca menmmkom:

location /some/path/ {
proxy_pass http://127.0.0.1;
}

B psazne cayuaes uacts URI 3ampoca, mojexariyo 3aMene, BbIIEINTh HEBO3MOXKHO:

e Eciu location 3a/aH pery/sipHbIM BbIpaXkKeHHEM, & TaK:Ke B UMEHOBaHHBIX location.

B stux ciayuasix proxy_pass ciejyer yka3bBarh 6e3 URI.

e Fcim BHyTpH mpokcrpyeMoro location ¢ moMomnpio fupeKTuBbl rewrite m3mensercsa URIL n mmenno

¢ 910i1 Kouduryparueii 6yuer obpadbarbiBaThes 3anpoc (break):

location /name/ {
rewrite /name/([~/]+) /users?name=$1 break;
proxy_pass http://127.0.0.1;
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B stom cayuae URI, ykazaHublit B AUPEKTUBE, UTHOPUPYETCsI, 1 Ha cepBep Iepenaercs n3meHeHubiit URI
3aITPOCA TEJTNKOM.

e IIpu ucnonb30BaHNM IIEPEMEHHBIX B ProTy  pass:

location /name/ {
proxy_pass http://127.0.0.1$request_uri;
}

B sTom ciygae ecau B mupektuse ykaszan URI, on mepenaercs: na cepBep kak ecrb, 3amenss URI mepso-
HAYAJIBHOTO 3aIIPOCA.

IIpokcupoBanune WebSocket Tpebyer ocoboit Hacmpotixu.

proxy pass__header

Cunraxcuc proxy_pass_header nouze ...;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

Paspemiaer nepenaBarh 0T TPOKCUPYEMOTO CEPBEPA KIIMEHTY 3ANPEWEHHbIE DAL Nepedayts IO 3ar0JI0B-
Ka.

proxy pass_request body

Cunrakcuc proxy_pass_request_body on | off;
Ilo ywmomua- proxy_pass_request_body on;
HUIO

Konrekct http, server, location

[To3zBossier 3ampeTuTh mMepeady UCXOIHOTO TEJa 3alPOCa Ha MPOKCUPYEMBIl CEPBED.

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_body 2
proxy_set_header Content-Length "";

proxy_pass ...;

CM. TakzKe JUPEKTUBBI proxy set header w proxy pass request headers.

proxy pass_request headers

Cunrakcuc proxy_pass_request_headers on | off;
Ilo ywmomua- proxy_pass_request_headers on;
HHIO

Konrekcr http, server, location

IlozBosisieT 3ampeTuTh NEpeady MoJeil 3aroJI0BKa NCXOIHOTO 3aIIpOoca Ha MMPOKCUPYEMBIN cepBep.
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location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_headers 8
proxy_pass_request_body 3

proxy_pass ...;

CM. TakxKe JUPEKTHUBBI proxy set header u proxy pass_request body.

proxy pass_trailers

CunTakcuc proxy_pass_trailers on | off;
Ilo ymonua- proxy_pass_trailers off;
HUIO

Konrekcr http, server, location

Paszpemaer nepenady moseit TpeitsiepoB OT IPOKCUPYEMOrO CepBEPa KJIUEHTY.

Cexnug rpeitnepos 8 HTTP /1.1 Brjouaercs gBHO.

location / {
proxy_http_version 1.1;
proxy_set_header Connection "te";
proxy_set_header TE "trailers";
proxy_pass_trailers 5

proxy_pass ...;

proxy quic_active connection id _limit

Cunrakcuc proxy_quic_active_connection_id_limit wwucno;
Ilo ywmomua- proxy_quic_active_connection_id_limit 2;
HHUIO

Konrekct http, server

Sasaer 3HaUeHne TpaHcnopTHOro nmapaMerpa QUIC active_connection_id_limit. 9T0 MakcuMajbHOE
9HUC/I0 AKTUBHBIX MICHTU(MUKATOPOB COEIMHEHII, TIOIEPKUBAEMBIX JIJIsI OJTHOTO CEPBEPA

proxy quic_ gso

Cunrakcuc proxy_quic_gso on | off;
Ilo ywmomua- proxy_quic_gso off;
HUIO

Konrekcr http, server

OTKIIIOYaeT WM BKJIIOYAET OTIPABKY JAHHBIX B ONTHMU3UPOBAHHOM MakeTHoM pexkume () UIC, ucmoib-
3YIOIIEM TIPOTPAMMHOE CHUYKEHUEe HATPY3KH ITyTeM cerMeHTarun (generic segmentation offload).
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proxy quic_host key

Cunrakcuc proxy_quic_host_key daiin;
Ilo ymomua- —

HUIO

Konrekcr http, server

Samaer @atia ¢ CEKpEeTHBIM KJIIOUOM, ipuMensieMbiM B () UIC tipu mmdpoBannn TokeHoB Stateless Reset
u Address Validation. ITo ymosranuio cyry9aiiHblil KJII0Y CO3AETC IPU KAXKIOM Iepe3alycKe. TOKeHbI,
CO3JIAHHBIE TIPY TTOMOIIN CTAPBIX KJIOYeil, He TPUHUMAIOTCS.

proxy read timeout

Cunrakcuc proxy_read_timeout epems;
Ilo ywmomua- proxy_read_timeout 60s;
HHIO

Konrekcr http, server, location

3ajaer TaiMayT PU YTEHUHM OTBETA MPOKCUPOBAHHOTO cepBepa. TailMayT ycTaHABIMBAETCS HE HA BCIO
[epeJiaty OTBETA, a TOJBKO MEXKJY JBYyMs OIEpAIUsIMU UTeHHusd. EKC/IMm 1o McTedyeHuu 3TOro BPEMEHH
IIPOKCUPYEMBIil cepBep HUYEro He IIepeIacT, COeJJUHeHNe 3aKPhIBAeTCs.

proxy _redirect

Cunrakcuc proxy_redirect default;
proxy_redirect off;
proxy_redirect nepernanpasierue 3aMeHa;
Ilo ywmomua- proxy_redirect default;
HHIO
Konrekcr http, server, location

3ajiaeT TEKCT, KOTOPBII HY2KHO M3MEHUTH B 10JisixX 3arojioBka "Location" u "Refresh" B orBere npokcu-
pyeMoro cepsepa.

IIpeamosnokum, TPOKCUPYEMBITi CEPBEP BEPHYJI [I0JI€ 3ar0JI0BKA:

[Location: http://localhost:8000/two/some/uri/

JupekTuBa

[proxy_redirect http://localhost:8000/two/ http://frontend/one/;

nepenuniieT 3Ty CTPOKY B BHUIEC:

[Location: http://frontend/one/some/uri/

B 3amensiemoil cTpoke MOXKHO He yKa3bIBATH UMsi CepBepa:

[proxy_redirect http://localhost:8000/two/ /;

Torjia Oy/IyT MOJCTABIEHBl OCHOBHOE UM CEPBEpa U IOPT, €CJIu OH oTau4deH oT 80.

CranmapTHas 3aMeHa, 3a1aBaeMast mapamerpoM default, UCHOIB3yeT MapaMeTPhl IUPEKTUB [ocation u
Jap ; 34l p p ) Y p PbL TP
prozy pass. IlosToMy nBe HIKeNpPUBEIEHHBIE KOH(MUTYPAIIUN OJUHAKOBBIL:
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location /one/ {
proxy_pass http://upstream:port/two/;
proxy_redirect default;

location /one/ {
proxy_pass http://upstream:port/two/;
proxy_redirect http://upstream:port/two/ /one/;

“* OcropoxxHOo

[Tapamerp default HemOIyCTHM, €CJIU B Proxy pPass UCIOIH3YIOTCS IEPEMEHHBIE.

B CTPOKE 3ameHa MO2KHO HCIIOJIB30BaThb II€pEMEHHDBIE!

[proxy_redirect http://localhost:8000/ http://$host:$server_port/;

B CTPOKE nepeHanpasacruec TOXKe MOXKHO HCIIOJIb30BATH II€PEMEHHBIC:

[proxy_redirect http://$proxy_host:8000/ /;

JlupekTUBY TakyKe MOXKHO 3aJ[aTh TP IIOMOIIM PEry/IsiPHBIX Bbipaxkeuuii. [Ipu sroMm nepenanpasierue
JIOJIXKHO HAYUHATHCsT U0 ¢ cuMBojia "~ ") ecyin Ipu CpaBHEHUU CJIEIYET YIUTHLIBATH PECUCTDP CHMBOJIOB,
6o ¢ cuMBOJIOB "~ *" ecoim perncTp CMMBOJIOB YYMTBIBATH HE HY?KHO. PerysipHOe BBIPAYKEHHE MOYKET
COZIEPKATH UMEHOBAHHBIE ¥ TIO3UIIMOHHBIE BBIJEIEHNUsI, & 3AMEHA CCBLIATHCA HA HUX:

proxy_redirect ~~(http://[~:]1+):\d+(/.+)$ $1$2;
proxy_redirect ~*/user/([~/]1+)/(.+)$ http://$1.example.com/$2;

Ha oxnom yposHe MOxKeT ObITH YKa3aHO HECKOJIBKO JUPEKTUB proxy redirect:

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;
proxy_redirect http://www.example.com/ /;

Eciu K 1oJ1sim 3arojioBKa B 0TBETE IIPOKCUPYEMOTO CEPBEPA MOT'YT OBITH IPUMEHEHBI HECKOJIBKO JTUPEKTUB,
Oyzer BbIOpaHa IepBasi U3 HUX.

ITapamerp off oTmeHnsieT meficTBHE yHACIEIOBAHHBIX C IPEIBIIYINErO YPOBHs KOH(MUTYPAIUNA TUPEKTUB
prozy _redirect.

C IIOMOIIIBIO 3TOM JUPEKTUBBI MO2KHO TaK2>Ke ,ELO6aBJIHTI) UMs XOCTa K OTHOCUTEJIbHBIM II€epeHallpaBJICHN-
AM, BblJITaBa€MbIM IIPOKCHUDPYEMbIM CEPBEPOM:

[proxy_redirect / /s }

proxy request buffering

Cunrakcuc proxy_request_buffering on | off;
Ilo ywmomua- proxy_request_buffering on;
HHIO

Konrekcr http, server, location

Paspemaer wim 3amnperaer ncnosib3oBaTh Oydepusauio Teia 3ampoca KJINeHTa.
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on TEJIO 3alIpOCa MOJIHOCTBIO “Umaemcs OT KJIUEHTa Ilepel, OTIPaBKON 3aIpoca Ha
IIPOKCUPYEMBI cepBep.
off TEJIO 3aIIpoca OTIIPAaBJdAeTCA Ha IIPOKCHPYEMBIN cepBep cpa3y 2Ke II0 Mepe €ero

IOCTYIJIeHHs. B 9TOM ciydae 3a1poc He MOXKET ObITh MEPeIan cAedyiouemy cep-
6epy, ecau Angie yKe HAYAJ OTIPABKY TeJia 3aIllPOCA.

Ecin pns ornpasku Tesa uexomHoro sanpoca ucnosb3yercs HTTP/1.1 u nepeijaua maHHBIX 9acTsaMu
(chunked transfer encoding), To Teso 3ampoca 6ydepusyercsi HE3ABICHUMO OT 3HAUEHUS JUPEKTUBBI, €CIIN
JIUIsI TPOKCUPOBaHus Takxke He exarouer HTTP/1.1.

proxy send lowat

Cunrakcuc proxy_send_lowat pasmep;
Ilo ymonua- proxy_send_lowat O;
HUIO

Konrekcr http, server, location

IIpu ycranoBke qupeKTHUBBI B HeHyJeBoe 3HadeHre Angie Oy/ier mbITaTbCsi MUHUMUA3UPOBATE IHCJIO OlTe-
paruii OTIPaBKM HA HUCXOJSAIINX COEJIMHEHUSX C ITPOKCUPYEMBIM CEPBEPOM JIMOO TPHU IOMOIHU dJiara
NOTE_LOWAT merona kqueue, mubo mpu momorntu napamerpa cokera SO_SNDLOWAT, ¢ yKa3saHHBIM pa3Me-
poM.

(5 ) IIpumeuanue

Dta nupekTuBa urHopupyercs na Linux, Solaris 1 Windows.

proxy send timeout

Cunrakcuc proxy_send_timeout epems;
Ilo ywmomua- proxy_send_timeout 60s;
HUIO

Konrekct http, server, location

SajaeT TafiMayT IpH mepejiate 3armpoca IPOKCHpyeMoMy cepiepy. TaliMayT ycTaHaBIMBAETCS HE HA BCIO
IepeJiaty 3ampoca, a TOJbKO MEXKJy JBYyMs OllepalysMy 3amnucu. Ecinu 1o nCTedeHnn STOr0 BPEeMEHH
IIPOKCUPYEMBIil cepBep He TMPUMET HOBBIX JAHHBIX, COCTUHEHNE 3aKPhIBACTCS.

proxy set body

Cunrakcuc proxy_set_body snauenue;
Ilo ymomua- —

HUTO

Konrekcr http, server, location

IlozBossteT mepeonpeiesnTh TEJIO 3aIIPOCA, IIEpeIaBaeMoe Ha IIPOKCUPYEMbIil cepBep. B kadecTBe 3Haqe-
HUA MO2KHO HCIIOJIB30BaTh TEKCT, IIEepEMEHHbIE U UX KOI\’I6I/IH&L[I/II/I.
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proxy set header

Cunrakcuc proxy_set_header nosae shauenue;

Ilo ymonua- proxy_set_header Host $proxy_host;
HHIO

Konrekcr http, server, location

TlozBossteT mepeonpeneisiTh WM JTOOABJISATH TOJIS 3ar0JI0BKA 3aIIpoca, nepedasaemule MPOKCAPYEMOMY
cepBepy. B kadecTBe 3HaueHUA MOXKHO UCIOJB30BATH TEKCT, IEPEMEHHBIE 1 X KOMOUHAIMH. npeKTHBbI
HACJIEYIOTCSI C TPEBIIYIIEr0 yPOBHS KOH(MDUTYDAIMA [IPU YCJIOBUU, YTO HA TAHHOM YPOBHE HE OIUCAHBI
CBOU JTUPEKTUBHI proxy set header. Ilo ymMos4aHuio epeonpenensoTcs TOJIbKO JIBa IO

proxy_set_header Host $proxy_host;
proxy_set_header Connection close;

Ecim Briroueno kamwuposanue, mosist 3arosioBka "If-Modified-Since", "If-Unmodified-Since", "If-None-
Match", "If-Match", "Range" u "If-Range" ucxomgHoro 3ampoca He mepe1aroTcst Ha IPOKCUPYEMBbIi CepBep.

Heusmenennoe mosie 3arosioBka 3ampoca "Host" MoxkHO mepemgath Tak:

[proxy_set_header Host $http_host;

O/ 1HAKO, eCcJid 9TO MOJIe OTCYTCTBYET B 3ar0JIOBKE 3aIIpOCa KJIMEHTA, TO HUYEro MepeaBaThcs He OyJIeT.
B aroM ciiydae Jiydine BOCIIOJIB30BATHCs [IepeMEHHON $host - ee 3HaUEHUE PABHO UMEHH CEPBEpa B II0JIE
"Host" 3aroJjioBka 3ampoca, Win »Ke OCHOBHOMY MMEHU CepBEpa, €CJIN II0JIs HET:

[proxy_set_header Host $host;

Kpome Toro, MmoxxHO niepeaTh uMst cepBeEpa BMECTe € IOPTOM IIPOKCHPYEMOTO CepBepa:

[proxy_set_header Host $host: $proxy_port;

Ecnu 3nagenune mosist 3arosioBka — Iycrasi CTPOKa, TO I0JIe BOOOIIEe He OyJIeT mepeaaBaThCs IPOKCUPYe-
MOMY CEepBepy:

[proxy_set_header Accept-Encoding "";

proxy _socket keepalive

Cunraxcuc proxy_socket_keepalive on | off;
Ilo ywmomua- proxy_socket_keepalive off;
HHUIO

Konrekcr http, server, location

Koudurypupyer nosenenue "TCP keepalive" jyist mcxonsgmumx coeuHeHN K IPOKCUPYEMOMY CEPBEDY.

" Ilo ymomaanmro /iutst cOKeTa AefCTBYIOT HACTPOUKHA OITEPAIIMOHHON CHCTEMBI.

on Jtst cokera BKJodaercs mapamerp SO KEEPALIVE
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proxy ssl certificate

Cunrakcuc proxy_ssl_certificate ¢hatin [Paiia];
Ilo ymomua- —

HHIO

Konrekcr http, server, location

Samaer daitn ¢ ceprudurarom B dopmare PEM s ayrenrtundurarmu na mnporcupyemom HTTPS-
cepBepe. B umenn daitta MOXKHO UCIOJIb30BATH [T€PEMEHHBIE.

Hobasieno B Bepcun 1.2.0.

HpI/I BKJIIOYEHHOM pProxry SSl_ nitls JAUPEKTUBa IIPDUHUMAET JIBa apryMeHTa BMECTO OJHOI'O:

location /proxy {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy _ssl _certificate cache

CunTakcuc proxy_ssl_certificate_cache off;
proxy_ssl_certificate_cache max=N [inactive=time| [valid=time];
Sunavenne 10 proxy_ssl_certificate_cache off;
YMOJIYaHUIO
Konrekcr http, server, location

Onpenesisier K31 qist xpanenusi SSL-cepmuduramos u cexkpemmoir kaovel, 3aJaHHbIX Yepe3 MepeMeH-
HBIE.

JupekTrBa HOAIEPKUBAET CIEAYIONINE TapaMETPhI:

® max — YCTAHABJIMBAET MAKCHMAJbHOE KOJIMYECTBO SJIEMEHTOB B K3Ile. [Ipy mepernosHeHnn KaIa
YAAJISIOTCST HanMeHee HeJlaBHO ucnob3osanuble (LRU) aseMeHTHI.

e inactive — ompezessieT BpeMsi, IOCJIE KOTOPOIrO 3JIeMEeHT Oy/meT ymajeH, ecjd K HeMy He ObLIO
obparennii. 3Hadenue Mo ymoardanuio — 10 cekyH/I.

e valid — ompejsenser BpeMs, B T€YEHHE KOTOPOI'O JEMEHT KIIa CYUTAETCH JIeHCTBUTEIbHBIM U
MOXKET HUCIOJIB30BaThCsl IIOBTOPHO. 3HadeHue 1mo ymosdanuio — 60 cexkys. [lo mcredenun sToro
BpeMeHH cepTU(MUKATHI IePe3arpyKalTCs UIH TPOXOIST TOBTOPHYIO IIPOBEPKY.

e off — OTKJIIOYaET K3III.

IIpumep:

proxy_ssl_certificate $proxy_ssl_server_name.crt;
proxy_ssl_certificate_key  $proxy_ssl_server_name.key;
proxy_ssl_certificate_cache max=1000 inactive=20s valid=1m;
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proxy ssl certificate key

Cunrakcuc proxy_ssl_certificate_key datia |Patial;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Samaer daiin ¢ cekperHbM Ki0odoM B hopmare PEM st ayrenrudukanun #a npokcupyemom HTTPS-
cepeepe.

Bwmecro draitina MoxkHO ykazarh 3HadeHne "engine:umsa:id", KoTopoe 3arpyzkaer KUY C YKa3aHHBIM id
un3 OpenSSL engine ¢ 3ajaHHBIM UMEHEM.

B umenu daiisia MO2KHO HCIIOIB30BATE TIEPEMEHHBIE.
Hobasreno B Bepcun 1.2.0.

IIpu BratOUeHHOM proxy ssl_ntls qupekTUBa IPUHUMAET JIBa apryMEHTa BMECTO OHOIO:

location /proxy {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy _ssl ciphers

Cunrakcuc proxy_ssl_ciphers wudgpoi;
Ilo ymonua- proxy_ssl_ciphers DEFAULT;
HUIO

Konrekcr http, server, location

OnucbiBaeT pa3pelieHHble MM pPHI s 3a11pocoB K mpokcupyemomy HTTPS-cepsepy. Illudpsr 3amarorcs
B dopMmare, nojepkuBaeMoM oubsmorekoit OpenSSL.

Crucok mudpos 3aBucut ot ycranosiennoit Bepcun OpenSSL. ITosHbIil cimcok MOXKHO MOCMOTPETH C
MIOMOIIBIO KOMaHAbI openssl ciphers.

proxy ssl conf command

Cunrakcuc proxy_ssl_conf_command umsa 3nauerue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaeT IPOM3BOJIbHBIE KOHMUTYpauoHHbie kKoMaH bl OpenSSL npu ycTaHOB/IEHUN COEIUHEHNS C TPOK-
cupyembim HTTPS-cepsepom.
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@ Baxmno
HupekTuBa nogaepxkuBaercs npu ucnosb3oBannun OpenSSL 1.0.2 u Borre.
Ha ogmoM ypoBHE MOXKeT OBITH yKa3aHO HECKOJIBKO JUPEKTHB proxy ssl_conf command. TupeKTUBBI

HACJIEJIYIOTCS C MPEJIBIYINEro yPOBHs KOH(MUTYPAIMU [P YCJIOBUH, YTO Ha JAHHOM YPOBHE HE OIMCAHBI
CBOM JIUPEKTUBBLL proxy ssl_conf command.

“* OcropoxxHOo

Ciremyer yuuTbiBaTh, 9YTO u3MeHeHne HacTpoek OpenSSL HApsMyo MOXKET IIPUBECTH K HEOXKUIaH-
HOMY IIOBEJEHUIO.

proxy ssl crl

Cunrakcuc proxy_ssl_crl dgatin;
IIo ywmomua- —

HUIO

Konrekct http, server, location

VYkasbiBaer daiis ¢ orosBanubiMu ceprudukaramu (CRL) B dopmare PEM, ucnonb3yembivu pu npo-
sepke ceprudurara npokcupyemoro HTTPS-cepsepa.

proxy ssl name

Cunrakcuc proxy_ssl_name ums;

Ilo ymon4a- proxy_ssl_name $proxy_host;
HUIO

Konrekcr http, server, location

TTo3BosisieT mepeonpeeuTh UMsl cepBepa, MCIOJb3yeMoe TPHU nposepke cepTuduKaTta TPOKCUPYEMOro
HTTPS-cepsepa, a Takxke jiist nepedavu e2o wepes SNI 1pu yCTaHOBJIEHUN COEIUHEHUS] C IIPOKCUPYEMBIM
HTTPS-cepBepom.

ITo ymourqanuio ucrosibzyercs nMst xocta n3 URL'a, 3aaHH0r0 qupekTuBOil proxy pass.

proxy _ssl_ntls

Jobasneno B Bepcun 1.2.0.

Cunrakcuc proxy_ssl_ntls on | off;
Ilo ywmomua- proxy_ssl_ntls off;
HUIO

Konrtekcr http, server

Brirouaer kimentckyro momuepkkKy NTLS npu ucnosbzoaruu TLS 6ubsmorekun TongSuo.

3.3. BcTpoeHHble mopynu 203


https://github.com/Tongsuo-Project/Tongsuo

12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

location /proxy {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

@ Baxmno

Angie HEOOX0MMO COOPATh C UCIIOJIL30BAHUEM MTapaMeTpa KOH(MUIryparmu --with-ntls, ¢ CooTBeTCTBY-
romeit SSL 6ubmorekoit ¢ mognepxkoit NTLS

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

proxy ssl password file

Cunrakcuc proxy_ssl_password_file gatin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer aityi ¢ TApOIAMUA OT CEKPEMmMbLL KA104ell, TOe KaXKIbIH mapoJib yKa3aH Ha OT/EJbHON CTPOKE.
IIaposmn mprMeHHIOTCs IO OYepe I B MOMEHT 3arpy3KH KJIIOYa.

proxy ssl protocols

Cunrakcuc proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1]| [TLSv1.2] [TLSv1.3];
Ilo ywmomua- proxy_ssl_protocols TLSv1.2 TLSv1.3;

HHIO

Korrekcr http, server, location

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 mo6aBiieH K HCIIOIB3yEMBIM [0 YMOJJIIAHUIO.

Paspernraer ykazannubie mpoTOKOJIbI Jjst 3apocoB K rnpokcupyemomy HTTPS-cepsepy.
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proxy ssl server name

Cunrakcuc proxy_ssl_server_name on | off;
Ilo ywmomua- proxy_ssl_server_name off;
HHIO

Konrekcr http, server, location

Paspemaer nin 3anpemaer nepegady MMeHU cepBepa, 3aaHHOTO JUPEKTUBON prory ssl name, depe3
pacummpenne Server Name Indication nporokosa TLS (SNI, RFC 6066) mpu ycraHOBIeHHU COEIUHEHMsI
¢ nporcupyembim HTTPS-cepsepom.

proxy ssl session reuse

Cunrakcuc proxy_ssl_session_reuse on | off;
Ilo ywmomua- proxy_ssl_session_reuse on;
HHIO

Konrekcr http, server, location

OmpeniesisieT, UCIOIB30BATD JU TOBTOPHO SSL-ceccun mpu pabore ¢ mpokcupyeMbIiM cepBepoM. Ecmm B
Jiorax nosiJisiiorcest ook "SSL3  GET FINISHED:digest check failed", To MoXHO 1moipo6oBaTh BbI-
KJIIOYUTH TTOBTOPHOE MCIIOJIB30BAHIE CECCHIA.

proxy ssl trusted certificate

Cunrakcuc proxy_ssl_trusted_certificate ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer daiin ¢ mosepenubivu ceprudukaramu CA B dopmare PEM, ucnonbs3yembiMu pu nposepre
ceprucdukara nporcupyemoro HTTPS-cepsepa.

proxy ssl verify

Cunrakcuc proxy_ssl_verify on | off;
Ilo ymomua- proxy_ssl_verify off;
HHIO

Konrekcr http, server, location

Paspemaer nim 3anpermaer nposepky ceprudukara npokcupyemoro HTTPS-cepsepa.
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proxy ssl verify depth

Cunrakcuc proxy_ssl_verify_depth wucao;
Ilo ywmomua- proxy_ssl_verify_depth 1;
HHIO

Konrekcr http, server, location

VcranaBauBaer riyOnHy MPOBEPKHU B Tenovke ceprudukaTos mpokcupyemoro HTTPS-cepsepa.

proxy _store

Cunraxcuc proxy_store on | off | cmpoka;
Ilo ywmomua- proxy_store off;

HUIO

Konrekcr http, server, location

Pazpemaer coxpanenne Ha guck ¢aitios.

on coxpansieT (hailyibl B COOTBETCTBUU C IIyTSIMH, YKA3AHHBIMUA B JAPEKTUBAX alias
WUJIA 7001
off 3amperaer coxpanenne haitaon

Nnmsa daiisia MOXKHO 33J]aTh SBHO C IIOMOINBIO CTPOKY C II€PEMEHHBIMU:

[proxy_st ore /data/www$original uri;

Bpemst nsmenenust (paiijioB BBICTABJISIETCA COIJIACHO IosiydeHHoMmy mosio 'Last-Modified" B 3arosioBke
orBera. OTBeT CHaYaJia 3aIUCHIBAETCS BO BPEMEHHBIN (ailjl, a moToM 31oT (aill IepenMeHOBBIBAETCS.
Bpemennsiit daiisn u mocTosTHHOE MECTO XpaHEHUsI OTBETa MOTYT PACIOJIaraTbCs HA PA3HBIX (DailJIoBBIX
cucremax. OMHAKO HY?KHO yYUTHIBATH, YTO B 9TOM CJIy9ae BMECTO JIEMIEBOM ONepaInu mepenMeHOBbIBa-
HOs B IIPEJeax OaHOM (hailyioBoil cucreMbl (hailyli KOMUPYETCs ¢ OAHON (haMIOBON CHCTEMBI HA JIPYTYIO.
TlosTomy sydme, ecau coxpansemble aitbl OyIyT HaXOIUTHCA Ha TOH Ke (hailtoBoil cucteme, UTO U
KaTaJIor C BpeMeHHbIME (bailjlaMu, 33/ 1aBaeMblil TUPEKTUBOU proxy lemp path njs manHOTO location.

JlupekTuBy MOXKHO HCIIOJIB30BaTh JIJIsl CO3/IAHUS JIOKAJIBHBIX KOIMII CTATHIECKUX HEM3MEHsIeMbIX (DajIoB,
HaIIpUMeDP, TaK:

location /images/ {

root /data/www;
error_page 404 = /fetch$uri;
}
location /fetch/ {
internal;

proxy_pass http://backend/;
proxy_store 5

proxy_store_access user:rw group:rw all:r;
proxy_temp_path /data/temp;

alias /data/www/;

nJIn Tak:
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location /images/ {
root
error_page

/data/www;
}

location @fetch {
internal;

proxy_pass
proxy_store 5

proxy_temp_path

root /data/www;

404 = @fetch;

http://backend;

proxy_store_access user:rw group:rw all:r;
/data/temp;

proxy store access

Cunrakcuc proxy_store_access noAb308aMmes:npasa ...;
IIo ymonua- proxy_store_access user:rw;

HUIO

Konrekcr http, server, location

Sajiaer mpasa JIOCTYIIA JIJIs CO3/IaBAEMbBIX (DAMJIOB U KATAJOrOB, HAIIPUMED,

[proxy_store_access user:rw group:rw all:r;

Ecmn 3a/IaHbI Kakue-Jmbo opaBa JJad group UJIn all, TO IIPpaBa JIJIsI user yKa3bIBaTb HeoO0sI3aTeJIbHO:

[proxy_store_access group:rw all:r;

proxy temp _file_write_size

Cunrakcuc
ITo

HUIO
Konrekcr

yMoT4a-

http, server, location

proxy_temp_file_write_size pasmep;
proxy_temp_file_write_size 8k|16k;

OrpannumBaer pa3Mep JAHHBIX, COPACBIBAEMBIX BO BPEMeHHbIH (hailyl 3a OJWH pa3, IPU BKJOUYEHHOM
Oydepusaruu OTBETOB IIPOKCUPYEMOTO cepBepa BO BpeMeHHbIe daitibl. [lo ymosaanuio pa3mep orpaHu-
qeH nByMms Oydepamu, 3aJaHHBIMU OUPEKTHBAMEU procry buffer size m proxy buffers. MakcumanabHbIi
pasmMep BpeMeHHOro (hailyia 3ajaeTcst JUPEeKTUBoil proxy max_temp file size
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proxy temp path

Cunrakcuc proxy_temp_path nymo [yposenvl [yposenv? [yposenv3||| ;

Ilo ymomua- proxy_temp_path proxy_temp; (myte  3aBucmT OT  Tapamerpa  COOPKH
HUIO --http-proxy-temp-path)

Konrekcr http, server, location

3asaer UMs KaTaJIora Jijis XPAHEHUs BPeMEHHBIX (hailjioB ¢ JaHHBIMU, IOy YEHHBIMU OT IIPOKCUPYEMBIX
cepBepoB. B Kkarajiore MOXKeT HCIIOIb30BATHCA MEPAPXUS MMOJKATAJIOTOB 10 Tpex yposmeit. Hampmmep,
MIPpU TAKOW KOHQUTYpaInu

[proxy_temp_path /spool/angie/proxy_temp 1 2;

BpeMEeHHBIH (aita OyIeT CIeayIoImero Buia;

[/spoo1/angie/proxy_temp/7/45/00000123457

Cwm. Takxke napamerp use_ temp path nupekTussl proxy cache  path.

BcTpoeHHble nepemeHHble

B momyte hitp  prozy ectb BCTpoeHHBIE IIepeMEHHbBIE, KOTOPbIE MOYKHO HCIIOJIB30BATH J1JIsl (GOPMUPOBAHUS
3aroJIOBKOB C ITOMOIIBIO JUPEKTUBBI prory set header:

$proxy_host

UM U IOPT IIPOKCHPYEMOI'O cepBepa, KaK YKa3aHO B JIUPEKTUBE Prory  pass;

$proxy_port

IIOPT IIPOKCUPYEMOI'0 cepBepa, KaK yKa3aHo B JJUPEKTUBE PTOTY  Pass, NN CTaHIapTHBIA IIOPT IPOTOKOJIA;

$proxy_add_x_forwarded_for

I10J1e 3aroJI0BKa 3aripoca Kirenta " X-Forwarded-For" u nobasiienHas K HeMy 4epes 3alsTyIO IepeMeHHast
$remote addr. Ecim xe monst "X-Forwarded-For" B 3arosioske 3ampoca KJMEHTa HET, TO ITepeMeHHAast
$Sproxy add_x_ forwarded_ for paBHa mepemenuoii $remote addr.

Random Index

O6ciryzkuBaeT 3allpOChl, OKAHIMBAIOIINEC KOCOH 4ueproii (/), ¥ BblIaeT ciydailubiii daill B KadecTse
nHjiekcHoro daiina karasora. Momysib BbIIOJIHAETCH 10 MOAY/s http_index.

IIpu cbopke m3 MCXOHOrO KOJIa MOJYJIb HE COOMPAETCS 0 yMOJIYAHUIO; €ro HEOOXOIMMO BKJIOUYHUTH C
IOMOIIBIO TTapameTpa cOopkm --with-http_random_index_module. B makerax m obpasax m3 Hammx
PEI03UTOPUEB MOJIYJIb BKJIIOYEH B COOPKY.
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Mpumep koHcpurypayun

location / {
random_index ;

}

OupekTusnbl

random index

Cunrakcuc random_index on | off.;
Ilo ywmomua- random_index off;
HUIO

Konrekcr location

Pazpermnaer un 3amnpemniaer B cojeprKalieM 3Ty TUPEKTUBY location oO6pabOTKY ITUM MOIYJIEM.

ReallP

IloszBosisieT MeHATH aJIpec u Heo0sI3aTe IbHbBII IIOPT KJ/IMEHTa Ha IepeaaHHble B YKa3aHHOM II0JI€ 3aroJIOBKa.

IIpu cbopke M3 UCXOTHOTO KOIA MOJIY/Ib HE COOMPAETCS IO YMOJTIAHUIO; €r0 He0OX0UMO BKJIIOUUTD C IO~
MOIIIBIO TapameTpa cbopku --with-http_realip_module. B makerax u o6pa3ax U3 HAIIUX PEO3UTOPHUEB
MOJIyJIb BKJIFOUYEH B COOPKY.

Mpumep kondurypauymn

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;
real_ip_recursive 8

OupekTusnbl

set_real ip_from

Cunraxcuc set_real_ip_from adpec | CIDR | unix:;
Ilo ywmomua- —

HUIO

Konrekct http, server, location

3ajaeT JOBEpEHHBIE aIpeca, KOTOPBIE ITepeIaloT BEPHBIN aJipec Jjist 3aMeHbl. Fciin yKazaHo crieruaibHoe
3HadeHne unix:, jgoBepeHHbIMU OyayT cuntarhesa Bce UNIX-cokersi. /loBepeHubie ajipeca MOTYyT OBITH
TaKKe 3aJIaHbl [IPU TIOMOIIY UMEHU XOCTA.
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real _ip header

Cunrakcuc real_ip_header nose | X-Real-IP | X-Forwarded-For | proxy_protocol;
Ilo ywmomua- real_ip_header X-Real-IP;

HUIO

Konrekcr http, server, location

BagaeT II0JI€ 3aroJIOBKa 3alIpocCa, SHaAY€HHNEe KOTOPOro 6y,ZL€T HCIIOJIB30BaTHCA OJIdA 3aMEHDBI a[peCa K/JINECHTa.

3HadeHue MmoJist 3aroJIOBKa 3a1poca, cojiepKaiiee HeoOsa3aTe/IbHbBII MOPT, TAKYKe UCIIOIL3YETCs JIJIsT 3aMe-
HBI TIOPTa KJIMEHTa. AJIpec U MOPT JOJIKHBI ObITh yKa3aHb! corsiacHo RFC 3986.

ITapamerp proxy_protocol MeHsieT ajpec KJueHTa Ha yka3aHHBIN B 3arosioBke PROXY-mporokoia.
IIporokosn PROXY momken ObITH NpeABAPUTENIHHO BKJIIOYEH IIPU IIOMOINM YCTAHOBKHU IapaMerpa
proxy protocol B nupexTuse listen.

real ip recursive

Cunraxcuc real_ip_recursive on | off;
Ilo ywmomua- real_ip_recursive off;
HUIO

Konrekcr http, server, location

IIpu BBIK/TIOMEHHOM PEKYPCUBHOM ITOMCKE WCXOJHBIN aJpec KJIUEHTa, COBIAJIAIONINN C OJHUM U3 JIOBE-
PEHHBIX aJIpPECOB, 3aMEHsEeTCd Ha IIOCJAEIHUN aJipec, lepeJaHHblil B MOJIe 3ar0JI0OBKa 3alpoca, 3aJaHHOTO
aupeKTuBoit real ip header. Ilpu BKIIIOU€HHOM PEKYPCHBHOM ITOMCKE MCXO/HBINA a/IpeC KJIMEHTa, COBIIa-
JAIOLIIMHA C OTHUM U3 JIOBEPEHHBIX 3/IPECOB, 3aMEeHAeTCA Ha IIOCAEeJHUN He JJOBEPEHHBINA apec, IIepeIaHHbIA
B 3a/IaHHOM II0JIe 3aroJIOBKa 3alpoca.

BcTpoeHHble nepemeHHble
$realip_remote_addr

XPaHUT UCXOJHBII aJpec KJINEHTa

$realip_remote_port

XPAHUT UCXOJHBII NTOPT KJIUEHTA

Referer

TTosBosisier 6JI0KUPOBATH JOCTYI K CANTy Jjisi 3aIPOCOB ¢ HEBEpHBIMU 3HadeHusivu 1o "Referer" B
zarosioBke. Ciieflyer UMeTh B BHJLY, YTO MOJJIEJIATh 3aIpPOC ¢ HyKHbIM 3HadeHuneMm moyst "Referer" we
COCTABJISIET DOJIBIIIONO TPY/IA, TIO3TOMY I[eJIb UCIIOJIB30BAHUS JAHHOTO MOJLYJIsI 3aKJII0YAETCS HE B CTOIIPO-
[IEHTHOM GJIOKMPOBAHUHN TI0/IOOHBIX 3aIIPOCOB, 8 B GJIOKUPOBAHIK MACCOBOTO TIOTOKA, 3AIIPOCOB, CJIEIAHHBIX
00ObIYHBIMEU Opay3epamu. Hy»KHO TakKe YUYUTBIBATD, UTO O0BIYHbIE Opay3ephbl MOI'YT He IepeaBaTh I0Je
"Referer" nmaxke mjist BEpHBIX 3aIIPOCOB.
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Mpumep koHcpurypayun

valid_referers none blocked server_names
* . example.com example.* www.example.org/galleries/
“\.google\.;

if ($invalid_referer) {
return 403;
}

OdupekTusnbl

referer _hash _bucket size

Cunrakcuc referer_hash_bucket_size pasmep;
Ilo ywmomua- referer_hash_bucket_size 64;
HUIO

Konrekcr server, location

Sajaer pasMep KOp3wHBI x3Mm-Tabyur co 3nadenusMu "Referer". Tlogpobnee HacTpoiiKa X3II-TabJIHIL
006Cy2KTaeTCsT OTAETBHO.

referer hash max size

Cunrakcuc referer_hash_max_size pasmep;
Ilo ywmomua- referer_hash max_size 2048;
HUIO

Korrekcr server, location

3ajaeT MaKCHUMAJBHBIA pa3mep xdonr-tadsmn, co 3uadenusmu "Referer". Tlogpobree HacTpoiika Xari-
TaOIUIL 0OCYKIACTCS OTIETHHO.

valid referers

Cunrakcuc valid_referers none | blocked | server_names | cmpoxa ...;
Ilo ywmomua- —

HHIO

Konrekcr server, location

Sagaer 3uauenust mons "Referer" 3arosoBka 3ampoca, TpU  KOTOPBIX BCTPOEHHAS ITE€PEMEHHAs
$invalid_ referer GymeT MMeTh IyCTYIO CTPOKY B KA4eCTBE 3HAYEHUs. B NPOTMBHOM CiIydae 3HAYEHUE
repemennoii pasuo "1". ITouck coBnaeHus MPOU3BOAUTCH 6€3 yUueTa PerucTpa CUMBOJIOB.

ITapaMeTpbl MOTYT OBITBH CJIEIYIONIHE:
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none noste "Referer" B 3arosoBke 3ampoca OTCyTCTBYET;

blocked nosie "Referer" B 3arosioBke 3ampoca IpUCYTCTBYeT, HO €0 3HAYEHUE YJIAJIEHO
MmexkcereBbiM 9KpaHoM (firewall) wim npokcu-cepBepoM; K TAKUM 3HAYEHUSIM OT-
HOCSITCsI CTPOKY, He HadunHatommecs Ha "http://" wm "https://";

server_names B nojie "Referer" 3arosioBka 3ampoca yKa3aHO OJJHO M3 UMEH CEPBEpa;

IIpPOU3BOJIbHAS 3ajiaeT UMsl cepBepa u HeobsizaTesbHOe Hadayo URI. B Havasie nim KoHile nuMmeHu

CcTpoxka cepsepa moxket 6bITh "*". TIpu mposepke mopt cepsepa B nose "Referer" urno-
pupyercs;

perynspHoe B HadaJIe MoJKeH 06T cMBOI "~ ", HeoOX0IimMOo yINTHIBATE, UTO Ha COBIAICHIE

BHpaXeHUe C BBIpaxKeHHeM OyJIeT MPOBEPATHCS TEKCT, HaunHatomuiics mocie "http://" wm
"https://".

IIpumep:

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/
~\.google\.;

BcTpoeHHblie nepemeHHble
$invalid_referer

Ilycrast crpoka, ecin 3uadenne noss "Referer" 3arosoBka 3ampoca cauraercs: npasuivioim, naage "1",

Rewrite
TTozBonster mamensts URI 3anpoca ¢ momombio peryaspabix Boipaxkenuiit PCRE, menars nepenamnpasite-
HUs ¥ BBIOMPATH KOH(MUTYPAIHIO [0 yCJIOBUIO.
Hupektussl break, if, return, rewrite u set 06pabaTHIBAIOTCS B CJIEIYIONIEM TOPSIKE:
® TI0CJIeI0BATE/IBHO BBITIOJIHSIOTCST JUPEKTUBBI 9TONO MOJIYJIsl, OIIICaHHbIE HA YPOBHE Server;
® B IUKJE:
— wumercd location mo URI 3ampoca;

— IIoCJIe10BaTEeJIbHO BBIIOJHAIOTCA JUPEKTHUBbLI 3TOI'O MO/YJId, OIIMCaHHbIE B Haﬁ)leHHOI\/I
location;

— nwmkit moBTopsiercs, ecau URI 3ampoca usmensaacsa, o ne 6oaee 10 pas.

OupekTusnbl

break

Cunrakcuc break;

IIo ywmomua- —

HUIO

Konrekcr server, location, if

Sagepimaer 06pabOTKy TEKYIero Habopa JIMPEKTUB MOJy/st http_rewrite.

Eciu nupektuBa ykazana BHyTpu location, majibHeiinasi oOpabOTKa 3aIrpoca MPOJOJIZKAETCS B 9TOM
location.
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IIpumep:

if ($slow) {

limit_rate 10k;

break;
}
if
Cuurakcuc if (ycaosue) { ... }
Ilo ymomua- —
HUIO
Konrexkcr server, location

IIposepsieTcsa ykazamHoe yciaoBue. Eciim OHO UCTUHHO, TO BBITIOTHSIIOTCS yKa3aHHbIE B (DUTYPHBIX CKOOKAX
JIPEKTUBBI 9TOTO MOJIYJISI U 3aIllpOCy Ha3HAYAeTCsl KOH(MUTYpAaIus, YKa3aHHAs BHYTPH JUPEKTHUBBI if.
Koudwurypanyuu BHyTpu nupekTuB if HACIEIYIOTCS C IIPEIBIIYIINEro YPOBHS KOH(MUIYpaIUH.

B kavectBe ycioBus MOryT ObITH 33/1aHbI:

UMsI IEPEMEHHOI; JIOYKHBIMU 3HAYCHUSMU [IePEMEHHO sIBJISIIOTCS IycTast cTpoka uim "0";

CpaBHEHHE [IePEMEHHOI CO CTPOKOI ¢ ToMoIIbio onepaTtopos "=" u "I=";
COOTBETCTBUE TIEPEMEHHOM PEryJIsIPHOMY BBIPAXKEHUIO C YIETOM permctpa cumBoiaoB — "~ " u Ge3
mero — "7*". B peryispHBIX BBIPAXKEHUAX MOYKHO HCIIOJIB30BATH BBIIEJIEHUS, KOTOPBIE 3aTeM J0-

CTYIIHBI B Buie iepeMeHHbIx $1..89. Takske MOXKHO UCIIOJIB30BATH OTpUIATENBHBIE ortepaTopbt "! ™"
n "I7*" Eciu B perysqsipHOM BBIpayKeHNM BeTpedatorest cumioaibl "} mm ;") To Bee BRIparkeHme

cJejlyeT 3aKJI0YATh B OQUHAPHBIE WX JBORHBIE KABBIUKM.
poBepka cyIecTBoBanus daiiia ¢ nomomnsio oneparopos "-f" u "I-f";

N 7
MIPOBEPKA CYIIECTBOBAHUS KATAJIOTA ¢ MOMOINbIo omeparopos "-d" u "I-d";

[IPOBEPKA CyIIeCTBOBaHUS (hailyia, KATAJ0ra MId CUMBOJIUYIECKOI CCHIJIKU C IIOMOIIBIO OIIEPATOPOB
n n m n.
-e" u "l-e";

!

IpoBepKa UCIoHsgeMocTu (aiiia ¢ moMoIko orneparopos "-x" u "l-x".

IIpumepsnr:

if ($http_user_agent ~ MSIE) {

}

if

if

if

if

(

(

(

(

rewrite ~(.*)$ /msie/$1 break;

$http_cookie “x "id=([~;1+)(7:;1$)") {
set $id $1;

$request_method = POST) {
return 405;

$slow) {
limit_rate 10k;

$invalid_referer) {
return 403;
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(i ) IIpumeuanue

3HavYeHne BCTPOEHHON mepeMeHHON Jinvalid referer 3amaercs qupektusoit valid referers.

return
Cunraxcuc return kod [mekxcm|;
return xod URL;
return URL;
Ilo ymomua- —
HUIO
Konrekcr server, location, if

3aBepiaer 06pabOTKy U BO3BpaIlaeT KJAUEHTY yKas3aHHBIH xoz. Hecrammaprabiit koj 444 3akpbiBaer
coequHeHre 6e3 mepeIadn 3aroJI0BKa OTBETA.

Mozxno 3anars jubo URL nepenanpasnenus (mius xkozos 301, 302, 303, 307 u 308) smbo TekcT Tesa
oTBeTa (JIUIS OCTAJIBHBIX KOZI0B). B Tekcre Tesa orBera n URL mepeHampaBiieHUsT MOXKHO UCHOIB30BATH
niepemennbie. Kak wactuoiit caydait, URL mepenanpasienust moxkeTr ObiTh 3a7ad kKak URI, jmokanbHbIi
JIsl TAHHOTO cepBepa, 1pu 3toM rostabit URL nepenanpassienust (GoOpMUPYETCsT COTTIACHO CXEMe 3aIpoca
($scheme) u mupexkTuBam server name_in_ redirect u port _in_ redirect.

Kpome Toro, B kadecTBe €IMHCTBEHHOrO TapaMeTpa MOKHO yKa3arh URL my1st BpemenHoro nepenarpas-
senus ¢ kogom 302. Takoii napaMeTp JIOJKEH HaYUHATHCS CO CTPOK http://, https:// umm "$scheme".
B URL Mo02KkHO MCIIOB30BaTh TIEPEMEHHBIE.

CM. Tak>Ke NUPEKTHUBY €707 page.

rewrite
Cunrakcuc rewrite regexr samena [Paael;
Ilo ywmomua- —
HHIO
Konrekcr server, location, if

Ecnn ykazannoe perymsiproe Boipakenue regexr coorBercTByer URI 3ampoca, URI m3amensiercst B co-
OTBETCTBHUU CO CTPOKON 3ameHbvl. [IMPEeKTUBBI rewrite BBIMOJIHAIOTCH IOCIEI0BATE/BHO, B MOPSIKE UX
ciiesioBanust B KoHMuUryparumonaom daiiiae. C momMompbio $haaza MOXKHO IPEKPATUTH JTAJbHEHITYI0 00pa-
60TKy mupekTuB. Ecim cTtpoka samens, Haunnaercs ¢ http://, https:// win $scheme, To obpadborka
3aBEPIAETCS M KJIUEHTY BO3BPAIAETCS [IEPEHAIIPABJICHNE.

Heobsi3aresibabIil TapaMerp @aae MOXKeT OBITH 3aJIaH OIHUM U3 CJIEIYIONUX 3HAYEHUI:

last 3aBepIrmaeT oOpaboTKy TEKYIero Habopa JUPEKTUB MOy http_rewrite, mocie
9€ero MINETCs HOBBIM location, coorBercTByonuit m3menennomy URI;

break 3aBepirnaeT 00padOTKy TeKyInero Habopa JIUPEeKTHB MOy http_rewrite ana-
JIOTUYHO JUpEKTUBe break;

redirect BO3BPAIIAET BPEMEHHOE ITepEeHAIpaBIeHe ¢ KOJIoM 302; NCIOIb3yeTCs, €CJIH CTPO-
Ka 3aMeHH He HadumHaercs ¢ http://, https:// win "$scheme";

permanent BO3BpAIIaeT ITOCTOTHHOE IlepeHanpasiienne ¢ kKogom 301.

Hosueiit URL uepenanpasienuii dopMupyercst cornacuo cxeme 3ampoca ($scheme) u aupexkrun
server _name_in_ redirect m port_in_ redirect.
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IIpumep:

server {

#
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra last;
return 403;

Ecin ke 9T JupekTHBhI IoMecTuTh B location " /download/", To Hy:kHO 3amenuts duar last Ha break,
nnade Angie cuenaer 10 mukioB u BepHer omuOKy 500:

location /download/ {
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra break;
return 403;

Ecnu B crpoke 3amMens yka3aHbl HOBbIE apTyMEHTBHI 3aIIPOCa, TO IPEIbIAYIINE apryMEHTHI 3aIpoca I0-
GaBisroTCA 1ocsae Hux. Eciim Takoe 1oBeieHNe HEXKeJIaTeIbHO, MOXKHO OTKA3aThCS OT 9TOr0 J100aBJIEeHNS,
YKa3aB B KOHIIE CTPOKH 3aMeHbI 3HaK BOIIPOCA, HAIIPUMED:

[rewrite ~/users/(.*)$ /show?user=$17 last; }

Eciin B perysisipHOM BBIDasKE€HUU BCTpedaroTcst cuMBodibl "} mim ;" To Bce BBIpasKeHUe Coieflyer 3aKJIio-
YUTH B OJMHAPHBIE WU JIBOWHBIE KABBIUKH.

rewrite log

Cunrakcuc rewrite_log on | off;
Ilo ymon4a- rewrite_log off;
HUIO

Konrekcr http, server, location, if

Paszpemaer nm 3anpemniaer 3anuceBaTh B error_log Ha YPOBHE notice pe3yJsibTaThl 00PabOTKU JTUPEKTUB
Mmonyns http_rewrite.

set
Cunrakcuc set $nepemennan snavenue;
IIo ywmomua- —
HUIO
Konrekct server, location, if

VcranaBuBaeT 3HaYeHUNE YKa3aHHOU mepeMeHHON. B KadecTBe 3HaUEHUS MOYXKHO HCIOJIB30BATh TEKCT,
TIepeMeHHbIe U UX KOMOWHAIIAH.
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uninitialized variable warn

Cunraxcuc uninitialized_variable_warn on | off;
Ilo ymomua- uninitialized_variable_warn on;
HHIO

Konrekcr http, server, location, if

Onpe,aenﬂe’r, HY>KHO JIX IIICATH B JIOT IIPEAYTIPEZKIACHNA O HEMHUIINAJIN3NPOBAHHBIX MTEPEMEHHDBIX.

BHyTpeHHee ycTpoiicTBO

JupekTuBbl Moy http_rewrite KOMOIUIAPYIOTCS HA CTAINNA KOH(MUTYPAIMH BO BHY TPEHHUE HHCTPYK-
MW, MHTEPIPETHPYEMbIe BO BpeMst 00paboTku 3ampoca. MureprperaTop mpejacrasiisier u3 cebsi IPOCTYIO
CTEKOBYIO BUPTYAJIbHYIO MAIIAHY.

Hanpumep, TUpeKTUBEI

location /download/ {
if ($forbidden) {
return 403;

}
if ($slow) {
limit_rate 10k;

3

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

OyIyT TPAHCJIUPOBAHBI B TAKHE MHCTPYKIUU:

nepeverHas $forbidden
IpoBepKa Ha HOIb

Bo3BpaT 403

3aBeplleHre BCero Koza
nepeMernHas $slow
IpoBepKa Ha HOIb
IpOBEpKa PEeryISIpHOTO BHpPaXeHUS
konupoBarue "/"
xonupoBanue $1
komupoBanue "/mp3/"
xonupoBarue $2
konupoBarue ".mp3"
3aBeplleHre PEeryISpHOTO BHpPaXeHUS
3aBeplleHre BCETro KoJa

J

ObpaTuTe BHUMAHNE, YTO MHCTPYKIUH JJIs1 TUPEKTHUBEL [imit_rate HET, TOCKOJIBKY OHA HE MUMEET OTHO-
meHust K Moiysiro http_rewrite. [lyis 6sioka if cosmaercs ornenbHas KoHurypamus. Ecim ycimoBue
UCTUHHO, 3aIIPOC TOJyYaeT 9Ty KOHGUrypanuo, n B Heit limit_rate pasen 10k.

JupekTuBy

[rewrite ~/(download/.*) /media/(.*)\..*$ /$1/mp3/$2.mp3 break; }

MOKHO CJI€JIATH HA OJ[HY WHCTPYKITHIO MEHBIIIE, €CJIU B PETYJIIPHOM BBIPAYKEHUH [TEPEHECTHU IEPBYIO KOCYTO
9epTy BHYTPb CKODOK:
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[rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

TOI‘,H& COOTBETCTBYIOIIINE MHCTPYKINN 6yﬂyT BbBIIVIAJIETH TaK:

IIpOBEPKA PErYISAPHOTO BHPAXEHUS
xonupoBanue $1

KomupoBaHue "/mp3/"

xonupoBauue $2

konupoBarue ".mp3"

3aBeplleHre PETrYISpHOTO BhHpPaXeHHUsS
3aBeplleHre BCEero kKoza

SCal

TTozBonster mepemasars 3ampocsr SCGI-cepsepy.

Mpumep koHurypayun

location / {
include  scgi_params;
scgi_pass localhost:9000;

OdupekTusnbl

scgi__bind

Cunrakcuc scgi_bind adpec [transparent] | off;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Samaer sokabubI [P-anpec ¢ Heobs3aTEIBHBIM TTOPTOM, KOTOPBII OY/I€T MCIIOIB30BATHCS B UCXOJIATIIX
coenunenusix ¢ SCGI-cepepom. B 3HaueHnn napamerpa JIOIMyCTHMO UCIOJIb30BaHue repeMeHHbix. Crre-
nuajbHOe 3HadyeHue off OTMeHsieT JIefCTBHe yHACIEIOBAHHON C IIPEBIIYINEero YPOBHS KOH(MUIYpAIIU
JIUPEKTUBDI scgi_ bind, 103BOJIsI CUCTEME CAMOCTOSITEJILHO BBIOMPATD JOKaabHbl IP-agpec u opr.

ITapamerp transparent mo3BosisieT 3a7aTh HeJOKaJbHBIN [P-anpec, KOTOpbIil OyIeT UCIOIB30BATHCH B
ucxoggamux coeguaenusix ¢ SCGI-cepsepom, nanpumep, peanbubrii [P-anpec kiamenra:

[scgi_bind $remote_addr transparent;

s paboThl mmapaMerpa OOBIYHO TpedyeTcs 3allyCTUTh pabodme Ipolecchl Angie ¢ NPUBUJIETHSMH Cl-
nepnoavzosamens. B Linux aro mHe Tpebyercs, Tak KaK eCJIU yKa3aH mapameTp transparent, To pabodue
nporneccsl Hacseayor capability CAP_NET RAW u3 ryiaBHOTO IIpOIiecca.

@ Baxno

HeobxomumMo HaCTPOUTH TAOJUIy MApIIPYTH3AIAN sIApa Jijist epexBara cereBoro tpaduka ¢ SCGI-
cepBepa.
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scgi_buffer _size

Cunrakcuc scgi_buffer_size paswmep;
Ilo ywmomua- scgi_buffer_size 4k|8k;
HUO

Konrekcr http, server, location

Samaer pasmep Oydepa, B KOTODPBI OyIeT YUTATHCA MEpBas dacThb oTBera, mogydaemoro or SCGI-
cepBepa. B 910if vacTn oTBeTa 0OBITHO HAXOIUTCS HEOOJIBINOH 3aro/I0BOK oTBeTa. 110 ymomuanuio pa3mep
onHoro 6ydepa paBeH pasMepy crpaHuIbl namsaTu. B 3asucumoctu ot miardopmst 3to mwin 4K, mim 8K,
O/IHaAKO ero MOXKHO C/eJ/IaTbh MEHbIIIe.

scgi _buffering

Cunrakcuc scgi_buffering paswmep;

Ilo ymomgya- scgi_buffering on;

HUIO

Konrekcr http, server, location

on Angie npunumaer orBer SCGI-cepBepa Kak MOXKHO ObICTpee, COXpaHsisl €ro B

Oydepsl, 3aJlaHHble AUPEKTUBAME Scgi  buffer size n scgi buffers. Ecim orser
HE BMEIAETCSI [IEJIMKOM B IIaMSTh, TO €70 9aCTh MOXKET OBITH 3aIlCaHa Ha JUCK BO
epemenblil (atia. 3auuch BO BpeMeHHbIe (hailyibl KOHTPOJINPYETCs JUPEKTHBAMUI
scgi_max_temp_file_ size m scgi_temp_file write_ size.

off OTBeT CHHXPOHHO IIepefaeTCs KJIMEHTY Cpady 2Ke IO Mepe €ro IOCTYILICHHUS.
Angie ue nbrtaercs cantath Bech orBeT SCGI-cepBepa. MakcuMaibHbBIN pazmep
JIAHHBIX, KOTOPBI Angie MOXKeT IIPUHSITH OT CepBepa 3a OJIUH a3, 3aaeTCsl JIH-
DPeKTHuBOIt scgi_ buffer size.

Bydepuzanust moxker ObITH Tak)kKe BKJIIOUEHA WJIA BBIKJIIOUYEHA IIyTeM Meperadn 3Hadenus "yes" wim
"no" B mosie "X-Accel-Buffering" 3aronoska orsera. 9Ty BO3MOKHOCTH MOYKHO 3aIPETHTH C MTOMOIIHIO
JIMPEKTUBBI scgi ignore_headers.

scgi_buffers

Cunrakcuc scgi_buffers wucao pasmep;
ITo ymonua- scgi_buffers 8 4k | 8k;
HUO

Konrekcr http, server, location

3ajaer dnucao u pazmep 0ydepos Jjist OIHOTO COSMHEHNST, B KOTOPbIE OyJIET YATATHCS OTBET, OJIy YaeMbli
ot SCGl-cepsepa.

Ilo ymosaanuio pasmep oaHOTO Oydepa paBeH pasMepy CTpaHUIbl. B 3aBucuMmocTu OoT ma1aTdOpPMBI 3TO
wn 4K, nmm 8K.
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scgi _busy buffers size

Cunrakcuc scgi_busy_buffers_size pasmep;
ITo ymomya- scgi_busy_buffers_size 8k | 16k;
HHIO

Konrekcr http, server, location

IIpu Brarouennoit 6ygpepusayuy orseroB SCGI-cepBepa, orpanmyunBaeT cyMMapHBIil pa3mep Oydepos,
KOTOPBIE MOT'YT OBITH 3aHSATHI [JIsi OTIPABKU OTBETa KJIMEHTY, IOKA OTBET €Ille He MPOYUTAH IIEJTUKOM.
Ocrasiiuecst 6ydepbl TeM BPpeMEeHEM MOTYT HCIIOJIb30BATHCS JIJIsl 9TEHUsI OTBETA W, IIPU HEOOXOIUMOCTH,
Oydepuszarum 4acT OTBETa BO BPEMEHHDIN (haiir.

Ilo ymomaanmio pasMep orpaHuteH BeJNINHON ABYX OydepoB, 3a/IaHHbIX IUPEKTUBAMHA Scgi_ buffer size
u scgi_ buffers.

scgi cache

Cunraxcuc scgi_cache sona | off;
Ilo ywmomua- scgi_cache off;

HUIO

Konrekcr http, server, location

3ajiaer 30HY pas3JesisieMoil MaMsTH, UCIOIb3yeMoil it KammpoBanus. OHa U Ta »Ke 30Ha MOXKET UC-
IMOJIb30BAThCsT B HECKOJIBKUX MecTaX. B 3HaueHnn nmapamerpa MOXKHO HCIIOJIb30BATh IIEPEMEHHbIE.

off 3alpeniaeT KIMIMPOBaHUE, YHACIEIOBAHHOE C IIPEBIAYINErO YPOBHA KOHMUrypa-
IUN.

scgi_cache background update

Cunrakcuc scgi_cache_background_update on | off;
Ilo ywmomua- scgi_cache_background_update off;
HHIO

Konrekcr http, server, location

TlozBossteT 3amycTuTh (DOHOBBIN TOI3AIPOC M1JIsi OOHOBJICHUS IIPOCPOYEHHOTO 3JIEMEHTA KIIIa, B TO BPEMsI
KaK KJIMEHTY BO3BPAIlaeTCs yCTaPEBIINiT KIIIUPOBAHHDBIII OTBET.

A Buaumanune

Vcnonb3oBanme ycrapesiero K3mupoBAHHOIO OTBETA B MOMEHT €ro OOHOBJIEHUS IOJIKHO OBITH pa.3-
PEWEHO.
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scgi_cache bypass

Cunrakcuc scgi_cache_bypass ...;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

3ajsaer ycJioBUs, TIPU KOTOPBIX OTBET He Oymer Oparbcst m3 Kamra. e 3HaveHne xXorsi ObI OJHOTO U3
CTPOKOBBIX MapamMeTpoB Hemycroe u He pasuo "0", To oTBeT He GepeTcs U3 KaIma:

scgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;
scgi_cache_bypass $http_pragma $http_authorization;

MO2KHO HCIOJIB30BATh COBMECTHO C JUPEKTHBON scgi no  cache.

scgi_cache key

CunTakcuc scgi_cache_key cmpoxa;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sajiaer KIIIOY JIJTsi KIMTUPOBAHUS, HAIIPUMED,

{scgi_cache_key localhost:9000$request_uri;

scgi_cache lock

CunTrakcuc scgi_cache_lock on | off;
Ilo ymomga- scgi_cache_lock off;
HHIIO

Konrekcr http, server, location

Ecin BRIITOYEHO, OJTHOBPEMEHHO TOJBKO OJHOMY 3aIlpocy OyJeT MO3BOJIEHO 3allOJHUTL HOBBIN 3Jie-
MEHT K3Ia, WJICHTUMDUIMPYEMBI COIJIACHO JUpeKTHBe scgi cache key, nepenas 3ampoc uHa SCGI-
cepBep. OcrajbHBIE 3alPOCHI ITOTO KE 3IJEMEHTa OyayT JbO OKUJATH IOSIBJIEHUSI OTBETA B Kd-
e, OGO OCBODOXKIEHUsT GJIOKUPOBKYM ITOTO JJIEMEHTA, B TEUYEHHe BPEMEHW, 3aJJaHHOTO JIUPEKTHUBOI
scgi_cache_lock  timeout.

scgi_cache lock _age

CunTakcuc scgi_cache_lock_age spemsa;
Ilo ywmomua- scgi_cache_lock_age 5s;
HUIO

Konrekcr http, server, location

Eciu nocnenunii 3anpoc, nepenannbii Ha SCGI-cepBep s 3amoiHeHNs] HOBOTO 3JIEMEHTa K3Ila, He
zaBepimics 3a ykazanaoe Bpems, Ha SCGI-cepBep MoxkeT OBITH IE€pEJAH eIle OJIUH 3aIpoc.
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scgi_cache lock timeout

Cunrakcuc scgi_cache_lock_timeout epemas;
Ilo ywmomua- scgi_cache_lock_timeout 5s;
HHIO

Konrekcr http, server, location

Samaer taitmayTt mys scgi cache  lock. Tlo mcreveHnn yKaszaHHOTO BPEMEHU 3ampoc OyIeT IepeiaH Ha
SCGI-cepBep, 0THAKO OTBET HE OYIET KIMUPOBAH.

scgi _cache max range offset

Cunrakcuc scgi_cache_max_range_offset wucno;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

3ajaer cMenenue B GaliTax Jijig 3aIPOCOB € yKa3aHUEM JHMalla3oHa 3anpammuBaeMbix Oaiir (byte-range
requests). Eciin nuanazon HaxopuTes 3a yKa3aHHBIM CMEIIEHUEM, range-3aipoc oyaer nepejgan va SCGI-
cepBep U OTBET He Oy/IeT KINNPOBaH.

scgi_cache methods

Cunrakcuc scgi_cache_methods GET | HEAD | POST ...;
Ilo ywmomua- scgi_cache_methods GET HEAD;

HUIO

Konrekcr http, server, location

Ecmu merton 3ampoca kimeHTa yKa3aH B 9TOH AUpeKTHBE, TO oTBeT Oymer Kamupoan. Meromsr "GET"
u "HEAD" Bcernma n06aBsioTcs B CIUCOK, HO TEM HE MEHEEe PEKOMEHJYETCs TePeIUC/siTh uX saBHO. CM.
TaKXKe JIUPEKTUBY Scgi_no  cache.

scgi__cache min_uses

Cunrakcuc scgi_cache_min_uses wucxo;
Ilo ywmomua- scgi_cache_min_uses 1;
HUIO

Konrekcr http, server, location

3ajiaeT 9uciIo 3a1pocoB, OC/Ie KOTOPOro OTBET OYIeT KIIUPOBAH.
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scgi_cache path

Cunrakcuc scgi_cache_path nymv  [levels=yposnu| [use_temp_path=on | off]
keys_zone=umsa:pasmep [inactive=epems| [max_size=pasmep| [min_free=pasmep]
[manager_files=wucao| [manager_sleep=epems| [manager_threshold=epems]

[Loader_files=wucao] [Loader_sleep=6pems| [Loader_threshold=spemal;
Ilo ymomua- —
HUIO
Konrekcr http

SajaeT mMyTh U JIpyrue napamerpsl Karmra. Jlanabie kamia xpanarcea B daitax. Vmenem daitra B KaIIe
sBJisieTcs pedyabrar dyuknun MD5 oT kaoua kowuposarus.

ITapameTp levels 3a/1aeT YPOBHU UEPAPXUN K3ITa: MOXKHO 3aJaTh OT 1 710 3 ypoBHell, HA KaXKJIO0M YPOBHE
JIOTyCKAIOTCsl 3HadeHns 1 mim 2.

Hanpumep, npu ucrosgp3oBanuu

[scgi_cache_path /data/angie/cache levels=1:2 keys_zone=one: 10m;

nMmeHa GaityioB B KI1IIe OYIyT TaKOro BUIA:

[/data/angie/cache/C/29/b7f54b2df7773722d382f4809d65029c

Kosmmpyembiit orBeT cHadasia 3anChIBAETCS BO BPEMEHHBIH (ailil, a moToM 3TOT (ailyl mepenMeHOBbIBa-
ercst. Bpemennbie (aityibl 1 K31 MOTYT PACIOJIaraThbCst Ha pas3HbIX (paitiioBbix cucremax. OqHAKO HYZKHO
VYUTBIBATH, UYTO B 9TOM CJIydae BMECTO JIEIIEBOI OllepaIiuy epenMeHOBBIBAHUS B IIpeJiesiax ojiHoi daii-
JIOBO# cucTeMbl (ailjl Konmpyercsi ¢ OHOHN aityioBoil cucrembl Ha Apyryto. [losroMy sydire, ecim K31
OyZeT HAXOMUTHCS Ha TOU Ke (ailJIoBOl cHCTeMe, 9TO U KATAJIOr C BPEMEHHbIMU (hailjiaMu.

Kakoit n3 karajoros OyJleT HCIOJIB30BATBHCH JJIsi BPEMEHHBIX ailIoB, OlpejessieTcsl IIapaMeTpPOM
use_temp_path.

on Eciu mapamerp He 3a1an mim ycraHOBJEH B 3HadeHne "on", OymeT nCmoabp30BaTh-
CsI KATaJIor, 3a/1aBaeMbIil TUPEKTUBON scgi temp path must nannaoro location
off BpeMeHHbIe (alyIbl OYIyT PacIoIaraTbCsi HEOCPEICTBEHHO B KATAJIOTe KIIIIa,

Kpome Toro, Bce akTuBHBIE KII0YN U HWHMOPMAIU O JAHHBIX XPAHATCA B 30HE PA3IEISIEMON HaMATH,
UM U padMep KOTOPOU 3aJIaf0TCs apaMeTpoM keys_zone. 30HBI pa3MepoM B 1 MerabailT J0CTaATOYHO
JJIsl XpaHEHUs OKOJIO 8 THICAY KJIIOUeld.

Ecan x qanabiM Ka1ma He oOpaliaioTcst B TeIeHNe BpeMeHH, 3aJJaHHOr0 IapaMeTpoM inactive, To JaHHbBIE
YIAJISTIOTCS, HE3aBUCUMO OT MX CBEYKECTH.

Ilo ymomuanuio inactive pasen 10 MunyTaMm.

CrernuaJ/ibHbIN MIPOIECC MEHEIKepa KA CJIeIUT 33 MAKCHMAJbHBIM PAa3MEpPOM K3IIa, a TaKXKe 33
MWHUMAJIBHBIM 00bEMOM CBOOOIHOIO MecTa Ha (DailyIoBO#l cucTeMe ¢ KJIIeM, U yaJjseT HauMeHee BOC-
TpebOBaHHBIE JAHHBIE MPU IMPEBBINIEHNH MaKCHMAaJbHOIO pa3Mepa K3Ia WX HeJOCTATOIHOM O0beMe
CBOOOIHOTO MecCTa. YIajeHne JAHHBIX MPOUCXOIUT UTEPAIASIMU.
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max_size MaKCHUMaJIbHOE IIOPOTOBOE 3HAYCHUE pa3Mepa KIIIIa

min_free MWHMMAJIBHOE TIOPOTOBOE 3HAaYeHUEe 00'beMa CBOOOIHOrO MecTa Ha (hailJIoBOii Cu-
cTeMe C K3IIeM

manager_files MAaKCHUMaJIbHOE KOJIMYECTBO yJIAJAEMBbIX JIEMEHTOB K3IIIa 3a OJHY UTepPaIuio

Ilo ymomaanuio: 100

manager_threshol orpaHuyYrBaeT BpeMs PabOOTHI OJHON UTEpPAIIN
IIo ymomuanmro: 200 MIJIHCEKYHT,

manager_sleep BpeMd, B Te4eHHEe KOTOPOT'O BBIACPXKUBAECTCH I1ay3a MezKy UTepanusaMu
Ilo ymomuannro: 50 MIILIHCEKYHT

Yepes munyTy mocie crapra Angie akTUBHPYETCs CIEIUAILHBIN TTPOIECC 3arpy3YnKa K3II1a, KOTOPIi
3arpyzkaerT B 30HY K3IIa HMHMOPMAIUIO O paHee K3IIUPOBAHHBIX JAHHBIX, XPAHANNXCA HA (ailioBoit
cucreme. 3arpy3Ka TakKe TPOUCXOJUT UTEPAIUSIMHU.

loader_files MaKCHUMAaJIbHOE KOJIUYIECTBO IJIEMEHTOB K3IIa K 3arpy3Ke B OAHY UTEPaIHiO
ITo ymomaannro: 100

loader_threshold orpanmduBaeT BpeMsi pabOTHI OHOI UTepaInn
IIo ymomuanmro: 200 MUIIMCEKYHT,

loader_sleep BpeMsl, B T€YCHHE KOTOPOI'O BBIACPXKUBACTCA [1ay3a MEXKJy UTepalluadMu
IIo ymomgannro: 50 MuyIHCEKYHT,

scgi cache revalidate

Cunrakcuc scgi_cache_revalidate on | off;
Ilo ymomga- scgi_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemaer peBaJnIannio IPOCPOYEHHBIX 3JIEMEHTOB KIIIa IIPK IOMOIIN YCAOBHBIX 3aIPOCOB C ITOJIIMA
3arososka "If-Modified-Since" n "If-None-Match".

scgi_cache use stale

Cunrakcuc scgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

ITo ymonua- scgi_cache_use_stale off;

HHUIO

Konrekcr http, server, location

OrmpefiesisieT, B KaKUX CJIydasix MOXKHO HCIIOJIH30BATH YCTAPEBIINN KIMUPOBAHHLIN oTBeT. Ilapamerpsr
JUPEKTHUBBI COBIAJIAIOT C ITapaMeTpaMy JUPEKTHUBBL scgi  next upstream.

error TTozBosISIET MCIOIB30BATH YCTAPEBIIUIT KIMMMPOBAHHBIA OTBET IMIPU HEBO3MOXKHO-
ctu Beibopa SCGI-cepBepa j1st 06pabOTKH 3aIIpoOCa.
updating JlomoTHUTEIHHBIN TTapaMeTp, Pa3perraeT UCIOoIb30BATh YCTAPEBITUI KIIITHPOBAH-

HBII OTBET, eCJIM Ha JAHHBII MOMEHT OH y2Ke OOHOBJISIETCSI. DTO IIO3BOJISIET MUHU-
Mu3upoBaTh yncao oopamennii Kk SCGI-cepsepam mpn 0OHOBJIECHUN K3IINPOBAH-
HBIX JIAHHBIX.
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Vcnonp30oBanne ycrapeBIero K3INPOBAHHOIO OTBETa MOXKET TaKKe OBITh Pa3peNIeHO HENOCPEICTBEHHO
B 3aroJIOBKe OTBETa Ha OIpeJIeJIEHHOE KOJIMYECTBO CEKYHJI ITOCJIe TOTO, KaK OTBET yCTapel:

e Pacmupenne stale-while-revalidate mosns 3arososka "Cache-Control" paspemaer uco/b3oBaTh
YCTAPEBINN KIIMMUPOBAHHDINA OTBET, €CJIN Ha JAHHBI MOMEHT OH y2Ke OOHOBJISETCS.

e Pacmupenue stale-if-error mosst 3arosoeka "Cache-Control" pasperraer ucioJib30BaTh ycTapeBIIni
K3IIMPOBAHHBIN OTBET B CJIydYae ONIMOKH.

© IIpumeuannue

Taxkoit crtocod MeHee TPUOPUTETEH, YeM 33IaHIe TaPAMETPOB JIUPEKTUBBI.

Yr106bI MUHUMU3UPOBATH Yucjo obpariennii K SCGI-cepBepaM IIpu 3all0JIHEHUU HOBOT'O 9JIEMEHTa KIIIIA,
MOXKHO BOCITOJIb30BAThCA JUPEKTUBOMN scgi  cache lock.

scgi__cache _valid

Cunrakcuc scgi_cache_valid [kod ...| epema;
Ilo ywmomua- —

HUIO

Konrexct http, server, location

SajaeT BpeMsi KIITUPOBAHUs JIJIsT PA3HBIX KOJOB oTBeTa. Hampumep, IUpeKTUBLI

scgi_cache_valid 200 302 10m;
scgi_cache_valid 404 im;

3a7a10T BpeMs KymmupoBaHus 10 muHyT 171s1 oTBeToB ¢ KozmaMu 200 m 302 m 1 MUHYTY JUI OTBETOB C
KozoMm 404.

Ecnan ykazaHo TOIBKO BpeMs K3ITUPOBAHUS,

[scgi_cache_valid 5m;

TO K3MUpyIoTcs Toabko orseThl 200, 301 m 302.

Kpome Toro, MOKHO K3MMPOBATH JIIOOBIE OTBETHI C ITOMOIIBIO [TAPAMETPA any:

scgi_cache_valid 200 302 10m;
scgi_cache_valid 301 ih;
scgi_cache_valid any im;

(5 ) IIpumeuanue

ITapameTpsl K3ImupoBaHust MOIyT TaKKe ObITh 33J[aHbl HEIIOCPEICTBEHHO B 3ar0JIOBKe OTBeTa. TaKoii
c1rocob IPUOpPUTETHEE, YeM 3aJ[aHe BPEMEHU KAIUPOBAHUS C IIOMOIIBIO JIMPEKTUBHI.

e Tlosie 3aronoska "X-Accel-Expires" 3ajiaer Bpemsi KaIupoBaHusl OTBeTa B CeKyHaX. JHadeHue ()
3alperaer KIMupoBaTh oTBeT. Ecin 3HaveHne HaunHaeTcs ¢ npedukca @, oHO 3a/1aeT abCOTIOTHOE
BpeMsl B CEKYHJIAX C HAYaJa 3MOXH, JJO KOTOPOIO OTBET MOXKET OBbITh KIIIHPOBAH.

e Ecin B 3arosioske Het mosis "X-Accel-Expires", mapamMerpbl K3MUPOBAHNS OIPEIEIISIOTC 110 TOJISAM
zarosioBka "Expires" nmn "Cache-Control".

e OtBer, B 3arojioBke KoToporo ectb noJjie "Set-Cookie", He Gyer KIMMUPOBATHCS.
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e OrBer, B 3arojI0BKe KOTOPOro ecTh noje "Vary" co cnenuanbubeiM 3HadenueM "*", me Oymer Kamu-

poBaTbest. OTBeT, B 3ar0JI0BKE KOTOPOro ecTh mojie "Vary" ¢ apyrum sHadeHuem, 6yaeT KIIMpoBaH
C Y9eTOM COOTBETCTBYIOIINX IOJIEN 3ar0JIOBKa 3aIpOCa.

O6paboTka OIHOTO MK HOJIee U3 ITHUX TOJIEH 3ar0JIOBKA MOXKET OBITh OTKJIIOYEHA IIPU TOMOIIH JUPEK THBBI
scgi_ignore_headers.

scgi__connect _timeout

Cunrakcuc scgi_connect_timeout spemai;
Ilo ywmomua- scgi_connect_timeout 60s;
HUIO

Konrekcr http, server, location

Sagmaer TaiimayT 1yist ycranosjenus coequaenns ¢ SCGI-cepsepom. Heobxonumo nMers B BuLy, 9TO 3TOT
TaiiMayT OOBITHO HE MOXKET IPEBLIMIATE 1D CEKYHI.

scgi__connection drop

Cunrakcuc scgi_connection_drop epems | on | off;
IlIo ymomua- scgi_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpaunBaer 3aBepiiieHne Bcex COeqUMHEHMIT ¢ IPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLT yJIaJIeH U3 IPYIIIbI
WK TIOMEYEeH KaK IMOCTOsIHHO HEeJIOCTYIHBIN B pe3ysbTrare mporecca reresolve man xomandv. A PI DELETE.

CoeiuHeHne 3aBEPIIAETCsI, KOTIa 00pabaThIBAETCs CJIeIyoNiee COObITHE YTEHUs UJIU 3aIlUCH JIJIs KJINEHTa,
WU TIPOKCUPYEMOTO CepBepa.

VcraHOBKA 8pemeny BKIIIOYAET TafiMayT JI0 3aBEpIIEeHNs COEIMHEHNUsI; TP BHIOOPE 3HAYUEHUS ON COEIIU-
HEHUsI 3aBEPIIAIOTCST HEMEJJIEHHO.

scgi force ranges

CunTakcuc scgi_force_ranges off;
Ilo ywmomua- scgi_force_ranges off;
HHIO

Konrekcr http, server, location

BriiouaeT momepKKy AUala3oHoB 3anpaimuBaeMbix OaiirT (byte-range) [yt KIIIMPOBAHHBIX U HEKSIIIH-
poeauubix orBeToB SCGI-cepBepa BHe 3aBucuMocTu ot Hajudus nojs "Accept-Ranges" B 3arosioBkax
9TUX OTBETOB.
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scgi_hide header

Cunrakcuc scgi_hide_header nose;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

ITo ymomaanuio Angie He mepenaer KaneHTy moss 3aroioBka "Status" u "X-Accel-..." u3 orBera SCGI-

cepBepa. lupektusa scgi_hide header 3a/iaer J10m0IHATEIBHBIE 11015, KOTOPbIE He OY/IyT IIepejaBaThCsI.
Eciu xe nepemady mosieit Hy»KHO pa3pelinTh, MOXKHO BOCIIOJIL30BAThCs JTUPEKTUBOM Scgi pass  header.

scgi_ignore client abort

Cunrakcuc scgi_ignore_client_abort on | off;
Ilo ywmomua- scgi_ignore_client_abort off;
HHIO

Konrekcr http, server, location

Omnpepnesiet, 3akpbiBarh ju coeauaenne ¢ SCGI-cepBepom B cirydae, eciin KJINEHT 3aKPBLI COEIUHEHNE,
HE JIOXKJIABIINCH OTBETA.

scgi_ignore headers

Cunrakcuc scgi_ignore_headers nose ...
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

Samperiaer 06pabOTKy HEKOTOPBIX mmoJieit 3arosioBka m3 orBera SCGI-cepepa. B mupexTnBe MOXKHO
ykazathb moJist "X-Accel-Redirect", "X-Accel-Expires", "X-Accel-Limit-Rate", "X-Accel-Buffering", "X-
Accel-Charset", "Expires", "Cache-Control", "Set-Cookie" u "Vary".

Ecin we 3allpelreHo, o6pa60TKa 9THUX IOJIEN 3ar0JIOBKA 3aKJ/JII0YAeTCs B CJIEIYIOIIIEM

o "X-Accel-Expires", "Expires", "Cache-Control", "Set-Cookie" u "Vary" sanator napamempos xa-
WAUPOBAHUA OTBETA;

o "X-Accel-Redirect" npoussonur snympertee neperanpasaerue Ha ykasanubiii URI,
o "X-Accel-Limit-Rate" 3amaer ozparuvenue ckopocmu nepesadu oTBeTa KJIMEHTY;
e "X-Accel-Buffering" Bkiiouaer win BeikII0O9aeT 0y@epusaiuio OTBETa;

e "X-Accel-Charset" 3amaer )kejraeMyio koduposky OTBeTa.
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scgi_intercept _errors

Cunrakcuc scgi_intercept_errors on | off;
Ilo ywmomua- scgi_intercept_errors off;
HHIO

Konrekcr http, server, location

Ompepersier, iepeaBarh ju KineHTy orBersl SCGI-cepsepa ¢ Komom Goutbire 6o paBabiM 300, wiin ke
[EPEXBATHIBATH X U IIEPEHANIPABIISITH HA 00pabOTKy Angie ¢ MOMOIIBIO JUPEKTUBBL €107 PAgE.

scgi_limit_rate

Cunrakcuc scgi_limit_rate ckopocmv;
Ilo ywmomua- scgi_limit_rate O;

HUTO

Konrekcr http, server, location

OrpanmunBaer ckopocth dreHust orsera or SCGI-cepeepa. Cropocmov 3amaercst B Gaiitax B CEKyHILY;
MOZKHO HCIIOJIb30BaTh II€pEeMEHHBIC.

0 OTKJIIOYaeT OrPDAHUYEHNE CKOPOCTH

O IIpumeuannue

Orpanndenre yCTaHABINBAETCS HA 3AIIPOC, TOITOMY, ecyin Angie 0JTHOBPEMEHHO OTKPOET JIBa COeJIHE-
uHust K SCGI-cepBepy, cymmapHast CKOpOCThb OyJ1eT BIIBOE BBIIIIE 33 [aHHOTO orpanndenust. OrpaHndeHue
paboTaeT TOJBKO B CIydae, eciu BKJUdeHa Oydepusayus orBeroB SCGI-cepsepa.

scgi_max_temp _file size

Cunrakcuc scgi_max_temp_file_size paswmep;
Ilo ywmomua- scgi_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecin Briouena 6ygdepusayus orseros SCGI-cepsepa, u oTBeT He BMeIaeTCst TEJUKOM B Oydepsl, 3a1aH-
HbIe JIUPeKTUBaMu scgi_ buffer size m scgi_ buffers, qacts oTBeTa MOXKeT OBITH 3aIHCAHA BO BPEMEHHBIH
daitn. Dta JUpEeKTHBa 33JaeT MaKCUMAJbHBIN pa3Mep BpeMeHHoro daitra. Pasmep gaHHBIX, cOpachiBa-
eMbIX BO BpeMEHHBIN (aill 3a OJUH pas, 3a/1aeTcs INPeKTUBON scgi  temp  file write  size.

0 OTKJTIOYAET BO3MOXKHOCTDH Oy(hepu3aIuu OTBETOB BO BpeMeHHbIEe (halIbI

O IIpumeuannue

JlaHHOE OrpaHWYeHre He PACIIPOCTPAHSETCS HA OTBEThI, KOTOPBIE OYIyT KW UPOGaHs, WX COXPAHEHBI
na Jucke.

3.3. BcrtpoeHHble moaynu 227



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

scgi_next upstream

Cunrakcuc scgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;

Ilo ywmomua- scgi_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OrmpefiesisieT, B KAKUX CJIydYasx 3ampoc OyJIeT mepeaH CIeIyIoeMy cepBepy:

error [IPOUBOIILIIA, OIMHOKA COEMHEHUSI C CEPBEPOM, IIEPEJIAth eMy 3allPOCa MJIN ITEHUSI
3aroJIOBKa OTBETa CEPBEPA;
timeout IIPOM30IIIe]I TaliMayT BO BPeMsl COEJMHEHUs C CEPBEPOM, Iepejladil eMy 3alpoca

WM YTEHUd 3aroJI0BKa OTBETa CepBeEpa;
invalid_header cepBep BepHYJI IIyCTOU M/ HEBEPHBII OTBET;

http_500 cepsep BepHYJ oTBeT ¢ KojoMm 500;
http_503 cepBep BEPHYJ OTBET ¢ KojoMm 503;
http_403 cepBep BepHYJI OTBET ¢ KojoM 403;
http_404 cepBep BepHYJI OTBET ¢ KogoM 404;
http_429 cepBep BEPHYJ OTBET ¢ KOJoM 429;

non_idempotent  06GBIYHO 3apPOCH ¢ HenyemoTeHTHBIM MeTonoM (POST, LOCK, PATCH) ue ne-
PEJIAIOTCST HA JIPYTOii cepBep, €CJIH 3alIPOC CepBepy IPYIIILI y2Ke ObLI OTIIPABIICH;
BKJIIOYEHNE [TapaMeTpa sIBHO pa3penaer IOBTOPSTH OJ00HbIE 3aIIPOCHL;

off 3allpelraeT Iepegady 3alpoca CJIEAYIOEeMy cepBepy.

© IIpumeuannue

Heobxonmnmo moHnMaTh, 9TO mepeatia 3armpoca CiIeyoIIeMy CepBePy BO3MOXKHA TOIBKO IIPH yCJIOBUM,
YTO KJIHUEHTY ellle HUYEero He IepeIaBaIochk. 1o ecThb, eciin ommbKa Wi TaiiMayT BOSHUKIIN B CEPEIITHE
repejladu OTBETa KJIMEHTY, TO JeHCTBUE JUPEKTUBBI HA TAKOIl 3aIIpOC HE PACIPOCTPAHSETCH.

JlupekTrBa Tak:Ke OMPENeIseT, 9TO CAUTACTC Heydaunot nonumkot paboThl C CEPBEPOM.

error BCerJa CUMTAIOTCS HEYJaIHbIMU IOIBITKAMU, JazKe eCJIM OHU He YKa3aHbl B JU-
timeout PEeKTuBe

invalid_header

http_500 CUHUTAIOTCA HEYJNAYHBIMHA IOIBITKAMH, TOJLKO €CAN OHU yKa3aHbl B JUPEKTUBE
http_503

http_429

http_403 HUKOIJIa He CYNTAIOTCA HEYIQYHBIMU IONBITKaMU

http_404

Ilepemada 3ampoca ceayoIeMy cepBepy MOXKET OBITh OIPAHUYEHA 110 KOAUMECITLEY NONLIMOK | IO 6pe-
MEHU.
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scgi_next upstream timeout

Cunrakcuc scgi_next_upstream_timeout spems;
Ilo ywmomua- scgi_next_upstream_timeout O;
HHIO

Konrekcr http, server, location

OrpannyuBaeT BpeMs, B T€YeHNE KOTOPOro BO3MOYKHA Tepejiada 3a1mpoca cAedyiou,emy cepBepy.

0 OTKJIIOYAET 3TO OFPAHUYEHUE

scgi_next upstream _tries

Cunrakcuc scgi_next_upstream_tries wucuo;
Ilo ywmomua- scgi_next_upstream_tries 0;
HHIO

Konrekcr http, server, location

OrpannauBaeT IUCJIO JOIMYCTUMBIX MOIBITOK JIJIsT IEPEJIadu 3a1Ipoca CACIYI0UEMY CEPBEPY.

0 OTKJIIOYAET 3TO OrPDAHUYEHUE

scgi no cache

Cunrakcuc scgi_no_cache cmpoxa ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaer ycjoBus, IIPU KOTOPBIX OTBET He OYIeT COXpaHSTbCs B K31Il. Ecjin 3HaYeHue XoTst Obl OJIHOTO W3
CTPOKOBBIX IIapaMeTpoB HemycToe u He paBHO "0", To oTBeT He OyJET COXpaHeH:

scgi_no_cache $cookie_nocache $arg _nocache$arg_comment;
scgi_no_cache $http_pragma $http_authorization;

MozxHO nCIoIBE30BaTh COBMECTHO C JUPEKTUBOI scgi  cache  bypass.

scgi param

Cunrakcuc scgi_param napamemp snavernue [if_not_emptyl;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sazaer mapamerp, KoTopsiii Oymer nepenaBarbes SCGI-cepBepy. B kadecTBe 3HAUEHMS MOXKHO UCIIOJIb-
30BaTh TEKCT, IIEPEMEHHBbIE W UX KOMOmHaImu. JIMpeKTUBbl HACIEAYIOTCS C TPEIbIIYINEro YPOBHS KOH-
duryparuu npu ycJoBuU, 9TO HA JAHHOM YPOBHE He OmHcaHbl cBou aupekTusBbl SCGI-param.
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CranmapThble nepevennbie okpyzkenust CGI moskHBI nepegaBarbest Kak 3arosioBku SCGI, cm. aii
scgi_params M3 TUCTPUOyTHUBA:

location / {

include scgi_params;
#
}

Ecmu nupexktuBa ykazana ¢ if _not_empty, TO Takoil mapaMeTp C IIyCThIM 3HAYCHUEM IE€PEIABATHCS HA
cepBep He Oymer:

[scgi_param HTTPS $https if_not_empty;

scgi pass
Cunraxcnc scgi_pass uri;
Ilo ymomua- —
HUIO
Konrekcr location, if B location

Sanaer ajgpec SCGI-cepBepa. Ajpec mMoxker OBITH yKa3aH B BHJE JOMEHHOro mMmeHu uiu [P-amgpeca, u
opTa.

[scgi_pass localhost:9000; ]

min B Bujie nytn UNIX-cokera:

[scgi_pass unix:/tmp/scgi.socket; ]

Ecnm nomenHOMY MMEHM COOTBETCTBYET HECKOJIBKO &JIPECOB, TO BCE OHM OY/yT MCIIOJB30BATHCS II0 O4e-
peau (round-robin). Kpome Toro, B KadecTBe aJpeca MOXKHO YKa3aTh 2DYnny cepeepos.

B 3nauenun mapamerpa MOXKHO UCIIOJIb30BaTh IIEpeMEHHbIE. B 3TOM ciiydae, eciin aJpec yKa3aH B BUIE
JIOMEHHOTO MMEHH, UM UIIETCA CPEIU ONMMCAHHBLIX TPYIII CEPBEPOB U €CIM He HAlAeHO, TO OIPEIeITeTC
¢ moMompio resolver'a.

scgi _pass__header

Cunrakcuc scgi_pass_header nose ..;
Ilo ymomua- —

HHUIO

Korrekcr http, server, location

Paspemaer nepenaBars or SCGIl-cepBepa kaueHTy 3anpeusennvie das nepedauy OIS 3ar0JI0BKA.
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scgi_pass_request body

Cunrakcuc scgi_pass_request_body on | off;
Ilo ywmomua- scgi_pass_request_body on;
HHIO

Konrekcr http, server, location

TlozBosnster 3amperuts mepenady ucxomuoro rtenaa 3ampoca Ha SCGI-cepBep. Cm. TakKe AUPEKTUBY
scgi_pass_request_headers.

scgi_pass_request headers

Cunrakcuc scgi_pass_request_headers on | off;
Ilo ywmomua- scgi_pass_request_headers on;
HHIO

Konrekcr http, server, location

TlozBossteT 3anmpeTuTh Hepemady moJieil 3aroioBka ucxomuoro 3amnpoca Ha SCGI-cepeep. CMm. Takxke Ju-
PeKTHBY scgi_ pass_request body.

scgi_read _timeout

Cunrakcuc scgi_read_timeout spems;
Ilo ywmomua- scgi_read_timeout 60s;
HUIO

Konrekcr http, server, location

Sagaer rtaiimayt npu drenun orBera SCGI-cepsepa. TaiimayT ycraHaBiuBaeTcss He Ha BCIO Iepenady
OTBETa, a TOJHFKO MEXKIy ABYMs omeparusmu dreHusi. Ecau mo ucredernuu sroro Bpemenn SCGI-cepsep
HUYEro He MepesiacT, COeUHEHNe 3aKPbIBACTCS.

scgi_request _buffering

Cunrakcuc scgi_request_buffering on | off;
Ilo ywmomua- scgi_request_buffering on;
HHIO

Konrekcr http, server, location

Pa3pemaeT 1 3allpeniaeT UCIIOJIb30BaTh 6y(1)ep1/13amxno TeJia 3allpoca KJIMEHTA.

on TEJIO 3aIPOCa MOJHOCTBIO “UMAEmCcs OT KJIUEHTa MEPE]] OTIPABKOM 3ampoca Ha
SCGI-cepgep.
off Tes1o 3ampoca ornpasisiercst Ha SCGI-cepBep cpasy ke 10 Mepe ero MoCTYIIEHHS.

B srom ciydae 3ampoc He MOKeT OBITh ITepejian cacdyiouemy cepeepy, ecin Angie
y2Ke HaJaJl OTIIPABKY TeJja 3alIpoca.

Ecim pst ornpasku Tesia uexogHoro 3amnpoca ucnosb3yercs HTTP /1.1 u uepenada JaHHbIX 9acTIMu
(chunked transfer encoding), o Teso 3anpoca G6ydepusyercs HE3aABUCUMO OT 3HAYECHUS JIUPEKTHUBHI.
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scgi_send _timeout

Cunrakcuc scgi_send_timeout spems;
Ilo ywmomua- scgi_send_timeout 60s;
HUIO

Konrekcr http, server, location

Sanaer taiimayT mpu nepegade 3amnpoca SCGI-cepsepy. TaiimayT ycranaBimBaeTcss He HA BCIO IEpeIady
3aITPOCa, a TOJBKO MEXKJIy JIByMs oreparusmMu 3anucu. Feim mo ucredennu sroro spemenn SCGI-cepsep
He MPUMET HOBBIX JAHHBIX, COE/INHEHNE 3aKPhIBACTCS.

scgi_socket keepalive

Cunrakcuc scgi_socket_keepalive on | off;
Ilo ymomua- scgi_socket_keepalive off;
HUIO

Konrekcr http, server, location

Kondurypupyer nosesenne "TCP keepalive" mist ucxomsmux coenuuenuit k SCGI-cepsepy.

" IIo ymosmganmio Jursd cOKeTa JefCTBYIOT HACTPOUKHU OIIEPAIIMOHHON CHCTEMBI.

on Jutst cokeTa BKJtodaercsd mapamerp SO KEEPALIVE
scgi_store

Cunrakcuc scgi_store on | off | cmpoxka;

IlIo ymom4a- scgi_store off;

HUIO

Konrekcr http, server, location

Paspemaer coxpanenne ma mquck Gaitios.

on coxpaHsieT (bailyibl B COOTBETCTBUM C IIyTSIMH, YKA3aHHBIMUA B JUPEKTUBAX alias
WA 700t
of f 3aImpeniaer coxpanenne (aitios

s (bafma MOZKHO 33/1aTh dBHO C MOMOINBIO CTPOKU C IIEPEeMEHHbIMN:

[scgi_store /data/www$original uri;

Bpems wsmenenust aitnos BeicTaBjsieTcss coryiacHo mojydennomy mosio "Last-Modified" B 3arosioBke
orBera. OTBeT CHaYAJIa 3AMMCHIBACTCS BO BPEMEHHBIN (aill, a moToM 31oT (aill mepenMeHOBBIBAETCS.
Bpewmennsrit haityi 1 TOCTOSHHOE MECTO XPAHEHUS OTBETA MOLYT PACIIOJATATHCS HA PA3HBIX (HAMIOBBIX
cucremax. OHAKO HY>KHO YYUTBIBATH, UTO B 3TOM CJIyIae BMECTO JEMIEBON OlEepaIliy TePerMEeHOBbIBA~
HUS B TIpeJiesiax OJIHOM (hailyioBoit cucTeMbl (hailyl KomupyeTcs ¢ ofHo# (aityloBoil cucTeMbl HA JAPYTYIO.
IlosTromy Jryuriie, eciu coxpaHsieMble (dailjibl OyIyT HaXOAUTHCS Ha TOH 2Ke (hailyloBOil cucreMe, 4TO U
KaTaJIOl ¢ BpeMeHHBbIMI (hailjilaMu, 3aaBaeMbIil TUPEKTUBON scgi  temp path njst gamuoro location.

,Z[I/IpeKTI/IBy MOZKHO HUCIIOJIb30BATDH JJId CO3JaHNA JIOKAJIbHBIX KOIIMI CTATUYIECKUX HEU3MEHIEMbIX cbaf/inosz
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location /images/ {

root /data/www;
error_page 404 = /fetch$uri;
}
location /fetch/ {
internal;
scgi_pass backend:9000;
#
scgi_store ;
scgi_store_access user:rw group:rw all:r;
scgi_temp_path /data/temp;
alias /data/www/;
b

scgi_store access

Cunrakcuc sScgi_store_access noav308ameN:npasa ...;
Ilo ymonua- scgi_store_access user:rw;

HUO

Konrekcr http, server, location

3asaer mpaBa JIOCTYIA s CO3aBAEMBIX (DAMIOB U KATAJOTOB, HAIIPUMED,

[scgi_store_access user:rw group:rw all:r; J

Ecnu zamaner kakue-mmbo mpasa jijist group Wau all, To mpaBa Jjist user yKa3blBaTbh HEOOsS3aTeIbHO:

[scgi_store_access group:rw all:r; J

scgi_temp _file write_size

Cunrakcuc scgi_temp_file_write_size paswmep;
Ilo ymonua- scgi_temp_file_write_size 8k|16k;
HUIO

Konrekcr http, server, location

OrpanngyuBaeT pasMep JIAHHBIX, COPACHIBAEMBIX BO BPEMEHHBIN (aiilyl 3a OJUH pa3, MPU BKJIIOYEHHON
oydepusaiuu orseroB SCGI-cepBepa Bo BpeMenHble daitibl. [1o ymMosdaHuio pasMep OrpaHuyeH JIBYMsI
Oydepamu, 33 TaHHBIMA JUPEKTHBAMU Scgi_ buffer size u scgi buffers. MakcumasbHBIN pa3Mep BpeMeH-
Horo aitra 3a/1aeTcst JUPEKTUBOR scgimax_temp file size.
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scgi_temp path

Cunrakcuc scgi_temp_path nymo [yposenvl [yposenv? [yposensv3]]|;

Ilo ymomua- scgi_temp_path scgi_temp; (myTh 3aBUCUT or ImapameTrpa cOOpKH
HUIO --http-scgi-temp-path)

Konrekcr http, server, location

3asaer uMsi KaTajora Jiisi XpaHeHNsI BpeMeHHbIX (hailyioB ¢ JaHHbiME, TotyueHHbIME 0T SCGI-cepBepos.
B karajiore MOXKeT HCIIOIB30BATHCA MEePApPXUs IMOIKATAJIOTOB 10 Tpex yposueil. Hampumep, mpu Taxoii
KOHMUTyparuu

[scgi_temp_path /spool/angie/scgi_temp 1 2;

BpeMEeHHBIH (aita OyIeT CIeayIoImero Buia;

[/spool/angie/sCgi_temp/7/45/00000123457

Cwm. Takzke mapamMerp use_temp_path aupekTtussr scgi  cache  path.

Secure Link

IlozBossieT OPOBEPATH aYTECHTUIHOCTD 3allpallliBa€MbIX CCBLJIOK, 3alllUIIaTh PECYPChbl OT HECaAaHKIMOHHN-
POBAHHOI'O AOCTyIla, & TaKXKe OrpaHnINBaATH CPOK ,ILefICTBPIH CCBIJIOK.

IIpaBuibHOCTS 3aIIpANIIBAEMOlL CCHLIKH IIPOBEPAETCS CPABHEHUEM IIEPEIAHHOIO B 3aIIPOCE 3HAYEHMST KOH-
TPOJIBHON CYMMBI CO 3HAYEHUEM, BBIYUC/ISEMbBIM IS 3a1poca. KCm cehlika MMeeT OIpaHUYeHHBIN CPOK
JefiCTBUS U OH UCTEK, CChLIKA CUUTAETCs ycTapeBiieil. Pe3ysbTaT 3TUX MPOBEPOK JEIaeTCs JTOCTYITHBIM
B 1IepeMenHoit $secure link.

Mopnynb peanusyeT ABa aJIbT€PHATUBHBIX pexKuMa paboThl. B mepBoM perkmMe, KOTODBIH BKIIIOYAETCA
JUPEKTUBON secure link secrel, MOXKHO IIPOBEPUTH &yTEHTHIHOCTb 3AIIPANIHBAEMBIX CCHLIOK U 3allld-
TUTh UX OT HECAHKIIMOHMPOBAHHOIO JIOCTYIA. BTOPOil peskuM BKIIIOUAETCS NUPEKTHBAMU secure link u
secure_link md5, n IO3BOJISIET TaKxKe OIPAHUYUTH CPOK JIEHCTBUS CCBLIOK.

IIpu cbopke W3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCs MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHUTH C
IOMOIIBIO mapamMerpa cOOpku --with-http_secure_link_module. B makerax m obpa3ax m3 HAIIUX pe-
TO3UTOPHUEB MO/JTYJIb BKJIIOYEH B COOPKY.

OupekTussbl

secure link

Cunrakcuc secure_link ewpastcerue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaeT CTPOKY C IEPEMEHHBIMU, U3 KOTOPOl OYJEeT BBIIEJIEHO 3HAYEHNEe KOHTPOJBHON CYMMBI U BpEMs
JeHCTBUSA CCBLIKU.

Ucmonp3yemble B BBIPDAXKEHUU IIEPEMEHHBIE ODOBIYHO CBA3AHBL C 3AIIPOCOM; CM. NPUMED HUKE.

Briesriennoe u3 cTpoku 3HaMEHNE KOHTPOJBHOM CyMMbBI CpaBHUBaeTCs co 3HadeHneMm MDb5-xamra, BeIvnc-
JITEMBIM JIJIsl BBIPAsKeHUs, 33/ IaHHOI0 JUPEKTUBON secure link md5.
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Ecnu KOHTpOJIbHBIE CyMMBI He COBIIQJIAIOT, 3HAYEHUEM II€peMeHHO# Jsecure [link craHOBUTCS ITycTast
cTpoka. Eciin KOHTPOJIbHBIE CYMMBI COBIIQJIAIOT, ITPOBEPSIETCS BPEMs JEHCTBUS CCHIIKU.

Ecam cpok neiicTBus CCBLIKM 3a/1aH M NCTEK, IepeMenHast Jsecure  link momydaet 3nadenue 0. B mpoTus-
HOM CJIyvae oHa mojydaer 3uHadenne 1. 3uadenne MD5-xamra mepegaercsa B 3ampoce 3aKOANPOBAHHBIM B
base64url.

Ecau ccpinka nMeeT orpaHutveHHBIN CPOK JIEHCTBUSI, BpEMs ee JIEHCTBUS 3aJIaeTCs B CEKYHAaX C HAYAJIa,
snoxu (1 susaps 1970 roma 00:00:00 GMT). 3nadenue ykasniBaercs B Bbhipaskenuu 1ocie MD5-xsmra u
OTJEJISeTCsT OT HEro 3amsToil. Bpems meficTBUS CCHIIKM, IMEPEJAHHOE B 3AIPOCE, IEIAETCS JIOCTYITHBIM
B [epeMeHHOi $secure link expires njis UCIOJNb30BaHUs B qupektuse secure link md5. Ecam Bpemst
JefiCTBUSA CCBUIKHU HE 3a/I1aHO, CChLIIKA UMeeT HEOIDAHUYCHHBIN CPOK JeUCTBUA.

secure link _md5

Cunrakcuc secure_link_md5 gwpasicerue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3amaer BbIpaKeHUe, JJIsd KOTOporo cumraercs 3Hadenme MD5-xsrmma, cpaBHHBaeMoOe C IepeIaHHBIM B
3arpoce.

BeipazkeHne JOJIKHO COepXKaTh 3alUIIAeMyI0 4YacThb CCBIIKM (PECyPC) M CEKPETHYIO COCTABJISIO-
myro. Ecin ccblika nMeeT OrpaHUYeHHBIR CPOK JeflCTBH:, BBIPAaXKEHHE TAaKXKe JOJIKHO COIEPXKATh
$secure_link__expires.

s mpeioTBpaIeHns HECAHKIIMOHMPOBAHHOTO JIOCTYTIA BHIPAXKEHUE MOXKET COJIEPKATH MH(MOPMAITHIO O
KJINEHTE, HAIIPUMED, ero aJipec u Bepcuio bpaysepa.

IIpumep:

location /s/ {
secure_link $arg_md5,$arg_expires;
secure_link_md5 "$secure_link_expires$uri$remote_addr secret";

if ($secure_link = "") {
return 403;

}

if ($secure_link = "0") {
return 410;

}

%

J

Cepuika "/s/link?md5=_e4Nc3iduzkWRmO1TBBN Yw&expires=2147483647" orpanuvuBaer JOCTYI K
"/s/link" mus kimenta ¢ IP-agpecom 127.0.0.1. Cebuika TakKe UMeET OIpAHUYEHHBI CPOK JEHCTBHSL 10

19 simBapst 2038 roga (GMT).

Suauenne aprymenTta 3amnpoca mdb Ha UNIX MOXKHO MOJIydnuTh Tak:

echo -n '2147483647/s/1ink127.0.0.1 secret' | \
openssl md5 -binary | openssl base64 | tr +/ -_ | tr -d =
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secure_link secret

Cunrakcuc secure_link_secret c.060;
Ilo ymomua- —

HUIO

Konrekcr location

BagaeT CEKPETHOE CJIOBO AJId IMPOBEPKU aY TCHTUYIHOCTU 3allpallliBA€MbIX CCBHLIOK.

Tlosmerit URI 3anpammBaeMoil CCHIIKU BBITJISIIAT TAK:

[/npecpnxc/xam/ccmm{a

rae xam — MD5-X91 B mrecTHaIIATEPUTIHOM BUJE, BIYUCIEHHBIN /)11 KOHKATEHAIINY CCHLIKHA U CEKPET-
HOTO CJIOBa, a TpedUKC — TPOU3BOJIbHAS CTPOKA 0€3 KOCBIX IepT.

Ecnu 3anpammBaemasi CCbLIKA IIPOXOJAUT IIPOBEPKY HA AayTEHTHYHOCTb, 3HAYEHHEM II€PEMEHHO
$secure link craHOBUTCS cebLIKa, BblenaeHHast 3 URI sanpoca. B nporusHOM ciydae 3HaUeHnEM nepe-
MeHHOI $secure link cTaHOBUTCS mMycTast CTPOKA.

IIpumep:

location /p/ {
secure_link_secret secret;

if ($secure_link = "") {
return 403;

3

rewrite ~ /secure/$secure_link;

}

location /secure/ {
internal;

}

ITo zanpocy "/p/5e814704a28d9bc1914{f19fa0c4a00a/link" Gymer BbIIOJHEHO BHyTpEHHEE II€pPEeHAIPAB-
nenve Ha " /secure/link".

Suagenue x31a s JanHoro npumepa Ha UNIX MOXKHO mOSIyunTh Tak:

[echo -n 'linksecret' | openssl md5 -hex

BcTpoeHHble nepemeHHble
$secure_link

Pesynabrar mpoBepku cebiku. KoHKpeTHOE 3HAYMEHNE 3aBUCUAT OT BBIOPAHHOTO peKUMa PabOTHI.
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$secure_link_expires

Bpewms meficTBuS CCBUIKH, IEpeTAHHOe B 3ampoce. IIpenina3HadeHo nCKIOIHTENbHO IS UCIOIH30BAHIA
B nupekTuBe secure_link md5.

Slice
QubTp, KOTOPBINA Pa3zbUBAeT 3aIPOC HA MOA3AIPOCH], KaXKJIbII 13 KOTOPHIX BO3BPAIIAET OMPEIeICHHbIN
muarnal3on oreeta. OuabTp obecnednBaeT Oosee 3pPHEKTUBHOE KIMUPOBAHNE OOJBITUX OTBETOB.

IIpu cbopke U3 UCXOTHOIO KOIa MOIY/Ib He COOUPAETCS IO YMOTIAHUIO; €r0 HEOOXOIUMO BKJIIOUHUTH C II0-
MOIIIBIO ITapaMerpa cOopku --with-http_slice_module. B makerax u ob6pasax w3 HAIINX PENO3UTOPUER
MOJIy/Ib BKJIIOYEH B COODKY.

Mpumep koHurypayun

location / {
slice im;
proxy_cache cache;
proxy_cache_key $uri$is_args$args$slice_range;
proxy_set_header Range $slice_range;
proxy_cache_valid 200 206 1h;
Proxy_pass http://localhost:8000;

B mamnOM mpumepe orBeT pazbuBaercs Ha K3mupyeMmbie (pparMeHThl pa3mMepoM B 1 Merabaii.

OdupekTusnbl
slice
Cunrakcuc slice pasmep;
Ilo ymomga- slice O;
HUIO
Konrekct http, server, location

Samaer pasmep dhparmenta. HyseBoe 3nadenne 3ampemaer pazdbueHne 0TBeTOB Ha (DParMeHThl.

A TIpenynpexnenue

ObparTuTe BHUMAHUE, 9TO CJUIIKOM HU3KOE 3HAYEHHE MOYKET [MPUBECTU K M3JIUIIHEMY MOTPEOIEeHUIO
MMaMATH U OTKPBITHIO OOIBITOTO KOJIUIECTBa (PaitioB.

Jljist Toro, 9To6BI MO3AIPOC BEPHYJ HEOOXOJUMBIN JHAIa30H, epeMeHHast Jslice range JOKHA OBITH
repejlaHa Ha IIPOKCUPYeMbIil cepBep B KadecrBe moJisi "Range" 3arosnoeka zampoca. Eciu BrIroueHO
KOWUposanue, To HeobXoauMo 106aBuThL $slice range B KA1 KIOWUPOSAHUL U SKANOHUMS KIMTUPOBAHIE
oTBeTOB ¢ KosoMm 206.
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BcTpoeHHble nepemeHHble
$slice_range
Tekymuit nuana3zon dpparmenta B popmare HTTP byte range, manpumep bytes=0-1048575.

Split Clients

Mouynb remepupyer nepemennbie jjig A /B-recrupoBanus, KaHAPEEUHBIX PEJIU30B U JAPYTUX CHEHAPH-
€B, KOTODPbIE HAIPABJISIOT OIPEEJEHHBII IPOIEHT KJMEHTOB Ha OJWH CEepBep WM KOH(UTYpaInio, a
OCTaJIbHBIX — KYJa-TO eIIle.

Mpumep koHpurypayun

http {
split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;
* nn;
}
server {
location / {
index index${variant}.html;
OupekTussbl

split_ clients

Cunraxcuc split_clients cmpokxa $nepemennasn { ... }
Ilo ymomua- —

HHIO

Konrekcr http

Cozmaer $nepemennyio, XAMUPysL CMPokyY; NEPEMEHHBIE B CMPOKe TIOICTABISIOTCS, PE3YIbTAT XIMIAPY-
€TCsl, 3aTeM [0 3HAYEHUIO X314 BLIOMPAETCA CTPOKOBOE 3HAUEHUE $nepemennot.

Oyuknus xsmmuposanus ucnosbdyer MurmurHash2 (32 6ur), u Bech muanazon ee 3uadenuii (¢ 0 1o
4294967295) comocrapiisiercss ¢ KOP3UHAME B HODsijIKe HOsBJIEHUs; IIPONEHTHBIE BEJIMYMHBI OLPEeeis-
0T pasMep KOp3WH. B KOHIlE MOXKET CTOSITh METACHMBOJI (*); X3IIH, He IOMABIINe B IPyTUe KOP3UHBI,
COTIOCTABJISIIOTCS C MPUJAHHBIM €My 3HAYMEHUEM.

IIpumep:

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

nn.,
&3 >

3ech 10cje MOJCTaHOBKU B CTpoke $remote_addrAAA 3HaUeHMs] X3IIa PACIPEIEJIAIOTCH CJIEILYOIIUM
obpazom:

e 3nauenus or 0 jo 21474835 (0,5%) gator .one;
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e snavenus ot 21474836 no 107374180 (2%) nator . two;
e suavenus or 107374181 no 4294967295 (Bce ocranbibie) gaoT "" (IyCTYIO CTPOKY ).

SSi

Dunbrp, obpadbarsBatommii Komarabl SSI (Server Side Includes) B mpoxoupsiimux depes Hero orserax.

Mpumep koHdurypauymn

location / {

ssi 5
#
}
OupekTussbl
ssi
Cunraxcuc ssi on | off;
Ilo ymomua- ssi off;
HUIO
Konrekcr http, server, location, if B location

Paspemaer nin 3anpemniaer obpaborky Komang SSI B orBeTax.

ssi_last_modified

CunaTakcuc ssi_last_modified on | off;
Ilo ywmomua- ssi_last_modified off;
HUIO

Konrekcr http, server, location

ITozBosster coxpanuTsb 1oJie 3arosioBka "Last-Modified" ucxomgsoro orsera Bo Bpemsi obpaborku SSI st
JIYYIIEro K3MIMPOBAHUS OTBETOB.

ITo YMOJIT9aHUIO TIOJIE€ 3arO0JIOBKa YJIAJId€TCd, TaK KaK COAECPZKUMOE OTBETa U3MEHACTCA BO BpeMdA o6pa—
OOTKH U MOXKET CoepzKaTh JUHAMHUYICCKN CO3JaHHBIC 9JIEMEHTDHI NI 1aCTU, KOTOPbIC NSMEHUJINCH HE3a-
BHCHUMO OT HCXOJHOI'O OTBETa.

ssi_min_file_chunk

Cunrakcuc ssi_min_file_chunk pasmep;
Ilo ymomua- ssi_min_file_chunk 1k;
HUTO

Konrekcr http, server, location

3asaeT MUHAMAJIBHBIN pa3Mep JacTeil OTBeTa, XPAHSIINXCH Ha JUCKE, HAIMHAS C KOTOPOT'O UMEET CMBICIT
MTOCBHITIATDL UX C TMOMOIIBIO sendfile.
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ssi silent errors

Cunrakcuc ssi_silent_errors on | off;
Ilo ymomua- ssi_silent_errors off;
HUIO

Konrekcr http, server, location

Paspemaer He BbIBOIUTH CTPOKy "[an error occurred while processing the directive]", eciu BO Bpemst
obpaborku SSI nmpowuzornia ommoKa.

ssi_types
Cunrakcuc ssi_types mime-mun ...;
Ilo ywmomua- ssi_types text/html;
HUIO
Konrekcr http, server, location

Paspemaer obpaborky komanm SSI B orBerax ¢ yrkazanabimu MIME-Ttunamu B qonosiHerne K text/html.
Crermanbraoe 3nagenne "*" coorsercrByet modomy MIME-Twmy.

ssi_value_length

CunTakcuc ssi_value_length dauna;
Ilo ywmomua- ssi_value_length 256;
HUIO

Konrekcr http, server, location

3ajiaeT MaKCUMAJIbHYIO JJINHY 3HAYEHUi mapamMeTpoB B SSI-koMaHIax.

Komangb SSI

O6mmmit popmar Komama SSI Taxoii:

[<!——# komarda napamempl=3navenuel napamempl=3Haveruel ... -->

TlopepxuBatOTCs CAEIYIONTNE KOMAH/IbI:

block

OnuceiBaeT 6J10K, KOTOPBIA MOXKHO HCIIOJIb30BATH KaK 3aIJIyIIKy B KoMaH e include. BHyTpu 610Ka MOTyT
6bITh Jpyrue KoMaHael SSI. ITapamerp komaHbI:
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name

uMs 6J10Ka.

IIpumep:

<I--# block name="one" -->
3ariymka
<!I--# endblock -->

config
3ajiaeT HEKOTOPBIE [TapaMeTPhl, UCIIOJIb3yeMble Ipu 00paboTke SSI, a UMeHHO:
errmsg

CTPOKA, BBIBOJISIIAsICA P oImnbKe BO BpeMsi obpaborku SSI. ITo ymosryaHuio BBIBOIUTCS TaKas CTPOKA:

[‘ [an error occurred while processing the directive]" }

timefmt

crpoka dopmarta, nepemaBaemas GyHkinnu stritime() misa BbIBoma maThl U Bpemenu. 1lo ymosraanuio
HCIIONIb3YeTCsT TaKOi pOopMaT:

["‘%A, Yd-Yb-%Y %H:%M:%S %Z"° }

11 BBIBOIA BpeMEHH B ceKyHmax noaxomuT dpopmar "%s".
echo

BroiBoaur snadenune nepemennoit. [TapameTpsl KOMAHILL:

var

UMs NEePEMEHHON.

encoding

crocob KojmpoBaHus. Bo3aMOXKHBI Tpu 3HadeHust — none, url u entity. Ilo ymosrganuio ncnosb3yercs
entity.
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default

HECTAHAPTHBIA apaMeTp, 3aJIal0Nuil CTPOKY, KOTOPasl BBIBOIAUTCS, €CJIM IIEPEMEHHAs] He OIPEJIe/ICHA.
Ilo ymosanuio BeIBOAUTCS CTpoKa (none).

Komanma

[<!——# echo var="name" default="nem" --> ]

3aMeHdeT TaKyIo I10C/IeJ0BaTE/IbHOCTb KOMaH/I:

<l--# 4if expr="$name" --><!--# echo var="name" --><!--#
else -->HeT<!--# endif -->

if

Bruimostaser ycenosaoe BKiioUenne. [1oamepKUBaiOTCsI CIeIyOIIIHe KOMAHIbI:

<!--# 2f expr="..." -->
<I--# elif expr="..." -->
<!--# else -->

<I--# endif -->

Ha nammbiit MOMEHT 110/1/1epyKUBAETCsT TOJIBKO OJINH YPOBEHDb BjIOKeHHOCTHU. [lapameTp KOMamHIbI:

expr

BhIpaXKeHnue. B BbIpazkeHun MOXKET ObITh:

® IIpOBEPKa CYIIeCTBOBAHUS II€PEMEHHOMN:

[<!——# if expr="$name" -->

® CpaBHCHUE IIEPEMEHHON C TEKCTOM:

<I--# 4if expr="$name = text" -->
<!--# if expr="$name != text" -->

® CpaBHEHUHE HepeMeHHOﬁ C peryJjIdpHbIM BbIDpazKE€HUEM:

<!I--# if expr="$name = /text/" -->
<I--# if expr="$name != /text/" -->

Ecnu B text BcTpeuarorTcs mepeMeHHBIE, TO MPOU3BOIUTCS IOJCTAHOBKA WX 3HadeHnwit. B perymspHOM
BBIPA’KEHUN MOYKHO 33/1aTh ITO3UIIMOHHBIE U NMEHOBAHHBIE BBIJIEJICHU, a 3aT€M HUCIIOJIH30BaTh UX Yepe3
repeMeHHble, HallpUMeD:

<!--# 4if expr="§name = /(.+)@(?P<domain>.+)/" -->
<I--# echo var="1" -->
<I--# echo var="domain" -->

<!I--# endif -->
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include

Bxiiogaer B oTBer pe3yibrar Apyroro 3ampoca. [lapamerpsr KoMaHb:

file

3a7aeT BKJIIOYAEMbBIi (baiii, Hampumep:

[<!——# tnclude file="footer.html" -->

virtual

3aJ]aeT BKJIIOYAEMbIH 3aIIpOC, HAIIPUMED:

[<!——# include virtual="/remote/body.php?argument=value"” -->

Heckosibko 3ampocoB, yKa3aHHBIX Ha OJHON CTpaHWIle U O00pabaThIBAEMBIX IMIPOKCUPYEMBIMU WU
FastCGI/uwsgi/SCGI/gRPC-cepBepamu, paboraror napajuiesabo. Ecau Hy:KHa mocjegoBaTe/bHas 00-
paboTKa, cllefyeT BOCHOIb30BATLCS IapaMeTpOM wWait.

stub

HECTAHJIAPTHBIN TapaMeTp, 3aJalouil nMsa OJI0Ka, COIEPKUMOE KOTOPOro Oy/1eT BBIBE/IEHO, €CJIH TEJIO
OTBETa Ha BKJIIOYAEMBI 3aIIPOC IIyCTOE WJIM €CJIM [IPU MCIIOJIHEHUH 3aIIPOCa, IPOU30IILIa OIIHOKa, HAIPU-
Mep:

<!--# block name="one" -->&nbsp;<!--# endblock -->
<!--# include virtual="/remote/body.php?arqument=value” stub="one" -->

ConepKuMoe 3aMeIaoIero 6J0ka 00padaTbiBaeTCsl B KOHTEKCTE BKJIFOYAEMOr0 3aIIPOCa.

wait

HeCTaHJapTHBIA IapaMeTp, yKa3blBaloIuil, Hy?KHO JI 2KJaTb IOJIHOIO HCIIOJIHEHUdA JAHHOI'O 3allpoca,
Ipezk/jie YeM IIPOJI0JIKATh BhINoJHEHNe SSI, HanmpumMep:

[<!——# include virtual="/remote/body.php?argument=value"” wait="yes" --> ]

set

HeCTaH/JIapTHBINA IT1apaMeTp, YKa3bIBAIOIINi, YTO yauHbIil pe3y/abTaT BLIIOJHEHASA 3allpoca HYKHO 3alli-
caThb B 33/IaHHYIO IlepeMeHHYI0, HallpuMeD:

[<!——# include virtual="/remote/body.php?arqument=value" set="one" -->

MakcuMaJIbHBIN pa3Mep OTBeTa 3aJIaeTCs JUPEKTUBOi subrequest output buffer size:

location /remote/ {
subrequest_output_buffer_size 64k;
#

}
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set

IIpucBauBaer 3uauenue mepemenmoii. [lapamerpsr KOMaHIbI:

var

UM [IePEMEeHHOMA.

value

3HavYeHHe MepeMeHHoi. Eciim B nmpucBamBaeMoM 3HAYEHWHU €CTh IepPEeMeHHBbIE, TO ITPOU3BOIUTCS ITOJICTa-
HOBKAa X 3HAYEHUA.

BcTpoeHnHble nepeMeHHble
$date_local

TeKyllee BpeMs B JIOKAJbHOI BpeMeHHO 30He. PopmMar 3a1aeTcst KOMaHI0# config ¢ napameTpom timefmdt.

$date_gmt

tekymiee Bpems B GMT. @opmar 3amaercss KOMaHI0# config ¢ napamerpom timefmit.

SSL

Ob6ecneunBaer padbory 1o nporoxkosry HTTPS.

IIpu cbopke m3 MCXOAHOrO KOJ@ MOJY/Ib He COOMPAETCS 10 yMOJIYAHUIO; €ro HeOOXOMMO BKJIOUYHUTH C
IIOMOIIBIO TTapameTpa cOopkn --with-http_ssl_module. B makerax m oOpa3ax m3 HAIINX PEMO3UTOPUEB
MO/TyJIb BKJIIOYEH B COODKY.

@ Baxno

st aToro mosysist HykHa obubsmoreka OpenSSL.

Mpumep koHpurypayun

st yMeHbIeHusT 3arpy3KU IIPOIECCOPa, PEKOMEH,TYeTCsT
® YCTaHOBHUTDb YUCJIO PaOOYUL NPOUECCO8 PABHBIM YHUCILY IIPOIECCOPOB,
e pazpemuTh keep-alive coeuHEHUs,
® BKJIIOUUTD Pa30eaaeMmulil KU, CeCCHit,
® BBIKJIIOUNATDH 6CMPOEHHbI KIUL CECCH

® 11, BO3MOXKHO, YBEJIUIATh 6PEMA HCUSHU CeCCUM (IO YMOTIAHUIO 5 MUHYT):

worker_processes auto;
http {

#
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server {
listen 443 ssl;
keepalive_timeout  70;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA :RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

OdupekTusnbl

ssl_buffer_size

Cunrakcuc ssl_buffer_size pasmep;
Ilo ywmomua- ssl_buffer_size 16k;
HUIO

Konrekct http, server

3amaer pasmep Oydepa, UCIOIB3yeMOro IPU OTIPABKE JTaHHBIX.

Ilo ymosraanuio pasmep Oydepa pasern 16k, 94T0 COOTBETCTBYET MUHUMAIBHBIM HAKJIATHBIM PACX0IaM
npu nepezade 60abmux oTeeroB. C Ieb0 MUHIMHU3AIAY BpEMeHH T10J1yYeHnst Havasa orsera (Time To
First Byte) MoxkeT ObITh [OJIE3HO MCIIOJIb30BATH MEHBIINE 3HAYCHUS, HAIPUMED:

[ssl_buffer_size 4k; }

ssl _certificate

Cunrakcuc ssl_certificate dgaiia;
IIo ywmomua- —

HUTO

Konrekct http, server

VkassiBaer daitn ¢ ceprucdukarom B popmare PEM st mannoro BupryaabHOro cepsepa. Eciu BmecTe
C OCHOBHBIM CepPTU(MHUKATOM HYKHO YKA3aTh IPOMEXKYTOUYHbBIE, TO OHU JIOJIKHBI HAXOIUTHCS B 9TOM K€
daiisie B ciemyomeM HOpsIKe: CHaYajaa OCHOBHOU cepTHdUKAT, a 3aTeM IIPOMeXKyTOo4uHble. B sToM Ke
daitse MOXKET HAXOAUTHCA CEKPETHRIN Kio4u B hopmate PEM.

OTa JUPEKTHBa MOXKET ObITh yKa3aHa HECKOJbKO pa3 JJis 3arpy3Ku CepTUMUKATOB Pa3HBIX TUIOB, Ha-
npumep RSA u ECDSA:

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;
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ssl_certificate example.com.ecdsa.crt;
ssl_certificate_key example.com.ecdsa.key;

#

Bo3MmoxkHOCTE 3a/1aBATh OT/IEIbHBIE TIEMOYKH CePTUMUKATOB [IJIsi PA3HBIX CePTU(UKATOB €CTh TOJbKO B
OpenSSL 1.0.2 u Bormme. [list 6ojiee crapbix BEPCHil CJIeIyeT YKA3BIBATH TOJIBKO OJHY IIEMOYKY cepTudu-
KATOB.

@ Baxxno

B umenu daiita MOXKHO UCIIOIB30BATH MepeMennbie pu ucnosb3oBannu OpenSSL 1.0.2 u Berre:

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

IIpu ucnosib30BaHNN TEPEMEHHBIX CEPTUMUKAT 3arpyKaeTcs TP Kaxk 10 omepanyuu SSL-pykomokaTus,
9TO MOKET OTPHUIATEIbHO BAUATH Ha ITPOU3BOIUTEIHHOCTD.

Bwmecro ¢atina MoxkHO yKazaTh 3Hadenne data:$nepeMernasi, npu KOTOPOM CePTUMUKAT 3arpyrKaeTcs
13 IIepeMeHHOI 6e3 UCII0JIb30BaHUsI IPOMEXKYTOUHBIX (DAJIOB.

Henayexariee ncmob3oBanne Mo00HONO CHHTAKCHCA MOYXKET ObITh HEDE30IacHO, HAIIPUMED IAHHBIE
CEKPETHOTI'O KJII0Ya MOT'YT IIOIIaCTb B /102 0ULU607€.

@ Baxmno

Hy2xn0 nmers B Buy, uro n3-3a orpanndenus nporokoiaa HTTPS mrs makcumMaibHO! COBMECTHMOCTH
BUPTYyaJIbHBIE CEPBEPHI JOJKHBI CIyIMIaTh HA pasHbix [P-agpecax.

Hobasieno B Bepcun 1.2.0: Ecnu 3aan pexkuM ssl_ ntls, TupeKTHBa MOYXKET IPUHUMATH J[Ba apryMeHTa
("acT K09 J1jist HOANUCH U MU(POBAHUS) BMECTO OHOTO:

listen ... ssl;
ssl_ntls on;

# OsolUHol cepmuguxam NTLS
ssl_certificate sign.crt enc.crt;
ssl_certificate_key sign.key enc.key;

# MOXHO ucnoavsoeame Hapady c 0bbluHbM cepmugukamom RSA
ssl_certificate rsa.crt;
ssl_certificate rsa.key;
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ssl_certificate cache

Cunrakcuc ssl_certificate_cache off;
ssl_certificate_cache max=N [inactive=time]| [valid=time];
Suauenne 1o ssl_certificate_cache off;
YMOJTIaHUIO
Konrekcr http, server

OmpeperisieT K31 Jist XpaHenust SSL-cepmuguramos n cexpemmur kaouell, 3aJaHHBIX 9epe3 TepeMeH-
HbIe.

I[I/IpeKTI/IBa O AEP2KUBaET CJAeJYyIoNue rnmapaMeTpbl:

® max — yCTaHAB/IMBAET MAKCHMAaJbHOE KOJMYECTBO 3JIEMEHTOB B Kamie. IIpu mepenosnenuu xsma
YAAJISIOTCS HauMeHee HeJaBHO ucnob3osanuble (LRU) ameMeHTSI.

e inactive — ompejesisieT BpeMs, II0Cle KOTOPOI'O 3JIEMEHT OyjeT yJaJleH, eclu K HeMy He ObLIO
obparenuii. 3Hadenne 1Mo ymoadanuio — 10 cekyH/I.

e valid — ompenenser BpeMsd, B T€YEHHE KOTOPOI'O JEMEHT KdIIIa CUUTAETCH NeHCTBUTEIbHBIM U
MOXKET HCIOJIB30BATHCsI MIOBTOPHO. 3HadeHue mo ymosdanuio — 60 cexkynpa. [lo mcredenun sToro
BpeMeHn cepTUMUKATDHI IIEPE3ArPYKAIOTCS HJIH IIPOXOJAAT IOBTOPHYIO IIPOBEPKY.

e off — oTKJIIO4aeT K>1II.

ITpumep:

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key  $ssl_server_name.key;
ssl_certificate_cache max=1000 inactive=20s valid=1m;

ssl_certificate _key

CunTakcuc ssl_certificate_key ¢atin;
IIo ywmomua- —

HUIO

Konrekct http, server

VYkazpiBaeT daitsl ¢ ceKpeTHBIM KaodoM B ¢opmate PEM 115 mannoro BUPTyabHOTO cepBepa.

@ Baxkno

B nmenn daiina MoKHO MCIOIB30BaTh epeMenHbie mpu ucnosib3oBannun OpenSSL 1.0.2 u BoIme.

Bwmecto daiina MOXKHO yKa3aTh 3HaYEHHE engine:uMs:id, KOTOPOEe 3arpyKaeT KJI04Y C YKA3aHHBIM id 13
asuzkka OpenSSL ¢ 3a/laHHBIM UMEHEM.

Bwmecro daiina Takke MOXKHO yKasaTh 3HaueHue data:$mepeMeHHas, Ipu KOTOPOM CEKPETHBIN KJIFOY 3a-
rpy’KaeTcs U3 IePeMeHHOI 6e3 NCIToIb30BaHUs TPOMEXKYTOIHBIX (aitaos. [Ipu sTroMm ciaemyer yanTbiBaTh,
9TO HEHAJIEZKAIIEE NCIIOIb30BAHNE OJOOHOIO CHHTAKCHACA MOXKET ObITh HEDE30IIaCHO, HAIIPUMED JAHHDBIE
CEKPETHOTO KJII0Ya MOTYT IOMNACTDb B 202 0WUOOK.

Hobasieno B Bepcun 1.2.0: Ecnu 3aman pexkuM ssl_ ntls, mupeKTHBa MOYXKET IPUHUMATH J[Ba apryMeHTa
(wacTu K09 J1Jist TOANUCH U MU(POBAHUS) BMECTO OHOTO:
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listen ... ssl;
ssl_ntls 5

# 06oUHOU cepmuguram
ssl_certificate

ssl_certificate_key

# MoxHO ucnosab3osamsb

NTLS
sign.crt enc.crt;
sign.key enc.key;

Hapady c obbluHemM cepmupukamom RSA

ssl_certificate rsa.crt;
ssl_certificate rsa.key;
ssl _ciphers
Cunrakcuc ssl_ciphers wudgpni;
Ilo ywmomua- ssl_ciphers HIGH:!aNULL: !MD5;
HUIO
Konrekcr http, server

OmnuceiBaer paspemernbie mudpsl. [[ludpsr 3amarorcs B dopmare, MOAIEPKUBAEMOM OUOIMOTEKOM

OpenSSL, nampumep:

[ssl_ciphers ALL:!'aNULL: 'EXPORT56 : RC4+RSA : +HIGH: +MEDIUM: +LOW: +SSLv2: +EXP;

1

Cuucok mudpos 3aBucut ot ycranosiennoit Bepcun OpenSSL. ITosHbI cimcok MOXKHO MOCMOTPETH C
MOMOIIBIO KOMaHAbI openssl ciphers.

ssl_client _ certificate

Cunrakcuc ssl_client_certificate ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server

VkazwiBaer daiin ¢ gosepennbivu ceprudukaramu CA B dpopmare PEM, KoTopble HCHONB3YIOTCS s

nposepru KaueHTCKux ceprudukaroB u orseroB OCSP, ecsin Britoven ssl stapling.

Crncok cepruduKaToB OyAeT OTIPABIATHCH KINEHTaM. ECiIn 9To HeKeIaTeIbHO, MOYKHO BOCIIOIB30BATH-
csT IMPEKTHUBON ssl_ trusted  certificate.

ssl_conf command

Cunrakcuc ssl_conf_command umsa sHaueHue;

Ilo ymomua- —
HUIO

Konrekcr http, server

BajaeT mpou3BosIbHBIE KoHbUTyparmonibie Koman bl OpenSSL.
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@ Baxmno

HupekTuBa nogaepxkuBaercs npu ucnosb3oBannun OpenSSL 1.0.2 u Borre.

Ha oxmmom ypoBHEe MOXKeT OBITH YKa3aHO HECKOJIBKO NUPEKTUB ssl_ conf command:

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

JupeKTHBBI HACJIELYIOTCs € IPEeIbLILYIIEro YPOBHs KOH(MUIYPAIMU IIPU YCJIOBUH, YTO HA JIAHHOM YDOBHE
He OIMCAHBI CBOM JINPEKTHUBHI sl conf command.

“* OcropoxxHo

Namenenne nacrpoek OpenSSL HAIPSIMYIO MOXKET MPUBECTU K HEOXKUJIAHHOMY TIOBEJIEHUIO.

ssl crl
Cunrakcuc ssl_crl dgatin;
Ilo ymomua- —
HUIO
Konrekcr http, server

Vkaspisaer daiii ¢ orossannbiMu ceprudukaramu (CRL) B dopmare PEM, ucnosb3yeMbiMu Jjisi npo-
6epKU KJIMEHTCKAX CePTUMOUKATOB.

ssl_dhparam

Cunrakcuc ss1_dhparam gatin;
Ilo ymomua- —

HUIO

Konrekcr http, server

VkaseiBaer daitn ¢ mapamerpavu st DHE-mudpos.

‘2 OcropoxHOo

Ilo ymosmaanuro mapamerpsr He 3agaHbl, 1 cooTBeTcTBeHHO DHE-mmmdper He Oy1yT ncmosb30BaThbCs.
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ssl_early data

Cunraxcuc ssl_early_data on | off;
Ilo ywmomua- ssl_early_data off;
HUIO

Konrekcr http, server

Paspemaer nnm 3anpermaer TLS 1.3 early data.

3ampocsl, oTmpasieHnbie BHyTpu early data, MOryT ObITH HOABEPKEHBI ATaAKAM [TOBTOPHOTO BOCIIPOU3-

Begenns (replay). st 3amuThl oT 0Z0GHBIX aTaK Ha YPOBHE IPUJIOXKEHHs HEOOXOJMMO HCIIOJIB30BATH
nepemennyto $ssl_early data.

[proxy_set_header Early-Data $ssl_early_data; }

@ Baxno

JupekTuBa nomepkuBaercs npu ucrnosb3oBannun OpenSSL 1.1.1 u Borimie wm BoringSSL.

ssl _ecdh curve

Cunrakcuc ssl_ecdh_curve kxpusasa;
Ilo ywmomua- ssl_ecdh_curve auto;
HHIO

Konrekcr http, server

Sanaer kpusywo st ECDHE-mudpos.

@ Baxmno

IIpu ucronpzoBarun OpenSSL 1.0.2 u BbITe MOYXKHO yKa3bIBATH HECKOJIBKO KPUBBIX, HATIPUMED:

[ssl_ecdh_curve prime256vl:secp384ril; }

CrenuajibHOE 3HAUYEHUE auto COOTBETCTBYET BCTPOEHHOMY B OuOmoTeKy OpenSSL crmcKy KpuBBIX 111
OpenSSL 1.0.2 u Boime, win prime256vl njs 6ojiee cTapbIX BEPCHUiA.

@ Baxno

IIpu ucnonbzoBarnu OpenSSL 1.0.2 u BbIlle JUPEKTUBA 33a€T CIIUCOK KPUBBIX, MMOJJIEPKUBAEMBIX
cepsepoMm. [Tosromy jyist paborsl ECDSA-ceprudukaToB BaxkKHO, YTOOBI CIIMCOK BKJIIOYAJ KPUBBIE,
HCITOJIb3YEMBIE B CePTH(UKATAX.
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ssl_ntls

Hobasieno B Bepcun 1.2.0.

Cunrakcuc ssl_ntls on | off;
Ilo ymomua- ssl_ntls off;
HUTO

Konrekct http, server

Brutouaer cepsepryto moiepkky NTLS npu ucnonbzosanun TLS 6ubimoreku TongSuo

listen ... ssl;
ssl_ntls 5

@ Baxno

Angie HEOOXOUMO COOPATh C UCIIOIL30BAHUEM TapaMeTpa KOH(MUryparmu --with-ntls, ¢ CooTBeTCTBY-
romeit SSL 6ubmorekoit ¢ mogaepxxkoit NTLS

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \

--with-ntls
ssl_ocsp
Cuurakcuc ssl_ocsp on | off | leaf;
Ilo ywmomua- ssl_ocsp off;
HUIO
Konrekcr http, server

Brutrouaer npoepky OCSP st tienoukn kianmenTckux ceprudukaron. [lapamerp leaf Briodaer mpo-
BEPKY TOJIBKO KJIMEHTCKOTO CepTIdUKATA.

s paborbr mpoBepku OCSP  HeoOX0aMMO JIOMOJIHUTEIBHO YCTAHOBUTH 3HAYEHUE JIUPEKTUBBI
ssl_werify client B on nim optional.

s npeobpazosanus umenn xocra OCSP-pecniongepa B ajipec HeOOXOAMMO AOMOJIHUTEILHO 3a0aTh JIH-
peKkTuBy resolver.

IIpumep:

ssl_verify_client 8
ssl_ocsp 5
resolver 127.0.0.53;
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ssl _ocsp cache

Cunrakcuc ssl_ocsp_cache off | [shared:ums:pasmep|;
Ilo ywmomua- ssl_ocsp_cache off;

HHIO

Konrekcr http, server

SajiaeT uMs U pa3Mep Ka3Ia, KOTOPBI XPAHUT CTaTyC KJINEHTCKUX cepTudukaros s nposepkun OCSP-
orBeToB. KaIm paszjiessiercss MexK 1y BceMu pabounMu mporeccamu. K31 ¢ 0IMHAKOBBIM HA3BAHUEM MOYKET
HCIIOJIBb30BAThCS B HECKOJBKUX BUPTYAJIbHBIX CEpBEpax.

[Tapamerp off 3amperaer uCHoOJIb30BaHUE KIIIIA.

ssl ocsp responder

Cunraxcuc ssl_ocsp_responder uri;
IIo ywmomua- —

HHUIO

Konrekct http, server

Ilepeonpenensier URI OCSP-pecrionzepa, ykasaHblii B pacmmperun ceprudurara "Authority
Information Access" mys nposepru KIMEHTCKUX CePTU(MDUKATOB.

TonmepxkuBatorcst Toibko OCSP-pectionepsr Ha ocnose http://:

[ssl_ocsp_responder http://ocsp.example.com/;

ssl password file

Cunraxcuc ssl_password_file ¢patin;
Ilo ymomua- —

HUIO

Konrekct http, server

Sazaer aila ¢ TApOISIMU OT CEKPEMHLLT KAN0Yel, T/Ie KaXK bl Mapo/ib yYKa3aH Ha OTAE/IbHOU CTPOKE.
ITaposu mpuMeHSIOTCA TTO OvYepe I B MOMEHT 3arpy3KH KJTIOYa.

[Tpumep:

http {
ssl_password_file /etc/keys/global.pass;

server {
server_name wwwl.example.com;
ssl_certificate_key /etc/keys/first.key;
}

server {
server_name www2.example.com;

# emecmo ¢alna MOKHO YKA3AMb UMEHOBAHHKbIL KAHAA
ssl_password_file /etc/keys/fifo;
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ssl_certificate_key /etc/keys/second.key;

ssl prefer server ciphers

Cunrakcuc ssl_prefer_server_ciphers on | off;
ITo ymomua- ssl_prefer_server_ciphers off;
HUIO

Konrexct http, server

IIpu ucnosibzoBanuu 1porokosoB SSLv3 u TLS ycranas/imBaeT IPUOPUTET CEPBEPHBIX IMUMPOB HaJI
KJINEHTCKUAMH.

ssl protocols

Cunrakcuc ssl_protocols [SSLv2| [SSLv3]| [TLSv1] [TLSv1.1| [TLSv1.2] [TLSv1.3];
Ilo ywmomua- ssl_protocols TLSv1.2 TLSv1.3;

HHUIO

Konrekcr http, server

N3zmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 m00aBjieH K HCIOJIH3YyEMbIM 10 YMOJTIAHUIO.

Pazpermmaer ykazanubie MpOTOKOJIBI.

@ Baxmno

TTapamerpsr TLSv1.1 u TLSv1.2 paborator Tospko npu ucrosab3oBannun OpenSSL 1.0.1 u Boire.

ITapamerp TLSv1.3 paboraer Tosbko npu ucrnoiab3opann OpenSSL 1.1.1 u BoImIe.

ssl_reject _handshake

Cunraxcuc ssl_reject_handshake on | off;
Ilo ywmomua- ssl_reject_handshake off;
HUIO

Konrekcr http, server

Ecan Brimoueno, To oneparmun SSL-pykoriozkarusi B OJ10Ke server OyayT OTKJIOHEHBI.

Hampumep, B 910l KOHDUrypanum OTKIOHSIOTCS Bce omeparmu SSL-pykomoxkaTusi ¢ mMeHeM cepBepa,
OTJIMIHBIM OT example.com:

server {
listen 443 ssl default_server;
ssl_reject_handshake 8

3

server {
listen 443 ssl;
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server_name

example.com;

ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;

ssl session cache

Cunraxkcuc

ITo
HUIO

yMoT9a-

Konrekcr

ssl_session_cache off | none | [builtin[:pasmep]| [shared:nasearue: pasmepl;
ssl_session_cache none;

http, server

SajaeT TUII U pa3Mepbl KAIMel Jjisd XpaHeHUsI TapaMeTpoB ceccuil. THUI Ka1ma MoyKeT ObITh CJI6 Ly IOTINM:

off

none

builtin

shared

2KECTKO€ 3allpPeIleHne HCII0JIb30BaHUsl Kalna ceccuil: Angie sIBHO coolbImaer KJim-
€HTY, 9TO CECCUU HE MOI'YT UCIOJIH30BATHCS IOBTOPHO.

MSITKO€E 3aITpPEIIeHne UCIOJIb30BaHUsI KIIla ceccuit: Angie coobIaeT KJaneHTy, 4To
CECCHM MOTYT HMCIIOJIb30BATHCS IIOBTOPHO, HO HA CAMOM JIejie He XPAHUT IapaMeT-
pBI Ceccuu B K3IIIE.

BcrpoeHHbIit B OpenSSL K311, UCIOIb3yeTcss B paMKax TOJIBKO OJHOTO pabodero
nporecca. Pasmep kama 3a/1aercs B ceccusix. Ecim pazmep He 3a/1aH, TO OH paBeH
20480 ceccusim. Vcmosmb30Banme BCTPOEHHOTO KIIIIa, MOXKET BECTH K (DparMeHTa-
A7 TAMSTH.

K3III, pa3essieMblil MeXK /Ty BceMH pabodumu nporeccamu. Pasmep kaiira 3aaercs
B OaliTax, B 1 MerabaiiT moxkeT momecTuthbcs okosio 4000 ceccuit. Y KaxJI0ro
pa3/IesIsIeMOoro K3I11a, JJOJ?KHO OBbITh TPOU3BOJIbHOE Ha3BaHue. K31 ¢ OMHAKOBBIM
Ha3BAaHUEM MOXKET MCIIOJIb30BATHCS B HECKOJIBKIX BUPTYaJIbHBIX cepBepax. Takxke
OH HCIIOIB3YeTCsl JJIsI aBTOMATUIECKOTO CO3/IAHNS, XPAHEHNST U TEPUOIMIECKOTO
oOHOBJIeHUST KJTIOUell ceccnonHbix OmireroB TLS, eciim oHE He yKa3aHbBI SIBHO C
IIOMOIIBIO JUPEKTHUBHI S5l session  ticket key.

MoO>KHO HCIIOJIB30BATH O/ITHOBPpEMEHHO oba TuIa K3Illa, HallpuMep:

[ssl_session_cache builtin:1000 shared:SSL:10m;

OJTHAKO WCIIOJIb30BAHNE TOJBHKO Pa3/e/IsIeMOro K3Ima 0e3 BCTPOEHHOTO JIOJI2KHO OBITH OoJiee 3dhdeKTun-

HbIM.

ssl _session ticket key

Cunraxkcuc

ITo
HHIO

yMoJIda-

Konrekcr

ssl_session_ticket_key ¢atin;

http, server

Sagaer daityi ¢ CeKPETHBIM KJIIOYOM, MPUMEHSEMbIM PH IMMH(GPOBAHUN U PACIIN(PPOBKE CECCHOHHBIX
ouseros TLS. /IupekTuBa HEOOXOAUMA, €CJIM OJUH U TOT YK€ KJII0Y HYZKHO HUCII0JIb30BaTh HA HECKOJIBKUX
cepBepax. [o yMOTYaHUIO UCIOJIB3YETCS CIIyIailHO CreHEpUPOBAHHBIN KJIIOU.

Ecnm ykazano HECKOJIBKO KITIOUEl, TO TOJIBKO MIEPBBIil KU UCIOJIb3yeTCs I M POBAHUS CECCUOHHBIX
6ueroB TLS. D10 mo3BosisieT HACTPOUTD POTAIMIO KJIIOUEH, HAIPUMED:
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ssl_session_ticket_key current.key;
ssl_session_ticket_key previous.key;

Qaiin mosker cogepxkaTh 80 wan 48 6ailT CirydailHbIX TaHHBIX M MOXKET OBITH CO3JAH CJIEIYIOIIei KO-
MAaHJIOM:

[openssl rand 80 > ticket.key

B saBucumocTu or pasmepa daiia nyist mmdposanust Oyger ucnonb3oBarbes aubo AES256 (st 80-
GafTHBIX Kiiouelt), mmbo AES128 (s 48-6alfiTHBIX Kiroueit).

ssl session tickets

CunaTakcuc ssl_session_tickets on | off;
Ilo ymomua- ssl_session_tickets on;
HUIO

Konrekct http, server

Pazpemaer uan 3anpeniaer Bo30OHOBJIEHHE CECCUil TIPU ITOMOINM CeCCHOHHBIX Omyteron TLS.

ssl session timeout

Cunrakcuc ssl_session_timeout spemasa;
Ilo ymomua- ssl_session_timeout 5m;
HUIO

Konrekcr http, server

SaAaeT BpeMsd, B T€ICHHE KOTOPOr'O KJIMEHT MOXKET IIOBTOPHO HCIIOJIB30BATH IIapaMeTpPhbl CECCHH.

ssl_stapling

CunTakcuc ssl_stapling on | off;
Ilo ywmomua- ssl_stapling off;
HUTO

Konrekcr http, server

Paspemaer nim 3anpemaer npukperieane OCSP-orseTos cepsepom. [lpumep:

ssl_stapling 5
resolver 127.0.0.53;

st paborsr OCSP-nipukperieHust oJKeH ObITh U3BECTEH CePTU(MUKAT U3AATENsI cepTU(MUKATA CepBepa.
Ecan B 3agjannoM pupekTuBoit sslcertificate daitie He COAEPXKUTCS TPOMEKYTOUHBIX CEPTHMUKATOB,
TO cepTuUKAT U3JATET cepTUHUKATa CepBepa CJIEAyeT MOMECTUTH B aiiy, 3aIaHHBIA IUPEKTHBOMN
ssl_trusted  certificate.

A Buaumanne

s nmpeobpazoBanus nmenn xocra OCSP-pecnionmepa B ajipec HEOOXOIUMO TOMOJHATEIHHO 33/1aTh
JIUPEKTUBY resolver.
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ssl _stapling _file

Cunrakcuc ssl_stapling_file ¢hatia;
Ilo ywmomua- —

HUIO

Konrekcr http, server

Ecnu 3naguenne 3amano, 1o BMmecto onpoca OCSP-pecnionnepa, ykazanHOro B cepTuduKaTe cepBepa, OTBET
Gepercst U3 yKa3anHoro daiia.

Oreer mosmxen 66Th B popmare DER u MoxkeT ObITH creHepupoBaH KOMaH 10 openssl ocsp.

ssl _stapling _responder

Cunrakcuc ssl_stapling_responder uri;
Ilo ymomua- —

HHIO

Konrekcr http, server

Ilepeomnpenensier  URI OCSP-pecrnionnepa, ykasanubiii B pacmmupennn ceprudukara "Authority
Information Access".

HonnepxkuBatorcs Tobko OCSP-pectionepst Ha ocHoBe http://:

{ssl_stapling_responder http://ocsp.example.com/;

ssl _stapling _verify

CunTakcuc ssl_stapling_verify on | off;
Ilo ywmomua- ssl_stapling verify off;
HUIO

Konrekcr http, server

Paspemaer nim 3anperiaer nposepky orBeroB OCSP cepsepom.

st paboTOCIIOCOOHOCTHN TIPOBEPKY CEPTU(MUKAT U3TATEsT CEPTUPUKATA CepBepa, KOPHEBO# cepTuduKaT
U BCEe IPOMEXKYTOIHBIE CePTUMUKATHI JIOJIXKHBI ObITh YKA3aHbI KAK JIOBEPEHHBIE C ITOMOIIBIO JTUPEKTHBEI
ssl_trusted certificate.

ssl _trusted _certificate

Cunrakcuc ssl_trusted_certificate datin;
IIo ywmomua- —

HUIO

Konrekct http, server

Samaer daiti ¢ moBepenubivMu cepruduraramu CA B opmare PEM, KoTopbIe HCIONB3YIOTCS It Npo-
sepru KimeHTCKuX ceprudukaroB u orseroB OCSP, ecou Brintouen ssl_ stapling.

B ornmmaune ot ssl_ client  certificate, ciucok 3Tux cepTHMUKATOB HEe OYIET OTIPABISTHCA KIHMEHTAM.
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ssl _verify client

Cunrakcuc ssl_verify_client on | off | optional | optional_no_ca;
Ilo ywmomua- ssl_verify_client off;

HHIO

Konrekcr http, server

Pasperraer npoBepky K/IMEHTCKUX cepTHMUKATOB. Pe3ynbraT IPOBEPKH JIOCTYIIEH Yepe3 MEePEMEHHYIO
$ssl_client_verify.

optional 3aIIpAIIBAET KJIMEHTCKUN cepTuduKaT, 1 ecan ceprudukar ObLT IPeIoCTaBIIeH,
[IPOBEPSIET €ro

optional_no_ca  3ampalmBaeT CEepTU(PUKAT KJNEHTA, HO He TpedyeT, 9TOOhl OH OBIJ ITONKACAH
noBepenubiM ceprudukarom CA. DTo mpesHasHaveHO JIs CIIydaeB, KOrjaa (hak-
THYeCKasl IPOBEPKa CepTUMUKATA OCYIIECTBIAETCS BHEIIHUM 110 OTHOIIEHUIO K
Angie cepBucom.

ssl_verify depth

Cunrakcuc ssl_verify_depth wucao;
Ilo ywmomua- ssl_verify_depth 1;
HHIO

Konrekcr http, server

VcranaBauBaeT riyOnHY IMPOBEPKU B IEMIOYKE KJINEHTCKAX CEPTUMUKATOB.

O6paboTtka oimbok

Monynp http_ssl momiepKuBaeT HECKOJIBKO HECTAHIAPTHBIX KOJOB OIMMMOOK, KOTOPBIE MOYXKHO HCITOJIhb-
30BaTh JjId IIepEeHAIIPABJICHUS C IIOMOIILIO JJUPEKTUBBI €110 page:

495 [IpU IIPOBEPKE KJIMEHTCKOI'O cepTUdUKaTa IIPOU30IIIa ONUOKA;
496 KJINEHT HE IIPEJIOCTABUI TPeOyeMblil cCepTugUKAT;
497 00braHbI 3ampoc ObLT moctax #Ha mopt HTTPS.

Ilepenanpasiienne neaercs Mocje TOro, KakK 3alpoc MOJHOCTHIO Pa300paH U AOCTYIHBI TAKUE ITEPEMEH-
Hble, Kak $request uri, $uri, $args u npyrue nepeMeHHbIe.

BcTpoeHHble nepemeHHble

Monyns http ssl nopjep:kuBaeT BCTPOEHHBIE IIeDEMEHHbIE:
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$ssl_alpn_protocol

BO3BpAIaeT MpoTOKoJ, BuiOpanubiii mpu momorm ALPN Bo Bpemsi SSL-pykonoxkarwusi, jubo IycTyro
CTPOKY.

$ssl_cipher

BO3BpAIAeT Ha3BaHUE UCIOJIB3yeMOoro mudpa s ycTaHoBjaeHnHoro SSL-coeunenust.

$ssl_ciphers

BO3BpAINAeT CINCOK IMHMMPOB, IMOJJIEPKUBAEMBIX KJIMEHTOM. VI3BecTHble mudphl yKa3aHbl IO NMEHH,
HEU3BECTHBIE YKA3aHbI B IIECTHAIIATEPUYHOM BUJIE, HAIIPUMED:

AES128-SHA:AES256-SHA :0x00ff

@ Baxmno

Ilepemennast mostHOCTBIO MO IepkuBaeTcs pu ucnoab3oBannu OpenSSL Bepcun 1.0.2 u Boime. [pu
HCITO/Tb30BAHUU 0OJiee CTapbIX BEPCHil IMepEeMEHHAs JIOCTYIHA TOJBKO JJIs HOBBIX CECCHN U MOXKET
COJIEPKATH TOJIBKO M3BECTHBIE MIH(PHI.

$ssl_client_escaped_cert

Bo3Bpalaer Kiuenrckuii ceprudukar B hopmare PEM (3akomuposan B dopmare urlencode) s ycra-
HOBJIEHHOrO SSL-coeaunenns.

$ssl_client_fingerprint

Boseparaer SHAl-ormeuaTok KJIMEHTCKOTO cepTuduKaTa Jijisi ycTaHoBgeHHOro SSL-coennenust.

$ssl_client_i_dn

Boseparaer cTpoky "issuer DN" kimenTckoro ceprudukara st ycranosiaennoro SSL-coenuuenus co-
rinacuo RFC 2253.

$ssl_client_i_dn_legacy

Bosspaimaer cTpoky "issuer DN" kjmenTckoro ceprudukara jijis ycraHOBJIeHHOro SSL-coenuHeHust.

$ssl_client_raw_cert

BO3BpAaIllaeT KJINEHTCKUI ceprudukar Jjisi ycraHoBjeHHOro SSL-coequnenus B ¢popmare PEM.
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$ssl_client_s_dn

BosBparaer c¢rpoky "subject DN" kyimenrckoro ceprucukara st ycranoBjaeHHOTO SSL-coenunenus
cormmacuo RFC 2253.

$ssl_client_s_dn_legacy

BosBpaiaer cTpoky "subject DN" kiyimenTckoro ceprudukara JJjisi yCTaHOBJIEHHOrO SSL-coequHeHus.

$ssl_client_serial

BO3BpAIIAET CEPHUITHBINT HOMEp KJIMEHTCKOTrO cepTuduKaTa JJjis yCTaHOBIeHHOTO SSL-coenuueHus.

$ssl_client_v_end

BO3BpAIIAET ATy OKOHYAHUS CPOKa JIENCTBUS KJIMEHTCKOrO cepTUdHUKATA

$ssl_client_v_remain

BO3BpAIIAeT YUCJIO JTHEH, OCTABIINXCS JI0 UCTEUYeHUsl CPOKa JAefCTBUs KIMEHTCKOIO cepTudUKaTa.

$ssl_client_v_start

BO3BpAIAeT ATy Ha4YaJa CPOKA JeHCTBUS KJIMEHTCKOrO ceprudukara

$ssl_client_verify

BO3BpAIIAET Pe3y/IbTaT MPOBEPKU KJIMEHTCKOro ceprudukara: SUCCESS, FAILED:reason u, €CJI CEPTHU-
dukar He 6bL1 pesocTasiieH, NONE.

$ssl_curve

BO3BpAIIAET COIVIACOBAHHYIO KPHUBYIO, HUCIIOJIB30BAHHYIO JIjIsi OOMeHa KJjodamMu Bo Bpems SSL-
pykonoxkatusi. I3BecTHbIE KpUBbIE YKA3aHbI 10 UMEHH, HEM3BECTHBIE YKA3aHbI B IIECTHA/IIATEPUIHOM
BU/Ie, HAIIPUMED:

prime256v1

@ Baxno

[Tepemennas nogepxuBaercs npu ucrosb3oBanun OpenSSL sepcun 3.0 u Boime. [Ipu ncnons3oBa-
Huu GoJiee CTapbIX BEPCHUil 3HAYEHUEM MEPEMEHHON OYIET MycTasi CTPOKA.
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$ssl_curves

BO3Bpallla€T CIIMCOK KPUBLIX, IIOAJACP2KUBACMDbBIX K/JIMECHTOM. N3zBecTHbIE KPHUBbBIE€ YKa3aHbI II0 UMEHU, HENU3-
BeCTHbIE YKa3aHbl B IIECTHAAIIATCPUIHOM BU/IE, HaIIpUMEDP:

0x001d:prime256v1:secp521rl:secp384rl

@ Baxkno

Ilepemennast nojepxkuBaercs npu ucnosib3oBanuun OpenSSL Bepcun 1.0.2 u Bbimie. [lpu ucmosb3o-
BaHuU OOJiee CTApPbIX BEPCHil 3HAYEHUEM IIEPEMEHHOM OyIeT IIycTasi CTPOKA.

Ilepemennast 1OCTYIIHA TOIBKO IJIst HOBBIX CECCHIA.

$ssl_early_data

Bosepariaer 1, ecau ucnonsdyerca TLS 1.3 early data m omepanust SSL-pyKomoxKaTus He 3aBepIIEHA,
nn
unage "".

$ssl_protocol

BO3BpAIIAET MPOTOKOJI yCTaHOBJIEHHOrO SSL-coenuenusi.

$ssl_server_cert_type

npunumaeT 3nHadenud RSA, DSA, ECDSA, ED448, ED25519, SM2, RSA-PSS uiu unknown B 3aBUCUMOCTHU OT
THIA cepTUQUKATA U KJII0Ya CepBepa.

$ssl_server_name

BO3BpAaIllaeT UMsl cepBepa, 3ampolinersoe depe3 SNI.

$ssl_session_id

BO3BpAIAET UICHTUMUKATOP CECCHH yCTaHOBIeHHOTO SSL-coeunenust.

$ssl_session_reused

BO3BpAIIlaeT T, €CJIM CeCCHs ObLIa UCII0JIb30BaHa IIOBTOPHO, uHave ".".

Stub Status

IIpenocraBaser moctyn K 6a30B0il mHMOPMAIIUN O COCTOSIHUU CEPBEPA.

IIpu cbopke m3 MCXOIHOTO KO/A MOMIY/Ib HE COOMPAETCS IO YMOJYAHUIO; er0 HEeOOXOJIMMO BKJIIOUUTH C
[IOMOIIIBIO ITapamMeTpa cOOpKu --with-http_stub_status_module. B makerax n obpa3ax m3 HaIIUX pe-
[TO3UTOPUEB MOJIYJ/Ib BKJIIOUYEH B COOPKY.
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Mpumep koHcpurypayun

location = /basic_status {
stub_status;

B mammo#t xonduryparmm co3maeTcs mMpocTas BeO-CTpAHUIA C OCHOBHONW WHGOpPMAIMEH O COCTOSHUM,
KOTOpast MOXKET BBIIVISIETH CJIEIYIONIIM 00pa30M:

Active connections: 291

server accepts handled requests
16630948 16630948 31070465

Reading: 6 Writing: 179 Waiting: 106

OupekTnssbl

stub _status

Cunrakcuc stub_status;
Ilo ymomua- —

HUTO

Konrekcr server, location

Nudopmanmsa o cocrosganm O6yaeT JOCTYIHA U3 JaHHOTO location.

OaHHble

Hocrymnaa ciemyoras nHOOPMAITUS:

Active connections

Tekymee anc/io aKTUBHBIX KJINEHTCKUX COEIMHEHUN, BKItodass Waiting-coennnenust.

accepts

CyMMapHOe 9UC/I0 MPUHSTHIX KIMEHTCKUX COeTNHEHU.

handled

Cymmaproe 4uncio obpaboranubix coemuHennit. OOBIYHO 3HAYEHWE HSTOTO IApaMeTpa COBIAJIA-
er ¢ accepts, eciu He JOCTUTHYTO KaKOe-HUOYJb CHCTEMHOe OrpaHndeHue (HAlpUMeD, JUMUT
worker _connections).
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requests

CyMMapHOe 9UCJIO KJIUEHTCKUX 3aIPOCOB.

Reading

Tekyree 9uco coeuHEHMIt, B KOTOPBIX Angie B HACTOSIINN MOMEHT YATAET 3ar0JIOBOK 3aITPOCA.

Writing

Tekyree 9ucao coeuHEHNIt, B KOTOPBIX Angie B HACTOSIINNA MOMEHT OTBEYAET KJIMEHTY.

Waiting

Tekymiee qncsio 6e3MeRCTBYIOMNUX KJINEHTCKUX COEINHEHNN B OXKUJAHUN 3AIIPOCA.

BcTpoeHHble nepemeHHble

$connections_active

TO 2Ke, 4TO U 3HavyeHue Active connections;

$connections_reading

TO Ke, 9YTO u 3HavueHue Reading;

$connections_writing

TO Ke, 9TO U 3HadeHue Writing;

$connections_waiting

TO ¥Ke, UTO U 3HadeHue Waiting.

Sub

PuiabTp, U3MEHLIONI B OTBETE OHY 33/JJaHHYIO CTPOKY Ha JIPYTYIO.

IIpu cbopke m3 MCXOAHOrO KOJI@ MOJY/Ib HE COOMPAETCS 10 yMOJIYAHUIO; €ro HEOOXOMMO BKJIOUYHUTH C
ITOMOIIBIO TTapameTpa cOopkn --with-http_sub_module. B makerax m oOpazax m3 HAINX PEMO3UTOPUEB
MO/TyJIb BKJIIOYEH B COODKY.
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Mpumep koHcpurypayun

location / {
sub_filter '<a href="http://127.0.0.1:8080/' '<a href="https://$host/"';
sub_filter '<img src="http://127.0.0.1:8080/' '<img src="https://$host/';
sub_filter_once ;

OupekTussbl

sub _filter

Cunrakcuc sub_filter cmpoka 3amena;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajaeT CTPOKY, KOTOPYIO HY>KHO 3aMEHUTD, U CTPOKY 3aMEHbI. 3aMeHseMasi CTPOKa IIPoBepsieTcs 6e3 yte-
Ta perucrpa. B 3aMensemoil cTpoke W B CTPOKe 3aMeHBbI MOYKHO MCIOJIb30BaTh IepeMmennble. Ha omaom
YPOBHE KOH(MUTYPAITUN MOYKET OBITh YKa3aHO HECKOJILKO IUPEeKTUB sub_filter. /IupeKTuBLI HACTEIY-
I0TCA C IPEIBbIAYIIEr0 YPOBHS KOHMUIYPAIMU [IPU YCJIOBUHU, 9TO HA JAHHOM yPOBHE HE OIMCAHBI CBOU
JaupekTusbl sub_filter.

sub_filter last modified

CunTrakcuc sub_filter_last_modified on | off;
Ilo ymomua- sub_filter_last_modified off;
HUIO

Konrekcr http, server, location

TlosBoaster coxpanuth mosie 3arosoeka "Last-Modified" ucxomunoro orsera Bo BpeMsl 3aMeHBI JIJIs JIyd-
Iero K3INPOBAHUST OTBETOB.

Ilo ymomganuio moJie 3arojIOBKa yIaJsieTcsl, TaK KaK COIEPXKUMOE OTBETa M3MEHsIeTCsl BO BpeMs obpa-
OOTKU.

sub_filter _once

CunaTakcuc sub_filter_once on | off;
Ilo ywmomua- sub_filter_once on;
HUTO

Konrekcr http, server, location

OHpe,[LeJIHeT, CKOJIBKO pa3 HY?KHO HCKaTb KazKJ/IyI0 U3 3aMEHsAEMbIX CTPOK: O/J[MH pa3 WJIX MHOI'OKPATHO.
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sub _filter types

Cunrakcuc sub_filter_types mime-mun ...;
Ilo ywmomua- sub_filter_types text/html;
HUIO

Konrekcr http, server, location

Paspermraer 3ameny crpok B orBerax ¢ ykazanubiMu MIME-runamu B nonosunenue K text/html. Creru-
anbHoe 3Haverne "*" coorsercrByer mo6omy MIME-Tumy.

Upstream

IIpemocTaBiseT KOHTEKCT JJIs ONMUCAHUS TPYIIILI CEPBEPOB, KOTOPBIE MOT'YT UCIOIb30BATHCA B JTUPEKTHU-
Bax proxy_ pass, fastcgi  pass, uwsgi pass, scgi_pass, memcached_pass u grpc_ pass.

Mpumep koHurypayun

upstream backend {
zone backend 1m;

server backendl.example.com weight=5;
server backend2.example.com:8080;
server backend3.example.com service=_example._tcp resolve;

server unix:/tmp/backend3;

server backupl.example.com:8080  backup;
server backup2.example.com:8080  backup;

resolver 127.0.0.53 status_zone=resolver;

server {
location / {
proxy_pass http://backend;
}

OupekTnssbl
backup _switch (PRO)

Hobasneno B Bepcuu 1.9.0: PRO

Cunrakcuc backup_switch permanent’ [=Bpems]|;
IIo ywmomua- —

HHIO

Konrekct upstream

JupekTrBa BK/IIOYAET aKTUBHBIE PE3EPBHBIE CEPBEPHI I upstream, rje oHa ucrosib3yercs. Ecian mrs
3ampoca He yJiaeTcs BbIOpAaTh CepBep B OCHOBHOI T'pYIIle, U OH IIEPEXOJUT K PE3EPBHOI IpyIle, 3Ta
IPYIIIa CTAHOBUTCS aKMUu6HOU, €Clii TUPEKTUBa 3a1aHa. [loceyomnme 3ampochl CHataIa HAIPABIISIOTCS
Ha CepBEPHI aKTUBHOIT I'DYIIIHL.
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Korpma permanent onpesesen 0e3 3HaYeHUs 8pemeHu, I'PYIIIA OCTAETCA aKTUBHOM IIOC/Ie BbIOODA, U aB-
TOMaTHUYIECKas TIEPEOTIeHKA He TPOUCXOTUT. Ecii epemsa yCTaHOBJIEHO, AKTUBHBIN CTATYC UCTEKAET Yepe3
3aJIAHHBIN WHTEPBaJ, U DAJJAHCUPOBIINK CHOBA IIPOBEPSIET OCHOBHYIO I'DYIIILY, BO3BPAINAsSCh K HEl, eCju
cepBepbl pabOTAIOT HOPMAJIHHO.

IIpumep:

upstream my_backend {
server primaryl.example.com;
server primary2.example.com;

server backupl.example.com backup;
server backup2.example.com backup;

backup_switch permanent=2m;

Ecim bamancupoBmnK mepeksIiovaeTcss ¢ OCHOBHBIX CEPBEPOB HA PE3EPBHYIO T'PYIIILY, BCE MOCJIEMLYIONNE
3ampochl 00padATHIBAIOTCS ITOM pe3epBHOM rpyImoit B Tedenne 2 MuHyT. [lo ncredennu 2 MuHyT OaJiaH-
CHUPOBIIUK MOBTOPHO IIPOBEPSIET OCHOBHBIE CEPBEPHI M CHOBA JIEJIACT UX AKTUBHBIMU, €CJIM OHU PADOTAIOT
HOPMAJIBHO.

bind_conn (PRO)

Cunrakcuc bind_conn snauenue;
Ilo ymomua- —

HUIO

Konrekcr upstream

IIozBossIeT IpUBSA3aTH CEpBEPHOE COETMHEHNE K KIIMEHTCKOMY B MOMEHT, KOTJIa 3HaveHUue, 3a/JAHHOE CTPO-
KO U3 IlepeMeHHBIX, CTAHOBUTCS OTJIMYHBIM OT "" m "0".

A Baumanne

JupekTrBa bind_conn I0/KHA HMCIIOJIB30BATHCA IOCTE BCEX IUPEKTHUB, 3aJAIONUX TOT WJIA WHOMN
MeToJ1, DaJTAHCHPOBKYU HATPY3KM, WHaYe OHA He OymeT paboraTh. Ecim oHA MCIOMb3yeTcs HAPAIY C
JUPEKTUBOil sticky, To bind_conn J0JIzKHA CTOATH Iocje sticky.

A Braumanue

IIpu ucnosnb3zoBanuy TUPEKTUBBI HACTPOUKH MOIYJS Prory JOJKHBL TOIYCKATh HUCIOJIL30BAHUE I10-
CTOSTHHBIX COEJIMHEHUI, HAIIPUMeED:

proxy_http_version 1.1;
proxy_set_header Connection "";

Tunuwgupiit TpuMep HUCIOAbL30BaHUS JUPEKTUBBI — mpokcupoBanme coemunennit ¢ NTLM-
ayreHTHdUKAIMEN, TIe Tpebyercs: 00ecleunTh MPUBSI3KY KJIUEHTa K CeEpBepy B HadaJle COIJIaCOBAHUS:

map $http_authorization  $ntlm {
“x“N(7:TLM|egotiate) 1;
}

upstream ntlm_backend {
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server 127.0.0.1:8080;
bind_conn $ntlm;

b
server {
i 0o
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
# ...
}
}

feedback (PRO)

Hobasneno B Bepcuu 1.6.0: PRO

Cunrakcuc feedback nepemennas [inverse| [factor=vwucao| [account=ycrosras_nepemenra]
[Last_byte];

IIo ywmomua- —

HHIO

Konrekcr upstream

SajaeT B upstream MexaHU3M H6AJTAHCUPOBKY HATPY3KHU 0 00paTHOI ¢Bsi3u. OH INHAMUYIECKA KOPPEKTH-
pyeT perrieHus pu 6aJIaHCUPOBKE, YMHOYXKAs BEC KAXKJIOTO IMPOKCUPYEMOTO CepBepa Ha CpejiHee 3HaTCHUe
00paTHOI CBsI3U, KOTOPOE MEHSIeTCsl C TeYeHWEeM BPEMEHH B 3aBHCHUMOCTH OT 3HAYEHUS NepemerHnolts 1

IIOOYNHACTCA HeO6H3&TeJIbHOMy yCJI0BHIO.

MoryT OBITH 3aJaHbBI CJIEIYIONINE TTapaMeTPhI:
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IIepeMeHnHasda

inverse

factor

account

last_byte

Ilepemennasi, m3 KOTOpOit Gepercs 3HAYEHME 00paTHOM cBst3u. OHA JIOIKHA [TPEe/I-
CTaBJISITH CODOI METPUKY ITPOU3BOIUTETBHOCTU U COCTOSTHUST; IIPEJIITOIArAeTCs,
9TO CepBEp MEPEIAET €€ B 3ar0JIOBKAaX MJIM WHBIM 00pa30M.

3HadveHne OIEHUBACTCS MMPU KAXKJIOM OTBETE OT CEPBEPA U YIUTHIBAETCS B CKOJIb-
34IIEM CPeJIHEM COIVIACHO HACTpoiikaM inverse m factor.

Ecin mapamerp 3aiaH, 3HaYeHre 0OPATHON CBsI3U WHTEPIIPETUPYETCS HA0DOPOT:
6oJtee HU3KME 3HAYEHUs] YKA3BIBAIOT HA JIYUIIYIO TPOM3BOIUTEHBHOCTD.
Kosddumnuent, mo koropomy 3HaUeHHEe 0OPATHON CBSI3U yUIUTHIBAETCS IIPU PAC-
gere cpexnero. Jlomycrumsel nesbie gncia ot 0 7o 99. Ilo ymomganmo — 90.
Cpefiree paccIuTHIBAETCS IO (DOPMYJIIE SKCIIOHEHITNATHLHOIO CIUIAYKIBAHNS.

Yewm Gosblie K03DPUIMEHT, TEM MEHbBIIE HOBbIE 3HAYEHUS BJIMAIOT Ha CPEIHEE;
ecsm ykasarb 90, To Oyzmer B3aTo 90 % or npenpiaymero sHadenns u gumb 10 %
OT HOBOTO.

VKa3bIBaeT YCJIOBHYIO IIEPEMEHHYIO, KOTOPAs KOHTPOJIUPYET, KAKAE OTBETHI YU~
ThIBaIOTCs 1ipu pacdere. CpejiHee 3HAYEHNE OOHOBJISIETCS ¢ YIETOM 3HAYEHUS 00-
paTHO CBSI3U U3 OTBETA, TOJBKO €CJIU YCJIOBHAA IEPEMEHHasl STOTO OTBETa HE
paBHa "" uiam "0".

O IIpumeuanne

[To yMoOT9aHMIO OTBETHI B XOJIE GKMUGHDLT NPOGEPOK He BKIIOIAIOTCSA B PACUET;
KOMOUHAIMS TIepeMeHHoM Supstream  probe ¢ account MO3BOJISIET BKIIOUNATD
3TU OTBETHI WK JIaYKe UCKJIIOYUTH BCE OCTAJIBHOE.

TTozBossteT 0OPAOATHIBATE JAaHHBIE OT IPOKCUPYEMOTO CEPBEPA IMOCJTIE TOJIY I€HUST
IIOJTHOT'O OTBETa, & HE TOJIBKO 3ar'0oJIOBKa.

IIpumep:

upstream backend {

zone backend 1mj;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;
server backend2.example.com;

map $upstream_http_custom_score $feedback_value {

"high"
"medium"
"low"
default

100;
75;
50;
10;

map $upstream_probe $condition_value {
"high_priority" "1";

"low_priority"
default

n "n.
0"
n "n.
s

DTa KOH(Urypalys KaTeropu3upyer OTBEThl CEPBEPOB 0 YPOBHSM OOPATHOI CBsI3U HA OCHOBE OIIpEIe-
JIEHHBIX OIEHOK M3 TOJIEH 3arOJIOBKOB OTBETa, a TaKyKe JM0baBJIsieT yCaoBue Ha Supstream  probe, ITOOBI

YUIUTBIBATH TOJIBKO OTBETHI OT AKTUBHON IPOBEPKU high priority mim OTBeTHI Ha OOBIMHBIE KITUEHTCKUE

3aIIPOCHI.
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hash
Cunrakcuc hash karou [consistent];
Ilo ymomua- —
HUIO
Konrekcr upstream

3asaer MeTo T OATAHCUPOBKY HATPY3KHU JIJIst TPYIIIIBI, IIPU KOTOPOM COOTBETCTBUE KJIMEHTA, CEPBEPY OIpe-
JeJIsIeTCs TIPU TTOMOIIYM X3IMUPOBAHHOIO 3HAYEHUs KJIo4va. B KadecTBe KJI09a MOXKET HMCIOJIb30BATHCS
TEKCT, lepeMeHHble U nX KombuHarmu. Clieyer OTMETUTD, 9TO JI00oe 100aBjIeHre WU YAaJeHue cepBe-
POB B I'PYIIlle MOXKET IIPUBECTHU K II€PEPACIIPeIeIeHII0 OOJIBITMHCTBA, KUYl Ha Jipyrue cepBepbl. Meros
coBmectuM ¢ bubauorekoit Perl Cache::Memcached.

Ecnu 3agan mapamerp consistent, TO BMeCTO BBIMIEOIMCAHHOIO METOAa OYIET MUCIIO/IB30BATHCS METOJ,
KOHCHCTEHTHOTO X3mmmpoBanus ketama. Meros rapanTupyer, 9To Ipu J00aBJIEHAN CEPBEPA B TPYIILY UJIH
€ro yJIaJIeHUH Ha JIpyTue cepBepbl OyJieT mepepacipe/ie/ieH0 MUHUMAaJIbHOe Yucyo Kiodeil. [Ipumenenne
MeTO/Ia JJTst KIITUPYIONINX CepBepoB obecrieunBaeT OOBINMMI MPOIEHT Tonatanuii B Kamr. Mertos coBme-
crum ¢ 6ubuorexoit Perl Cache::Memcached::Fast mpu 3nauennn napamerpa ketama_points, paBHOM

160.

ip__hash
CunTakcuc ip_hash;
Ilo ymomua- —
HUIO
Konrekcr upstream

Sajiaer Jjisi TPYIILI MeTOJ OAJIAHCUPOBKY HAIPY3KH, IIPU KOTOPOM 3aIIPOCHI PACIIPEJIE/ISIIOTCS 110 CepP-
BepaMm Ha ocHoBe IP-ajpecoB kiamenToB. B kavecTBe Kjiova Jjis XSMIUPOBAHUS UCIOIb3YIOTCSA MEPBBIE
tpu okTeTa [Pv4-anpeca knmenta wim [Pv6-anpec kimenrta meankom. MeTos rapanTupyer, 9To 3ampochl
OJIHOTO ¥ TOT'O K€ KJIMEHTa OyIyT BCeria IepeiaBaThbCs HA OJUH U TOT 2Ke cepsep. Eciu ke 3ToT cepsep
Oy/IeT CUYUTATHCS HEJOCTYIHBIM, TO 3aIPOCHl 9TOT0 KJIMEHTa OYILyT IepeiaBaThcs Ha Jpyroit cepsep. C
OOJIBITION J10JTEll BEPOSTHOCTH 3TO TaKKe OYyJIeT OJUH U TOT YK€ CEPBEP.

Eciu onun u3 cepBepoB HyKHO yOpaTh Ha HEKOTOPOE BPEMs, TO JJIsi COXPAHEHUsI TEKYIIEro XIITHPOBAHUS
IP-agpecoB KIMEHTOB ITOT cepBEp HYKHO IMOMETUTH HapamMeTpoM down:

upstream backend {
ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;
server backend4.example.com;
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keepalive
Cunrakcuc keepalive coedunenus;
Ilo ymomua- —
HUIO
Konrekcr upstream

SajieificTByeT K31 COeUHEHUI JIJIsi TPYIIIbI CEPBEPOB.

ITapameTp coemuHeHWS yCTAHABIMBAET MAKCHMAJIHLHOE YHCJIO HEAKTUBHBIX ITOCTOSHHBIX COEJIMHEHUH C
CcepBepaMU IPYIIIbI, KOTOPBIE Oy/IyT COXPAHITHCs B KIIIIe KaXKI0ro padbodero mporecca. [Ipu npesbimernn
9TOr0 YUCJIa HAUOOJIee TABHO HE MCIIOJIb3yeMble COeIMHEHNS 3aKPhIBAIOTCS.

O IIpumeuanne

Cremyer 0co60 OTMETUTH, 9TO IUPEKTUBA keepalive He OorpaHnYMBaeT O0IIEe IUCJIO COeMHEHMIT C cep-
BepaMM TPYIIIIb, KOTOPbIe pabovne mporecchl Angie MOryT OTKPBITE. [lapaMeTp coeuHeHus cjeryer
YCTaHABJINBATD JTOCTATOYHO KOHCEPBATHUBHO, YTOOBI CEPBEPHI I'PYIIIIBI MO-IIPEKHEMY MOIIH 00paba-
THIBATH HOBBIE BXOJSIINE COENHEHMUSI.

A Baumanue

HupekTnBa keepalive JI0/’KHa HCIOIB30BATHCS IOCJTE BCEX JUPEKTHUB, 3aJAIONIUX TOT WU WHOU
MeTo ], OAJTAHCUPOBKY HATDY3KH, MHAaYe OHA He Oymer paboTarh

IIpumep KoHUTrypamu rpymnmbl cepBeposB memcached ¢ MOCTOSHHBIMYU COETUHEHUSIMU:

upstream memcached_backend {
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

}
server {
#. ..
location /memcached/ {
set $memcached_key $uri;
memcached_pass memcached_backend;
}
}

s HTTP mupekrtusy prozy http wversion cnemyer ycranosuthb B "1.1", a moste 3arosioska "Connection”
— OYHCTHUTD:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;
}

server {
#. ..

3.3. BcTpoeHHble mopynu 269




12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";

H*

O IIpumeuannue

XOTh 9TO W HE DPEKOMEH/YEeTCsI, HO TAaKXKE BO3MOYKHO HUCIIOJb30BAHUE MOCTOSHHBIX COEJIMHEHUH ¢
HTTP/1.0, myrem nepemadn mosst 3arosnoeka "Connection: Keep-Alive" cepsepy rpymrb.

st paborsl mocrosHHBIX coeaunenuii ¢ FastCGl-cepBepamu morpebyercst BKJIIOYUTH JUPEKTUBY
fastegi_keep conn:

upstream fastcgi_backend {
server 127.0.0.1:9000;
keepalive 8;
}
server {
#...
location /fastcgi/ {
fastcgi_pass fastcgi_backend;
fastcgi_keep_conn g
#
}
}

(5 ) IIpumevuanue

IIporokoser SCGI u uwsgi He OIpeneNsoT CEMaHTUKY ITOCTOSTHHBIX COEIMHEHUN.

keepalive _requests

CunTakcuc keepalive_requests wuc.o;
Ilo ywmomua- keepalive_requests 1000;
HHUIO

KonTexcr upstream

SaﬂaGT MaKCHUMaJIbBHOE 9UCJIO 3alIPpOCOB, KOTOPbIE€ MO2KHO C/Ie/IaTh II0 OTHOMY IIOCTOAHHOMY COE€JIUHEHUIO.
ITocse Toro kak CcaeJIaHO MaKCUMaJIbHOE YHUCJIO 3alIPpOCOB, COCIMHCHNE 3aKPbIBACTCA.

Tlepumommaeckoe 3aKpbITHE COCTUHEHNI HEOOXOINMO /I OCBOOOXKICHNUSA MAMSATH, BBIICICHHON O KOH-
KpeTHbIe coequHenns. [[03ToMy MCIIOIb30BaHmEe CAUITKOM OOJIBIIION0 MaKCHMAJIBLHOTO YHUCJIA 3aIlPOCOB
MOYKET TMPUBOJIUTH K IPE3MEPHOMY MOTPEOSIEHNIO TTAMATH U HE PEKOMEH IYeTCsI.
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keepalive time

Cunrakcuc keepalive_time 6pema;
Ilo ywmomua- keepalive_time 1h;
HUIO

Konrekcr upstream

OrpaHnymBaeT MAKCUMAJIBHOE BPEMs, B T€UEHNE KOTOPOTO MOT'YyT 00pabaThIBATHCS 3AIIPOCHI B PAMKAX I10-
CTOSTHHOT'O coenuenus. [1o nocTrkeHnn 3aJaHHOT0 BpEMEHN COeIMHEHNE 3aKPbIBACTCH 110C/Ie 00pabOTKI
o4epeHOro 3alpoca.

keepalive _timeout

Cunrakcuc keepalive_timeout epemas;
Ilo ywmomua- keepalive_timeout 60s;
HUIO

Konrekcr upstream

Samaer TaiiMayT, B Te4eHNE KOTOPOTO HEAKTUBHOE TIOCTOSHHOE COEINHEHNE C CEPBEPOM I'DYIINBI He Oy/1eT
3aKPBITO.

least conn
Cunrakcuc least_conn;
Ilo ywmomua- —
HUTO
KonTekct upstream

3asaer 118 TPYNNIBl METOJ OAJAHCUPOBKU HATPY3KHU, IIPA KOTOPOM 3aIPOC IEPEIaeTCs CEpBepy C Ham-
MEHBIINM YUCJIOM AKTHBHBIX COEIMHEHUIl, C yIeTOM BECOB CepBepoB. EcCim moaxoauT cpasy HEeCKOJIBKO
CepBEepOB, OHU BLIOMPAIOTCS IUKIMYecKH (B pexkuMe round-robin) ¢ y4eToM uX BeCOB.

least _time (PRO)

Cunrakcuc least_time header | last_byte [factor=wucao| [account=ycrosras nepemenraal;
Ilo ywmomua- —

HHIO

Konrekcr upstream

3azaer st TPYIIBI MeTO/ OAJAHCUPOBKHU HATPY3KH, IIPA KOTOPOM BEPOSTHOCTH IMEPEIAYN 3aIpoca aK-
TUBHOMY CepBEpPY OOpPATHO MPOIOPIMOHAJBHA CPEJJHEMY BDEMEHH €ro OTBETa; YeM OHO MEHbIIe, TeM
0oJTBITIE 3aITPOCOB Oy/IET TOJIyIaTh CepBep.

header JMpeKTUBa yINTHIBAECT CPEIHEE BPEMS MOy I€HUsT 3ar0JIOBKOB OTBETA.
last_byte JlupekTrBa UCIOIb3yeT CPeHee BPeMs [TOJIyIeHUsT TIOJHOTO OTBETA.

Hobasneno B Bepcun 1.7.0: PRO
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factor Boimosiasgier Ty ke dbyHKIMIO, 9TO U response_time factor (PRO), m nepeomnpe-
JIEJISIET €ro, €CJIU ITapaMeTD 33IaH.
account YVKa3bIBaET YCJIOBHYIO IIEPEMEHHYIO, KOTOPasi KOHTPOJIMNPYeT, KaKHe OTBEThI yUu-

TBIBAIOTCH 1pu pacdere. CpejiHee 3HaYe€HIEe OOHOBJISIETCS, TOJHKO €CJIU yCIOBHAS
epeMeHHasd oTBeTa He pasBHa "" wim "0".

(i ) IIpumeuanune

IIo yMOTIaHTIO OTBETHI B XOJIE AKMUSHIT NPOSePOK He BKIIOYAIOTCS B PACIET;
KOMOUHATIMSA TIepeMeHHol $upstream probe ¢ account MO3BOJSAET BKJIIOUNATD
9TU OTBETHI WU JlaXKe UCKJIIOYUTDH BCE OCTAJIBLHOE.

Tekymue 3naveHus mpejicTaBieHbl Kak header_time (TOJBKO 3arojioBKHM) M response_time (orTBeThI
nesukoM) B o6bekTe health cepsepa cpexu mempuk ancmpuma B AP

queue (PRO)

Iobassieno B Bepcun 1.4.0: PRO

Cunraxcuc queue wucao [timeout=6pemal;
Ilo ymomua- —

HHIO

Konrekcr upstream

Eciu s 3anpoca He yaeTcs Ha3HAYUTH IPOKCUPYEMbIHl cepBep C IIEPBOil IONBITKU (HAIPpUMED, IIPU
KPaTKOCPOYHOM Iiepeboe B paboTe WU BCIUIECKE HATPY3KHU C JOCTUKEHUEM TIPEJIeNIa MaL  CONNS), 3apoc
HE OTKJIOHSIETCsI; BMECTO 9TOr0 Angie mbITaeTcs MOCTABUTH €0 B 0Yepeb Ha 06paboOTKYy.

YucsieHHBII TApAMETD JTUPEKTUBBI 33/1a6T MAKCUMAJIBHOE KOJMIECTBO 3aIlIPOCOB B OU€pe I pabouez0 npo-
uecca. Eciu odepelib 11eJIMKOM 3all0JIHEHA, KJIUEHTY oTxaeTcsd omubka 502 (Bad Gateway).

O IIpumeuannue

K 3zanpocam B ouepein Tak2Ke IpUMEHSIETCS JIOTHKA JUPEKTUBBL provy next upstream. B gactHOCTH,
ecJin Jyist 3a1poca ObLI BEIOpAaH CepBeEpP, HO IEPeIaTh ero Ty/a He y/aji0Ch, TO OH MOXKET BEPHYTHCS B
0Yepeb.

Ecsiu cepBep s nepenadqu 3ampoca B ouepeiy He ObLI BbIOpaH 3a BpeMs timeout (110 yMoOJIdaHHIO
— 60 cexynnu), KiueHTy ormaercs omubka 502 (Bad Gateway). Eine u3 odyepeinn ymassiorcsi 3a1pochl
OT KJINEHTOB, IIPEXKJIEBPEMEHHO 3aKPbIBIINX coepunenue; B AP ecTb CUETINKHA COCTOSIHHIT 3aIIPOCOB,
[IPOXOISAIIIX YePe3 0UepPe/ib.

A Baumanue

JlupekTruBa queue JOJKHA UCIOJb30BATHCS MOCIE BCEX IUPEKTUB, 33AIONINX TOT WJIM WHON METO.
6aJIAHCUPOBKY HATDY3KH, WHAYE OHA He OyzmerT padoTaTh.
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random
Cunrakcuc random [twol;
Ilo ywmomua- —
HUIO
Konrekcr upstream

Sazaer i TPYNIBL METO, OAJAHCUPOBKU HAUPY3KH, IIPU KOTOPOM 3aIIPOC MEPEIAETCs CJIYUIANHO BbI-
OpaHHOMY CEPBEPY, C YIETOM BECOB CEPBEPOB.

Ecin ykazan HeoOsizaTesbHBIN mapamerp two, Angie ciydaiiHbIM 00pa3oM BLIOMpaeT JiBa cepBepa, U3
KOTODBIX BBIOMPAET CepBep, UCIOJIb3ysl MEeTOJ, least conn, IPpU KOTOPOM 3AIIPOC IEePeaeTcs Ha CepBep C
HAMMEHBIITUM KOJUIECTBOM aKTUBHBIX COEINHEHUI.

response _time_factor (PRO)

Cunraxcuc response_time_factor wucao;
Ilo ywmomua- response_time_factor 90;
HHUIO

Konrekct upstream

Sajaer Jyis MeTosa 6ajaHcupoBKU HArpy3ku least  time (PRO) koadduimenT criaKuBaHus IpeabLLy-
IIero 3HAYEHUSI [IPU BBIMUCIICHUN CPETHErO BPEMEHH OTBETA 10 (DOPMYJIE IKCIIOHCHITHAIBLHO B3BEIIICHHOTO
CKOJIB3SIIEr0 CPEJIHEro.

Yewm Oouibllle yKa3aHHOE “UCAO, TEM MEHbBIIE HOBbIE 3HAYEHUs BJIUAIOT HA CPe/iHee; ecyan yka3arb 90, TO
Oyaer B3aTo 90 % ot npenpurymero snadenud u jumb 10 % ot nosoro. Jomycrumble 3Hadenus — ot 0
110 99 BKIIOYUTEIBHO.

Tekympe pe3yJabTaThl BBIYMCICHUI OPEJCTaBIeHb Kak header_time (TOJBKO 3arojioBKu) U
response_time (orBeThl HesimKoM) B 0O0bekTe health cepsepa cpemu mempur ancmpuma B APL.

(i ) IIpumeuanune

IIpn mozcdeTe y4YUTHIBAIOTCS TOJIBKO YCHENIHbIE OTBETHI; YUTO CYUTATh HEYCIENTHBIM OTBETOM,
OIPENENSIOT AUPEKTUBLI proxy next upstream, fastcgi next upstream, wwsgi next upstream,
scgi_mext upstream, memcached next upstream u grpc_next upstream. Kpome Toro, 3mnaue-
Hue header_time IepecYUTHIBAETCS, TOJIBKO €CJIM IIOJIYYEeHBI W 00pabOTaHBl BCE 3arojIOBKH, a
response_time — TOJBKO €CJIXA IOJIy4CH BECb OTBET.

server
Cunraxcuc server adpec [napamempol;
IIo ywmomua- —
HUIO
Konrekct upstream

SajaeT ajgpec W Jpyrue mapaMeTpbl cepBepa. Ajipec MoyKeT OBITh yKa3aH B BHJE JIOMEHHOTO MMEHU
nu [P-agpeca, n HeobsizaTesnbHoro nmopra, win B Buje myTu UNIX-cokera, KOTOPBIT yKa3bIBAETCS TTOCTIE
npedukca unix:. Ecim nopr He ykazaH, ucnosib3yercs nopT 80. JloMeHHOe nMsi, KOTOPOMY COOTBETCTBYET
HecKOIbKO [P-aJipecos, 3a1aeT cpa3y HECKOIBKO CEPBEPOB.
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MoryT ObITH 33/IaHBI CJIEIYIONINE TapaMeTPhI:

weight=vucao 3agmaer Bec cepsepa. Ilo ymomganuo — 1.

max_conns=vucto OrpaHrYnBaeT MAKCHMAJILHOE YUCJIO OJHOBPEMEHHBIX AKTHBHBIX COEIMHEHUN K
[IPOKCUPYEMOMY CepBepy. 3HAadUeHHe 10 YMOJYAHUI0 paBHO O W O3HAYAET, UTO
orpaHuYeHus HeT. K rpyina He HAXOMUTCI B 30HE Pa30eaAeMot NaMAMU, TO
orpaHuveHre paboTaeT OTIEJIHHO IS KaxKJI0ro pabodero mporecca.

O IIpumeuannue

HpI/I BKJIIOYEHHBIX HEAKMUCHBLT TOCIMOAHHDLT COG()?L?I,C’II,U.}?,.TZ, HECKOJIbBKUX p(],60“1,71,.73 npoueccaxr ¥ 30HE
pax()exmcmoﬂ namAmy CyMMapHO€ YHUCJIO aKTUBHBIX W HEAKTHUBHBIX COG‘,Z[I/IHeHI/II;'I C IIPOKCHUPYEMBIM
CeEpBEPOM MOZKET IIPEBBINNATH 3HAYECHHE Max_Cconns.

max_fails=vwucao — 3aj1aeT YUCJIO HEYJAYHBIX IIOIBITOK CBS3U C CEPBEPOM, KOTOPHBIE JIOJIKHBI IPOU30UTH
B Te€UYEHME 33JIAHHOTO fail_timeout BpeMeHN JijIsl TOrO, 9TOOBI CepBEep CUUTAJICS HEJOCTYITHBIM; ITOCJIE STOTO
OH OyZeT TIOBTOPHO MPOBEPEH YEpPEe3 TO YKe CAMOE BPEMS.

Yro cunraercsg HeEYJAUHOH  IIONIBITKOW, OLpeJessieTcs JUPEKTHBAMU  prory newt upstream,
fastcgi_next upstream, wwsgi next upstream, scgi_next upstream, memcached_mnext upstream
u grpc_next_upstream.

IIpu npesbimennn max_fails cepBep Tak»Ke MPU3HACTCH HEPAOOTAIONINM C TOUKU 3pEHUsT upstream_ probe

(PRO); knueHTCKHE 3a1pOoChl He Oy/IyT HAIPABJIATHCA K HEMY, II0Ka IIPOBEPKU He NPU3HAIOT ero pabora-
TOITUM.

O IIpumeuanne

Ecnm nupexkTtuBa server B rpyllie pa3pernaercs B HECKOJHKO CEPBEPOB, ee HACTPOiiKa max_fails
IIPUMEHAETCA K KaxKJOMY CepBEpy OTJIEJILHO.

Ecin mocite pazperiennst Bcex JIMPEKTUB S€rver B allCTPUME OCTAeTCsI TOJBKO OJIMH cepBep, HACTPOMKA,
max_fails He jeiicTByeT u OyJeT MPOUTHOPUPOBAHA.

max_fails=1 Yucsto MOnbITOK MO0 YMOJTIaHUIO;
max_fails=0 OTKIIIO9aeT yder MOIBITOK.

fail_timeout=gpemsa — 3a7aeT EPUOJ, BPEMEHU, B T€UYCHUE KOTOPOI'O JOJI2KHO IIPOU3OUTHU OIIpe/Ie/ICH-
HOe YUCJIO HEeYJIAYHBIX IONBITOK CBA3U ¢ cepBepoM (maz  fails), 9ToBbI cepBep CYMTAIICS HEJOCTYIHBIM.
3areM cepBep OCTAETCsl HEIOCTYITHBIM B T€UEHIE TOTO YKe CAMOT'O BPEMEHH, IIPeXK e 9eM Oy/IeT IpOBepeH
TOBTOPHO.

Suadenue 1o ymodanuio — 10 ceKyHI.

O IIpumeuannue

Ecnu nupekTrBa server B IpyIie pa3periaercs B HECKOJIbKO CEPBEPOB, ee HACTPoiiKa fail_timeout
IIpUMeHsieTcsl K KayKJOMY CepBepy OTJIEIbHO.

Ecam nocite pasperiennst Bcex TMPEKTUB Server B allCTPUME OCTAETCs TOJTBKO OJUH CepBeP, HACTPOIKA
fail_timeout He meiicTByeT u OyAET MPOUTHOPUPOBAHA.
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backup ITomeuaet cepBep kak 3amacHoil. Ha Hero Oy/yT mmepemaBaThCs 3aIpochl B CIIydae,
ecJiu He PabOTAaIT OCHOBHBIE CEPBEPHI.
Eciu 3anana qupekrusa backup switch (PRO), TakKe IPUMEHSIETCS €€ JIOTUKA
AKTUBHOTO PE3€PBUPOBAHIUSI.

down Tlomedaer cepBep Kak MOCTOSTHHO HEIOCTYIIHDIN.

drain ITomewaer cepsep Kak pasrpyzkaemsrii (draining); 9To 3HAYHUT, UTO OH IOJIydaeT
TOJIBKO 3aIIPOCHI CECCHil, PUBSI3aHHBIX paHee 4epe3 sticky. B ocrambHOM mOBe-
JICHIE TaKOe ke, KaK B pexkume down.

“* OcropoxxHo

ITapamerp backup HeJb3si HCIOJB30BATH COBMECTHO C METOJAMU OaJaHCHPOBKU HArpy3Ku hash,
ip__hash u random.

[Tapamerpnl down u drain B3aMMHO MCKJIIOYATOIIIHE.

Hobasyeno B Bepcun 1.1.0.

resolve TTozBossteT oTCIEKMBATE M3MEHEHUsT criicKa [P-aapecoB, cCOOTBETCTBYIONIErO 10~
MEHHOMY MMEHHU, 1 OOHOBJ/ISTH ero 6e3 mepe3arpy3ku Konduryparuu. [Ipu sTom
IPYIIA JOJKHA HAXOJUTHCSI B 30HE Pa30eAAeMOT NaAMAMIU; TAKIKE JTOJXKEH ObITH
OIIpEJIeJIEH NPeobpasosament umer 6 adpeca.

service=umasa Bxunouaer npeobpazosanne SRV-3anuceit DNS u 3amaer nms cepsuca. s pa-
60THI TapaMeTpa HeOOXOIMMO 3aJaTh apaMeTp resolve y cepBepa, He YKa3bIiBasi
IIOPT CepBepa IPHU UMEHH XOCTA.
Eciun B nmenn ciryk6b1 HeT Touek, dopmupyercs ums mo craugapty RFC:
UMEHH CJIyKObI j100aBisieTcst IpeduKe _, 3aTeM Uepe3 TOUKY J100aBJsieTcst _tcp.
Tak, mmst ciryk0b1 http mact B pesyiabrare _http. _tcp.
Angie paspertaer SRV-3anucu, 06beuHsIsi HOPMAJIU30BAHHOE UMSI CJTYKOBI 1 UMST
XOCTa W IOJIydasi CIUCOK CEPBEPOB I MOJydeHHON kKoMmOmHarmu depe3 DNS,
BMECTE C UX IIPUOPUTETAMY U BECAMH.

e SRV-zanucu ¢ HAMBBLICIIAM [IPHOPUTETOM (Te, KOTOPbIE UMEIOT MUHUMAJIb-
HOE 3HAYEHUE IIPUOPUTETA) PA3PEINAIOTCS KAK OCHOBHBIE CEPBEPBI, & IIPO-
qre 3aliCh CTAHOBSITCS 3allaCHbIME cepBepaMu. Eciau backup ycTaHOBIIEHO
¢ server, SRV-3anucu ¢ HAUBBICIIAM IIPUOPUTETOM PA3PEIIAIOTCS KaK 3a-
[IACHBIE CEPBEPDI, & IIPOYNE 3AMNUCUH UTHOPUPYIOTCH.

o Bec anasiormyen napamerpy weight mupekTunnl server. Eciaum Bec 3aman
KaK B caMoiil jupekTuBe, Tak u B SRV-3ammcu, UCIojb3yeTcs: BeC, yCTaHOB-
JIEHHBIN B JTUPEKTUBE.

B srom mpuMepe BeImostHAETCS MTOUCK 3amuch _http._tcp.backend.example.com:

[server backend.example.com service=http resolve;

Jobasmeno B Bepcuu 1.2.0: Angie

Hobasneno B Bepcun 1.1.0-P1: Angie PRO

sid=id Sagaer ID cepsepa B rpymme. Ecim mapamerp He 3ajaH, To ID 3amaercs Kak
mectaaamarepuanbiii MD5-xsmr [P-agpeca n mopra mwim mytn UNIX-cokera.

Iobasyieno B Bepcun 1.4.0.
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slow_start=epemsa 3amaeT BpeMs BOCCTAHOBJIEHUS BECa CEPBEPA, BO3BPAIIAIOIIErOcs K paboTe mpu
GaJIaHCUPOBKE HAIPY3KH METONOM round-robin wmua least conn.
Ecmm mapamerp 3aman u cepBep mocie cOOsi CHOBA CUMTAETCS PADOTAIOIINM C
TOYKY 3peHust mar _ fails u upstream_ probe (PRO), 1o Takoii cepBep pABHOMEPHO
HaOMpaeT YKa3aHHBIN JIJIsi HETO BEC B TE€UEHUE 33IAHHOTO BPEMEHH.
Ecsn napamerp He 3aj1aH, TO B aHAJOTHYHON CUTYaIlMU CEPBEP CPa3y HAUMHAET
paboTy ¢ yKa3aHHBIM JIJIsI HET'O BECOM.

O IIpumeuannue

Ecnu B ancrpume 3aman TobKO 07uH server, slow_start He paboraer u OyIeT UTHOPUPOBATHCH.

state (PRO)

Hobasneno B Bepcun 1.2.0: PRO

Cunrakcuc state ¢atin;
Ilo ymomua- —

HUIO

Konrekcr upstream

VkaspiBaeT alia, Te TOCTOSHHO XPAHUTCS CIIUCOK CepBEpOB arcrpuma. [Ipu ycraHoBKe m3 HAIuX ma-
KETOB JIJIsl XpaHeHusl TakuX (hailjioB CIEIUAILHO CO3JaeTcsd Karajor /var/lib/angie/state/ (/var/
db/angie/state/ Bo FreeBSD) ¢ coorBercrByomumu paBaMu JOCTYIa, U B KOHMDUIYDAIMHA OCTAETCs
J00aBUTH JIUIIb UMs daiiaa:

upstream backend {

zone backend 1m;
state /var/lib/angie/state/<UMd ®AWUIIA>;

Crmcok cepBepoB 371ech nMmeer (GopMmar, anagornanbiii server. Comepxxumoe daiiia n3MEHAETCS TpH
JII000M M3MEHEHUU CepBepoB B pasuese /config/hitp /upstreams,/ depes API xouduryparuu. Daiir cuu-
TBIBAaETCA IIpHU 3alycke Angie mim mepesarpyske KOH(HUIypaluu.

“* OcropoxkHOo

Yro6b! HCIIOIB30BATH TUPEKTUBY State B GJIOKe upstream, B HEM He JIOJIXKHO ObITH JUPEKTUB Server,
HO Hy»KHa 30Ha pasjieseMoil mamsaru (zone).
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sticky

Hobasneno B Bepcuu 1.2.0: Angie

Iobasseno B Bepcun 1.1.0-P1: Angie PRO

Cunraxcuc sticky cookie name [attr=s3navenue...;
sticky route $variable...;
sticky learn zone=30na create=$create wvarl... lookup=$§lookup wvarl... [header]
[timeout=6pemal;
sticky learn ZOone=30Ha lookup=$lookup warl... remote_action=uri
remote_result=$§remote var [timeout=6pemsl;

IIo ywmomua- —

HUIO

Konrekct upstream

HacrpaumBaeT mpuBsa3Ky KJINEHTCKUX CECCHil K MPOKCUPYEMBIM CepBEpPaM B pPEKUME, 33 JaHHOM IEPBBIM
napaMeTpoM; JUIs PasTPy3KU CepBepoOB, Y KOTOPBLIX 33JaHa JAUPEeKTuBa sticky, MOXKHO HCIOJIb30BaTh
onnuio drain B OJI0Ke server.

A Baumanne

JlupekTuBa sticky JOKHA UCIOIB30BATHCSA TOCTE BCEX JUPEKTUB, 3aJA0IINX TOT WU WHOW METO]T
0aJIAHCUPOBKY HArpy3KH, WHAYTe OHa He OymeT paborarh. Ecin oHa MCIOIB3yeTcs HAPSALY C IUPEKTH-
Boii hind_conn (PRQO), To bind_conn /0JI7KHa CTOSTH MOCse sticky.

Pexxum cookie

DTOT peKUM HUCIOJIb3yeT cookie jyrsi xpaHnenusi ceccuit. OH MOAXOAUT JJIsi CUTYyaIuil, Korja cookie yxke
HUCHOJIB3YIOTCS JIJIsl YIIPABJIEHUSI CECCUSIMU.

31ech 3ampoc OT KJINEHTA, [T0Ka He MPUBI3aHHOTO K KAKOMY-TO CEPBEPY, OTIIPABJISETCHA Ha CepBep, BbI-
OMpaeMbIil COIJIACHO HACTPOEHHOMY MeToiy OajaHcupoBku. IIpm srom Angie ycranasimpaer cookie c
YHUKAJIBHBIM 3HAYEHUEM, UJICHTHMOUIUPYIONINM CepBep.

Nmsi cookie (name) 3ajaercst aupekTuBoil sticky, a 3HadeHme (value) COOTBETCTBYET NapaMeTpy
sid TUPEKTUBBI Server. Y YTUTe, 9TO HapaMeTp JIOMOJHUTEIbHO XIIMIUPYETCsl, eC/Ii 3aJaHa JTUPEKTUBA
sticky secret.

Tlocnenyromue 3ampockl OT KJIMEHTa, COJlepKallie Takoi cookie, mepeialoTcst Ha CepBep, 3a/IaHHbII 3HA-
qeHneM cookie, To ecTb cepBep ¢ ykazaHHBIM Sid. Ecin BeIOpaTh cepBep He YIAeTCs WU BLIOPAHHBIHI
cepBep He MOKeT 00paboTaTh 3a1Ipoc, To Oy/IeT BLIOpAH JIPYTOil cepBep COIVIACHO HACTPOECHHOMY METO/LY
6aJIAHCUPOBKU.

JrpekTrBa MO3BOJIIET Ha3HATATH aTPUOYTHI TAKOTO cookie; eIMHCTBEHHBIN aTpuOyT, yCTAHABIMBAEMBIIt
o yMoadaHuio, — path=/. 3Hadenus aTpubOyTOB 33JAI0TCS CTPOKAMU C TIePEMEHHBIMUA. ITOOBI YIAIUTD
arpubyT, 3ajaiiTe s Hero mycroe 3Hadenue: attr=. Tak, sticky cookie path= 3ajsaer cookie 6e3
arpubyrta path.

3necs Angie cozmaer cookie srv_id co cpokoM jieiicTBus B 1 9ac U JOMEHOM, 3aJJaHHBIM HEPEMEHHOI:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky cookie srv_id domain=$my_domain max-age=3600;

PexxuMm route
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DTOT PEeXKUM HCIOJb3yeT PEIONPEIeeHHbIe HIeHTU(UKATOPBI MAPIIPYTOB, KOTOPbIE MOTYT OBITH
Bcrpoenbl B URL, cookie mn apyrue cBoiicTBa 3ampoca. OH MeHee IHOOK, TaK KaK 3aBUCUT OT IIPEJIOIIpe-
JIeJIEHHBIX 3HAYEHUN, HO JIyUIlle TOAXO/INUT, €CJIU TaKue UIAeHTU(MPUKATOPHI Y2KEe UCIOIb3yIOTCS .

3/ech MPOKCUPYEMBIil cepBep MPHU IOy IEeHUH 3aIPOCa MOXKET HA3HAYUTDH KJIUEHTY MAPIIPYT U BEPHYTDH
€ro WACHTIMUKATOP CIOCOOOM, M3BECTHBIM W KJAWEHTY, U cepBepy. B KadecTBe maeHTnduUKaATOpa MapIIl-
pyTa JOJKHO HMCIOJb30BATHCS 3HAYMEHIE apaMerpa Sid JUPEKTHUBBI Server. Y ITUTE, 9TO IapaMeTp H0-
[TOJIHUTEJIBHO XIIIUPYETCs, €CIU 3aJIaHa JTUPEKTHBa sticky secret.

Ilocemyromue 3ampockl OT KJIWEHTOB, KEJAIONIUX HCIOJIb30BaTh 3TOT MAapIIPYT, JOJKHBI CONEPXKATh
BBIJIAHHBIN cepBEpOM MJIeHTUMUKATOD, IPUYEM TaK, YTOOBI OH TIOMAJ B mepeMeHHble Angie, HapuMep B
cookie MU ap2ymermovL 3anpoca.

B mapamerpax JupeKTUBBI YKa3bIBAIOTCs [IEPEMEHHBIE JIJIsi MAPIIPyTU3aI. 1To0bl BHIOPATh CepBep,
Ky/ia TepeIaeTcst MOCTYIUBINNIA 3aIIpOC, UCIIOIL3YeTCs MepBast HEIyCTasl MePEMEHHAsT; OHA 3aTeM CpaB-
HUBAETCS C MAapaMeTrpoM sid JUpPeKTHBBI server. Ecim BbIOpaTh cepBep He yIAaeTCsl WM BBIOPAHHBII
cepBep He MOXKeT 00paboTaTh 3ampoc, TO OyAeT BHIOPaH JIPYTOil cepBep COrIACHO HACTPOEHHOMY METOJLY
6aJIAHCUPOBKH.

31eck Angie umer ujaeHTHGUKATOP MapIIpyTa B cookie route, 3aTeM B apryMeHTe 3aIpoca route:

upstream backend {
server backendl.example.com:8080 "sid=server 1";
server backend2.example.com:8080 "sid=server 2";

sticky route $cookie_route $arg_route;

Pexxum learn (PRO 1.4.0+)

B sTom pexkume 115 mpUBS3KU KIMEHTA K KOHKPETHOMY ITPOKCHPYEMOMY CEPBEPY HCIOJIB3YETCS TIHA-
MHUYECKU TeHePUPYEeMbIil KJII04d; OH O0jiee THOOK, TAK KAK HA3HAYAET CEPBEPHI HA X0y, XPAHUT CEAHCHI B
30He 00IIell TaMSATH U IO/[JIEPXKUBAET PA3IMIHBIE CIIOCOOBI ITEPEIavin UACHTU(PUKATOPOB CECCHUil.

3/1ech ceccust cO3/1aeTcsl Ha OCHOBE OTBETa MpoKcupyeMoro ceppepa. C mapamerpamu create u lookup
[IEPEUNCISTIOTCS TIePEMEHHBIE, YKA3bIBAIOIINE, KAK CO3IAI0TCs HOBBIE U UIIYTCsl CYIIECTBYOIIME CECCHUH.
O6a mapameTpa MOXKHO HCIIOJIB30BATH 10 HECKOJIBKY Pas3.

W nentudukaropoM ceccun CIyKUT 3HAUEHNE TEPBOIl HEIyCTOI ITepeMeHHo, yKa3aHHO# ¢ create; Ha-
[IPUMeED, 3TO MOXKET OBITh cookie ¢ NPoKCUPYeMO20 CEPBEPQ.

Ceccun xpaHsITCsl B 30HE ODITE TaMsITH; ee UMsI U pa3Mep 3aJIaloTcsd apaMeTpoM zone. Ecim k ceccun
He ObLIO OOpaleHuil B TeueHne BpeMeHu timeout, oHa yjassercsd. 3HadeHne 1o yMoadanuio — 10 MuHyT.

Tocnemyroniue 3ampocsl OT KJIUEHTOB, YKEJIAIONUX UCIOJIb30BATD CECCUIO, JOJIKHBI COIEpPKATH €e MJIeH-
THMUKATOD, IPUIEM TakK, ITOOBI OH IIOTAJI B HEIIYCTYIO MEPEMEHHYIO, YKa3aHHYI0 ¢ lookup; TOrja ero
3HaveHue OyJIeT COIMOCTABJIEHO C CecCUsiMU B 00IIeii namsTu. Eciau BeIOpaTh cepBep He yaeTcs WU Bbl-
OpaHHBII cepBep He MOKeT 00paboTaTh 3a1poc, TO OYAeT BBIOPAH JIPYTOil cepBep COrIaCHO HACTPOECHHOMY
MeToy OaJaHCHPOBKH.

ITapamerp header mo3BOJISIET CO3/IATH CECCUIO CPA3y IOCJE MOJIYI€HUs 3ar0JI0BKOB OTBETA OT IIPOKCUPY-
eMOro cepBepa. Be3 Hero ceccusi co3zaeTcs TOJIBKO IIOCJIE 3aBePINeHns: 00paboTKU 3arpoca.

B npumepe Angie cozmaer ceccuio, ycraHaB/MBasi B OTBeTe cookie ¢ mMmeHneM examplecookie:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky learn
create=$upstream_cookie_examplecookie
lookup=$cookie_examplecookie
zone=client_sessions:1im;
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Pexxum learn ¢ remote_action (PRO 1.8.0+)

ITapamerpnl remote_action u remote_result MO3BOJISIOT JUHAMUYECKN HA3HAYATH WUJIEHTUMOUKATOPHI
CceccHii M yIpaBJsTh UMHU C HCIOJb30BAHUEM yIaJeHHOro Xpanmimia ceccuii. Ilpu sTom 30HA 00mIIEit
TaMATH BBICTYHAET B POJIU JIOKAJIHLHOTO K311, a yAAJeHHOe XPAHUIUIIE STBASETCSI aBTOPUTETHBIM UCTO-
aukoM. IToaToMy mapameTp create HECOBMECTHM C remote_action, Tak Kak MIEHTH(MDUKATOPHI CECCHit
JIOJIZKHBI CO3/1aBaThCA yaasienHo. Kcaum K ceccun He ObLIO oOpalneHuii B TedeHne BpeMeHn timeout, ona
yaansiercsi. HacTpoiika remote_action He BUsieT Ha BpeMsl OXKUJAHUsI. JHAYEHUE 110 yMOTdaHuo — 10
MUHYT.

Hagasbmbiit naentndukaTop ceccuu BCErja moCTymaeT u3 lookup; ecjiu OH HailfileH B JIOKAJbHOMN 00Ieit
namaT, Angie mepexoguT K BIOOPY COOTBETCTBYIOIIETO CEPBEPA.

Eciu nnentudukarop ceccuu He HaiijeH JIOKaJbHO, Angie oTupaBjisieT CUHXPOHHBIN II0I3AIIPOC B yia-
sennoe xpanuauiie. [lapamerp remote_action 3aaer URI ynanennoro xpanuiuniina, KOTOPOE JTOJIKHO
BECTH ITOUCK W CO3JAHUE CECCUI CIIEIYIONINM 0OPa30M:

e XpaHWIHIIE MPUHAMAET UJICHTUMUKATOP ceccuu n3 lookup W JIOKAJIBHO MPEJJIOKEHHDBIN UeHTH-
dbukaTop cepBepa, CBI3aHHBIN C JTAHHON ceccueil, Yepe3 MOJIb30BATENLCKUE 3ar0JI0BKU WU JIPY-
rum criocobom. Ha cropone Angie jijisi 3TOro 1peioCTaBIIsIFOTCs J[BE CIIEIUAJIbHBbIE [T€PEMEHHBIE:
$sticky sessid m 3sticky sid, coorBercrBenno. B sticky_sid comep:kurca 3HaueHue mapaMerpa
sid= u3 O0Ka upstream AUPEKTUBBI Server, ecju OHO 3aiaHo, aubo MD5-x3m nmenn cepsepa.

e Otser ¢ komoMm 200 OT y/JaJeHHOTNO XPAHWJIUINA YKA3BIBAET HA TO, YTO OHO MPHUHSJIO CECCHI0 U
COXPAHUJIO €€ C IIPE/JIO?KEHHBIMY 3HAYeHUAMU I JaJIbHEHIero ucroab30BaHnd.

e Oteer ¢ komoMm 409 OT yIaJIEHHONO XPAHWJINING YKA3bIBA€T HA TO, UTO JIAHHBIN WMJIeHTHU(MUKATOD
ceccum y»Ke CyIecTByeT. B aToM cirydae oTBeT JOJKEH COJIEPKATH AJIbTEPHATUBHBIN WIeHTHdOU-
KaTop ceccuu B 3arojioBke X-Sticky-Sid. Angie coxpansier 3T0T WaeHTU(MUKATOP B TEPEMEHHOIA,
3aJaHHOI ITapaMeTpoM remote_result.

B caenyromem npumepe Angie cozmaer ceccuio, HCHONb3yeT IepeMeHHYI0 $cookie_bar [jig HaYaIbHO-
ro uneHTHUKATOPa CEeCCUH, a aJbTePHATUBHDBIE UICHTU(MUKATOPDI CECCHil, BO3BPAIEHHBIE Y /IAJIEHHBIM
XpaHUJIuIIeM, coxpauser B $upstream_http_x_sticky_sid:

http {
upstream ul {

server srvil;
server srv2;

sticky learn zone=sz:1m
lookup=$cookie_bar
remote_action=/remote_session

remote_result=$upstream_http_x_sticky_sid;

zone z 1m;

}

server {
listen localhost;
location / {

proxy_pass http://ul/;
}

location /remote_session {

internal;
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proxy_set_header X-Sticky-Sessid $sticky_sessid;
proxy_set_header X-Sticky-Sid $sticky_sid;
proxy_set_header X-Sticky-Last $msec;
proxy_pass http://remote;

sticky _secret

Hobasneno B Bepcuu 1.2.0: Angie

Hobasneno B Bepcun 1.1.0-P1: Angie PRO

Cunrakcuc sticky_secret cmpoka;
IlIo ywmomua- —

HUIO

Konrekct upstream

HobasisieT cmpoky Kax cosib B (pyuxmumio MD5-xammumpoBanust /st IUPEKTUBHI Sticky B peknMax cookie
u route. Ompora MOXKET COJEPKATDH IIePEeMeHHbIe, HAIpuMep $remote_ addr:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky cookie cookie_name;
sticky_secret my_secret.$remote_addr;

Couib J106aBJIsIeTCs TIOC/IE XIIMIMPYEMOT0 3HAYEHUsI; YTOOBI HE3ABUCUMO IIPOBEPUTH MEXAHU3M X3IIIHNPOBa-
HUS:

[$ echo -n "<VALUE><SALT>" | md5sum ]

sticky _strict

Hobasneno B Bepcuu 1.2.0: Angie

Hobasneno B Bepcun 1.1.0-P1: Angie PRO

Cunraxcuc sticky_strict on | off;
Ilo ywmomua- sticky_strict off;
HUIO

Konrekct upstream

IIpu Brirouenun Angie 6yzmer Bosppamarsk kiaueHTy omubky HTTP 502, eciu xKejiaeMblii cepBep Hemo-
CTYIIEH, BMECTO WCIIOJIb30BAHUs JIFOOOTO IPYroro JOCTYIIHOI'O CepPBepa, KaK 3TO IPOUCXOAWT, KOTJAa B
TpYIIIe HET JOCTYIIHBIX CEPBEPOB.
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upstream
Cunrakcuc upstream uma { ... }
Ilo ymomua- —
HHIO
Konrekcr http

OnuceiBaer rpymiy cepBepoB. CepBepbl MOTYT CIYIIATh HA Pa3HBIX IMOpTax. Kpome TOro, MOKHO OIIHO-
BPEMEHHO HCIOJIb30BaTh ceprepsl, cayimatonue Ha TCP- u UNIX-cokerax.

IIpumep:

upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;

server backupl.example.com backup;

ITo yMOJIaHWUIO 3aIPOCHI PACHPENESIOTCS IO CepBepaM IMUKJIMYecKn (B pexkume round-robin) ¢ ydve-
TOM BECOB CEPBEPOB. B BLIIENPUBEIEHHOM IIPUMEPE KazKIble 7 3alPpOCOB OyIyT pacHpee/eHbl Tak: 5
zampocos Ha backendl.example.com u 1o oHOMY 3a1pocy Ha BTOPOI M TpeTHil cepBepHI.

Ecnu npu nonbiTke paboThl ¢ CEPBEPOM ITPOUCXOIUAT OIMMUOKA, TO 3AIPOC HEPEIACTC CJIELYIONEMY Cep-
BEpy, U TaK Jajee 0 TeX Mop, MoKa He OyIyT ompobOBaHbl BCe paboTaionme cepsephl. Ecan me ymacTces
[IOJIYIUTD YCIIEITHBIA OTBET HHU OT OJIHOTO U3 CEPBEPOB, TO KJIMEHTY OyJIeT BO3BPAIIEH PEe3yIbTaT PabOThI
C TIOCJIEJTHUM CEPBEPOM.

zone
Cunraxcuc zone uMmsa [pasmepl;
Ilo ymomua- —
HUIO
Konrekct upstream

SajaeT uMs ¥ paszMep 30HBI PA3esieMOil MaMsATH, B KOTOPOW XPaHATCS KOH(MUIYypalus IPYIIbI U ee
pabotiee cocTosinue, pasjiessseMble MEXK/Iy pabounMu mporieccaMu. B oHO# u TOl 2Ke 30He MOT'YT OBITH
cpa3y HECKOJIBKO IpymIl. B 3ToM ciydyae JOCTaATOYHO yKa3aTh pa3Mep TOJIBKO OJIMH Pas.

BcTpoeHHble nepemeHHble

Monyne http_upstream moIepKUBaeT CJIeIyIONIIEe BCTPOEHHBIE ITIepEMEHHBIE:
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$sticky_sessid

Ucnonbayercss ¢ remote_action B sticky; XpaHUT HaYaJbHLI HIACHTH(PUKATOP CECCUM, B3ATLIA U3
lookup.

$sticky_sid

Wcnonwbayercs ¢ remote_action B sticky; XpaHUT uAeHTU(HUKATOP CepBepa, IIPEIBAPUTEIHHO CBI3aHHBII
c ceccueii.

$upstream_addr

xpanut IP-agpec u mopt win myth K UNIX-cokery cepepa rpynnsl. Ecau npu o6padboTke 3ampoca ObLITI
C/IeJIaHbl OOpAIeHNsT K HECKOJIbKAM CepBEpaM, TO UX aJIpeca pas3/esIsioTCs 3aIsITO, HAllpUMep:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

Eciin mpouzorio BHyTpeHHee [epeHanpaBienne OT OJHON IPYIIIbI CepBEPOB Ha JIPYTYIO ¢ MoMoInbio " X-
Accel-Redirect" niu error _page, To ajjpeca, COOTBETCTBYIOIIHE PA3HBIM I'PYIIIIAM CEPBEPOB, PA3JEIIAIOTCS
JBOETOYNEM, HAIIPUMED:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock : 192.168.10.1:80, 192.168.10.2:80

Ecnu cepsep re MoxkeT ObITH BBIOPAH, TO IIEPEMEHHAS XPAHAT UMA 2DYNNbL CEPBEPOS.

$upstream_bytes_received

qucio HaiiT, MOJyYEeHHBIX OT CepBepa IPYIIbl. SHAYEHUs] HECKOJIbKUX COEJIMHEHUN Pa3esisioTCs 3alls-
TBHIMU U JIBOETOUUSIMU TI0JIOOHO aJIpecaM B NlepeMeHHON Supstream addr.

$upstream_bytes_sent

quci1o OailT, MepeJaHHBIX Ha CEPBEP IPYIIbl. SHAYEHUs] HECKOJIBKIX COEINHEHUN Pa3IesIsTIOTCs 3AIIATHIMUI
U JIBOETOUUSIME TIOJI00HO aJIpecaM B IepeMeHHoN Supstream  addr.

$upstream_cache_status

XPAHUT CTATYC JIOCTyIa K K311y orBeToB. CraTyc MoxkeT ObITh oxauM n3 MISS, BYPASS, EXPIRED, STALE,
UPDATING, REVALIDATED naum HIT:

e MISS: OTBer He Hali/leH B K3IIle, U 3aIIPOC MIEPEIAH HA CEPBEP.

BYPASS: Koamr 06oiifieH, u 3ampoc HAIPSIMYIO TIepeiaH Ha CepBep.

EXPIRED: OrBer B K31Ille yCTapeJi, U Ha CepBep IepejaH HOBbI 3alIpOC JIJisi OOHOBJIEHUsI KOHTEHTA.

e STALE: OTBer B K3II€ yCTapeJI, HO MO-IIPEKHEMY IIePEIAeTCs KJINEHTAM, IOKa, Yepe3 KAKOe-TO BPeMst
He TPOon30iiieT OOHOBJIEHIE KOHTEHTA C CEPBEPA.

UPDATING: OtBerT B K3IIle ycTapeJ, HO IO-TIIPEKHEMY IePeaeTcst KJMEHTaM, IIOKa yXKe HIyIee
OOHOBJIEHIE KOHTEHTa C CEPBEPA HE 3aBEPIIUTCH.

e REVALIDATED: OTBeT B K3Ille yCTapeJsi, HO ObLI YCIIEITHO TEPEIIPOBEPEH U HE HYKJAETCsI B OOHOBJIE-
HHUU C cepBepa.

e HIT: OTBer ObLI B34T U3 KIIIA.

Ecau 3amnpoc nomen B 06xo Katra 6e3 obpallennst K HeMy, IIepeMeHHasl He yCTAHABIMBACTCS.
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$upstream_connect_time

XPAHUT BpeMs, 3aTPAYEHHOE HA YCTAHOBJIEHHE COEIUHEHUsI C CEPBEPOM I'DYIIIBI; BPEMS XPAHUTCH B Ce-
KyHJIaX ¢ TOYHOCTBIO JI0 MUJUIHCEKYH . B ciywae SSL BkiogaeT B cebst BpeMsi, IOTPAYEHHOE HA PYKO-
noxkarue. BpemMeHa HECKOJIbKAX COEJIMHEHUN Pa3/Ie/IAI0OTCS 3alsThIMUA U JBOCTOYUSIMHE ITOJ00HO aIpecam
B 1epeMennoi Supstream addr.

$upstream_cookie_<wumsa>

cookie ¢ yKasaHHBIM MMeHeM, IepefaHHbIil cepBepoM rpymmbl B moje "Set-Cookie" 3arosoBka orBera.
Heobxommo uMerh B BuLy, 9TO cookie 3alOMUHAIOTCS TOJIBKO U3 OTBETA MOCJIEIHETO CepBepa.

$upstream_header_time

XpaHUT BPEMsi, 3aTPAYEHHOE Ha IOJIyIE€HUE 3arojI0BKAa OTBETa OT CepBepa IPYIIIbI; BPeMsl XPAHUTCS B
CEeKYHaX C TOYHOCTBIO JI0 MIJIJINCEKYH . BpeMeHa HeCKOJIbKUX OTBETOB PA3JIEIIAIOTCS 3AISATHIME U JIBOE-
TOUMSIME TIOJI00HO aJpecaM B EpeMeHHoN Supstreamn  addr.

$upstream_http_<ums>

XpaHsST I0JIsI 3ar0JIOBKa OTBeTa ceppepa. Hampumep, nosie 3aroiioBka orsera "Server" jocrymnmo B 1e-
pemenHoit $upstream_http_server. [Ipasuna npeobpasoBanust UMeH TI0JI€fl 3ar0JI0BKa OTBETa B UMEHA
[epEMEHHBIX TaKWe Ke, KaK Jisi epeMeHHbIX ¢ mpedukcom $http_. Heobxomumo mMeTs B BHJLY, UTO
OJIsT 3ar0JIOBKA 3aIIOMHHAIOTCS TOJIBKO U3 OTBETa IIOCJEHErO cepBepa.

$upstream_queue_time

XpaHUT BpeMsi, [MPOBEIEHHOE 3AIPOCOM B ouepedu 10 OYePEHOrO BhIOOpa CepBepa W BBIPAXKEHHOE B
CEeKYHIAX C TOYHOCTHIO 10 MILINCEKYHI. BpemMeHa HECKOJbKHX IOIBITOK PA3IEISIIOTCS 3alsiTBIMA U
JIBOETOUMSIME TIOJI00HO aIpecaM B EPEMEHHON Supstreamn  addr.

$upstream_response_length

XPAHUT JJINHY OTBETA, [TOJIy9I€HHOT'O OT CepBePa IPYIIIIbL; AJINHA XPAHATCs B Oaiitax. JJJInHbI HECKOIBKUX
OTBETOB PAa3JIeJISIFOTCsI 3alATBIMU U JIBOETOUUSIMU TIOJOOHO aJipecaM B lepeMeHHoit Supstream  addr.

$upstream_response_time

XPAHUT BpeMs, 3aTPAYE€HHOE Ha IOJIyYEeHUE OTBETA OT CEPBepa I'PYIIIBI; BPEMs XPAHUTCS B CEKYHIAX C
TOYHOCTBIO JI0O MUJITUCEKYHJI. BpeMeHna HECKOJILKUX OTBETOB PA3JE/SIOTCH 3AISITHIMU U JBOETOUUSIMU
noo0HO ajpecaM B epeMennoit Jupstream addr.
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$upstream_status

XPAHUT CTATYC OTBETA, MOJyIeHHOTO OT cepBepa rpymibl. CTaTyCchl HECKOJIBKUX OTBETOB Pa3JeJIsioTCs
3aNATBIMA U JIBOETOUMSIME TIOJI00HO aJpecaM B nepeMeHHON Supstream  addr. Ecnu cepsep He MOXKer
ObITh BBHIOpaAH, TO NepeMenHasi XxpanuT craryc 502 (Bad Gateway).

$upstream_sticky_status

Craryc IpUBSI3aHHBIX 3AIIPOCOB.

" 3ampoc OTIpaBJIeH B TPYIILY CEPBEPOB, Il TPUBSI3KA HE BKJIIOUYECHA.

NEW 3ampoc He cofepKUT HHMOPMAIIUN O IIPUBI3KE K CepBepY.

HIT 3ampoc ¢ MPUBA3KOM OTIIPABIIEH Ha YKEJIAEMBIil cepBep.

MISS 3ampoc ¢ IpUBsI3KO OTIIPAB/IEH Ha, CEPBEP, BHIOPAHHBIN 110 aJIrOPUTMY OaJlaHCH-
POBKH.

CraTychl U3 HECKOJBKUAX COEIMHEHUN Pa3/IeJsiiOTCs 3AlSThIMU U JIBOETOYUSIME TIOJ00HO ajpecaM B Iie-
pemennoit $upstream_addr.

$upstream_trailer_<ums>

XPpaHUT TOJId U3 KOHIA OTBETA, IOJIyI€HHOI'O OT CepBepa I'PYUIIbL.

Upstream Probe

Peanusyer akTuBHBIe IpoBepKu paborocnocobrocTr (health probes) mus Upstream.

Mpumep koHdurypauymnm

server {
listen ...;

location /backend {
proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=bs
test=$good
essential
fails=3
passes=3
max_body=10m
mode=idle;
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AduvpekTunsbi
upstream__probe (PRO)

Hobasneno B Bepcun 1.2.0: PRO

Cunrakcuc upstream_probe UM [uri=adpec] [port=uucaol [interval=6pems]
[method=memod| [test=ycaosue] [essential [persistent]|] [fails=wucao]
[passes=vwucao] [max_body=pasmep| [mode=always | idle | onfaill;

IIo ywmomua- —

HHIO

Konrekcr location

3ajiaeT aKTUBHYIO ITPOBEPKY PAbOTOCIIOCOOHOCTH CEPBEPOB TEX upStream, KOTOPble YKA3aHBI B JINPEK-
TUBAX Prory _pass, uwsgi pass W T. J. B TOM »Ke KOHTeKcTe location, rjie HaXOJIUTCHA JUPEKTHUBA
upstream_probe. [Ipu 3Tom Angie perysisipHo BBIIOJIHSAET 3AIIPOCHI COMIACHO YKA3AHHBIM IapaMeTPaM K
KaXKJIOMy CepBEPY B COCTaBe AIICTPUMA.

CepBep HPOXOJUT IPOBEPKY, €CJU 3aIlPOC K HEMY YCIENIHO BBIIOJIHSIETCS ¢ YIeTOM BCeX MapaMeTpoB
caMOil TUPEeKTUBBI upstream_probe U BceX IIapaMeTPOB, BJIUSIONINX Ha HCIIOJIb30BaHUE AIICTPUMOB T€M
KOHTEKCTOM location, rie oHa 3ajaHa. DTO KacaeTcs B TOM UHCJE JUPEKTUB proxy nexl upstream,
uwsgi_next upstream W Wp., a TakKe prory set header m T. 1.

Y1065l UCIIOIB30BATH IPOBEPKH, B AlICTPUME HEOOXOIuMa 30Ha pasesisieMoit namaru (zone). s ogroro

alCTPUMa MOXKHO OIIPE/IEJINTh HECKOJIBKO IIPOBEPOK.

MOI‘yT OBITH 3a/1aHbl CJEAYIONINe ITapaMeTpPbI:

nMsa Ob6s13aTeIbHOE UMST TIPOBEPKH.
uri URI 3ampoca, KOTOpbIii 100aBISETCA K APTYMEHTY ProTy pass, uwsgi  pass | T.
1. Ilo ymomaanuo — /.
port AJIbTepHATUBHBIN IIOPT JIJIsT 3aIIPOCA.
interval WurepBan mexry nposepkamu. [lo ymosraanuio — 5s.
method HTTP-meron 3ampoca nposepku. 1lo ymosraannio — GET.
test IIpoBepsiemoe mpu 3armpoce ycjaoBHe; 3aJIa€TC CTPOKON € IMepeMeHHBbIME. Kcin
pe3yJibTaT IIOJCTAHOBKHY IlepeMeHHbIX — "" myum "0", npoBepKa He IpOoiijicHa.
essential Ecan napamerp 3a/1aH, TO N3HAYAIBHO COCTOSTHUE CEPBEPA TOJIEKUT YTOIHEHHIO
U KJIMEHTCKHE 3aIPOCHI He IePEJIAloTCs €My, [TOKa IIPOBEpKa He Oy1eT mpoiijeHa.
persistent YcraHOBKa 9TOr0 mapamerpa TpebyeT cHadaJia BKIIOYUTH essential; cepBepsl ¢
persistent, paboraBmiue 70 mepe3arpy3Ku KOHMUTY DA, HATHHAIOT IOy IaTh
3ampochl 0e3 HEOOXOANMOCTH CHAYAJIa TTPOUTH ITY MPOBEPKY.
fails YHucsto mocie10BaTeIbHBIX HEYCIEITHBIX 3alIPOCOB, IIPU KOTOPOM IIPOBEPKA CUU-
Taer cepep Hepaboraronmum. [lo ymosraanmio — 1.
passes Yucsto mocsie[0BaTeIbHBIX YCIENTHBIX 3allPOCOB, IIPU KOTOPOM IIPOBEPKA CUUTAET
cepsep paboraromum. [lo ymomuanuo — 1.
max_body MaxkcumatbHbII 00beM maMsiTu Jjist Tea orBeTa. [lo ymomganuio — 256k.
mode Pexkum nipoBepKH B 3aBHCHMOCTH OT PADOTOCIIOCOOHOCTH CEPBEPOB:
e always — cepBephbl IPOBEPSIOTCS HE3ABUCHMO OT COCTOSTHUSI;
e idle — mpoBepsioTCcs HepabOTAIOIINE CEPBEPBI, a TaKXKe CePBepbI, IJe C
ITOCJIETHErO KJIMEHTCKOTO 3aIIpOca, MPOILI0 BpeMsi interval.
e onfail — HMPOBEPHAIOTCS CEPBEPHI TOJIBKO B HEPAOOTAIOIIEM COCTOSHIH.
IIo ymomuanuio — always.
IIpumep:

upstream backend {
zone backend 1mj;
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server backendl.example.com;
server backend2.example.com;

}

map $upstream_status $good {
200 D9
}

server {
listen ...;

location /backend {
proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=bs
test=$good
essential
persistent
fails=3
passes=3
max_body=10m
mode=idle;

Hertaaun paboThI:

e ll3HavajbHO cepBep He MOJIyYaeT KIMEHTCKUE 3alIPOChI, TOKa He MPONJIET 6ce 3a/IaHHbIe JIJIsi HEro
IPOBEPKHU ¢ mapamerpoM essential (mpomyckas IIOMeYeHHbIe KaK persistent, ecsu koudurypa-
ysl TIepe3arpyzkeHa u JI0 9TOro cepBep cuuTajics pabdoraoomuM). Ecin Takux npoBepok Her, cepBep
CIUTAETCST PADOTAIOTIIIIM.

o Cepsep cunTaeTcsi HepaDOTAIONIIM U HE II0JIy9aeT KJIMEHTCKUE 3alIPOCHL, €CJIU KaKaA-Aub0 3aJaHHAs
JIUIsl HETO IIPOBEPKA JIOCTUraeT cBoero nopora fails mym caMm cepBep JIOoCTHraeT nopora maz_ fails.

o Uro0Obr HepaboTAONIUI CEPBEP CHOBA MOT CYUTATHCS PAOOTAIOININM, 6Ce 3aJaHHBIE JJIsi HErO IIPO-
BEPKU JIOJIZKHBI JIOCTHYb CBOETO TIOPOra passes; MOC/e 9TOT0 YUUTBIBAETCS TOpor maz  fails.

BcTpoeHHble nepemeHHble

Moyysis http_upstream_probe HOIepKUBAET CJIEAYIONINE BCTPOECHHBIE [I€PEMEHHBIE:
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$upstream_probe (PRO)

Vmsa akTuBHOI ceiidac nmpoBepku upstream probe.

$upstream_probe_body (PRO)

Tesio orBeTa OT cepBepa, MOJIyUEHHOI'O IIPH IIPOBePKe upstream  probe. Ero pa3mep orpanuyeH napamer-
poMm max_body.

UserlD

Broimaer cookie maa mmentudukanum KaneHToB. [l 3ammcw B JIOT TMOJIYYEHHBIX W BBIJAHHBIX cookie
MOYKHO HUCIIOJIb30BATh BCTPOEHHBIE NepeMeHHble Juid  got m $uid_ set. Mosynb COBMECTHM € MOJLYJIEM
mod uid gz Apache.

Mpumep koHdurypauymn

userid 5
userid_name uid;
userid_domain example.com;
userid_path /8
userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';
OdupekTusnbl
userid

Cunrakcuc userid on | v1 | log | off;

Ilo ymomua- userid off;

HUIO

Konrekcr http, server, location

Pazpemaer uan 3amnpemntaer Boigady cookie n 3amuch nmpuxomamux cookie B Jor:

on paspermiaer BblIady cookie Bepcuu 2 M 3aIUCh MIPUXOJSIUX cookie B JIoT;

vi paspemiaer Beigady cookie Bepcun 1 u 3ammch mpuxoasimx cookie B Jior;
log 3alpernaeT BbIaady cookie, HO pa3pelnaeT 3alnch MPUXOAIIIIX cookie B jor;
off 3amperaer Bbiaady cookie u 3amuch TPUXOAAINIUX cookie B Jior.
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userid domain

Cunrakcuc userid_domain ums | none;
Ilo ywmomuya- userid_domain none;

HUIO

Konrekcr http, server, location

3ajsaer moMeH, st KOTOPOro ycranasiauBaercs cookie. [Tapamerp none 3amperaer BEIIABATE JTOMEH JIJIsT
cookie.

userid _expires

Cunrakcuc userid_expires gpems | max | off;
Ilo ywmomua- userid_expires off;

HUIO

Konrekcr http, server, location

3asaer BpeMsi, B TedeHHE KOTOPOro Opaysep moskeH xpaHuTh cookie. ITapamerp max ycranasimBaer
cpok xpanenus cookie 1o 31 mexabps 2037 roma 23:55:55 GMT. Vkazanue mapamerpa off mo3Bosser
OI'paHUYINTHL BpeMs JeiicTBus cookie ceccueit 6pay3epa.

userid _flags

Cunrakcuc userid_flags off | uae ...
Ilo ywmomua- userid_flags off;

HUTO

Konrekcr http, server, location

Ecim mapamerp me off, 3amaer ogwH MM HECKOJIBKO JOMOJHUTEIBHBIX (baaroB mis cookie: secure,
httponly, samesite=strict, samesite=lazx, samesite=none.

userid mark

Cunrakcuc userid_mark 6yxea | yugpa | = | off;
Ilo ymomua- userid_mark off;

HUIO

Konrekcr http, server, location

Ecimm napamerp mHe off, BK/IFOYaeT MeXaHU3M MapKHPOBKHU cookie W 3ajaeT CHMBOJI, UCIOJIB3YEMBbIH B
KAa4eCTBE METKU. DTOT MEXAHU3M II03BOJIAET JOOABUTD MU U3MEHUTH userid  p3p u/uiu BpeMs XPaHeHust
cookie, HO IIPU 3TOM OCTaBUTH HEM3MEHHDBIM UICHTH(PUKATOP KIreHTa. MeTKoit MOXKeT ObITE J1to0as OyKBa

anrnmiickoro andasura (¢ yueroM perucrpa), mudpa miam 3Hak "=".

Ecim meTka 3a7aHa, TO OHa, CPABHUBAETCS C TIEPBBIM JIOTIOJIHSIIOIIM CUMBOJIOM B base64 mpejicTaBjieHIn
nIeHTHUKATOPA KJINEeHTa, epegaBaeMoM B cookie. Ecyin onn He coBnamaroT, To cookie mepernochLiaercs
¢ 33JIAaHHOM MEeTKO, BpeMeHeM XpaHeHus U 3arojoBkom "P3P".
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userid name

Cunrakcuc userid_name ums;
Ilo ywmomua- userid_name uid;
HUIO

Konrekcr http, server, location

3amaer ums cookie.

userid_p3p
CunTakcuc userid_p3p cmpoka | none;
Ilo ywmomua- userid_p3p none;
HUIO
Konrekcr http, server, location

Sasaer 3HaYeHMe /11 1015 3arosioBka "P3P" ) koropoe bymer BeimaBaThest BMecTe ¢ cookie. Ecin 3a1am0
CIleruaJibHOe 3HaYeHNe none, To B orBeTe He Oyzer 3arojoska "P3P".

userid_path
Cunrakcuc userid_path nymo;
Ilo ywmomua- userid_path /;
HUIO
Konrekcr http, server, location

Sa,ZLaBT IyTh, JAJigd KOTOPOI'0 yCTaHABJINBACTCA cookie.

userid service

Cunrakcuc userid_service HoMmep;

Ilo ymomua- userid_service <IP-azmpec cepBepa>;
HUIO

Konrekct http, server, location

Ecin naentudukaTopsl BBLIAIOTCS HECKOJBKUMU cepBepaMu (CePBUCAMH), TO KAXKJIOMY CEPBUCY CJIEJLyeT
Ha3HAYUTH CBOIl COOCTBEHHBIII HOMEp, /I 0DeCIIeUeHNs] YHUKAJIHHOCTH BBIIABAEMbIX UJIEHTHMOUKATOPOB
kyueHToB. [lo ymosrqanuio jiyist cookie rmepBoit Bepcuu ucosib3yercs Hoib. st cookie BTOpOit Bepcuu
110 YMOJTYAHUIO MCIOJIB3YETC YUCJIO, COCTABJIIEHHOE U3 MOCEIHUX YeThIpex oKTeToB [P-ajipeca cepsepa.
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BcTpoeHHble nepemeHHble
$uid_got

Nwms cookie n mosrydeHHbI HACHTUPUKATOD KIUEHTA.

$uid_reset

Ecnm 3nagennem siBiisiercss Hermycrast CcTpoka He paBHas 0, TO KJIMEHTCKHE UIEHTU(DUKATOPHI IT€PEBbI-
npatorcst. CrieruaabHoe 3HaYeHre 1og JOMOJIHUTENBHO IPUBOIUT K BBIIAYe COOOIIEHUN O MEePEeBbIIAHHBIX
nnenTuduKaTopax B error _log.

$uid_set

WNwms cookie u BbImaHHDbIN HIeHTU(MUKATOD KIMEHTA.

uWSGI

TTozBonster mepemasars 3ampocst UuWSGI-ceprepy.

Mpumep koHpurypayun

location / {
include uwsgi_params;
uwsgi_pass localhost:9000;

OupekTusnbl

uwsgi_bind

Cunrakcuc uwsgi_bind adpec [transparent] | off;
IIo ywmomua- —

HUIO

Konrekcr http, server, location

Sagaer JiokaabHbIi [P-aapec ¢ HeobsA3aTEIbHBIM IIOPTOM, KOTOPBIN Gy/IeT UCIOJIb30BATHCS B UCXOISAIINX
COEJIMHEHUsIX C UWsgi-cepBepoM. B 3HavueHnu mapamerpa JIOIMYyCTHMO UCIOJIb30BaHue rnepeMeHHbix. Crre-
nuajgbHOe 3HadeHue off OTMeHsieT JIefiCTBUe yHACIEIOBAHHON C IPEBIIYINEero YPOBHS KOH(MUIYpAIUU
JIUPEKTUBDI uwSgi  bind, O3BOJIsISI CHCTEME CaMOCTOSITEILHO BBIOMpATh JoKaabHbIil IP-anpec u mopr.

ITapamerp transparent mo3BosisieT 3a7aTh HeJOKaJbHBIH [P-anpec, KOTOpBIil OyIeT UCIOIB30BATHCH B
UCXOJIANUX COEIMHEHUSIX C UWSEIi-cepBepoM, HarpuMep, peaibublil [P-anpec kiamenra:

[uwsgi_bind $remote_addr transparent;

st paboThl mmapaMerpa OOBIYHO Tpedyercs 3allyCTUTh pabodme Ipolecchl Angie ¢ NPUBUJIETUSIMH Cl-
nepnoavzosamens. B Linux aro mHe Tpebyercs, Tak KaK eCJU yKa3aH mapamerp transparent, To pabodue
npornieccsl Hacseayor capability CAP_NET RAW u3 ryiaBHOrO IIpOIiecca.
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@ Baxmno

Heobxomumo HacTpouTh TAOIUILy MapIIPyTU3AIMK siIPa JIJIs [IepexXBaTa CeTEBOro Tpaduka ¢ uwsgi-
cepsepa.

uwsgi _buffer_size

Cunrakcuc uwsgi_buffer_size paswmep;
Ilo ywmomua- uwsgi_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Sajgaer pasmep Oydepa, B KOTOPBIHl OyJeT YUTAThCs IE€pBasg YaCTh OTBETA, IMOJIyIaeMOro OT Uwsgi-
cepBepa. B 510i1 yacT oTBeTa 0OBIMHO HAXOAUTCS HEOOJIBINOI 3aro/loBOK oTBera. 110 ymMoruanuio pasmep
omHOrO Oydepa paBeH pasMepy crpaHuUIlbl namsaTu. B 3apucumoctu ot miardopmbr 310 mwim 4K, wmm 8K,
OHAKO €r0 MOYKHO CJIeJIaTh MEHBITIE.

uwsgi_ buffering

Cunrakcuc uwsgi_buffering pasmep;

Ilo ywmomua- uwsgi_buffering on;

HUIO

Konrekcr http, server, location

on Angie mpuHIMaeT OTBET uwsgi-cepBepa Kak MOYKHO ObICTpee, COXpaHsist ero B Oy-

depsol, 3amanable AUpeKTUBaAMU uwsgi  buffer size m wwsgi  buffers. Ecau orBer
HE BMEIAETCs IEIMKOM B IIAMATH, TO €r0 9aCTh MOXKET ObITH 3aIllMCAHA HA, JUCK
BO apementoili patia. 3anuch BO BpeMeHHbIe (bailIbl KOHTPOJIUPYETCs JUPEKTH-
BaMM uwsgi max_temp file size mw uwsgi temp file write size.

off OTBeT CHHXPOHHO MEpe/IaeTcsl KIHEHTY Cpa3y Ke [0 Mepe €ro IIOCTYILIEHUS.
Angie He mbITaETCS CIMTATH BECh OTBET UWsgi-cepBepa. MakcuMalbHBIA pazMep
JIAHHBIX, KOTOPBIH Angie MOYKeT IPUHATH OT CepBepa 3a OJIUH Pa3, 33/1aeTCsl JIU-
pekTuBoit uwsgi_ buffer size.

Bydepusaius MoxkeT OBITH TaK»Ke BKJIFOUEHa WJIM BBIKJIIOUEHA IIyTeM Ilepejadu 3HadeHus: "yes" mim
"no" B mose "X-Accel-Buffering" 3arosoBka orsera. 9Ty BO3MOKHOCTH MOXKHO 3aIPETHTH C ITOMOIIHIO
JUPEKTUBBI uwsgi_ignore_headers.

uwsgi _buffers

Cunrakcuc uwsgi_buffers wucro pasmep;
Ilo ywmomua- uwsgi_buffers 8 4k | 8k;
HHUIO

Konrekcr http, server, location

SajaeT ancio u pazmep 0ydepoB JJist OIHOTO COeIMHEHNST, B KOTOPBIE OyJIeT 9NTAThCS OTBET, HOJIy IaeMblii
OT uwsgi-cepBepa.

3.3. BcrtpoeHHble moaynu 291



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

Ilo ymosrqanuio pasmep oaHOro Oydepa paBeH pasMepy CTpaHUIbl. B 3aBucuMmocTu oT ma1aTdOpPMBI 3TO
nn 4K, nmm 8K.

uwsgi _busy buffers_size

Cunrakcuc uwsgi_busy_buffers_size pasmep;
ITo ymonua- uwsgi_busy_buffers_size 8k | 16k;
HUIO

Konrekcr http, server, location

IIpu BRJIOUEHHOH Oydepusanuy, OTBETOB UWSZ-cepBepa AUPEKTHUBa OrPAHUYUBAET CyMMAPHBINA pa3Mep
0ydepoB, KOTOPble MOI'YT ObITH 3aHSITHI JJjIsl OTIPABKM OTBETA KJIUEHTY, [T0Ka OTBET eIlle He HPOYNTaH
nesimkom. OcraBiiuecs: 6ydepbl TeM BpeMeHEeM MOI'YT HCIIOJIb30BAThCS JJIsl YT€HUsI OTBETa U, IPU Heob-
xoauMocTH, Oydepuzanuyu 9acTu 0TBETa BO BPEMEHHBIN (haiisr.

IIo ymom4aHMIO pasMep OrpaHMYeH BEJIMYUHON JByX OydepoB, 3aJaHHBIX JUPEKTHBAME
uwsgi_buffer size m uwsgi_ buffers.

uwsgi_cache

Cunrakcuc uwsgi_cache sona | off;
Ilo ymomga- uwsgi_cache off;

HUIO

Konrekcr http, server, location

3asaer 30HY pa3/essseMoil MaMsATH, UCIOIb3yeMOil i KammpoBanus. OmHa u Ta 2Ke 30HA MOXKET UC-
[IOJTb30BATHCS B HECKOJIBKIAX MeCTaxX. B 3HavYeHnn mapamMeTpa MOXKHO HCIOJIb30BATDH IIEPEMEHHBIE.

off 3alpeniaer K3MIMPOBaHUE, YHACIEIOBAHHOE C IIPEJIBIIYINEro YPOBHsT KOH(MUrypa-
UH.

uwsgi cache background update

Cunrakcuc uwsgi_cache_background_update on | off;
Ilo ywmomua- uwsgi_cache_background_update off;
HHIO

Konrekcr http, server, location

TIozBossteT 3amycTuTh (DOHOBBIH HO3AIPOC J1JIsi OOHOBJIEHIS IPOCPOYEHHOIO SJIEMEHTA KIIIIa, B TO BPEMS
KaK KJIMEHTY BO3BPAIllaeTCsl yCTaPEeBIINiT KIIIUPOBAHHbBII OTBET.

A Buumanue

Wcnonb3oBanme ycTapeBIIero KIIMMPOBAHHONO OTBETa, B MOMEHT €r0 OOHOBJIEHUST JTOJKHO OBITH Pa3-
peuLero.
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uwsgi_cache bypass

Cunrakcuc uwsgi_cache_bypass ...
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

3ajsaer ycJioBUs, TIPU KOTOPBIX OTBET He Oymer Oparbcst m3 Kamra. e 3HaveHne xXorsi ObI OJHOTO U3
CTPOKOBBIX MapamMeTpoB Hemycroe u He pasuo "0", To oTBeT He GepeTcs U3 KaIma:

uwsgi_cache_bypass $cookie_nocache $arg nocache$arg_comment;
uwsgi_cache_bypass $http_pragma $http_authorization;

MO2KHO HCIOJIB30BATh COBMECTHO C JUPEKTHBON wwsgi no_ cache.

uwsgi_cache key

CunTakcuc uwsgi_cache_key cmpoxa;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sajiaer KIIIOY JIJTsi KIMTUPOBAHUS, HAIIPUMED,

{uwsgi_cache_key localhost:9000$request_uri;

uwsgi _cache lock

Cunrakcuc uwsgi_cache_lock on | off;
Ilo ymomga- uwsgi_cache_lock off;
HHIIO

Konrekcr http, server, location

Ecan BKIIIOYEHO, OTHOBPEMEHHO TOJBKO OHOMY 3aIlpocy OyZeT MO3BOJIEHO 3allOJHUTL HOBBIA 3JIe-
MEHT K3IIa, UAEHTUDUIUPYEMBIN COIVIACHO JUPEKTUBE uwsgi cache key, mepeaaB 3ampoc Ha Uwsgi-
cepsep. OcrasibHBIE 3aIIPOCHl ITOrO KE IJIEMEHTa OyJayT JimbO OXKWUIATH IOSBJIEHUS OTBETA B K3-
me, Jgub0 O0CBOOOXKJEHUsT OJIOKUPOBKM ITOIO IJIEMEHTA, B TEUEHNE BPEMEHH, 33/ IaHHOIO JIMPEKTUBOM
uwsgi_ cache_lock_ timeout.

uwsgi _cache lock _age

CunTakcuc uwsgi_cache_lock_age spems;
Ilo ywmomua- uwsgi_cache_lock_age 5s;
HUIO

Konrekcr http, server, location

Ecan nmocnmennuit 3ampoc, nepelaHHBIl Ha UWSZi-cepBep JIJIsl 3aIllOJTHEHUsI HOBOT'O 3JIEMEHTa KIIMa, He
3aBEPINUIICS 33 YKA3aHHOE BPeMsl, Ha UWSgZi-CepBep MOXKeT OBbITh MEepeaH eIe OJUH 3aIpoc.
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uwsgi_cache lock timeout

Cunrakcuc uwsgi_cache_lock_timeout spems;
Ilo ywmomua- uwsgi_cache_lock_timeout 5s;
HHIO

Konrekcr http, server, location

Samaer TaiimayT muist uwsgi  cache lock. o mcredennn yka3zaHHOTO BpeMEHHU 3ampoc OyIeT mepeian Ha
uwsgi-cepBep, 0JTHAKO OTBET He Oy/IeT KINTUPOBaH.

uwsgi cache max range offset

Cunrakcuc uwsgi_cache_max_range_offset wuc.o;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

3ajaer cMenenue B GaliTax Jijig 3aIPOCOB € yKa3aHUEM JHMalla3oHa 3anpammuBaeMbix Oaiir (byte-range
requests). Eciin quana3zon HaxoguTes 3a yKA3aHHBIM CMEIIEHUEM, range-3aipoc Oyer nepejial Ha Uwsgi-
cepBep U OTBET He Oy/eT KIITUPOBAH.

uwsgi_cache methods

CunTakcuc uwsgi_cache_methods GET | HEAD | POST ...;
Ilo ywmomua- uwsgi_cache_methods GET HEAD;

HHIO

Konrekcr http, server, location

Ecmu merton 3ampoca kimeHTa yKa3aH B 9TOH AUpeKTHBE, TO oTBeT Oymer Kamupoan. Meromsr "GET"
u "HEAD" Bcernma n06aBsioTcs B CIUCOK, HO TEM HE MEHEEe PEKOMEHJYETCs TePeIUC/siTh uX saBHO. CM.
TaK¥XKe JUPEKTUBY uwsgi no_ cache.

uwsgi cache min uses

Cunrakcuc uwsgi_cache_min_uses wuc.ao;
Ilo ywmomua- uwsgi_cache_min_uses 1;
HUIO

Konrekcr http, server, location

3ajiaeT 9uciIo 3a1pocoB, OC/Ie KOTOPOro OTBET OYIeT KIIUPOBAH.
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uwsgi_cache path

Cunrakcuc uwsgi_cache_path nymo [levels=yposnu| [use_temp_path=on | off]
keys_zone=umsa:pasmep [inactive=epems| [max_size=pasmep| [min_free=pasmep]
[manager_files=wucao| [manager_sleep=epems| [manager_threshold=epems]

[Loader_files=wucao] [Loader_sleep=6pems| [Loader_threshold=spemal;
Ilo ymomua- —
HUIO
Konrekcr http

SajaeT mMyTh U JIpyrue napamerpsl Karmra. Jlanabie kamia xpanarcea B daitax. Vmenem daitra B KaIIe
sBJisieTcs pedyabrar dyuknun MD5 oT kaoua kowuposarus.

ITapameTp levels 3a/1aeT YPOBHU UEPAPXUN K3ITa: MOXKHO 3aJaTh OT 1 710 3 ypoBHell, HA KaXKJIO0M YPOBHE
JIOTyCKAIOTCsl 3HadeHns 1 mim 2.

Hanpumep, npu ucrosgp3oBanuu

[uwsgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

nMmeHa GaityioB B KI1IIe OYIyT TaKOro BUIA:

[/data/angie/cache/C/29/b7f54b2df7773722d382f4809d65029c

Kosmmpyembiit orBeT cHadasia 3anChIBAETCS BO BPEMEHHBIH (ailil, a moToM 3TOT (ailyl mepenMeHOBbIBa-
ercst. Bpemennbie (aityibl 1 K31 MOTYT PACIOJIaraThbCst Ha pas3HbIX (paitiioBbix cucremax. OqHAKO HYZKHO
VYUTBIBATH, UYTO B 9TOM CJIydae BMECTO JIEIIEBOI OllepaIiuy epenMeHOBBIBAHUS B IIpeJiesiax ojiHoi daii-
JIOBO# cucTeMbl (ailjl Konmpyercsi ¢ OHOHN aityioBoil cucrembl Ha Apyryto. [losroMy sydire, ecim K31
OyZeT HAXOMUTHCS Ha TOU Ke (ailJIoBOl cHCTeMe, 9TO U KATAJIOr C BPEMEHHbIMU (hailjiaMu.

Kakoit n3 karajoros OyJleT HCIOJIB30BATBHCH JJIsi BPEMEHHBIX ailIoB, OlpejessieTcsl IIapaMeTpPOM
use_temp_path.

on Eciu mapamerp He 3a1an mim ycraHOBJEH B 3HadeHne "on", OymeT nCmoabp30BaTh-
CsI KATaJIor, 3a/IaBAeMbIil TUPEKTUBON uwsgi temp path mmas mamuoro location
off BpeMeHHbIe (alyIbl OYIyT PacIoIaraTbCsi HEOCPEICTBEHHO B KATAJIOTe KIIIIa,

Kpome Toro, Bce akTuBHBIE KII0YN U HWHMOPMAIU O JAHHBIX XPAHATCA B 30HE PA3IEISIEMON HaMATH,
UM U padMep KOTOPOU 3aJIaf0TCs apaMeTpoM keys_zone. 30HBI pa3MepoM B 1 MerabailT J0CTaATOYHO
JJIsl XpaHEHUs OKOJIO 8 THICAY KJIIOUeld.

Ecan x qanabiM Ka1ma He oOpaliaioTcst B TeIeHNe BpeMeHH, 3aJJaHHOr0 IapaMeTpoM inactive, To JaHHbBIE
YIAJISTIOTCS, HE3aBUCUMO OT MX CBEYKECTH.

Ilo ymomuanuio inactive pasen 10 MunyTaMm.

CrernuaJ/ibHbIN MIPOIECC MEHEIKepa KA CJIeIUT 33 MAKCHMAJbHBIM PAa3MEpPOM K3IIa, a TaKXKe 33
MWHUMAJIBHBIM 00bEMOM CBOOOIHOIO MecTa Ha (DailyIoBO#l cucTeMe ¢ KJIIeM, U yaJjseT HauMeHee BOC-
TpebOBaHHBIE JAHHBIE MPU IMPEBBINIEHNH MaKCHMAaJbHOIO pa3Mepa K3Ia WX HeJOCTATOIHOM O0beMe
CBOOOIHOTO MecCTa. YIajeHne JAHHBIX MPOUCXOIUT UTEPAIASIMU.
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max_size MaKCHUMaJIbHOE IIOPOTOBOE 3HAYCHUE pa3Mepa KIIIIa

min_free MWHMMAJIBHOE TIOPOTOBOE 3HAaYeHUEe 00'beMa CBOOOIHOrO MecTa Ha (hailJIoBOii Cu-
cTeMe C K3IIeM

manager_files MAaKCHUMaJIbHOE KOJIMYECTBO yJIAJAEMBbIX JIEMEHTOB K3IIIa 3a OJHY UTepPaIuio

Ilo ymomaanuio: 100

manager_threshol orpaHuyYrBaeT BpeMs PabOOTHI OJHON UTEpPAIIN
IIo ymomuanmro: 200 MIJIHCEKYHT,

manager_sleep BpeMd, B Te4eHHEe KOTOPOT'O BBIACPXKUBAECTCH I1ay3a MezKy UTepanusaMu
Ilo ymomuannro: 50 MIILIHCEKYHT

Yepes munyTy mocie crapra Angie akTUBHPYETCs CIEIUAILHBIN TTPOIECC 3arpy3YnKa K3II1a, KOTOPIi
3arpyzkaerT B 30HY K3IIa HMHMOPMAIUIO O paHee K3IIUPOBAHHBIX JAHHBIX, XPAHANNXCA HA (ailioBoit
cucreme. 3arpy3Ka TakKe TPOUCXOJUT UTEPAIUSIMHU.

loader_files MaKCHUMAaJIbHOE KOJIUYIECTBO IJIEMEHTOB K3IIa K 3arpy3Ke B OAHY UTEPaIHiO
ITo ymomaannro: 100

loader_threshold orpanmduBaeT BpeMsi pabOTHI OHOI UTepaInn
IIo ymomuanmro: 200 MUIIMCEKYHT,

loader_sleep BpeMsl, B T€YCHHE KOTOPOI'O BBIACPXKUBACTCA [1ay3a MEXKJy UTepalluadMu
IIo ymomgannro: 50 MuyIHCEKYHT,

uwsgi cache revalidate

Cunrakcuc uwsgi_cache_revalidate on | off;
Ilo ymomga- uwsgi_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemaer peBaJnIannio IPOCPOYEHHBIX 3JIEMEHTOB KIIIa IIPK IOMOIIN YCAOBHBIX 3aIPOCOB C ITOJIIMA
3arososka "If-Modified-Since" n "If-None-Match".

uwsgi cache use stale

Cunrakcuc uwsgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

ITo ymonva- uwsgi_cache_use_stale off;

HHUIO

Konrekcr http, server, location

OrmpefiesisieT, B KaKUX CJIydasix MOXKHO HCIIOJIH30BATH YCTAPEBIINN KIMUPOBAHHLIN oTBeT. Ilapamerpsr
JUPEKTHUBBL COBIAAIOT C ITIapaMeTpaMy JUPEKTUBBL uwsgi nexrt upstream.

error TTozBosISIET MCIOIB30BATH YCTAPEBIIUIT KIMMMPOBAHHBIA OTBET IMIPU HEBO3MOXKHO-
CTH BBIOOpa UWSgi-cepBepa st 00pabOTKH 3ampoca.
updating JlomoTHUTEIHHBIN TTapaMeTp, Pa3perraeT UCIOoIb30BATh YCTAPEBITUI KIIITHPOBAH-

HBII OTBET, €CJI1 Ha ,ZLaHHI)II‘;I MOMEHT OH Yy2Ke 00HOBJISIETCA. DTO IMO3BOJISIeT MUHU-
MU3UPOBATH YHUCJIO O6paHleHI/II71 K uwsgi-cepBepaM opu OOHOBJICHUU K3IMINUPOBAaH-
HBIX JAaHHDBIX.
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Vcnonp30oBanne ycrapeBIero K3INPOBAHHOIO OTBETa MOXKET TaKKe OBITh Pa3peNIeHO HENOCPEICTBEHHO
B 3aroJIOBKe OTBETa Ha OIpeJIeJIEHHOE KOJIMYECTBO CEKYHJI ITOCJIe TOTO, KaK OTBET yCTapel:

e Pacmupenne stale-while-revalidate mosns 3arososka "Cache-Control" paspemaer uco/b3oBaTh
YCTAPEBINN KIIMMUPOBAHHDINA OTBET, €CJIN Ha JAHHBI MOMEHT OH y2Ke OOHOBJISETCS.

e Pacmupenue stale-if-error mosst 3arosoeka "Cache-Control" pasperraer ucioJib30BaTh ycTapeBIIni
K3IIMPOBAHHBIN OTBET B CJIydYae ONIMOKH.

© IIpumeuannue

Taxkoit crtocod MeHee TPUOPUTETEH, YeM 33IaHIe TaPAMETPOB JIUPEKTUBBI.

Yr0o0BI MUHIMHU3UPOBATH IHCIO O0PAIEHNI K Uwsgi-cepBepaM IIPHU 3aI0IHEHIH HOBOT'O 9JIEMEHTa KIIIA,
MOXKHO BOCITOJIb30BAThCA JUPEKTUBON uwsgi cache lock.

uwsgi _cache valid

Cunrakcuc uwsgi_cache_valid [x0d ...| epema;
Ilo ywmomua- —

HHIO

Konrexct http, server, location

SajaeT BpeMsi KIITUPOBAHUs JIJIsT PA3HBIX KOJOB oTBeTa. Hampumep, IUpeKTUBLI

uwsgi_cache_valid 200 302 10m;
uwsgi_cache_valid 404 im;

3a7a10T BpeMs KymmupoBaHus 10 muHyT 171s1 oTBeToB ¢ KozmaMu 200 m 302 m 1 MUHYTY JUI OTBETOB C
KozoMm 404.

Ecnan ykazaHo TOIBKO BpeMs K3ITUPOBAHUS,

[uwsgi_cache_val id 5m;

TO K3MUpyIoTcs Toabko orseThl 200, 301 m 302.

Kpome Toro, MOKHO K3MMPOBATH JIIOOBIE OTBETHI C ITOMOIIBIO [TAPAMETPA any:

uwsgi_cache_valid 200 302 10m;
uwsgi_cache_valid 301 1h;
uwsgi_cache_valid any im;

(5 ) IIpumeuanue

ITapameTpsl K3ImupoBaHust MOIyT TaKKe ObITh 33J[aHbl HEIIOCPEICTBEHHO B 3ar0JIOBKe OTBeTa. TaKoii
c1rocob IPUOpPUTETHEE, YeM 3aJ[aHe BPEMEHU KAIUPOBAHUS C IIOMOIIBIO JIMPEKTUBHI.

e Tlosie 3aronoska "X-Accel-Expires" 3ajiaer Bpemsi KaIupoBaHusl OTBeTa B CeKyHaX. JHadeHue ()
3alperaer KIMupoBaTh oTBeT. Ecin 3HaveHne HaunHaeTcs ¢ npedukca @, oHO 3a/1aeT abCOTIOTHOE
BpeMsl B CEKYHJIAX C HAYaJa 3MOXH, JJO KOTOPOIO OTBET MOXKET OBbITh KIIIHPOBAH.

e Ecin B 3arosioske Het mosis "X-Accel-Expires", mapamMerpbl K3MUPOBAHNS OIPEIEIISIOTC 110 TOJISAM
zarosioBka "Expires" nmn "Cache-Control".

e OtBer, B 3arojioBke KoToporo ectb noJjie "Set-Cookie", He Gyer KIMMUPOBATHCS.
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e OrBer, B 3arojI0BKe KOTOPOro ecTh noje "Vary" co cnenuanbubeiM 3HadenueM "*", me Oymer Kamu-

poBaTbest. OTBeT, B 3ar0JI0BKE KOTOPOro ecTh mojie "Vary" ¢ apyrum sHadeHuem, 6yaeT KIIMpoBaH
C Y9eTOM COOTBETCTBYIOIINX IOJIEN 3ar0JIOBKa 3aIpOCa.

O6paboTka OIHOTO MK HOJIee U3 ITHUX TOJIEH 3ar0JIOBKA MOXKET OBITh OTKJIIOYEHA IIPU TOMOIIH JUPEK THBBI
uwsgi_tgnore_headers.

uwsgi _connect _timeout

Cunrakcuc uwsgi_connect_timeout spems;
Ilo ywmomya- uwsgi_connect_timeout 60s;
HUIO

Konrekcr http, server, location

3asaer TaiiMayT st yCTAHOBJICHUS COeIUMHEHNs ¢ Uwsgi-cepsepom. HeoOxonumo nMers B BULY, 9TO 3TOT
TaiiMayT OOBITHO HE MOXKET IPEBLIMIATE 1D CEKYHI.

uwsgi__connection _drop

Cunraxcuc uwsgi_connection_drop épems | on | off;
Ilo ymomva- uwsgi_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpaunBaer 3aBepiiieHne Bcex COeqUMHEHMIT ¢ IPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLT yJIaJIeH U3 IPYIIIbI
WK TIOMEYEeH KaK IMOCTOsIHHO HEeJIOCTYIHBIN B pe3ysbTrare mporecca reresolve man xomandv. A PI DELETE.

CoeiuHeHne 3aBEPIIAETCsI, KOTIa 00pabaThIBAETCs CJIeIyoNiee COObITHE YTEHUs UJIU 3aIlUCH JIJIs KJINEHTa,
WU TIPOKCUPYEMOTO CepBepa.

VcraHOBKA 8pemeny BKIIIOYAET TafiMayT JI0 3aBEpIIEeHNs COEIMHEHNUsI; TP BHIOOPE 3HAYUEHUS ON COEIIU-
HEHUsI 3aBEPIIAIOTCST HEMEJJIEHHO.

uwsgi force ranges

CunTakcuc uwsgi_force_ranges off;
Ilo ywmomua- uwsgi_force_ranges off;
HHIO

Konrekcr http, server, location

BriiouaeT momepKKy AUala3oHoB 3anpaimuBaeMbix OaiirT (byte-range) [yt KIIIMPOBAHHBIX U HEKSIIIH-
POBAHHBIX OTBETOB UWSEi-cepBepa BHE 3aBUCHUMOCTH OT HaJmuus nojst "Accept-Ranges" B 3arosioBkax
9TUX OTBETOB.
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uwsgi hide header

Cunrakcuc uwsgi_hide_header nouze;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

TTo ymomuanuio Angie e nepeaer kianenty mosist 3arosioska "Date", "Server", "X-Pad" u "X-Accel-..."

n3 orBeTa Uwsgi-cepsepa. Jlupektuna uwsgi hide header 3aaer JONOJHUTEIBHBIE 1I0JIsI, KOTOPbIE HeE

OyyT nepesiaBaThbest. Ecin ke mepeiady moJieil HyKHO pa3perinTh, MOXKHO BOCIIOJIb30BATHCS JIMPEKTUBOM
)

uwsgi_ pass_header.

uwsgi _ignore client _abort

Cunrakcuc uwsgi_ignore_client_abort on | off;
Ilo ymomga- uwsgi_ignore_client_abort off;
HHIO

Konrekcr http, server, location

OrpeiesisieT, 3aKpbIBATDH JIU COEJIMHEHNE C UWSEI-CEPBEPOM B CJIydae, eCJIi KJIUEHT 3aKPbLI COeINHEHNE,
He JI0K/IaBIINACh OTBETA.

uwsgi _ignore headers

Cunrakcuc uwsgi_ignore_headers nose ...;
Ilo ymomua- —

HHUIO

Konrekcr http, server, location

SamperaeT 06pabOTKy HEKOTOPBIX IOJIell 3aroJIOBKa M3 OTBeTa uwsgi-cepBepa. B mupekTnBe MOXKHO
ykazathb moJist "X-Accel-Redirect", "X-Accel-Expires", "X-Accel-Limit-Rate", "X-Accel-Buffering", "X-
Accel-Charset", "Expires", "Cache-Control", "Set-Cookie" u "Vary".

Ecnu we 3allpeIreHo, o6pa60TKa 9TUX MOJIEH 3aroJIOBKa 3aKJ/JII0YaeTcCs B CJIEIYIOIIIEM

e "X-Accel-Expires", "Expires", "Cache-Control", "Set-Cookie" u "Vary" zamator napamempui xo-
WAUPOBAHUSA OTBETA,;

o "X-Accel-Redirect" npoussomur snympertee nepenanpasaerue Ha ykasanubiii URI,
o "X-Accel-Limit-Rate" 3amaer ozpanuvenue ckopocmu mepenadn oTBeTa KJIMEHTY;
e "X-Accel-Buffering" Briiouaer win BeIKIIO9aeT Oydepusaiuio OTBETa;

e "X-Accel-Charset" 3amaer kejaemyto k00duposk)y OTBETA.
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uwsgi_intercept errors

Cunrakcuc uwsgi_intercept_errors on | off;
IlIo ymonmua- uwsgi_intercept_errors off;
HUIO

Konrekcr http, server, location

OrpeiesisieT, epeIaBaTh JiM KJIMEHTY OTBETHI uwsgi-cepsepa ¢ KojioM 6odibire 6o paBabiM 300, win ke
[IepexXBaThIBATH UX U IEPEHAIPABIIATH HA 00paboTKy Angie ¢ MOMOIIBIO JUPEKTUBLL €101 Page.

uwsgi_limit_rate

Cunrakcuc uwsgi_limit_rate cxopocmu;
Ilo ywmomua- uwsgi_limit_rate O;

HUTO

Konrekcr http, server, location

Orpanu4uBaeT CKOPOCTb YTEHHs OTBeTa OT uwsgi-cepBepa. Ckopocmo 3asaercs B OallTax B CEKyHJLY;
MOXKHO HCIIOJIb30BATH IIEPEMEHHBIE.

0 OTKJIIOYaeT OrPDAHUYEHNE CKOPOCTH

O IIpumeuannue

Orpanndenre yCTaHABINBAETCS HA 3AIIPOC, TOITOMY, ecyin Angie 0JTHOBPEMEHHO OTKPOET JIBa COeJIHE-
HUSI K UWSEI-CepBepy, CyMMapHasl CKOPOCTh OyJIeT BIBOE BBIIIIE 33 aHHOTO orpannyerus. OrpaHndeHme
paboTaeT TOJBKO B CJIydae, eCcjiu BKJOUYEHA Oydhepudaius OTBETOB UWSEZi-CEpBEPA.

uwsgi max temp file size

Cunrakcuc uwsgi_max_temp_file_size pasmep;
IIo ywmomua- uwsgi_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecau Brmouena oygepusayus 0OTBETOB UWSgi-cepBepa, U OTBET He BMEIAETCS IEIUKOM B Oydepnl, 3a-
JIaHHBIE IUPEKTUBAMU uwsgi_ buffer size m uwsgi_ buffers, vacrs oTBeTa MOXKET OBITH 3allliCaHa BO Bpe-
MeHHBIN dailjl. DTa JIUpeKTHBa 3aJaeT MaKCUMaJbHBIA pa3Mep BpeMeHHOro daitia. Pasmep maHHBIX,
cOpacbIBaeMbIX BO BpeMEHHBIN (hail 3a OJMH pa3, 3a/1aeTcsd IUPEKTUBOM uwsgi temp file write  size.

0 OTKJTIOYAET BO3MOXKHOCTDH Oy(hepu3aIuu OTBETOB BO BpeMeHHbIEe (halIbI

O IIpumeuannue

JlaHHOE OrpaHWYeHre He PACIIPOCTPAHSETCS HA OTBEThI, KOTOPBIE OYIyT KW UPOGaHs, WX COXPAHEHBI
na Jucke.

3.3. BcTpoeHHble mopynu 300



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

uwsgi _modifierl

Cunrakcuc uwsgi_modifierl wucno;
Ilo ywmomuya- uwsgi_modifierl O;
HUIO

Konrekcr http, server, location

Samaer 3nadenue noss modifier]l B 3arosoBke naxkera uwsgi.

uwsgi_modifier2

CunTakcuc uwsgi_modifier2 wuc.o;
Ilo ywmomua- uwsgi_modifier2 0;
HUIO

Konrekcr http, server, location

3anaer 3nadenue noss modifier2 B 3arosoBke maxkera uwsgi.

uwsgi next upstream

Cunraxcuc uwsgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;

Ilo ywmomua- uwsgi_next_upstream error timeout;

HHUIO

Konrekcr http, server, location

OnpeneﬂﬂeT, B KaKHUX CJIy4dadX 3alIpoC 6yﬂeT nepegaH CjlIeAylleMy B I'pYIIne 11/])8257’6(1/771/ cepBepy:

error MIPOM30IILIA OMMOKA COEINHEHUSI C CEPBEPOM, TIEPEIadn €My 3aIPOCa MJIN ITEHUS
3aroJIOBKa OTBETa CEPBEPA;
timeout IIPON30IIIesT TafiMayT BO BpeMs COeJIMHEHHSI C CEPBEPOM, IIEPEeJIadl eMy 3aIpoca

WA YTeHUsI 3aroJIOBKa OTBeTa cepBepa;
invalid_header cepBep BEpHYJI IIyCTOW MM HEBEPHBII OTBET;

http_500 cepBep BepHYyJI OTBET ¢ KogoM 500;
http_503 cepBep BEPHYJ OTBET ¢ KomoM H503;
http_403 cepBep BepHYJI 0TBeT ¢ KogoM 403;
http_404 cepBep BEPHYJ OTBET ¢ KojoMm 404;
http_429 cepBep BEPHYJ OTBET ¢ KojoM 429;

non_idempotent 00bI4HO 3a1pochl ¢ nengeMuorenTibiM Merogom (POST, LOCK, PATCH) ue ue-
pPeIaroTCs Ha IPYTOii CepBep, €C/IM 3alpPOC CEPBEPY IPYIIBI yKe ObLI OTIIPABJIEH;
BKJIIOUEHHE TIAPAMETPa SIBHO Pa3PEINAeT MOBTOPSITH MOJ0OHBIE 3AITPOCHI;

off 3alpeInaeTr mepeiaty 3alpoca CJIeLyIONEeMY cepBepy.

O IIpumeuanne

Heobxommo mornMaTh, 9TO Iepeiata 3a1poca CIe/IyoIeMy cepBepy BO3MOXKHA TOJIBKO IIPU YCJIOBUH,
9TO KJIMEHTY eIlle HUIEero He Mepe1aBaiochk. 1o ecTh, ecjii OmuOKa Wl TaiiMayT BO3HUKJIN B CEPEIIHE
rnepejlady OTBeTa KJIUEHTY, TO JeHCTBUE IUPEKTUBBI Ha TAKOIl 3aIIpOC HE PACHPOCTPAHAETCA.
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JupekTrBa TaKkKe OIPENeIsAeT, YTO CUUTAETCH Heydaunolt nonvmkot paboThl C CEPBEPOM.

error BCerJa CHATAIOTCA HEYJAIHBIMHU IOIBITKAMH, JAXKE €CJIM OHU He YKA3aHbl B JU-
timeout PEeKTuBe

invalid_header

http_500 CYUTAIOTCA HEYIQYHBIMU MOIIBITKAMU, TOJIBKO €CJIM OHU YKa3aHbl B JIMPEKTUBE
http_503

http_429

http_403 HUKOTJIa HE CUUTAIOTCH HEYJAYHBIMHA ITONBITKAMMI

http_404

Ilepenmada 3ampoca ciaeayomeMy cepBepy MOXKET OBITh OFPAHUYEHA 10 KOAUYECTNEY NONLIMOK U IO 8Pe-
MEHU.

uwsgi next upstream _timeout

Cunrakcuc uwsgi_next_upstream_timeout epemas;
Ilo ywmomua- uwsgi_next_upstream_timeout 0;
HHIO

Konrekcr http, server, location

OrpanngmBaer BpeMs, B TeYeHHE KOTOPOIO BO3MOXKHA ME€PeIada 3arpoca caedyiouLemy cepBepy.

0 OTKJIIOYAET 3TO OFPAHUYEHUE

uwsgi_next upstream _tries

Cunrakcuc uwsgi_next_upstream_tries wuc.o;
Ilo ywmomua- uwsgi_next_upstream_tries O;
HHIO

Konrekcr http, server, location

OrpaHnYmBaeT 9mUCJIO OIMYCTUMbBIX HOMBITOK IS IEPEIAYN 3aIPOCca CACIYIOUEMY CEPBEDPY.

0 OTKJIIOYAET 9TO OrpaHUYCHUE

uwsgi_no_ cache

Cunrakcuc uwsgi_no_cache cmpoxa ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaeT ycjIoBuUs, IPU KOTOPBIX OTBET HE OYJIET COXPAHATHCS B KIII. Kciu 3HadeHne XoTs Obl OJHOIO U3
CTPOKOBBIX MMapamMeTpoB Hemycroe u He pasuo "0", To oTBer He Oy/IeT COXpaHEeH:
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uwsgi_no_cache $cookie_nocache $arg_nocache$arg_comment;
uwsgi_no_cache $http_pragma $http_authorization;

MozxHO BCIIOIBE30BaTE COBMECTHO C IUPEKTUBON uwsgi cache  bypass.

uwsgi pass

Cunrakcuc uwsgi_pass [npomoxon://| adpec;
Ilo ymomua- —

HUIO

Konrekcr location, if B location

3ajiaeT TPOTOKOJ U aJpec uwsgi-cepsepa. B KadecTBe IPOTOKOJIA MOXKHO yKas3aThb UWSgi min suwsgi
(secured uwsgi, uwsgi gepes SSL). Aspec MoxkeT ObITH yKa3aH B BHJE JJOMEHHOro mMenu uian [P-ajpeca,
1 1opTa;

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

win B Bujie mytu UNIX-cokera, KOTOPBINT YKAa3bIBAETCS [TOCJIE CJA0BA UNiX U 3aKJII0YAETCS B ABOETOUHUS:

[uwsgi_pass unix:/tmp/uwsgi.socket; }

Ecimm nomenHOMYy MMeEHH COOTBETCTBYET HECKOJIBKO &JIPECOB, TO BCE OHM OYyT MCIIOJb30BATHCS II0 O4e-
)
peau (round-robin). Kpome Toro, B KauecrBe ajipeca MOXKHO YKa3aTh 2pYnny Cepeepos.

B 3Hauenun mapamerpa MOXKHO HCIIOJIb30BaTh IIEpEMEHHBbIE. B 9TOM cjydae, ecjin ajpec yKa3aH B BUIE
JIOMEHHOT'O UMEHU, UMl MINETCsl CPEU ONMCAHHBIX TPYIII CEPBEPOB U €CJIM He HANIEHO, TO OIpeIesseTCst
¢ TIOMOIIBIo resolver'a.

uwsgi _pass__header

CunaTakcuc uwsgi_pass_header nose ...
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Pazpemaer nepegasath oT uwsgi-cepsepa KIUEHTY 3anpeuerivie i nepedawu Mojs 3aroJoBKa.
4

uwsgi pass_request body

Cunrakcuc uwsgi_pass_request_body on | off;
Ilo ywmomua- uwsgi_pass_request_body on;
HHIO

Konrexct http, server, location

[To3BosisteT 3ampeTUTH MEPEIATy HCXOTHOTO Teja 3ampoca Ha uwsgi-cepBep. CM. TakKe IUPEKTHBY
uwsgi_ pass_request_headers.
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uwsgi_pass_request headers

Cunrakcuc uwsgi_pass_request_headers on | off;
Ilo ywmomua- uwsgi_pass_request_headers on;
HHIO

Konrekcr http, server, location

ITo3Bosisier 3anperuTh nepegady moJei 3aroJIOBKa NCXOJHOIO 3ampoca Ha uwsgi-cepep. CM. Takke Ju-
PEKTHUBY uwsgi_pass_request body.

uwsgi _read _timeout

Cunrakcuc uwsgi_read_timeout epems;
Ilo ywmomua- uwsgi_read_timeout 60s;
HUIO

Konrekcr http, server, location

Sasaer TaliMayT IpW YTEHHU OTBETA UWsgi-cepBepa. TaiiMayT ycTaHABINBAETCS HE HA BCIO MEPEIady
OTBETa, a TOJIHBKO MEXKIY ABYMS OIEePAIUsIMU YTeHUs. FCIu 0 MCTEeYEHUH 3TOr0 BPEMEHN Uwsgi-cepBep
HUYero He IIepe/jacT, CoeJUHEHNEe 3aKPbIBACTCH.

uwsgi _request buffering

Cunrakcuc uwsgi_request_buffering on | off;
Ilo ywmomua- uwsgi_request_buffering on;
HHIO

KonTekct http, server, location

Pa3pemaeT I 3allpeniaeT UCIIOJ/Ib30BaTh 6y(bep1/13a111/110 TeJla 3allpoCa KJINEHTA.

on TEJIO0 3aIIPOCa MOJHOCTBIO “Umaemcs OT KIJIMEHTa Iepel] OTIIPABKON 3aIlpoca Ha
uwsgi-cepsep.
off TeJIO 3aIPOCa OTIPABJISIETCH HA UWSEi-CEPBED Cpasy 2Ke 110 MePe ero IOCTYIIJIEHUS.

B srom ciaydae 3ampoc He MOKeT OBITh ITepeian caedyouemy cepsepy, ecim Angie
y2Ke HadaJl OTIPABKY TeJa 3aIpoca.

Ecin nns ornpasku Tesia uexonHoro 3anpoca ucnosbsyercs HTTP/1.1 u nepeijaua naHHBIX 9acTsaMu
(chunked transfer encoding), To Teso 3ampoca Gydepusyercs: He3aBUCUMO OT 3HAUEHUST TUPEKTUBHI.

uwsgi _send _timeout

Cunrakcuc uwsgi_send_timeout epems;
IIo ymon4ya- uwsgi_send_timeout 60s;
HUIO

Konrekcr http, server, location

SaAaeT TaﬁMayT IIpH Iiepejgavde 3alrpoca uwsgi-cepBepy. TaﬁMayT yCTaHaB/JINBaE€TCsl HE Ha BCIO II€peaavdy
3a1poca, a TOJIBKO MEXKAYy ABYMd oneparmdMu 3allncCu. Ecmiu o ucrevenun sroro BpeMeHun uwsgi—cepBep
HE IIPUMET HOBBIX JaHHBIX, COCIUMHECHUEC 3aKPbIBACTCA.
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uwsgi socket keepalive

Cunrakcuc uwsgi_socket_keepalive on | off;
Ilo ywmomua- uwsgi_socket_keepalive off;
HHIO

Konrekcr http, server, location

Kondurypupyer nosegenue "TCP keepalive" miist ucxomsimux coeiuHennit K uwsgi-cepeepy.

" Ilo ymomvaanuio Jist coKeTa JAeHCTBYIOT HACTPORKH OMEPAITHOHHONW CHCTEMBI.

on Jutst cokeTa BKJodaercs mapamerp SO KEEPALIVE

uwsgi _ssl _certificate

Cunrakcuc uwsgi_ssl_certificate ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer daitn ¢ ceprudukarom B dhopmare PEM s ayrenruduranmm wa suwsgi-cepBepe. B nmenn
daiisa MOXKHO UCIIOIH30BATH TIEPEMEHHBIE.

uwsgi _ssl _certificate cache

CunTakcuc uwsgi_ssl_certificate_cache off;
uwsgi_ssl_certificate_cache max=N [inactive=time] [valid=time];
Sumadenune 1o uwsgi_ssl_certificate_cache off;
YMOJTIaHUIO
Konrekcr http, server, location

Onpenessier Kot g xpanenusi SSL-cepmuduramos u cexpemmnvir kaovell, 3aJaHHbIX Iepe3 MePeMeH-
HbIE.

ﬂI/IpeKTI/IBa HNOJZIEP2KUBaECT CJaeJYyIoNue rnmapaMeTpbl:

® max — yCTaHAB/IMBAET MAKCHMAaJIbHOE KOJMYECTBO 3JIEMEHTOB B Kamie. 1Ipu mepenosnenuu xama
YAAJISIOTCST HanMeHee HeJlaBHO ucnob3oBanable (LRU) ameMeHTHI.

e inactive — ompeiessieT BpeMs, IIOCJe KOTOPOI'O JIEMEHT OyJeT yJaJieH, eCu K HeMy He ObLIO
obpamenuii. 3HaveHue 10 ymoadaHuio — 10 cexyH/I.

e valid — ompenensier BpeMsd, B T€YeHHE KOTOPOT'O JEMEHT KdIIIa CUUTAETCH NeHCTBUTEIbHBIM U
MOXKET HCIOJIB30BAaTbCsI MIOBTOPHO. 3HadeHue mo ymosaanuio — 60 cexkysap. [lo mcrewenunn sToro
BpeMeHH cepTUMUKATHI ePEe3arpyKAI0TCs UJIH IIPOXOIAT HOBTOPHYIO IIPOBEPKY.

e off — oTkKJIIO4aeT K>1II.

ITpumep:

uwsgi_ssl_certificate $uwsgi_ssl_server_name.crt;
uwsgi_ssl_certificate_key $uwsgi_ssl_server_name.key;
uwsgi_ssl_certificate_cache max=1000 inactive=20s valid=1m;
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uwsgi_ssl _certificate key

Cunrakcuc uwsgi_ssl_certificate_key ¢atin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Samaer daits ¢ cekpeTHbIM Kt0uoM B popmare PEM mys ayrenrudukanum Ha suwsgi-cepsepe.

Bwmecro aiiia MOXKHO yKazarh 3Hadenue "engine:ums:id", Koropoe 3arpyxkaer KiO4 ¢ YKa3aHHBIM id
n3 OpenSSL engine ¢ 3alaHHBIM UMEHEM.

B umenn (bafma MO2KHO HCIIOJIb30BaThb II€pEMEHHDBIE.

uwsgi ssl ciphers

Cunraxcuc uwsgi_ssl_ciphers wugpoi;
Ilo ymonua- uwsgi_ssl_ciphers DEFAULT;
HUIO

Konrekcr http, server, location

OnucbiBaeT paspelieHHble MIMPHI sl 3aIIpOCoB K suwsgi-cepsepy. Illudpsl 3amatorcs B popmare, moj-
Jnep:xkuBaemoM 6ubsmoreroii OpenSSL.

Crucok mudpos 3aBucut ot ycranosiennoit Bepcun OpenSSL. ITosHbI ciMcok MOXKHO MOCMOTPETH C
IOMOIIBIO KOMaHAbI openssl ciphers.

uwsgi ssl conf command

Cunrakcuc uwsgi_ssl_conf_command umsa 3nauerue;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3ajiaeT Mpon3BOJIbHBIE KOHMUTYparmonHable KoMan 16l OpenSSL mpu ycTaHOBIEHNN COeMHEHUsT C UWSEI
HTTPS-cepsepom.

@ Baxkno

JupekTuBa nogaepxuBaercs npu ucnosb3oBannun OpenSSL 1.0.2 u Borrme.
Ha ognom ypoBHe MOXKeT OBbITH yKa3aHO HECKOJBLKO JAUPEKTUB uwsgi ssl_conf command. JTupeKkTUBLI

HACJIELYIOTCs € IPEABIIYIIEro yPOBHsI KOH(MUIYpAIMY IPY yCIOBUU, YTO HA JAHHOM YDOBHE HE OILHCAHBI
CBOM JIMPEKTHUBBI uwsgi_ssl_conf command.

“* OcropoxxHo

Ciremyer yIuThIBaThH, 9TO U3MeHeHHe HacTpoek OpenSSL HAIPSMYIO MOYKET MPUBECTH K HEOYKUIAH-
HOMY TIOBEJIEHHUIO.
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uwsgi ssl crl

Cunrakcuc uwsgi_ssl_crl dgatin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Vkaspisaer daiii ¢ orossannbiMu cepruduxkaramu (CRL) B dopmare PEM, ucnosib3yemMbivu ipu npo-
sepre cepTUdUKaTa SUWSgi-cepBepa.

uwsgi ssl name

Cunrakcuc uwsgi_ssl_name ums;

Ilo ywmomuya- uwsgi_ssl_name “uMs xocTa U3 UWSgi_pass;
HUO

Konrekcr http, server, location

TlozBosisteT TepeonpeieiuTh UMsI CEPBEPA, MCIOJIb3yeMoe mpu nposepre ceprudurara uwsgi HTTPS-
cepBepa, a TakkKe i nepedauy e2o wepes SNI mpu yCTAHOBJEHUH COEIUHEHUs C SUWSZi-CepBEPOM.

ITo ymosraanuio ucmosib3dyercs nMst xocta n3 URL'a, 3ajaHHOTO JUPEKTUBON ©wsgi  pass.

uwsgi _ssl _password _file

Cunrakcuc uwsgi_ssl_password_file ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer aila ¢ TAPOIIMU OT CEKPEMMHLIT KAI04ell, TIe KaXKIbIi Mapo/ib yKa3aH Ha OTAE/IBHONU CTPOKE.
ITaposmn mpuMeHSIOTCs IO OYepe I B MOMEHT 3arpy3KH KJIIO4a.

uwsgi_ssl_protocols

Cunrakcuc uwsgi_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1]| [TLSv1.2] [TLSv1.3];
Ilo ywmomua- uwsgi_ssl_protocols TLSv1.2 TLSv1.3;

HUIO

Konrekcr http, server, location

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 m06aBJieH K HCIOIB3yEMbBIM [0 YMOJJIIAHUIO.

Paspermnaer ykazaHnnble IpOTOKOJIBI /ISl 3AIIPOCOB K SUWSEi-cepBepy.
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uwsgi ssl server name

Cunrakcuc uwsgi_ssl_server_name on | off;
Ilo ywmomuya- uwsgi_ssl_server_name off;
HUIO

Konrekcr http, server, location

Paspemaer nin 3anperaer nepemady UMeHH cepBepa, 3aaHHOTO IUPEKTUBON uwsgi ssl name, aepe3
pacummpenne Server Name Indication nporokosa TLS (SNI, RFC 6066) mpu ycraHOBIeHHU COEIUHEHMsI
C 3AIUIIEHHBIM UWSEi-CepBEPOM.

uwsgi ssl session reuse

Cunraxcuc uwsgi_ssl_session_reuse on | off;
Ilo ywmomua- uwsgi_ssl_session_reuse on;
HUIO

Konrekcr http, server, location

Jus JISIET, MCITOJIB30BATH JIM TIOBTOPH -CeCCUU TIPU T uwsgi-cepepoM. Ecyi B jtorax mo-
Ompeiesisiet, NCIoIb30Ba; oBTOpHO SSL-cecc abore ¢ suwsgi-cepsepom. Ec orax To
spiisiiorest omubku "SSLS GET FINISHED:digest check failed", 70 MOXHO mOTIPOGOBATH BBIKJIIOYUTD
ITOBTOPHOE WCITOJIb30BAHUE CECCHUI.

uwsgi _ssl _trusted certificate

Cunrakcuc uwsgi_ssl_trusted_certificate ¢atin;
Ilo ymomua- —

HHUIO

Konrekcr http, server, location

Samaer daiin ¢ mosepenubivu ceprudukaramu CA B dopmare PEM, ucnonbs3yembiMu pu nposepre
ceprucdukara uwsgi HTTPS-cepsepa.

uwsgi _ssl verify

Cunrakcuc uwsgi_ssl_verify on | off;
IlIo ymomua- uwsgi_ssl_verify off;
HUIO

Konrekcr http, server, location

Paspemaer nim 3amnperaer npoBepKy cepTudukraTa suwsgi-cepsepa.
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uwsgi_ssl_verify depth

Cunrakcuc uwsgi_ssl_verify_depth wucao;
Ilo ywmomua- uwsgi_ssl_verify_depth 1;
HHIO

Konrekcr http, server, location

VcranaBauBaer riryOnHY IMPOBEPKU B IEIIOYKE CePTU(MUKATOB SUWSZi-cepBepa.

uwsgi store

Cunraxcuc uwsgi_store on | off | cmpoka;
Ilo ywmomua- uwsgi_store off;

HUIO

Konrekcr http, server, location

Pazpemaer coxpanenne Ha guck ¢aitios.

on coxpansieT (hailyibl B COOTBETCTBUU C IIyTSIMH, YKA3AHHBIMUA B JAPEKTUBAX alias
WUJIA 7001
off 3amperaer coxpanenne haitaon

Nmst Cb&ﬁ.}'[& MO2KHO 33/J1aTh fABHO C IIOMOHIbIO CTPOKH C IIEPEMEHHBIMU!

[uwsgi_store /data/www$original uri; }

Bpemst nsmenenust (paiijioB BBICTABJISIETCA COIJIACHO IosiydeHHoMmy mosio 'Last-Modified" B 3arosioBke
orBera. OTBeT CHaYaJia 3aIUCHIBAETCS BO BPEMEHHBIN (ailjl, a moToM 31oT (aill IepenMeHOBBIBAETCS.
Bpemennsiit daiisn u mocTosTHHOE MECTO XpaHEHUsI OTBETa MOTYT PACIOJIaraTbCs HA PA3HBIX (DailJIoBBIX
cucremax. OMHAKO HY?KHO yYUTHIBATH, YTO B 9TOM CJIy9ae BMECTO JIEMIEBOM ONepaInu mepenMeHOBbIBa-
HOs B IIPEJeax OaHOM (hailyioBoil cucreMbl (hailyli KOMUPYETCs ¢ OAHON (haMIOBON CHCTEMBI HA JIPYTYIO.
TlosTomy sydme, ecau coxpansemble aitbl OyIyT HaXOIUTHCA Ha TOH Ke (hailtoBoil cucteme, UTO U
KaTaJIor C BpeMeHHbIMU (bailjlaMu, 33/1aBaeMblil TUPEKTUBONR uwsgi temp path miisa nannoro location.

,ZLI/IpeKTI/IBy MOZKHO HCIIOJIB30BaTh JAJjId CO3JaHUAd JIOKAJIbHBIX KONUN CTATUYECKUX HEU3MEHAEMbIX (banIOBZ

location /images/ {

root /data/www;
error_page 404 = /fetch$uri;
}
location /fetch/ {
internal;
uwsgi_pass backend:9000;

uwsgi_store 3
uwsgi_store_access user:rw group:rw all:r;
uwsgi_temp_path /data/temp;

alias /data/www/;
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uwsgi_store access

Cunrakcuc uwsgi_store_access noAb308aMEAU:NPABA ...;
ITo ymon4a- uwsgi_store_access user:rw;

HUO

Konrekcr http, server, location

3ajsaer mpaBa JIOCTYIA JJist CO3/IaBAEMBIX (DAMJIOB U KATAJOTOB, HAIPUMED,

[uwsgi_store_access user:rw group:rw all:r; J

Ecnu 3amaner kakue-mbo mpasa Jijist group Wiau all, To mpaBa Jjisi User yKa3blBaTbh HEOOS3aTEIbHO:

[uwsgi_store_access group:rw all:r; ]

uwsgi temp file write size

Cunrakcuc uwsgi_temp_file_write_size pasmep;
Ilo ymonya- uwsgi_temp_file_write_size 8k|16k;
HHIO

Konrekcr http, server, location

OrpanngymBaeT pasMep JIAHHBIX, COPAChIBAEMBIX BO BPEMEHHBIN (aiiyl 3a OJUH pa3, MPU BKJIIOYEHHON
Oydepuszarun 0oTBEeTOB UWsgi-cepBepa Bo BpeMmeHHbIe (daitibl. [lo ymomgannio pasmep orpanudeH JIBY-
Ms Oydepamu, 3aJaHHBIME UPEKTUBAME uwsgl_ buffer size n wwsgi  buffers. MakcumaabHBIH pa3mep
BpeMeHHOro dailia 3ajaeTcsd AUPEeKTUBoi uwsgi max_temp file size.

uwsgi _temp_path

Cunrakcuc uwsgi_temp_path nymo [yposervl [yposenv? [yposenv3]|| ;

IIo ymon4a- uwsgi_temp_path uwsgi_temp; (myrb  3aBucuT OT  Hapamerpa  cOOPKU
HUIO --http-uwsgi-temp-path)

Konrekcr http, server, location

SajaeT nMsl KaTajora Jjis XpaHeHUs BpeMEeHHbIX (hailioB ¢ JAHHBIME, IOy Y9€HHBIMUA OT UWSZI-CEpBEPOB.
B karajiore MoxeT UCIIOJIB30BATHCSI UEPAPXUs IOJIKATAJIOIOB 0 TpexX ypoBHeil. Hampumep, npu Taxoii
KOH(UTYyparu

[uwsgi_temp_path /spool/angie/uwsgi_temp 1 2; ]

BpeMeHHbII (ailj OyIeT CJIeIyoNero BuIa:

[/spool/angie/uwsgi_temp/7/45/00000123457 ]

Cwm. Takxke mapamerp use_temp path TupeKTuBbl uwsgi  cache  path.
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HTTP/2

ObecueunBaer noyiep:xky HTTP /2.

IIpu cObopke m3 MCXOTHOTO KOMA MOMIY/Ib HE COOMPAETCS IO YMOJYAHUIO; er0 HEeOOXOTUMO BKJIIOYUTH C

IIOMOIIBIO TTapaMerpa cOOpKH --with-http_v2_module. B nmakerax um obpazax u3 HAIIUX PEINO3UTOPHUEB
MOJIYJIb BKJIFOUEH B COOPKY.

Mpumep koHdurypauymn

server {
listen 443 ssl;

http2 8

ssl_certificate server.crt;
ssl_certificate_key server.key;

@ Baxno

Yrober npuanmars HTTP /2-coenunenns mo TLS, mHeobxomumo Hasuuue MOIJEPKKU PACIIHPEHUST

" Application-Layer Protocol Negotiation" (ALPN) nporokosa TLS, nosiuemieiicss B OpenSSL Bepcun
1.0.2.

Eciu nupexkrusa ssl prefer server ciphers ycranoBiieHa B 3Hadenue "on", wug@po. TOJKHBI OBITH Ha-
CTPOEHBI TAaKUM 00pa30M, 4TOOBI cOOTBeTcTBOBaTh uepHoMmy crucky RFC 9113, Appendix A a Takxke
TOJIJIEP?KUBATHCST KJTMEHTAMH.

OupekTnssbl
http2

Hobasneno B Bepcun 1.2.0.

Cunraxcuc http2 on | off;
Ilo ywmomua- http2 off;
HUIO

Konrekct http, server

Pazpermaer mporokoar HTTP /2.

http2 body preread size

Cunrakcuc http2_body_preread_size pasmep;
Ilo ymomua- —

HHIO

Konrekcr http, server

Samaer pa3zmep Oydepa g KaxKIOro 3aImpoca, B KOTOPBI MOXKET COXPAHATHCS TEJIO 3aIpoca JI0 TOro,
KaK OHO HaYHET 00pabaThIBATHCS.
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http2 chunk _size

Cunrakcuc http2_chunk_size pasmep;
Ilo ywmomuya- http2_chunk_size 8k;
HUIO

Konrekcr http, server, location

3asaeT MaKCHMAaJbHBIN pa3Mep YacTeil, Ha KOTOpoe OymeT pas3iensTbcs Teno orBera. Caurmkom ma-
JIEHbKOE 3HaY€HUE MOYKET IMPUBECTU K POCTY HAKJIAIHBIX PacxofoB. CIIUIKOM GOJIBINOe 3HAYEHUE MOYKET
HETaTUBHO CKA3aThCsA HA IPUOPUTU3AINN U3-38 OJIOKUPOBKI OYEDE]IN.

http2 max_concurrent pushes

Verapeso, Haunnas ¢ Bepcun 1.2.0.

Cunrakcuc http2_max_concurrent_pushes wucao;
Ilo ywmomua- http2_max_concurrent_pushes 10;
HHIO

Konrekct http, server

OFpaHI/ILII/IBaeT MaKCUMAaAJIbHOE€ YHCJIO ITapaJljIeJIbHbIX [)US}L-BaHPOCOB B COCIMHEHUU.

http2 max_concurrent streams

Cunrakcuc http2_max_concurrent_streams wucno;
Ilo ywmomua- http2_max_concurrent_streams 128;
HUIO

Konrekcr http, server

Basaer MakcuMasbHoe dnciao napasuieabibix HT'TP /2-noTokoB B coetuHeHunn.

http2_push

Ycrapeno, naunaas ¢ Bepcun 1.2.0.

Cunrakcuc http2_push uri | off;
Ilo ywmomua- http2_push off;
HUIO

Konrekcr http, server, location

3abJiarospeMento ornpasiger (push) zampoc K 3ajaHHOMY Uri BMECTE ¢ OTBETOM HA OPUIMHAJIBLHBII
zanpoc. ByayT obpaboranst Toiapko orHocuTesbable URI ¢ abcomorabiMu myTsiMu, HAIPUMEp:

[htth_push /static/css/main.css;

B 3magenun uri JOIIYCTUMO HCIIOJIb30BaHUE IIEPEMEHHDBIX.

Ha omnom ypoBme kondwuryparun MOXKHO yKa3aThb HECKOJbKO http2 push nupektus. Ilapamerp off
OTMEHSIET JEUCTBHE YHACIEIOBAHHBIX C IIPEJBILYINEr0 YPOBHS KOHMUTYpAIUU TUPEKTUB hitp2  push.
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http2 push preload

Vcrapeso, naunnas ¢ sepcun 1.2.0.

Cunrakcuc http2_push_preload on | off;
Ilo ywmomua- http2_push_preload off;
HUIO

Konrekct http, server, location

Paspemaer asromarudeckoe mnpeobpasosanne preload links, ykazanabix B mossx "Link" 3arosioska or-
BeTa, B push-zampocsr.

http2_recv _buffer__size

Cunrakcuc http2_recv_buffer_size pasmep;
Ilo ywmomua- http2_recv_buffer_size 256k;
HUIO

Konrekcr http

3asaer pasmep BxoaHOrO Oydepa st pabouezo npouecca.

BcTpoeHHble nepemeHHble

Mopyns hitp 02 mnomjiepKuBaeT CJieAyIole BCTPOEHHbIE IIepEMEHHbIE:

$http2

COTJIACOBAHHBIN UICHTU(MDUKATOP ITPOTOKOJIA!

h2 st HT'TP /2 gepes TLS
h2c g HTTP /2 uepes nezamudposanubiii TCP
" IycTas CTPOKa JiJIsi OCTAJIbHBIX CJIyYJaeB

HTTP/3

Ob6ecneunBaer nomuep:kKy uporokosa HTTP /3 mis coemunenuil ¢ KaueHTaMu, a TaK»Ke I COeIMHeHMI
C TIPOKCUPYEMBIMHU CepBEpaMU, HACTPAUBAEMBIX TIPU ITOMOIIH CJIEAYIONIUX JUPEKTUB U3 MOy Proxy:

e proxy htlp3 hq

e proxy http3 max_ concurrent streams
e proxy http3 max_table_ capacity

e proxy http3 stream_ buffer size

e proxy http wversion

® proxy pass

e proxy quic_ active_ connection id_ limit
® ProTy quic_ gso

e proxy quic_host key
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IIpu cbopke m3 MCXOHOrO KOJA MOJY/Ib He COOMpAercs IO yMOJIYAHUIO; ero HEOOXOJUMO BKJIIOUHTH C
[IOMOIIIBIO TTapaMeTpa cOopKu --with-http_v3_module. B nakerax m obpa3ax u3 HAIINX PENO3UTOPHUEB
MO/LyJIb BKJIIOYEH B COODKY.

Mpumep koHpurypauun

http {
log_format quic '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent" "$http3"';

access_log logs/access.log quic;

server {
# 0na ayuwwel coemecmumocmu pekomeHrOyemcs
# ucnoavsosame 00urakoewli nopm 0as http/3 u https
listen 8443 quic reuseport;
listen 8443 ssl;

ssl_certificate certs/example.com.crt;
ssl_certificate_key certs/example.com.key;

location / {
# ucnoavsyemcs 0as obsaeaerus o noddepxke htip/3
add_header Alt-Svc 'h3=":8443"; ma=86400";

@ Baxno

Yrobor npurumars HTTP/3-coenmunenus mo TLS, HeobxomuMo Haiumdme IIONJIEPIKKU IIPOTOKOJIA
TLSv1.3, nostBuBmeiicss B OpenSSL Bepcun 1.1.1.

OupekTnssbl

http3
Cunrakcuc http3 on | off;
Ilo ywmomua- http3 on;
HUO
Konrekcr http, server

Paspermaer corsacosanue nporokoiaa HTTP/3.
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http3 _hq
Cunrakcuc http3_hq on | off;
IIo ywmomua- http3_hq off;
HUIO
Konrekcr http, server

Paspemaer cormacosanue nporokosa HTTP /0.9, ucnonbsyemoro B dynkiuonasibubix recrax QUIC.

http3_max_concurrent _streams

CunTakcuc http3_max_concurrent_streams “uc.ao;
Ilo ywmomua- http3_max_concurrent_streams 128;
HUIO

Konrekcr http, server

WNuununanusupyer nacrpoiiku HTTP/3 u QUIC, a Takke 3aaeT MaKCUMAJIBHOE YHUCJIO HMAPAJLICTbHBIX
HTTP/3-010TOKOB B COEJ[MHEHNH.

http3 _max _table _capacity

Cunraxcuc http3_max_table_capacity wucxo;
Smagenne mo http3_max_table_capacity 4096;
YMOJIYaHUIO

Konrekcr http, server

Omnpegensier eMKOCTD JTUHAMUYECKO TabUIbI ISl CEPBEPHBIX COEIMHEHMIA.

© IIpumeuannue

Tloxoxkast jgupexTuBa proxy hitp3 mazx table capacity 3amaeT 3TO 3HAYEHWE ISl TIPOKCHU-
coequuennii. YToObI M30eKaTh OMNOOK, MCIOJIH30BAHNE IUHAMUIECKON TaOIHMIBI OTKIIIOYACTCA TTPH
BKJIFOYEHHOM K3IIUPOBAHUM B PEXKUME IIPOKCUPOBAHUSI.

http3 stream _buffer _size

Cunrakcuc http3_stream_buffer_size pasmep;
Ilo ywmomua- http3_stream_buffer_size 64k;
HUIO

Konrekcr http, server

3amaer pasmep Oydepa, ncrnonab3yemoro s arerns u 3amnucu QUIC-moTokos.
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quic__active connection id _limit

Cunrakcuc quic_active_connection_id_limit wucuo;
Ilo ywmomua- quic_active_connection_id_limit 2;
HHIO

Konrekcr http, server

VceranapiauBaer 3Hadenne TpaxcrnoprHoro napamerpa QUIC active  connection id_limit. 9To makcu-
MaJjbHOe 3HadeHue 1D coenunenuii, BO3MOXKHOE 111 XpaHeHUs Ha cepBepe.

quic_ bpf
Cunrakcuc quic_bpf on | off;
IlIo ymomua- quic_bpf off;
HUIO
Konrekcr main

Paspemaer mapuipyruzanuio makeros QUIC npu nomorn eBPF. Ecjun mapiipyTtusanust BKIrOYeHa, TO
obecrreunBaercsa nogmepxkka Murpannn QUIC-coenunenmii.

BazkHo

JupeKTrBa oIepKUBaeTCd TOIbKO Ha Linux 5.7+.

quic_ gso
Cunrakcuc quic_gso on | off;
Ilo ywmomua- quic_gso off;
HUIO
Konrekcr http, server

Paspemae'r OTIIPaBKY OIITHUMU3UPOBAHHOI'O ITAKETHOI'O pEKNMa IIPU IIOMOIIN segmentation ofﬂoading.

Baxxno

OnruMu3npoBaHHAsT OTIIPABKA, MOJJIEPyKUBAETCS TOJIBKO Ha Linux ¢ nomuepxkkoit UDP_ SEGMENT.

quic_host _key

Cunrakcuc quic_host_key ¢aiis;
Ilo ywmomua- —

HUIO

Konrekcr http, server

3agzaer gatii ¢ CEKPETHBIM KJIIOUOM, IIPUMEHsIeMbIM pu mudpoBanun stateless reset u address validation
TOKEHOB. [0 yMOT9aHUIO CO3/IaeTCs CIydailHbIi KJII0Y MPU KaxK10il nepesarpyske. TOKeHbI, CO3/IaHHbIe
[IPU IOMOIIY CTAPBIX KJIIOYEil, He TIPUHAMAIOTCS.
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quic_ retry
Cunrakcuc quic_retry on | off;
Ilo ywmomua- quic_retry off;
HUIO
Konrekcr http, server

Paspemaer dyaknmonanbrocts QUIC Address Validation, B Tom 4mcite oTripaBKy HOBOTO TOKeHA B Retry-
nakere win NEW_ TOKEN frame u Baqugamio TOKeHa, MOJyIeHHOrO B Initial-makere.

BcTpoeHHble nepemeHHble

Mopyns hitp 03 1omjiepKuBaeT CJieayIolie BCTPOEHHbIE IIepEMEHHbIE:

$http3

COTJIACOBAHHBIN UICHTU(MDUKATOP IIPOTOKOJIA!

h3 st HT'TP /3-coeauuennit
hq Is1 hg-coemquuenmii
" IycTas CTPOKa JJIsl OCTAJIbHBIX CJIyYJaeB

$quic_connection

nopsijikoBbiit Homep QUIC-coenunenust

XSLT

QubTp, npeodbpasyiomuit XMIL-oTBeT ¢ moMoImbio oHOro wim HeckoJabkux XSLT-mrabmonos.

IIpu cbopke m3 UCXOIHOTO KO/A MOIYJIb HE COOMPAETCS MO YMOJYAHUIO; er0 HEOOXOIUMO BKJIIOUUTH C
[IOMOIIIBIO ITapaMerpa cbopkn --with-http_xslt_module.

B mamux penosuropmsx MOJyJab CcOOpaH JUHAMHYECKH M JOCTYIEH OTJIEJIbHBIM I[1AKETOM
angie-module-xslt mim angie-pro-module-xslt.

@ Baxno

st aToro Moy HyKHbI 6ubaroreku libxml2 u libxslt.

Mpumep koHdurypauymn

location / {
xml_entities /site/dtd/entities.dtd;
xslt_stylesheet /site/xslt/one.xslt param=value;
xslt_stylesheet /site/xslt/two.xslt;
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AduvpekTunsbi

xml entities

Cunrakcuc xml_entities nymov;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer daitint DTD, B KOTOpOM OIUCaHBI CUMBOJIBHBIE CYITHOCTH. DTOT (pailjl KOMIMJIUPYETCS Ha, CTA AN
kouburyparuu. [lo TexHUYeCKMM TpUYMHAM MOIY/Ib HE MMEEeT BO3MOXKHOCTH WCIIOJIB30BATH BHEITHEE
[TOJIMHOXKECTBO, 3aJaHHoe B oOpabdarsiBaeMoM XML, mosToMy OHO HTHOPUPYETCsi, & BMECTO HET'O HCITOJIhb-
3yeTcs CIennaabHo 3aJaHHbIil daita. B aToM daiime He HyKHO onmuchBaThL CTpyKTYpy XML, mocraTotmno
TOJIBKO OO'bSIBJIEHUS] HEOOXOIUMBIX CHMBOJIBHBIX CYIIHOCTEl, HAIIpUMED:

[<!E/VTITY nbsp "&#zal; ">

xslt _last_modified

Cunrakcuc xslt_last_modified on | off;
Ilo ymomua- xslt_last_modified off;
HUIO

Konrekcr http, server, location

IlosBonsier coxpamuTh mojie 3arosioBka "Last-Modified" wucxomnoro orsera Bo Bpemsi XSLT-
[IpeoOPa30BAHMIA JJIsl JIYUIIEr0 KIIMUPOBAHUS OTBETOB.

ITo ymosraanuio 1mosie 3aroJioBKa yIaJjIsieTcs, TaK KaK COIEePyKUMOe OTBEeTa M3MEHSETCs BO BPeMs IIPeoDd-
pa30BaHUs U MOXKeT COJepKaTb JUHAMUYECKHM CO3/laHHbIe 3JIEMEHTBbl UJIA YacTH, KOTOPble U3MEHUJINCH
HE3aBUCHUMO OT MCXOJHOI'O OTBETA.

xslt param

Cunrakcuc xslt_param napamemp 3HAYEHUE;
Ilo ymomua- —

HUTO

Konrekcr http, server, location

Samaer napamerpsl st XSLT-mabsonos. 3uadenue paccMarpuBaeTcst Kak Bbipakenune XPath. B 3nade-
HUU MOYKHO HCIIOJIb30BATh I€PEMEHHbIe. FCin Hy»KHO IepeIaTh B MabjIoH CTPOKOBOE 3HAYEHUE, MOXKHO
BOCITOJIb30BAThCSI JIUPEKTUBON st string param.

Hupexktus xslt_param MoXKeT OBITH HECKOJILKO. JIMPEKTHBBI HACJIEAYIOTCS C IPEJIBLAYIIEr0 YPOBHS
KOH(MUrypanun [pu YCJIOBHH, UTO Ha JAHHOM YPOBHE HE OIMCAHBI CBOU JTUPEKTHBBI Islt param u
xslt_string param.
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xslt _string param

Cunrakcuc xslt_string_param napamemp s3nauerue;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Samaer cTpokoBble mapamerpbl myst XSLT-mmabmonos. Breipaxkenust XPath B 3navenun mapamerpa He
WHTEPIPETUPYIOTCs. B 3HaYeHNN MOYXKHO HCIOJIB30BATH IT€PEMEHHBIE.

HupekTus xslt_string param MoOXKeT OBITH HECKOJIBKO. /IMPEKTUBBI HACIELYIOTCS C IIPEIBIIYIIEr0 YPOB-
Hsl KOH(MUTYpAIUH [IPU YCJIOBUHU, YTO HA JAHHOM YPOBHE HE OIUCAHBI CBOM JUPEKTHUBBI Islt param u
xslt_string _param.

xslt_stylesheet

Cunrakcuc xslt_stylesheet wabaon [napamemp=snauenue ...J;
Ilo ymomua- —

HUIO

Konrekct location

Bamaer XSLT-mabsion u Heobs3aTeIbHBIE TTApaMeTPHhI 71t 3Toro 1mabsona. 111abyion KoMIMInpyeTcs Ha
cTamu KOHMUTYPAIIH.

TTapameTpbl MOXKHO 3ajaBaTh KakK IO OTJEJbHOCTH, TaK W TPYNIHMPOBATH B OJHON CTPOKE, pa3Jiesssd
cumBosiom ":". Fcim ke B cammx mapameTrpax BeTpedaercs cuMBoJl ":") TO ero Hy»KHO 3KpPAHHPOBATD
B Buge "%3A". Kpome Toro, libxslt TpeGyer, 4ToObI ITapaMeTphl, COAEpIKAIIUe HEe TOJIBKO aa(aBUTHO-
G pPOBbIE CUMBOJIBI, OBLIN 3aK/II0YEHBl B OJMHAPHbIE WU JBOHHBIE KABBIUKU, HAIIPUMED:

[para.m1= 'http%3A//www.example.com' : param2=value2 }

B onmncannn napameTpoB MOXKHO HCIOJIB30BATH IIEPEMEHHbIE, HAIIPUMED, Iejlas CTPOKa IIapaMeTPOB MO-
2KeT OBITh B3sTa U3 OJHON ITepEeMEHHOI:

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params
paraml='$valuel' :param2=value?2
param3=value3;

MozkHO yKa3aTh HECKOJIHKO ITA0JIOHOB — B 3TOM CJIydae OHHU OYIyT NPUMEHSATHCS IIOCJIEIOBATEIHLHO B
MOPSI/TKE UX OIMCAHUS.

xslt _types
Cunrakcuc xslt_types mime-mun ...;
Ilo ymomuya- xslt_types text/xml;
HHIO
Konrekct http, server, location
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Paspemaer npeobpasosanust B oreerax ¢ ykasanabiMu MIME-tumnamu B gonosnsenue K text/xml. Creru-
aJIbHOE 3HadeHue * coorBercTByeT Jitobomy MIME-tuny. Eciu B pesyibrare nmpeobpa3oBaHusl BbIIAETCS
HTML-oreet, To ero MIME-Tun mensiercst Ha text/html.

Bazoseiit HTTP-monyne peasmsyer ocuoBuyio dyukimonagsaocts HTTP-cepsepa: sTo onpenesenune
CepBepHBIX OJIOKOB, HACTPOIKA JIOKAIWI JIJIsT MAPIIPYTU3AIINN 3aIIPOCOB, ITepejiada CTaTHIecKuX (Hailyion
U KOHTPOJIb JIOCTYIIA, HACTPOUKA DPEIMPEKTOB, HOJIePKKa coepunennii keep-alive m ynpasiienue 3aro-
JIOBKAMHM 3aIIPOCOB U OTBETOB.

OcrajpHbIE MOJIYJIA 9TOTO PA3/ea PACIIUPSIOT 3Ty (PYHKIMOHAJIBHOCTD, O3B0 THOKO HACTPANBAThH
n ontuMu3upoBaTh pabory HTTP-cepBepa mox pasmumdHbie CrieHApUH W TPeOOBAHUS.

OupekTussbl

absolute _redirect

Cunrakcuc absolute_redirect on | off;
Ilo ymomua- absolute_redirect on;
HUIO

Konrekcr http, server, location

Ecin 3anperieno, To nepenanpanienusi, BblaBaeMbie Angie, 6y/1yT OTHOCHTEIbHBIMH.

CM. Tak2Ke JUPEKTUBBL server name in_ redirect w port in_ redirect.

aio
Cunraxcuc aio on | off | threads [=nyal;
Ilo ywmomga- aio off;
HUTO
Konrekcr http, server, location

Paspemnaer win 3anperaer uciosb3oBanue GpailjioBoro acuaxponHoro seojaa-soeisoja (AIO) Bo FreeBSD
n Linux:

location /video/ {
aio ;
output_buffers 1 64k;
}

Bo FreeBSD AIO moxuO ucmosib3oBarh, Hauunas ¢ FreeBSD 4.3. /To FreeBSD 11.0 AIO moxkuO 60
cobpaTh B Spe CTATUICCKU:

[options VFS_AIO }

JinbO 3arpy3uTh JUHAMUYECKU Yepe3 3arpy2KaeMblil MOIYJIb sSIpa:

[kldload aio J

B Linux AIO MOXKHO HCIIO/IB30BATH TOJBKO HauMHas ¢ Bepcuu siapa 2.6.22. Kpome Toro, neobxoammo
Tak:Ke JOMOJHUTEIBHO BKIIOUATDL directio, WHa4Ye ITeHne OyIeT OJOKUPYIOITIMCS:

location /video/ {
aio 5
directio 512;
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output_buffers 1 128k;
}

B Linux directio M0KHO MCTHIOJIB30BATH TOJBKO JIjIsI 9TEHUsT OJIOKOB, BRIPABHEHHBIX Ha TPaHUILy 512 6aiiT
(nmm 4K st XFS). HepbipaBHenHbiit KoHer daiiia Gyger ynrarbes 6iokuposanHo. To ke 0THOCHTCS K
3aIpocaM ¢ yKa3aHUeM Juara3oHa sanpaimBaeMbix 6aiir (byte-range requests) u x 3anpocam FLV me ¢
HagaJa (aiia: ITeHrne HeBBIPABHEHHBIX HAYAJIa W KOHIIA OTBETA OyIeT OJOKUPYIOIIIMCS.

IIpu omnopemennom Britouernu AIO u sendfile B Linux mist daitios, pazmep KOTOPBIX 60JbIe JTuHO
paBeH yKa3aHHOMY B jupekTuse directio, Oymer ucnosb3oBarbea AIO, a nys daiijioB MeHbIEro pasmepa
WM TIPU BBIKJIIOYEHHOM directio — sendfile:

location /video/ {
sendfile ;
aio ;
directio 8m;

}

Kpowme Toro, antars u omnpasasms Gaiibl MOXKHO B MHOTOITIOTOYHOM PEXKUME, He OJIOKUPYST TIPH STOM
pabotnii mportecc:

location /video/ {
sendfile ;
aio threads;

}

Omneparuu 9TeHnst Uau OTIPABKU (HailyioB OyIyT 00padaThBATHCs OTOKAMU U3 YKA3aHHOTO NyAa. Hem
IIyJI TIOTOKOB He 33J1aH SIBHO, UCIOJIb3yeTcs My ¢ uMeHeM default. Mmsa mysma MoxKeT OBITH 3a1aHO TIPHU
[TOMOIIY IIePEMEHHBIX:

[aio threads=pool$disk;

Tlo ymosrgannio momep:KKa MHOTOIIOTOYHOCTH BBIKJIIOUEHA, €€ COOPKY CJIeAyeT PaspeninTh C MOMOIIHIO
KOH(MUTYPAIMOHHOTO TMapameTpa --with-threads. B macTogmuii MOMEHT MHOTIOIIOTOYHOCTH COBMECTUMA,
TOJIBKO ¢ MeTogamu epoll, kqueue u eventport. OrmnpasKa (aiijioB B MHOTOIIOTOYHOM PEXKUME ITOIAEPKU-
BaeTcd TOJBHKO Ha Linux.

CM. Tak:ke qUpeKTuBy sendfile.

aio write
Cunraxcuc aio_write on | off;
Ilo ymomua- aio_write off;
HUIO
Konrekcr http, server, location

IIpu BKJIFOYEHHOM @70 pas3peliaerT ero MUCIoJb30BaHue [jist 3anucu (aiijos. B Hacrosimuii MOMEHT 3TO
paboTaeT TOJBKO IIPU MCIOJB30BaHNU aio threads m OrpaHMYEHO 3aIMCHI0 BPEMEHHBIX (DAIIOB C IaH-
HBIMH, HOJIYYE€HHBIMU OT IIPOKCUPYEMBIX CEPBEPOB.
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alias
Cunrakcuc alias nymo;
Ilo ymomua- —
HUIO
Konrekcr location

T 3aMeHy JJIsd yKa3aHHoro location'a. Hampumep, npu Takoit Kondur nn:
3asaer 3ame azannoro location'a. Ha ep, aKoil KO a

location /i/ {
alias /data/w3/images/;
}

Ha 3anpoc /i/top.gif Gyner ornan daitn /data/ws/images/top.gif.

B 3HaueHnu mnapamerpa nymb MOXKHO HCIOJIb30BAaTh IepeMeHHble, Kpome $document root u
$realpath_ root.

Eciu alias ucnosn3yercst BHyTpu location'a, 33/JaHHOTO PEryJISIPDHBIM BBIPDAYKEHHUEM, TO PEryJIsPHOE
BbIpaKeHHe JOJIZKHO CO/IEPKaTh BblJIeJIeHNs, a caM alias — CCBIJIKMA Ha 3T BbIJEJIeHHUs, HallpuMep:

location ~ ~/users/(.+\.(7:gif|jpe?glpng))$ {
alias /data/w3/images/$1;
}

Ecau location u mocniemmsis 9acTh 3HAUEHUSA TUPEKTUBBI COBIIAIAIOT:

location /images/ {
alias /data/w3/images/;
}

TO JIy4lle BOCIOJIb30BaThCA AUPEKTUBOR 1001:

location /images/ {
root /data/w3;

}

auth _delay
Cunrakcuc auth_delay spemas;
Ilo ywmomua- auth_delay Os;
HUTO
Konrekcr http, server, location

SajepkuBaeT 00pabOTKY HEABTOPU30BAHHBIX 3aIIPOCOB ¢ KojoM oTBera 401 myist peIoTBpAIlieHnsT aTak
110 BpEMEHH B CJIydae OTPAHUYEHHS JOCTYIIA II0 NaAPOA10 UIH IO PE3YALIMAMY No03anpoca.
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auto_ redirect

Cunrakcuc auto_redirect [on | off | default|;
Ilo ywmomua- auto_redirect default;

HUIO

Konrekcr http, server, location

Konrponupyer mosenenune nepernanpasienus, Koraa npeduke location 3aKaHIUBAETCS KOCOM I€pPTOIii:

location /prefix/ {
auto_redirect 5

}

3neck 3anpoc K /prefix Gyjer nepeHamnpasieH Ha /prefix/.

SHayeHNe on BKJIIOYAET [epeHAllpaB/ieHne B siBHOM Buje; off orkitouaer ero. Eciu ykazano default,
[epeHanpaBieHne BKIOYAETCs, TOIbKO ecyii location oOpabaThIBaeT 3a1IpOChI Ye€pe3 api, Prory pass,
fastegi_pass, wwsgi_pass, scgi_pass, memcached_ pass, wim grpc_ pass.

chunked _transfer _encoding

CunaTakcuc chunked_transfer_encoding on | off;
Ilo ywmomua- chunked_transfer_encoding on;
HUIO

Konrekcr http, server, location

TTospouisier 3anperuth dhopmar nepenadn JanHbx yactsamu (chunked transfer encoding) 8 HTTP/1.1. 91o
MOXKET [TOHAI00UTHCsI IIPY UCIIOJIB30BAHUH IIPOrPaMM, He o epkuBatorux chunked encoding, HecmoTpst
Ha TpeOOBaHMS CTaHIAPTA.

client_body buffer_size

Cunrakcuc client_body_buffer_size paswmep;
Ilo ywmomua- client_body_buffer_size 8k|16k;
HUIO

Konrekcr http, server, location

Bagaer pasmep Oydepa s UTeHHs Tesa 3ampoca KineHTa. Eciaum Teno 3ampoca 0oJible 3aaHHOTO
6ydepa, TO Bce TeJI0 3aIpoca WA TOJBKO €ro YacTh 3aIUCBIBAETC 60 6pemennoili (atin. [lo ymoraanuio
pa3mep oxHOrO Oydepa paBeH AByM pasmepaM crpanunbl. Ha x86, npyrux 32-OuTHbIX mrardopMax u
286-64 sro 8K. Ha npyrux 64-6utnbix miardopmax 31o obsramno 16K.
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client body in_file only

Cunrakcuc client_body_in_file_only on | clean | off;
Ilo ywmomua- client_body_in_file_only off;

HUIO

Konrekcr http, server, location

OrpeiesisieT, COXPaHsITh JIM BCE TEJIO 3aIIpoca KjneHTa B daiisl. J{upekTuBy MOYXKHO UCIOJIB30BATD JJIs OT-
JIQJIKW U TIPU UCTIOIb30BAHUN TIepeMEHHOH $request  body  file mma metoma $r- >request  body  file momymns
Perl.

on BpeMeHHbIe (haiiyIbl 0 OKOHIAHUN 0OPabOTKU 3aIIpOca HE YIAJISTIOTCS
clean paspelaer yaajaaTh BpeMeHHbe (hailyibl, OCTABIINECS TI0 OKOHYAHUN 00pabOTKM
zampoca

client _body in_single buffer

Cunraxcuc client_body_in_single_buffer on | off;
Ilo ywmomua- client_body_in_single_buffer off;
HUIO

Konrekcr http, server, location

OrpeiesisieT, COXpaHATh JIX BCe TEJIO 3aIIpoca KJIMEeHTa B OfHOM Oydepe. JlupekTuBa peKOMEH IyeTCs IPU
UCIIO/Ib30BAHUY TIEpeMEHHOI $request  body i yMeHbIeHus TpebyeMOoro Yuc,ia Onepaluii KOIMPOBAHUS .

client _body temp path

Cunrakcuc client_body_temp_path nymo [yposenv! [yposennv2 [yposenvd]|];

IIo ymonua- client_body_temp_path client_body_temp; (myTh 3aBHCUT OT IHapaMeTpa cOOPKU
HUIO --http-client-body-temp-path)

Konrekcr http, server, location

SajaeT KaTaJor JUisi XpAHEHWs] BpEeMEHHBIX (bailjioB ¢ TeslaMu 3aIllPOCOB KJIMEHTOB. B KaTajore MoxKer
HCITOJIb30BAThCST NEPAPXUs MOJIKATAJIOr0B JI0 Tpex yposHeil. Hampumep, mpu Takoit KoHMUrypaun

[client_body_temp_path /spool/angie/client_temp 1 2; ]

IyTh K BpeMeHHOMY (ailiy Oy/ieT CIeyIOIero Bua:

[/spool/angie/client_temp/7/45/00000123457
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client body timeout

Cunrakcuc client_body_timeout spems;
Ilo ywmomua- client_body_timeout 60s;
HUIO

Konrekcr http, server, location

Sazaer TafiMayT IpU 9TEHUM TeJa 3aIpoca KaneHTa. laiiMayT yCTaHABJIMBAETCs HE HA BCIO MEperady
TeJia 3aIpoca, a TOJIBKO MEXKJIy ABYMs IOCJIEIOBATEILHBIMU OIEPAIUIMA dTeHus. ECan mo ucredeHun
9TOro0 BpEMEHU KJIMEHT HUYEro He Iepelact, 00paboTKa 3ampoca npekpainaercs ¢ omubkoii 408 (Request
Time-out).

client header buffer _size

Cunrakcuc client_header_buffer_size pasmep;
Ilo ymomua- client_header_buffer_size 1k;
HUIO

Konrekcr http, server

Sasaer pasmep Oydepa st YT€HUsT 3arojoBKa 3arpoca KjueHnrta. s GoJbIIMHCTBA 3aIPOCOB T0CTa-
TouHo Oydepa pasmepom B 1K 6aiit. OpHako ecyim B 3ampoce ecTh JJIMHHBIE COOKies, MM ke 3ampoc
npumes or WAP-kimenra, To oH Moxker He nomecturhes B 1K. Ilosromy, ecim crpoka 3arpoca wjn
T10JI€ 3ar0JIOBKA, 3a11pOCa He TOMEIIAIOTCS TOJTHOCTHIO B 9TOT Oydep, TO BBIIEISIOTCA Oydepbl OOIbIero
pa3mepa, 3aJaBaeMble TUPEKTUBOM large client header buffers.

Ecnu nupekTnBa ykasaHa Ha ypOBHE Server, TO MOXKET HMCIIOJIb30BATHCS 3HAYEHHUE U3 CepBepa M0 YMOJI-
qaunio. [logpobuee cM. B pazesie Buibop supmyaivhozo cepsepa.

client header timeout

Cunrakcuc client_header_timeout epems;
Ilo ymomua- client_header_timeout 60s;
HUIO

Konrekcr http, server

3ajaeT TatMayT IPU YTEHUH 3ar0JOBKA 3a1IpOCa KJIMEHTA. FCIIH 110 MCTEYeHIH 9TOTO BPEMEeH! KJIUEHT He
[IepeIacT IIOJHOCTBIO 3ar0JI0BOK, 00paboTka 3anpoca npekpamaercs ¢ omubkoii 408 (Request Time-out).

client _max_ body size

Cunrakcuc client_max_body_size pasmep;
Ilo ywmomua- client_max_body_size 1m;
HUIO

Konrekcr http, server, location

3aaeT MaKCUMAJbHO JOIYCTUMBIH pasMep Teja 3ampoca KineHTa. Ecim pazmep OoJibIlle 3aJaHHOTO, TO
kJueHty Bosspamiaercs ommbka 413 (Request Entity Too Large). Cienyer umers B Buiy, 910 6pay3epbl
HE YMEIOT KOPPEKTHO MOKA3bIBATH 3Ty ONIHOKY.
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0 OTKJ/IIOYAa€T IIPOBEPKY pa3Mepa TeJia 3allpoCa KJIUECHTA

connection pool _size

CunTakcuc connection_pool_size pasmep;
IIo ymonua- connection_pool_size 256 | 512;
HUIO

Konrekcr http, server, location

TlozBosIsIET TPOM3BOINTH TOYHYIO HACTPOUKY BBIJIEJIEHUS TAMSTH 110/, KOHKPETHBIE COEIMHEHUsI. JTa -
PEKTHBA HE OKa3bIBAET CYIIECTBEHHOIO BJIUSHIS HA TTPOU3BOIUTEIHHOCTD, U €€ He CJIe/LyeT UCIOIb30BaTh.
Ilo ymomaanuio:

256 (Gaiir) Ha 32-6UTHBIX IaTdHOPMAax
512 (Gaiir) Ha 64-6urHbIX mIaTdopMax

default_type

Cunraxcuc default_type mime-mun;
Ilo ywmomua- default_type text/plain;
HUIO

Konrekcr http, server, location

Sagaer MIME-tun orseros 1o ymosruanuio. CoorBercrue pacinupenuii umen daitiio MIME-tumy or-
BETOB 33/1a€TCsI C TIOMOIIBIO JIMPEKTUBHI [Ypes.

directio
Cunrakcuc directio paswmep | off;
Ilo ywmomua- directio off;
HUIO
Konrekcr http, server, location

Paspemaer ucnospsosars duarn 0_DIRECT (FreeBSD, Linux), F_NOCACHE (macOS) nim dysknuo
directio() (Solaris) mpu urenun daitios, pasmep KOTOPHIX GoJbIIe MO0 paBeH yKazaHHOMY. JupekTusa
ABTOMATHYECKH 3AIIPEIaeT UCIIOIb30BaHue sendfile Ijisi JAHHOTO 3a1poca. PeKOMeH 1yeTcst NCII0JIb30BaTh
st 6oabmux haiion:

[directio 4m;

WU TIPU UCIIOJIb30BaHUM (10 B Linux.
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directio_alignment

Cunrakcuc directio_alignment pasmep;
IlIo ymonua- directio_alignment 512;
HUIO

Konrekcr http, server, location

VcranaBauBaeT BhIpaBHUBaHUE s directio. B OOJBIMUHCTBE CaydaeB J0CTATOYHO 512-0aiiTOBOrO BBI-
PABHUBAHUSI, OJHAKO TpH Hcroib3oBannun XEFS mox Linux ero myxuo yBeanautsd g0 4K.

disable symlinks

Cunrakcuc disable_symlinks off;
disable_symlinks on | if_not_owner [from=vacmy];
Ilo ymomua- disable_symlinks off;
HUIO
Konrekcr http, server, location

OmpeiesisieT, KaK CJIeIyeT MOCTYHIATh ¢ CHMBOJUIECKIMUI CCHLIKAMU MIPU OTKPBHITHH (DAMJIOB:

off CHUMBOJITYIECKUE CCHIIKH B IIYTH JIOITYCKAIOTCS W HE TIPOBEPSIOTCS. DTO CTAHIAPT-
HOE IIOBEJICHHUE.

on Ecin 11000it KOMIIOHEHT I1yTH SIBJISIETCSI CHMBOJIMYECKO# CCHIIKOM, JOCTYII K (haii-
JIy 3alpernaeTcd.

if_not_owner HocTym kK daiiry 3ampermaercs, eCiin JJI000H KOMIIOHEHT Iy TH SBJISIETCST CAMBOJIH-
9ECKOl CCBIITKOM, a CChLITKA U 00HEKT, HA KOTOPBI OHA, CCHIIAETCS, MMEIOT PA3HBIX
BJIAJICJIBIICB.

from=wacmo IIpu 1poBepKe CUMBOJIMYECKHUX CCHLUIOK (mapaMeTpbl on u if_not_owner) oObrd-

HO MPOBEPAIOTCI BCe KOMIOHEHTHI IyTH. MOYKHO He TPOBEPSATH CUMBOJIUIECKUE
CCBIJIKU B HaYaJIbHOI YacTH IIyTH, YKa3aB JIONOJHUTEIbHO ITapaMeTp from=vacTs.
B sTom ciyvyae cuMBOJIMYECKHE CCHIIKY IPOBEPHAIOTCH JIMIND HAYAHAS C KOMIIO-
HEHTa MyTH, KOTOPBIH CJIeJIyeT 3a 33JJaHHOM HavabHOIT dYacTbio. Ecu 3naueHne
He {BJISETCS HAYaJbHOM YaCThIO IIPOBEPSEMOrO IIyTH, IIyTh HNPOBEPSETCS IEJIN-
KOM, KaK eCJIi ObI 9TOT mapamMerp He ObLT yKa3aH BoBce. Kciu 3HAYEHUE TIeTMKOM
COBIIaIAeT ¢ MMeHeM aiiyia, CHMBOJUIECKUE CCHLIKYM HE MPOBEPSIOTCs. B 3naqe-
HHUU IIapaMeTpa MOXKHO HCIIOJIb30BaTh IlepeMeHHbIE.

IIpumep:

[disable_symlinks from=$document_root;

Ora JIUpeKTHBa JOCTYIHA TOJLKO Ha CHCTEMaX, B KOTOPBIX ecThb uHTepdeiicel openat() u fstatat(). K
TaKUM CHCTEMaM OTHOCATCsI coBpeMeHHble Bepcun FreeBSD, Linux u Solaris.

A TIpenynpexnenue

[Tapamerpst on n if _not_owner TpeOYIOT IOMOJHUTEIHHBIX 3aTPAT HA 0OPAbOTKY.

Ha CucremMax, He IIOAACP2KUBAIOIIUX OIlepalliio OTKPLITUA KaTaJIOI'OB TOJIBKO JIJIA IIONUCKaA, JJId HCIIOJIb-
30BaHUd 3TUX ITapaMeTPOB Tpe6yeTC§{, 9TOOBI pa6oqI/Ie IIPOIECChI UMEJIA IIPAaBO YUTATh BCE IIPOBEPsAEMbIC
KaTaJior'u.
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(i ) IIpumeuanue

Moguysu Autolnder, Random Index m DAV B HacTOSAIMA MOMEHT UTHOPUPYIOT 3Ty IUPEKTHUBY.

error page

Cunrakcuc error_page ko0 ... [=[omsem]|| wri;
IlIo ywmomua- —

HUIO

Konrekcr http, server, location, if B location

Samaer URI, koTopslit Oy/ieT MOKa3bIBATHCS JIJIsi YKA3AHHBIX OMMUOOK. B 3HaYeHUN uri MOXKHO UCIIOJIb30-
BATh [TEpEMEHHBIE.

IIpumep:
error_page 404 /404 .html;
error_page 500 502 503 504 /50x.html;

IIpu sToM JrestaeTcst BHy TPEHHee IIepeHaIPaBJIeHIe Ha YKA3aHHbI U7, a MeTO/] 3a11pOca KJIMEHTa MEHSIeTCsI
wa "GET" (s Bcex meronos, ormmunbix or "GET" u "HEAD").

Kpome Toro, MOKHO TOMEHSATH KO, OTBETA Ha JIPYTO, UCIOJIb3ys CHHTAKCUAC BUIA =0TBET, HAIIPUMED:

[error_page 404 =200 /empty.gif; }

Ecisiu omubounbIit orBeT 06padaThiBaeTcs HpokcupoBanubiM cepsepoM mwin FastCGI/uwsgi/SCGI/gRPC-
CEPBEPOM, U 9TOT CEPBEP MOXKET BEPHYTb pa3Hble KOABI 0TBeTOB, Hanpumep, 200, 302, 401 nmm 404, To
MOXKHO BbIJIaBaTh BO3BPAIAEMbIil UM KOJI:

[error_page 404 = /404 .php; }

Ecau npu BHyTpenHeM nepenamnpaniiennn e HyKHO MeHdITh URI 1 MeTo1, TO MO2KHO TI€pe1aTh 00paboTKy
omubKNA B UMEHOBAHHBIN location:

location / {
error_page 404 = @fallback;
}

location @fallback {
proxy_pass http://backend;

}

© IIpumeuannue

Eciin npu obpaborke uri mpomcxomuT OmmuOKa, KIUEHTY BO3BPAIIAETCA OTBET C KOIOM IIOCJIETHE
CJIYIUBITIENCS OITUOKM.

Taxk2Ke cymecTByeT BO3MOXKHOCTh HCITOJIb30BaTh nepeHanpasiennss URL st 06paboTku ommboK:

error_page 403 http://example.com/forbidden.html;
error_page 404 =301 http://example.com/notfound.html;

B sTom citydae mo yModaHUIO KIMEHTY BO3BpalnaeTcs Ko orsera 302. Ero MOXKHO M3MEHUTH TOTHKO
HA OJIMH M3 KOJIOB OTBeTa, OTHOCAIuUXCs K nepenanpasienusm (301, 302, 303, 307 u 308).
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etag
Cunrakcuc etag on | off;
Ilo ymon4a- etag on;
HUIO
Konrekcr http, server, location

Paspemaer nin 3anpemniaer apromarndeckyio reneparuio moJist "ETag" 3arosioBka orBera 1 crarude-
CKHUX PECYPCOB.

http
Cunrakcuc http { ... }
Ilo ywmomua- —
HUIO
Konrekcr main

IIpenocraBisier KOHTEKCT KOH(MUIYpPAIMOHHOrO aitia, B KOTOpOM yKasbiBarorcs jaupektusbl HTTP-
cepsepa.

if _modified _since

Cunraxcuc if_modified_since off | exact | before;
Ilo ywmomua- if_modified_since exact;

HUIO

Konrekcr http, server, location

OrupenesisieT, KaK CpaBHUBATh BpeMsi Mojudukanuu orsera ¢ BpemerneM B mojie "If-Modified-Since" 3a-
TOJIOBKA 3aIIPOCa:

off OTBET BCETJIa CUNTAETCA U3MEHUBIINMCS
exact TOYHOE COBIIAJICHUE
before BpeMsl MOAUMPUKAIME OTBETa MEHBIE WM PABHO BPEMEHW, 33JIAHHOMY B IIOJIE

"Tf-Modified-Since" 3aroJioBka 3ampoca

ignore invalid headers

Cunrakcuc ignore_invalid_headers on | off;
Ilo ymonva- ignore_invalid_headers on;
HHUIO

Konrekct http, server

Ecom Britioueno, Angie urnopupyer moJist 3aroJioBKa, ¢ HEJIOMyCTUMBIMUA UMeHaMU. J{omycTuMbiMu Cu-
TAIOTCS MMEHA, COCTOAIINE U3 aHIJIMHCKUX OYKB, IUdp, 1edUCOB U BO3MOXKHO 3HAKOB IO/TYEPKUBAHUS
(mocyieiHee KOHTPOJIUPYETC TUPEKTUBON underscores in_ headers).

Ecim nupekTnBa ykazana Ha ypoBHE Server, TO MOYKET HCIOJb30BATHCS 3HAUYEHHWE U3 CepBEpa IO yMOJ-
YaHUIO.
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internal
Cunrakcuc internal;
Ilo ywmomua- —
HUIO
Konrekcer location

VkaspiBaeT, uTo location MOXKET HCIIOJIB30BATHCS TOJBKO JJIsi BHYTPEHHUX 3aIlpocoB. [ljisi BHemHUX
3apoCcoB KimenTy Oyuer Bozppamarbes ommbdka 404 (Not Found). BayTpennumu 3ampocaMu sBIISTIOTCS:

® 3aIpOCHI, [TIepeHAIPABICHHBIE TUPEKTUBAMU €rT0T_page, index, random_index u try_ files;

® 3aIpOoCHl, IlepeHampasaeHHbie ¢ moMombio mojs "X-Accel-Redirect" 3arosioBka orsera BBINIECTOSI-
II[ero cepBepa;

e TIO/I3aIpOoChl, dopmupyemble Komammoii include virtual momymsa SSI, IUPEKTUBAMU MO
Addition, a Takxke gupekTuBaMu auth request m mirror;

® 3aIpPOChl, U3MEHEHHbBIE JTUPEKTUBON rewrite.

[Ipumep:

error_page 404 /404.html;

location = /404.html {
internal;

}

O IIpumeuannue

st ipefoTBpAIeHns 3aINKINBAHNs, KOTOPOe MOXKET BO3HUKHYTH MPU MCIIOJIb30BAHNN HEKOPPEKT-
HBIX KOHMUTYPaIHil, KOJTMIECTBO BHYTPEHHUX ITepEeHAIIPAaBICHI orpanndeHo aecarhbio. [lo moctumxke-
HUW 9TOrO OrpaHuveHust Oyjer Bo3BpailieHa omudka 500 (Internal Server Error). B takom ciydae B
Jior-chaiisie omubOK MOYKHO YBHJIETH COOOINeHNe rewrite or internal redirection cycle.

keepalive _disable

Cunrakcuc keepalive_disable none | 6paysep ...;
IIo ymonua- keepalive_disable msie6;

HUIO

Konrekcr http, server, location

Samperaer coefuHeHust keep-alive ¢ HeKOppeKTHO Bejymmumu cebst 6paysepavu. [lapamerpnr 6paysep
YKa3bIBAIOT, Ha Kakue Opay3epbl 3TO PACIPOCTPAHSIETCS.

none paspemmaer coemunenus keep-alive co Bcemu 6paysepaMm

msie6 zamnpernaer coejuaenus keep-alive co crapsivu Bepcusimu MSIE mocste oy aenus
zamnpoca POST

safari zalmpeniaer coejuHeHusi keep-alive ¢ Safari m momobHbIMM UM Opay3epaMu Ha,

macOS u nmoxobuwx eit OC
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keepalive requests

Cunrakcuc keepalive_requests wuc.o;
Ilo ywmomua- keepalive_requests 1000;
HUIO

Konrekcr http, server, location

3asaeT MaKCUMAJIBHOE YHCJIO 3aIlPOCOB, KOTOPbIE MOXKHO CIIeJaTh o omHoMy keep-alive coemuaenuro.
Tlocse Toro, Kak c/e/1aHO MAKCHMAJIBHOE JHCJIO 3aIIPOCOB, COSIMHEHNE 3aKPbIBACTCH.

Tlepuomudeckoe 3aKpbITAE COSTUHEHNI HEOOXOINMO /I OCBOOOYK/IEHUST MAMSTH, BBIJIEIEHHON 10/ KOH-
KpeTHble coemuuenus. [loaTomy mcmosgb3oBaHme CAUMIKOM OOJIBIIIONO MaKCHMAJBHOIO YHUCJIA 3aIPOCOB
MOXKET IIPUBOIUTH K UYPE3MEPHOMY IMOTPEOIEHHUIO TTAMSITH U HE PEKOMEHLYeTCs.

keepalive _time

Cunrakcuc keepalive_time epema;
Ilo ywmomua- keepalive_time 1h;
HUIO

Konrekcr http, server, location

OrpannvyuBaeT MaKCUMAJIbLHOE BPEMsI, B TedeHHEe KOTOPOTrO MOI'YT 00pabaThIBATHCS 3AlPOCHI B paMKaX
coeqmaenns keep-alive. Ilo gocTrkeHnn 3a/IaHHOTO BPEMEHU COEIMHEHNE 3aKPBIBAETCS 110cJIe 00paboTKH
O4YepeIHOro 3alrpoca.

keepalive _timeout

CuaTakcuc keepalive_timeout madmaym [3azoro60x matimaymal;

Ilo ywmomua- keepalive_timeout 75s;

HUIO

Konrekcr http, server, location

maimaym 3aJ1a€T BpeMs, B TeueHue KOToporo keep-alive coenunenne ¢ KJINEeHTOM He Oyer
3aKPBITO CO CTOPOHBI CEPBEPA

0 zanpemniaer keep-alive coenaenust ¢ KJINEHTAMEI

Bropoii, neobasameavhuii, napamerp 3ajaer 3uadenue B mose "Keep-Alive: timeout=spems" 3arosgoska
orsera. /IBa mapamMeTpa MOTYT OTJIMYATHCS JPYT OT JAPYTa.

TTosie "Keep-Alive: timeout=spemsi" 3arosioBka nonunmaror Mozilla u Konqueror. MSIE cam 3akpbiBaer
keep-alive coemunenne npumepno gepes 60 cexyH.
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large client header buffers

Cunrakcuc large_client_header_buffers xoauuecmeo pasmep;
Ilo ywmomua- large_client_header_buffers 4 8k;

HUIO

Konrekcr http, server

3asaeT MakCUMAaJbHOE YUCJI0 U pasdMep OydepoB mjist 9TeHusi OOJIBIIOrO 3aroJioBKa 3aIpoca KJIMEHTA.
Crpoka 3arpoca He J0JKHA [PEBBINATH pa3Mepa OfHOro Oydepa, nHade KIUEHTY BO3BPAIAETCS OIMII0-
ka 414 (Request-URI Too Large). ITose 3arosioBka 3ampoca TakKe HE JIOJKHO IIPEBBINIATH pa3Mepa
ozxHOrO Gydepa, nHave Kianenty sosspamaercst onmmoka 400 (Bad Request). Bydepst BbiiesstioTest TOIb-
KO 110 Mepe Heobxoaumoctu. [1o ymoruanuio pasmep oauoro 6ydepa papen 8K 6aiit. Eciin mo okonuanumn
00paboTKM 3ampoca coenHeHne mepexoauT B cocrosiaue keep-alive, atu 6ydepbl 0CBOOOK TAIOTCSI.

Ecmun nupektuBa ykazana Ha ypOBHE Server, TO MOXKET HCIIOJIb30BATHCHA 3HAYEHNE M3 CEPBEPA 110 YMOJI-
YaHUIO.

limit_except

Cunrakcuc limit_except memodl [memod2..] { ... };
Ilo ymomua- —

HUIO

Konreker location

OrpanmuanBaer HTTP-meroapr, mocrynnsie BayTpu location. Ilapamerp wmemod moxkeT OBITH OTHUM W3
GET, HEAD, POST, PUT, DELETE, MKCOL, COPY, MOVE, OPTIONS, PROPFIND, PROPPATCH, LOCK, UNLOCK uin
PATCH. Ecytu pazpertien metos1 GET, To meto 1t HEAD Tak:ke Oy1eT pa3pernter. JlocTyir K ocTaabHBIM METOIAM
MOXKeT OBITh OIPAHMYEH IIPU IIOMOIIU JUPEKTUB MOjyseit Access m Auth Basic.

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

© IIpumeuanue

Orpanudenrie B IpuMepe JIeHCTBYeT sl BceX MeTonoB, Kpome GET u HEAD.

limit rate
Cunrakcuc limit_rate cxopocmd;
Ilo ywmomua- limit_rate O;
HUIO
Konrekcr http, server, location, if B location

OrpannymBaeT CKOPOCTb Iepejadn orBeTa KiaueHTy. CKOpoCTh 3ajaeTcs B baliTax B CEKYH LY. SHAUYEHHE
0 oTkJIIOUaeT orpaHndeHure ckopoctu. OrpaHNYeHre YCTAHABIUBAETCS HA 3aIIPOC, IIO9TOMY, €CJIU KJIMEHT
OJIHOBPEMEHHO OTKPOET IBa COEIUHEHUsI, CyMMapHasi CKOPOCTh OYJEeT BIBOE BHIIIE 33 JAHHOIO OrPAaHUYIe-
HU.
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B 3nagenun ITapaMeTpa MO2KHO HUCIIOJIb30BaTh II€pEeMEHHbIE. OT0 MOXKeT OLITH IOJIE3HO B CJIyvadX, KOrjlda
CKOPOCTHb HY2KHO OI'DaHUYINBATHL B 3aBUCUMOCTHU OT KaKOro-j1bo YyCJ10BUA:

map $slow $rate {
1 4k;
2 8k;

}

limit_rate $rate;

OrpaHnyeHne CKOPOCTH MOYKHO TaKXKe 33J1aTh B IIEPEeMEHHOM $limit rate, OMHAKO MCIOIB30BATH JIAHHBIN
MeTOJ, He PEKOMEH/IyeTCsI:

server {

if ($slow) {
set $limit_rate 4k;
}

Kpome Toro, orpanmyenwe ckopocTu MoxkeT ObITh 3amaHo B mojie "X-Accel-Limit-Rate" 3arosios-
K& OTBeTa IPOKCUPOBAHHOIO CepPBEpa. DTy BO3MOYKHOCTH MOXKHO 3AlPETUTH C IIOMOIIBIO JUPEKTHUB
prozy ignore_ headers, fastcgi ignore headers, uwsgi_ignore headers u scgi_ignore_ headers.

limit _rate _after

Cunrakcuc limit_rate_after pasmep;

Ilo ymomua- limit_rate_after O;

HUIO

Konrekcr http, server, location, if B location

Sa,uaeT Ha4YaJIbHBII 00beM JaHHBIX, IIOCJIE IIepeJadud KOTOPOIro HaduHaeT OIpaHUINBATLCA CKOPOCTDL IIe-
pelavau OTBETa KJINCHTY. B znauennn IIapaMeTpa MOXKHO HCIIOJIb30BaTh II€pEMEHHBIC.

IIpumep:

location /flv/ {

flv;

limit_rate_after 500k;
limit_rate 50k;

}

lingering close

Cunrakcuc lingering_close on | always | off;
Ilo ymomga- lingering_close on;

HUIO

Konrekcr http, server, location

VipasiisieT 3aKPbITHEM COEINHEHUN C KINEHTAMI.
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on Angie 6yﬂ€T orcoamo u 06}7(1/6(1/777/17L6(l’ﬂl’b JOIIOJIHUTEJIbHbIC JTaHHBIE, ITOCTYIIaIoIIue
OT KJIMEHTa, IIepe IIOJTHBIM 3aKPbhITUEM COCIMHEHUA, HO TOJIBKO €CJIN 3BPUCTUKA
YKa3bIBa€T Ha TO, 9YTO KJIHEHT MOZKET €Ile IIOCJIATh JaHHBbIC.

always Angie Bceryia 6yer kJaTh U 06pabATHIBATH JOMOJIHATEIbHBIE JAHHBIE, TOCTYIIA-
IOIUe OT KJIMEHTA.
off Angie He Oyzer »XJIaTh [MOCTYIJIEHHUs JIOMOJHATEILHBIX JAHHBIX U CPa3y Ke 3a-

KPOET COEJIMHEHNE. JTO MOBEJEeHNe HAPYIIAeT IIPOTOKOJ U IIOTOMY He JIOJIZKHO
HCIIOJIb30BAThC 6€3 HEOOXOIMMOCTH.

Joa yopasienus 3akpoiruem HTTP /2-coequnenuit qupekTuBa 10JKHA ObITH 3a/aHa Ha YPOBHE SETver.

lingering _time

Cunrakcuc lingering_time epems;
Ilo ywmomua- lingering time 30s;
HUIO

Konrekcr http, server, location

Ecian nefictByer lingering _ close, 3Ta tupeKTUBa 3a/]a€T MAKCUMAJILHOE BpeMsi, B TedeHne KoToporo Angie
OyJer 06pabaThiBaTh (YUTATH U UTHOPUPOBATH) JONOJHUTE/IbLHBIE JAHHBIE, TOCTYIAIOIMAE OT KJIUEHTA.
Ilo mpormecTBUT 3TOrO BpeMEeHU COEINHEHHE OyIeT 3aKpBITO, JarKe eCI OYIyT eIle JTaHHbIe.

lingering _timeout

CunTakcuc lingering_timeout epems;
Ilo ywmomua- lingering timeout 5s;
HHIO

Konrekcr http, server, location

Ecmu neitcrsyer lingering close, 3Ta qupeKkTHBa 3a7aeT MaKCUMAJIbHOE BPEMsl OXKHIAHUS TOCTYIIJIEHUS
JIOTIOJTHUTETbHBIX JAHHBIX OT KJWEeHTa. FCm B TedeHWe TOro BpPeMeHM JaHHBIE He ObLIN ITOJIy9eHBI,
COeJIMHEHNE 3aKPbIBAETCsI. B MPOTHUBHOM CjIydae JAHHbIE YUTAIOTCS W UTHOPUPYIOTCs, n Angie cHoBa
JKJIET MOCTYIJIeHUsT JaHHbIX. UK "KIaTh-9uTaThb-UrHOPUPOBATE" MOBTOPSIETCs, HO HE JOJIbIIE YeM
3a/1aHO JUPEKTUBON lingering time.

IIpn nocrenenHOM 3aBepIIEHNN KJIMEHTCKHE IIOCTOSHHBIE COEJUMHEHUs! 3aKPBIBAIOTCS TOJIBKO B CIIydae,
€CJIM OHM HEaKTHUBHLI HEe MEHee BPEeMEHH, 3aJaHHOTO B lingering_timeout.
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listen

Cunrakcuc listen adpecl:nopm| [default_server| [ssl]| [http2 | quic| [proxy_protocol]
[setfib=wucao] [fastopen=uuc.o] [backlog=uucao] [zcvbuf=pasmep]
[sndbuf=pasmep| [accept_filter=guasvmp| [deferred| [bind| [ipv6only=on | off]
[reuseport]| [so_keepalive=on|off|[keepidle|:[ssamp:keepintvl]:[samp:keepent]|;
listen nopm [default_server| [ssl| [http2 | quic| [proxy_protocol]
[setfib=wucaol [fastopen=uuc.o] [backlog=uucao] [zcvbuf=pasmep]
[sndbuf=pasmep| [accept_filter=guasvmp| [deferred| [bind| [ipv6only=on | off]
[reuseport]| [so_keepalive=on|off|[keepidle]:[samp:keepintvl]:[samp:keepent]];

listen unix: nymo [default_server]| [ss1] [http2 |
quic| [proxy_protocol] [backlog=uucaol [rcvbuf=pasmep|
[sndbuf=pasmep| [accept_filter=guasvmp| [deferred| [bind]

[so_keepalive=on|off|[keepidle|:[samp:keepintvl]:[samp:keepent]];
ITo ymomua- listen *:80 | *:8000;
HHIO
Konreker server

3azaer adpec U nopm Mjis MPOCIIYIIUBAIONIEro cokeTa mwin myTh K UNIX-nomernHoMy cokery, Ha KOTOPOM
cepBep Oy/1eT IPUHUMATE 3apOChl. Adpec TakKe MOXKET ObITh MMEHEM XOCTa, HAIIPUMED:

listen 127.0.0.1:8000;
listen 127.0.0.1;
listen 8000;

listen *:8000;

listen localhost:8000;

IPv6-ampeca yka3biBaroTCs B KBaJIPATHBIX CKODOKAX:

listen [::]:8000;
listen [::1];

UNIX-roMeHHbBIE COKETHI 33JaI0TCs C TPEePUKCOM unix::

[listen unix:/var/run/angie.sock; }

MozxHO YKa3aTb a&pec u nopm BMeCcTe, TOJIBKO a@pec nJjm TOJIBKO nopm. Ecan xakne-mub60 IHapaMeTpPbl
OITYINEHBI, TPUMEHAIOTCA CJICAYIONe IpaBUjIa:

e Fcim ykazan TosibKo adpec, ncnosb3yercs nopt 80.

e Ecsm ykazaH ToJbKO nopm, Angie Gyaer caymars Ha Beex J0CTYIHBIX nHTepdeiicax IPv4 (u IPv6,
ecan BKJoUeH). CTosiuil 11epBbIM GJI0K Server Ha 9TOM IIOPTY OyJeT CepBepoM IO yMOIYAHUIO
JIJIST 32IIPOCOB C HECOIIOCTABJIEHHBIM 3ar0JIOBKOM Host.

e Fciim mupekTuBa He ykazaHa BoBce, Angie ucrnosib3yer * : 80, eCjIu 3allyIeH ¢ MpaBaMu CyTePIIoJib-
30BaTesd, nan *: 8000 B IPDOTUBHOM CJlydYae.
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default_server

ssl

http2

quic

proxy_protocol

cepBep, B KOTOPOM YKa3aH 3TOT IapaMeTp, Oy/IeT cepBepoM IO yMOJIIAHUIO JIJIst
yKa3aHHON mapbl adpec:nopm (BMecTe OHU 00Pa3yioT CAYWaowul cokem,).
Ecnu ke mupekTus ¢ mapamerpom default_server HET, CEPBEPOM IO YMOJTIAHIIO
JIJIsI CJIYITAIOIIEro COKeTa Oy/IeT MepBblii B KOH(MUTYpAIUn cepBep, 00CTyKUBAIO-
Wit 9TOT COKET.

YKa3bIBa€T HA TO, YTO BCE COEJMHEHUs, IIPUHUMAEMbIE HA JAHHOM CJIyIIAOIIEM
COKeTe, JIOJKHBI paboTarh B pexxume SSL. DTo mosposisier 3a1aTh KOMIIAKTHYIO
KOHMUTYpaIuio i cepBepa, paboratomero cpady B aByx pexnmax — HTTP u
HTTPS.

03BOJIsleT puHUMAaTh Ha caymramomem cokere HTTP /2-coemunenusi. O6braHO,
9TOOBI 9TO PAbOTAJIO, CJIEIYET TAKXKE yKa3aTh HapaMeTp ssl, oaHako Angie MoxK-
HO TakKe HacTpouTh u Ha npueM HTTP /2-coeauuenuii 6e3 SSL.

Ycrapeno, HaunHas ¢ Bepcun 1.2.0.

Wcnonwzyiite B3amen agupexktuBy hitp2.

mo3BoJisteT npuHIMaTh Ha 3ToM opty QUIC-coemuuenus. st ncnosb3oBaHus
910il onmuu B Angie mo/KeH ObITH BKJIIOUYEH W HacTpoeH moiuyiab HTTPS. Ko-
IJla quic BKJIIOUEH, TakyKe MOYKHO yKa3aTh reuseport, 4Tobbl HCIOJb30BATDH
HECKOJIBKO pab0dmX IIPOIECCOB.

YKa3bIBAET HA TO, YTO BCE COEJMHEHWsI, IPUHUMAEMbIE HA JAHHOM CJIyIIAOIEM
COKeTe, JIOJKHBI UCII0JIh30BaTh mpoTokos PROXY.

B nupekTrBe listen MOXKHO TaK»Ke YKa3aTh HECKOJIBKO JIOTOJHUTE]HHBIX MAaPAMETPOB, CIHEIIMUIHBIX
JIJTsl CBSI3AHHBIX C COKETAMH CHCTEMHBIX BBI30BOB. DTH MapaMeTPbl MOXKHO 3aJ1aTh B JIIOOON JUPEKTHBE
listen, HO TOJIBKO OJIUH pa3 JJIsl CJAYIIAIOIIETO COKeTa.

setfib=vucao

fastopen=vucao

zagaer tabuiry mapmpyTtusanun, FIB (napamerp SO_SETFIB) jyist CJIyIIaioniero
cokeTa. B Hacrosmuit MoMeHT 9T0 paboraeT ToabKO Ha FreeBSD.

pritoyaer "TCP Fast Open" st ciymaroiero cokera M OrpaHUYMBAET Mak-
CUMAJIbHYIO JIJINHY OYEPE/IN COEUHEHU, KOTOPBIE elle He 3aBEPIIUJIN IIPOIECcC
TPEXCTOPOHHETO PYKOIIOXKATHUSI.

‘% OcTopoxHO

He Bxiouaitte "TCP Fast Open", me ybemuBmimch, 9T0 cepBep MOXKET aJeKBATHO 0OpabATHIBATH
MHOTOKPATHOE IOJIyY€HUE OJIHOTO U TOro ke SY N-Iakera ¢ JaHHBIMA.
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backlog=vucnao

rcvbuf=pasmep
sndbuf=pasmep

accept_filter=¢n

deferred

bind

ipv6only=on |
off

reuseport

3ajiaeT mapaMerp backlog B Bbi3oBe listen(), KOTODBINf OrpaHMYNBAECT MaK-
CAMAJIBHBIN pa3Mep ovepesn OXKHUIAIONNX mpueMa coenuaenuii. [lo ymorganmio
backlog ycramaBimBaercs paBabiM -] jutst FreeBSD, DragonFly BSD u macOS,
u 511 pjis apyrux miatdopM.

3azaer pasmep Oydepa nmpuema (mapamerp SO_RCVBUF) aJ1s CIIyIIAIONIETO COKETA.
3agaer pasmep Oydepa nepegaqdu (mapaMeTp SO_SNDBUF) JJIsl CJLyIIAIOIIEro CO-
KeTa.

3azaer HazBanme accept-dpunbrpa (napamerp SO_ACCEPTFILTER) jyis Curymiaio-
IIIEr0 COKETA, KOTOPBIH BKJIIOYAETCs [1JIs1 (DUIBTPAIIMH BXOISIINX COEIMHEHUN T1e-
pex niepenadeit ux B accept (). Paboraer tonpko Ha FreeBSD u NetBSD 5.0-+.
Mozxno ncnosrp3oBaTh n1Ba puibrpa: dataready u httpready.

yKa3bIBa€T UCIIOJIb30BATh OTJIOXKEHHBI! accept () (mapamerp TCP_DEFER_ACCEPT
cokera) Ha Linux.

VKa3bIBAET, YTO JJIsI JAHHOTO CIYIIMAIOIIEr0 COKeTa HyKHO JaeaaTh bind () oTmaean-
HO. DTO HYKHO IMOTOMY, ITO €CJIH OMUCAHBI HECKOJIBKO JIUPEKTHB 1isten ¢ onnHa-
KOBBIM IIOPTOM, HO Pa3HBbIMHU a/pecaMi, 1 OJlHa U3 JUPEKTUuB listen ciymiaer Ha
BCEX aJipecax JUlsl JAHHOTO nopma (* :moptT), To Angie ciemnaer bind () TosbKo Ha
* :mopT. HeoOxommMo 3aMeTuTh, 9YTO B 9TOM CJIydae JIJisi OIIPeIe/IeHUsT apeca, Ha
KOTODBIil IIPUIILIO COEIMHEHNE, JIeJIAeTCA CUCTEMHBIN BhI30B getsockname (). Ec-
JIN 2K€ UCIOJIb3YyIoTcda nmapaMerpsl setfib, fastopen, backlog, rcvbuf, sndbuf,
accept_filter, deferred, ipv6only, reuseport miu so_keepalive, TO mJisg
JAHHOM Taphl adpec:nopm BCEraa IeJaeTcs OTAeJbHBINA BbI30B bind ().
omnpeiesser (depe3 napamerp cokera IPV6_VEONLY), Oyuer Jiu CIIynaiomuii Ha
wildcard-azgpece [::] IPv6-coker npuauMars Tosbko IPv6-coequnenus:, uimm xKe
omuoBpemento [Pv6- u IPv4-coenunennsi.

IIo ymosrqanuio napamMeTp BKJIIOYEH. YCTAHOBUTH €0 MOYKHO TOJIBKO OJIUH Pa3 Ha
cTapre.

YKa3bIBaeT, UTO HY?KHO CO3JlaBaTh OTJEJIbHBIN CIIYIIAIONUNA COKeT I KaXKJI0ro
paboudero npomecca (depe3 mapamerp cokera SO_REUSEPORT s Linux 3.9+ wu
DragonFly BSD wau SO_REUSEPORT_LB syist FreeBSD 12-+), nossosisas sapy pac-
[IPEJIEIATh BXO/ISAIINE COeIMHEHNsT MEXK /Ty pabodnmu nporeccamu. B HacTosmit
MOMEHT 3TO paboraeT ToJibKO Ha Linux 3.9+, DragonFly BSD u FreeBSD 12+.

“%* OcTopoxkHO

Henapyexaiee ncrnonp3oBanmne napaMeTpa reuseport MoxKeT ObITh HEOE30IIaCHO.

so_keepalive=on | off | [“keepidlel:[keepintvl]:[keepcnt]’

Koudwurypupyer mist ciaymaromero cokera noeejgenne "TCP keepalive".

on
off

€CJIU TIapaMeTp OIyIeH, I COKeTa OyIyT JIefiCTBOBATH HACTPOUKN OIIEPAIHOH-
HO# crCTEeMBbI

JUIsI coKeTa BKJodaeTcda napaMmerp SO_KEEPALIVE

1 cokera mapameTp SO_KEEPALIVE BBIKJIIOUaeTCs

Hexkoropsbie onepaluonsbie cucTeMbl O AepKuBatoT HacTpoiiky napamerpos "TCP keepalive" na yposue
cokeTa mnocpesicTBoM napamerpoB TCP_KEEPIDLE, TCP_KEEPINTVL u TCP_KEEPCNT. Ha Takmx cucremax
WX MOXKHO CKOH(DUI'YPHUPOBATH C MOMOIIBIO mapamMeTpoB keepidle, keepintvl u keepcnt. Ouun wim
JIBa IapamMeTpa MOI'YT ObITh OIIYIIEHbI, B TAKOM CJIy4ae JIjisi COOTBETCTBYIOIIErO MapaMeTpa COKeTa OyIyT
JIefiCTBOBATh CTaHIAPTHBIE cucTeMHble HacTpoiiku. Hanpumep,

[so_keepalive=30m: :10
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ycTaHoBHUT TaiimMayT Geszmeiictsust (TCP_KEEPIDLE) B 30 muHyT, /s uHTepBata npob (TCP_KEEPINTVL)
OyJsieT NeficTBOBATD CTAHIAPTHAS CHCTEMHAsI HACTPOHKA, a CIETIUK MPOO (TCP_KEEPCNT) oyner paser 10.

[Ipumep:

[listen 127.0.0.1 default_server accept_filter=dataready backlog=1024;

location
Cunrakcuc location ([=| 7| 7*| ~7 ]| wri | @uma)+ { ... }
IIo ywmomua- —
HUIO
Konrekct server, location

VcranapiauBaer KOHMUIYPAIMIO B 3aBUCAMOCTU OT TOro, coorBercrByer Jin URI 3ampoca kakomy-anbo
13 BBIPAXKEHUI COMOCTABJIEHUSI.

st conocrasienus ucnosb3yercs URI 3ampoca B HOpMaJIM30BaHHOM BHJIE, TIOCTE JIEKOIUPOBAHUS TEK-
cra, 3aJaHHOTO B BHe %4XX, mpeoOpa3oBaHusi OTHOCUTEILHBIX jiemenToB mytu "." u ".." B peajbuble U
BO3MOKHOMN 3aMmeHb, ABYX U OOJiee TTOAPST UAYIMAX KOCBIX 9epT Ha OIHY.

Sagars location MOXKHO PeUKCHON CTPOKON WM PEryJIsiPHBIM BbIPAKEHUEM.

PerJIHprIe BbIpazKEeHUA 3a/[aX0TCA C MO‘HI/ICI)I/IKaTOpOMZ

* s moncka coBnajieHns: 6€3 ydaera Perucrpa CUMBOJIOB
C yderom perucrpa

Yrob6s! HafiTu location, COOTBETCTBYONINIA 3aIIpOCY, BHaYAJI€ IIPOBEPsIOTCs location'sl, 3aaHHbIE TIpe-
durcabMu crpokamu (npedukchbie location'sr). Cpenn Hux uimercss location ¢ COBHAJAKONMM IIpe-
(bUKCOM MAaKCUMAJIBHOM JIJTUHBI U 3aIIOMUHAETCS.

© IIpumeuannue

JLJisi olrepalMoOHHBIX CUCTEM, HEYYBCTBUTE/IBHBIX K PEFUCTPY CHMBOJIOB, Takux kKak macOS, cpaBHe-
HUEe ¢ TPedUKCHBIMU CTPOKAMU MPOU3BOAUTCS Oe3 yduera perucrpa. OIHAKO CpABHEHNE OIDAHUYEHO
TOJILKO OJHOOAWTHBIME locale'amm.

3areM NPOBEPSIIOTCS PEryJIsipHbIE BbIPAXKEHUsI B IOPsiJIKE UX CJIeJIOBaHUsSI B KOH(MUIYpAIMOHHOM (aii-
se. [IpoBepKa peryasapHbBIX BBIPAYKEHUH MPEKPAITACTCS TOC/Ie IEPBOTO YK€ COBIAJICHUS, U UCIOIb3YETCS
COOTBETCTByMOMAs KoHurypamnus. Ecin coBrmajenne ¢ peryasipHbIM BbIDasKe€HHEM He HalJIeHO, TO WC-
0JIb3yeTcst KoHMUTYpaIys 3allOMHEHHOTO panee npedukcaoro location'a.

3a HEKOTOPBIMU UCKJIIOYEHUSIME, O KOTOPBIX TOBOPUTCs HUKe, 6JIOKM location MOTyT OBITH BIIOYKEHHBI-
MHU.

Perynsapuble BoIpaxkeHnss MOTYT CO31aBATh TPYIIBI 3aXBaTa, KOTOPbIE 3aTE€M MOYKHO HCIOJIb30BaTh B
JAPYIUAX JUPEKTHUBaX.

Ecion y coBmasiero npedukcaoro location'a ykazan MoaudukaTop ~~, TO PEryJsipHbIE BBIPAXKEHUST He
ITPOBEPSIOTCS.

Kpowme Toro, ¢ momompio MogudukaTropa = MOXKHO 3aJaTh TouHoe coBmajaenne URI m location. Ilpu
TOYHOM COBITAJIEHUN IIOUCK Cpa3y ke mpekparaercs. Hanmpumep, eciu 3ampoc / cirydaercs: 9acTo, MOXKHO
YCKOpUTH 00pabOTKy TAaKMWX 3aIllPOCOB, yKa3aB location =/, TaK KaK MOWCK MPEKPATUTCS MTOCTE TTEPBOTO
Ke cpaBHenus. Takoii location He MOXKET MMETh BJIOKEHHbIE location, TaK Kak OH 3a/1aeT IOJIHOE
COBITaJIEHE.
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IIpumep:

location =/ {

}

#Konpuaypayua A

location / {

}

#konpuaypayua b

location /documents/ {

}

#KoHpuaypayua B

location ~7/images/ {

}

#konpuaypayua I’

location ~*\.(gifljpgljpeg)$ {

}

#konpuaypayua J

e Jlng zanpoca / Gyjer BeiOpana KoHpurypammsa A,

e 11 3ampoca /index.html — kouduryparus B,

e s 3ampoca /documents/document . html — koudwuryparus B,
e j1g 3anpoca /images/1.gif — xondurypanua I

e a Jjura 3anpoca /documents/1.jpg — xoudurypamus /1.

© IIpumeuanue

Ecisiz nmpedukcubiit location 3ajaH ¢ KOCO# 4e€PTOil B KOHIE U BKJIIOUYEHA NUPEKTHBA aulo redirect,
npoucxoauT caemymomiee: Ha 3ampoc ¢ URI 6e3 Kocoit 4epThl B KOHIE, B OCTAJIbHOM COBIIAJIAOIIUNA C
npedpuKCcoM, Oy/IeT BO3BPAIIEHO IIOCTOSIHHOE IiepeHamnpajenne ¢ KogoMm 301, ykaseiBatoree Ha URI
3ampoca ¢ 100aBJIeHHON B KOHIIE KOCOI 4epTOii.

Ecisn 3amate location ¢ Tounsim coBmasennem URI, mepenanpasiienne He UCIOIb3YETCH:

-

location /user/ {
proxy_pass http://user.example.com;

3

location =/user {
proxy_pass http://login.example.com;
}

J

J

IIpedukc @ 3amaer umenosannvili location. Takoit location He UCHOJIB3YETCS MIPU OOBITHOM 0OPAbOTKE
3aIpPOCOB, a MPEIHA3HAYEH TOJBKO JJIs IePEeHaIpaB/IeHns B HErO 3ampocoB. Takume location He MOryT
OBITH BJIOXKEHHBIMU ¥ HE MOTYT COJIEPXKATH BJIOKEHHBbIE location.

3.
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KombuHuposaHHbie location

st ymobcTBa HeCKOIBKO location ¢ OaMHAKOBOM KOH(UTypamumeil MOXKHO 3aluCaTh KOMITAKTHO, IIe-
peducaus B ojHOM location cpa3dy HECKOJIbKO BbIPaXKEHHUil COIIOCTABJICHUA W 33J1aB JJId HUX €JUHYIO
koudurypanuo. Takue location HABBIBAIOTCS KOMOUHUPOSAHHBLMU.

Eciu, nanpumep, npenosiokuTh, 9To B npeasiryineM npumepe kouduryparmuu A, I' u /I coBnajaior, To
X MOYKHO 3aIIACATDH C IIOMOIIbI0 KOMOMHUPOBAHHOTO location:

location =/

~~/images/

“*\. (gif | jpgljpeg)$ {
#obwas KOHPU2YDAYUS

IMenoBannniii location TakyKe MOXKeT OLITH YACTBLIO KOI\{6I/IHI/IpOBaHHOFOI

location =/
OGnamed_combined {

“* OcropoxHOo

B kombmaMpOBaHHBIX location MeXIy MOAUGMUKATOPOM BBIPAYKEHUS COIMOCTABJIEHUSI W CAMUM BBI-
paXkeHueM He MOXKeT cTosATh npobes. [IpaBunbHo: location ~“*/match(inglesler)$ ....

(i ) IIpumeuanue

Ceituac KOMOMHMpOBaHHBbIE location He MOI'YT HEIOCPEACTBEHHO COIEPXKATb JIUPEKTUBBI
proxy_pass, B KoTopbix 3amaH URI, a Takxke api m alias. IIpm sToM Takme IUPEKTHBBI MOYKHO
HCITO/IF30BAaTh B JIPYrUX location, BIOKEHHBIX B KOMOMHUPOBAHHBII.

log_not_found

Cunraxcuc log_not_found on | off;
Ilo ywmomua- log_not_found on;
HUIO

Konrekcr http, server, location

Paspermraer nin 3arnperaer 3anuceBaTh B errorlog omubOKu 0 ToM, uTo dailil He HaiijieH.
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log subrequest

Cunrakcuc log_subrequest on | off;
Ilo ywmomua- log_subrequest off;
HHIO

Konrekcr http, server, location

Paszpemaer nim 3amnpernaer 3amnucsiBaTh B access  [0g MOI3AIPOCHI.

max headers

Cunrakcuc max_headers wuc.o;
3nadenne mno max_headers 1000;
YMOITYaHUIO

Konrekct http, server

VcranaBamBaeT MaKCUMAJIbHOE KOJTMIECTBO TIOJIEN 3ar0JI0BKOB 3a1poca KiinenTa. [Ipu npesbiiennn mpe-
JleJia KJIMEHTY Bo3Bpamaercsd omubka 400 (Bad Request).

Ecan sta nmupekTuBa 3a/1aHa Ha YPOBHE Server, MOYXKET UCIOJIb30BATHCA 3HAUEHUE C CepBEpa M0 YMOJIIa-
HUo. JIONOTHUTE/IbHBIE CBEJIEHUST CM. B pazfiesie Bubop supmyaivhozo cepeepa.

max ranges

Cunrakcuc max_ranges “ucao;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

OrpannamBaeT MaKCHMAJIbHOE TOMYyCTUMOE YHCJIO MUAMA30HOB B 3aIPOCaX C YKA3aHHEM IHANA30HA 3a-
npamubaeMbix GaiiT (byte-range requests). 3ampocsl, IIpeBBIAIOIIE YKA3aHHOE OrpaHnIeHne, 06pada-
TBIBAIOTCS KaK €CJIM ObI OHU He COJIEPKAJIN YKAa3aHUsl TUAa30HOB. 110 yMOdannio 9ucso Juana3oHoB He
OTPaHIIEHO.

0 TIOJTHOCTBIO 3alIPEeNaeT MOAJIEePKKY AAATa30HOB

merge slashes

CunaTakcuc merge_slashes on | off;
Ilo ywmomua- merge_slashes on;
HUTO

Konrekcr http, server

Paszpemaer wmm 3anpemtaer npeobpasosanne URI myrem 3amensr aByx u OoJiee mOAPSI UAYIIAX KOCHIX
qgept ("/") Ha omHy.
HeobxomMo uMeTh B BHLy, 9TO 9TO IPeoOPa30BaHne HEOOXOAMMO JIJIsi KOPPEKTHON IPOBEPKH TPEedUKC-

HBIX CTPOK U PEryJIsPHBIX BbIpakenwuii. Eciu ero He menars, To 3anpoc //scripts/one.php He momnajger
B
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[location /scripts/ { }

1 MOXKeT OBITh OOCIIyKeH Kak crarudeckuii daitn. Ilosromy on nmpeobpasyercss k Buiy /scripts/one.
php.
Samper mpeobpa3zoBaHus MOXKeT MOHAI00uThCs, ecu B URI ncmosp3yrorcss mmena, 3aKoaupOBaHHBIE Me-

ToJI0M base64, B KoropoM 3azeiicrBoBan cumsos "/". OupHako u3 coobpazkeHuii 6e30IACHOCTH JIydIlle
n3beraTh OTKJIOYEHUS TPEOOPA3OBAHNUS.

Ecnn JAUPEKTUBa YKa3aHa Ha YPOBHE scrver, TO MO2KET HCIIOJIb30BaTbhbCsd 3HaAYCHHE U3 CepBEpa 110 YMOJI-
YaHUIO.

msie__padding
Cunraxcuc msie_padding on | off;
Ilo ywmomua- msie_padding on;
HUIO
Konrekcr http, server, location

Paspemaer nin 3anpermaer jgo6asiisite B orBersl 1yt MSIE co crarycom 6Gosibiiie 400 KomMeHTApHiA JJ1st
yBeJInJeHus pa3Mepa orBera 10 512 6aiit.

msie refresh

CunTakcuc msie_refresh on | off;
Ilo ymomua- msie_refresh off;
HUIO

Konrekcr http, server, location

Paspemaer nin 3anpemaer Boigasarh st MSIE kymenTos refresh'sr BMecTo niepenarpaBiieHuii.

open_file cache

Cunrakcuc open_file_cache off;
open_file_cache max=N [inactive=epemal;
IIo ymomuya- open_file_cache off;
HHUIO
Konrekcr http, server, location

3ajaeT K311, B KOTOPOM MOTYT XPAHUTHCS:
® JIECKPUIITOPBI OTKPBITHIX (ailioB, nadopMalms 06 uX pasMepax U BPEMEHU MOIU(PUKAIINN;
e wHMOpPMAIUS O CYIIECTBOBAHUY KATAJIOTOB;
6 6 2 _n 3 non n 6
e urdopmalms 06 ommrbKax moncka daiia et daitra", "mer mpas Ha uTenue" n ToMy TOI00HOE.

KamupoBanne ommbOK HY?>KHO Pa3pelnTh OT/IeIbHO JUPEKTUBON open  file  cache errors.
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max 3aJaeT MAKCUMAJIBHOE UUCIIO SJIEMEHTOB B KOIIIe; [IPU [EPEIOIHEHAN KOIIa yIa-
JISFOTCsL HarMeHee BocTpeboBanHble s51emenTsl (LRU)
inactive 3a/1aeT BpEMs, IOCJIe KOTOPOTO JIEMEHT KIIIa YIAJIAETCsI, eCJii K HeMy He ObLIO

obpallieHuil B Te4eHne 3TON0 BPEMEHHN.
Ilo ymomaanuio: 60 cexyHI.

off 3allpelnaeT K31,
IIpumep:
open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;

open_file_cache_min_uses 2;
open_file_cache_errors 8

open file cache errors

Cunrakcuc open_file_cache_errors on | off;
IlIo ymon4a- open_file_cache_errors off;
HHUIO

Konrekcr http, server, location

Paspernraer nin 3amnperiaer K3murpoBaHue omuboK moucka GaitioB B open_ file cache.

open_file _cache min uses

Cunrakcuc open_file_cache_min_uses “uc.o;
Ilo ywmomua- open_file_cache_min_uses 1;
HHIO

Konrekcr http, server, location

T MUHIMAJIHHOE THCJT Huii K ailuty B TedeHne BpeMeHn HHOTO IIAPAMETPOM I iv
Saae aJIbHOE IUCJI0 obparre a €UYeHre BPEeMeHH, 33JIaHHOTO MapaMeTpoM inactive
JUPEKTUBLI open_ file cache, HEOOXOMUMBIX JJIst TOrO, YTOOBI JIECKPULITOD (haiilia 0CTaBAJICS OTKPBITHIM
B KOIII€.

open_file_cache valid

Cunrakcuc open_file_cache_valid spems;
Ilo ywmomua- open_file_cache_valid 60s;
HUIO

Konrekcr http, server, location

Omnpeensier BpeMst, Uepe3 KOTOPOE CIEIyeT IPOBEPSATH aKTYAIbHOCTH MHQPOPMAIUME 00 3dI€MEHTE B
open_ file_ cache.
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output_ buffers

Cunrakcuc output_buffers wucao pasmep;
Ilo ywmomua- output_buffers 2 32k;

HUIO

Konrekcr http, server, location

3azaer wucao U pasmep 0ydDEpoB, UCIOIB3YEMBIX IIPA YTEHUN OTBETA C JIMCKA.

port_in_redirect

Cunraxcuc port_in_redirect on | off;
Ilo ywmomua- port_in_redirect on;
HUIO

Konrekcr http, server, location

Pa3pemae'r nJI 3allpeniaeT yKa3bIBaThb IIOPT B abconommvLr IIepeHalipaB/ICHULAX, BblJIaBa€MbIX Angie.

Hcnonp3oBanme B  TepeHAPaBIEHUSAX OCHOBHOIO UWMEHHW CepBepa  VIPAaBISETCSd  JIUPEKTHBOI
server name_ in_ redirect.

postpone output

Cunrakcuc postpone_output pasmep;
Ilo ywmomua- postpone_output 1460;
HUIO

Konrekcr http, server, location

Eciin 3170 BO3MOXKHO, TO OTIIPABKA JAHHBIX KJIUEHTY OyIeT OTJI0XKeHa oka Angie He HAKOIUT 10 KpaiHei
Mepe YKa3aHHOe KOJUIEeCTBO OAMT JIsT OTTIPABKH.

0 3allpelraeT OTI0XKeHHYIO OTIPAaBKY JaHHbIX

read ahead

Cunrakcuc read_ahead pasmep;
Ilo ywmomua- read_ahead O;

HUTO

Konrekcr http, server, location

3ajsaer sipy pa3Mep Mpearenus npu pabore ¢ daitiamu.

Ha Linux wmcnosb3yercss cucremusiit Ber3oB posix_fadvise(0, 0, 0, POSIX_FADV_SEQUENTIAL), mo-
9TOMY IIapaMeTp pa3Mep TaM UIHOPUPYETCs.

Ha FreeBSD ucnosbsyercs cucremuniii Bui3os £fcntl (0_READAHEAD, pasmep ), nosBusmuiics 8o FreeBSD
9.0-CURRENT.
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recursive error pages

Cunrakcuc recursive_error_pages on | off;
Ilo ywmomua- recursive_error_pages off;
HHIO

Konrekcr http, server, location

Pagpemaer mwim 3ampemnaer neiaThb HECKOIBKO MEPEHAIPABJIEHHI Yepe3 JTUPEKTUBY error page. ducito
TaKUX IepPeHallPaBJIeHUN 02paHuyeno.

request pool _size

Cunrakcuc request_pool_size pasmep;
Ilo ywmomua- request_pool_size 4k;
HHIO

Konrekcr http, server

IlozBossieT IPOU3BOAUTDH TOIHYIO HaCTpOfIKy BI)I,ILG.HQHI/IIL/'I IaMATH II0J KOHKPETHbBIC 3aIIPOCHI. Ora JUPEK-
THUBa HE OKa3bIBAE€T CYINECTBCHHOI'O BJINAHNA Ha IIPOU3BOAUTEC/IILHOCTDH, U €€ He CJIeAyeT HCIIOJIb30BaTh.

reset timedout connection

Cunraxcuc reset_timedout_connection on | off;
Ilo ymomua- reset_timedout_connection off;
HUIO

Konrekcr http, server, location

Paspemaer wiu 3amperaer cOpoc coeMHEHUT 0 TaifiMayTy, a TaKKe IIPU 3aKPBITUH COEIUHEHUN C 110~
MOIIBIO HecTaHIAPTHOTO Koma 444. Copoc memaercs caemyiomum odbpa3om. [lepen 3aKpbuITHeM COKETa, JIIsT
mero 3amaercs mapamerp SO_LINGER c taitmayTom 0. Ilocse sToro npu 3akpbITun COKeTa KJIMEHTY OTChHI-
sraercsa TCP RST, a BCs aMATh, CBA3aHHASI C 3TUM COKETOM, OCBOOOXKIAETCs. DTO IO3BOJIsIeT n3bexKaTh
JUITITEJILHOTO HAaXO0K/IEHUS yKe 3aKPBITOro cokera B coctosinnu FIN_WAIT1 c 3amosHeHHBIME Oydepamu.

© IIpumeuannue

coequuenns keep-alive mo mcrevennn TaiiMayTa 3aKPBIBAIOTCS OOBITHBIM 0OPA30M.

resolver

Cunraxcuc resolver adpec ... [valid=epems| [ipvd=on | off| [ipv6=on | off]
[status_zone=30nal;

Ilo ywmomua- —

HUIO

Konrekcr http, server, location, upstream

Samaer cepepbl DNS, wucrmosib3yemblie 1y TpeoOpa30BaHUsi UMEH BBIMIECTOAIINX CEPBEPOB B ajpeca,
HaIIpUMeD:
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[resolver 127.0.0.53 [::1]:5353; }

Anipec MmoxkeT OBITH YKa3aH B BHE JOMeHHOro mmenu uiau [P-ajapeca, u HeobsizarespHOro nopra. Eciu
IOPT He yKazaH, ucrojibdyercs mopT H3. Cepsepsl DNS omparmuBaioTcs MUKJITIECKH.

ITo ymosruanuio Angie kamupyer oTBerhl, ucrnoyb3ys 3uadenne T'TL u3 orsera.

valid HeobA3aMeAbHbIT TTAPAMETD, TIO3BOJIAET IIEPEOIPEIEINTh CPOK KIIMUPOBAHUS OT-
BETa
[resolver 127.0.0.53 [::1]:5353 valid=30s; }

ITo ymomganuio Angie 6ymer nckath kKak [Pv4-, tak u [Pv6-anpeca npu mpeobpa3oBaHny UMEH B aj[peca.

ipv4=off 3amperraeT ouck [Pv4-anpecon
ipv6=off zanpemaer nouck [Pv6-anpecos
status_zone HeobA3aMeNvHDIT TTAPDAMETD; BKJIIOIaeT cOOp METPHUK 3ammpocoB u oTBeTOB DNS-

cepsepa (/status/resolvers/<3ona>) B yKa3aHHOI 30He

© Coser

s mpenorspamenust DNS-ciydunra pekomenayercsi uciosib3oBatb DNS-cepBepbl B 3aluIeHHOM
JOBEPEHHO! JIOKAJIbHON CEeTH.

© Coser

IIpu 3amycke B Docker uconb3yiite coorBercrBytormuit BayTperuuit agpec DNS-cepsepa, Hampumep
127.0.0.11.

resolver timeout

Cunrakcuc resolver_timeout epema;

Ilo ywmomua- resolver_timeout 30s;

HUIO

Konrekcr http, server, location, upstream

Sazaer TaiiMayT i MpeoOpa30BaHUs UMEHU B aJIpeC, HAIPUMED:

[resolver_timeout Bs; }
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root
Cunrakcuc root nymo;
Ilo ymomua- root html;
HUO
Konrekcr http, server, location, if B location

3asiaeT KOPHEBOI KaTaJIor [jist 3arpocoB. Hampumep, npu Takoit KoH(MUTyparmn

location /i/ {
root /data/w3;
}

B OTBeT Ha 3ampoc /i/top.gif Oyzmer ornan daiin /data/w3/i/top.gif.

B 3HaueHMum napaMerpa IyTh MOXKHO HCIIOJIB30BATh IlepeMeHHble, Kpome $document root wu
$realpath_root.

IIyTe k daitty dopmupyercsa myrem mpocroro jpobasnerus URI k snadenuto mupektuBs root. Ecmm xe
URI Heo6X0quMO TOMEHATH, CJIeLYyeT BOCIIOIb30BATHCA TUPEKTUBON alias.

satisfy
Cunrakcuc satisfy all | any;
Ilo ywmomua- satisfy all;
HUIO
Konrekcr http, server, location

Paspemaer jocryi, eciu ero paspemaior Bee (all) mau xora 661 ogun (any) u3 momyneit Access, Auth
Basic mmn Auth Request.

location / {
satisfy any;

allow 192.168.1.0/32;
deny all;

auth_basic "closed site";
auth_basic_user_file conf/htpasswd;

send lowat

Cunrakcuc send_lowat pasmep;
Ilo ywmomua- send_lowat O;

HUTO

Konrekcr http, server, location

IIpu ycranoBke 9T0# TUPEKTUBBI B HEHy/IeBOe 3HadeHre Angie 6yIeT MbITaThCd MUHUMU3UPOBATH YUCJIO
oreparuit OTIPaBKY Ha KJINEHTCKUX COKeTax Jnbo mpu nmomornu dara NOTE_LOWAT metona kqueue, mudo
pu omoInn mapamerpa cokera SO_SNDLOWAT. B oboux cirydasx OyaeT UCIoIb30BaH YKa3aHHbBIM pasMep.
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send _timeout

Cunrakcuc send_timeout spemas;
Ilo ywmomua- send_timeout 60s;
HUIO

Konrekcr http, server, location

Sajsaer TaiiMayT IIpU Iepeiade OTBeTa KJINEHTY. TaiiMayT yCcTaHaBJINBAETCS HE HA BCIO IIEPEIavdy OTBETA,
a TOJIBKO MEXKJy JBYMSI ONEPAIUsIMU 3alucCh. FKC/i 110 MCTEeYeHNH 3TOr0 BPEMEHH KJIMEHT HUYero He
[IpUMeET, coeinHenne Oy1eT 3aKPHITO.

sendfile
Cunrakcuc sendfile on | off;
Ilo ymomua- sendfile off;
HUO
Konrekcr http, server, location, if B location

Paspemaer nin 3anperaer ncnosib3oBath sendfile ().

BosmorkHo ucmosib3oBanme aio M MOArPY3KU JaHHBIX juid sendfile():

location /video/ {
sendfile ;
tcp_nopush 2
aio H

}

B rakoit koudurypanun dynkius sendfile() Bo3biBaercs ¢ durarom SF_NODISKIO, B pe3yJsbTare 4ero
oHa He BJIOKMDYeTCsI Ha JIUCKe, a coodImaeT 06 OTCYyTCTBUU JaHHBIX B naMmsTu. [locie sroro Angie nxu-
UUPYET aCHHXPOHHYIO MOATPY3KY JaHHBIX, duTas ogun 6aitt. IIpu arom syipo FreeBSD monrpyzxkaer B
namaTh 1epBble 128K OaiiT daiiia, omHaKO IPH MMOCIEAYIONUX YTeHNAX (aill NoArpyKaeTcsa 9acTIMu
TosbKO 10 16K. I3MeHnTBh 3TO MOXKHO C IIOMONIBIO JUPEKTUBEI read ahead.

sendfile_max_ chunk

Cunrakcuc sendfile_max_chunk pasgmep;
Ilo ywmomua- sendfile_max_chunk 2m;
HUIO

Konrekcr http, server, location

OrpannumnBaer 00bEM JIAHHBIX, KOTOPBI MOXKeT IepeiaH 3a ojauH Bbi30B sendfile(). Bes sroro orpa-
HUYEHUsI OJHO OBICTPOE COEIMHEHNE MOXKET IIeJIMKOM 3aXBaTUTh PabOYUil IIPOIecc.
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server
Cunrakcuc server { ... }
Ilo ymomua- —
HHIO
Konrekcr http

3ajaerT KOHQUIYpanuo JijIs BUPTYaJbHOTO cepBepa. JeTKoro pasjiefeHusi BUPTYAIbHBIX CEPBEPOB HA
IP-based (Ha ocnoBanmn IP-anpeca) n name-based (na ocnosannu mosst "Host" 3aronoBka 3ampoca) Her.
Bumecro 3T0oro mupekTuBaMu listen OMMCHIBAIOTCA BCE J(Peca U MOPTHI, Ha KOTOPBIX HY?KHO NPUHUMATD
COEIMHEHHUsI JIJIsl 9TOIO CEPBEPA, & B JAUPEKTUBE SEIVEr Naime YKa3bIBAIOTCS BCE UMEHA CEPBEPOB.

Tlogpobree: Kax obpabamuisaromes 3anpoco

server name

Cunrakcuc server_name UMsA ...;
Ilo ymomua- server_name "";
HUIO

Konrekcr server

3ajiaer UMeHa BHPTYaJIbHOTO CepBEpa, HAIPUMED:

server {
server_name example.com www.example.com;

}

HepBoe UMsl CTAHOBUTCsA OCHOBHBIM MMEHEM Ce€pBepa.

B umenax cepBepoB MOXKHO MCHOJIB30BaTh 3Be370uky ("*") 1is 3aMeHbl 1epBOil wim nocjenHeil gacTu
UMEHN:

server {
server_name example.com *.example.com www.example.*;

}

Takue nMeHa HA3BIBAIOTCS UMEHAMU ¢ MaCKOiA.

ﬂBa IIEPBbLIX BbIICIIPUBEJICHHBIX UMEHU MO2KHO O6’])6,ZLI/IHI/ITI) B OJHO:

server {
server_name .example.com;

}

B kauecTBe MMEHH CepBepa MOXKHO TakKKe HCIOJIb30BATh DEry/IspPHOE BBIparKeHHe, YKas3aB Iepes HUM
Tuibay ("TM):

server {
server_name ~~www\d+\.example\.com$ www.example.com;

}

Perysnsproe Boiparkenne MOXKET COJIEPKATDH BbIJIeJIEHNsI, KOTOPBIE MOI'YT 3aT€M HCIIOIb30BATHCS B JIPYIUX
JUPEKTUBAX:

server {
server_name ~~ (www\.)?7(.+)$;
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location / {
root /sites/$2;
+
}

server {
server_name _;

location / {
root /sites/default;
}
}

ImenoBannbie BblJICJIEHUA B PETryJIAPDHOM BbIDa2K€HUHN CO3/1al0T IIepeMeHHbIe, KOTOPpbIEe MOI'yT 3aTeM HC-
IIOJIB30BAaTbhCsA B JAPYIUX JUPEKTUBAX:

server {
server_name "~ (www\.)?(?<domain>.+)$;

location / {
root /sites/$domain;

}
}

server {
server_name _;

location / {
root /sites/default;
}
}

(5 ) IIpumeuanue

Ecnm mapamerp qmpeKTHBHI 3a71aH Kak $hostname, NCIONb3yeTCss MMsl XOCTa Beb-cepBepa.

MoxKHO TakzKe yKasaTh MycToe uMs cepsepa (""):

server {

server_name www.example.com "";

}

IIpu noucke BUPTYaJILHOTO CepBepa M0 UMEHU, KOTOPOMY COOTBETCTBYET HECKOJIHLKO YKA3aHHBIX BapUaH-
TOB (HAIIPUMED, OJHOBPEMEHHO IMOAXOIAT M MM ¢ MACKOH, M DPEryJsdpHOe BbIpayKeHue), Oyger BhIOpaH
TEPBBII MOAXOAAMINI BAPUAHT B CJIEIYIONIEM MOPSIKE MPUOPUTETA

® TOYHOE NMd;
e camMmoe JUIMHHOe UM C MacKOil B HadaJje, HaIlpuMep *.example.com;
e caMoOe JJIMHHOE UM C MaCKOIl B KOHIIe, HalIpuMep mail. *;

® [IepBOe MOZXOJsINee PeryJisgpHoe BbipakeHue (B IODsJIKe CJIEJ0BAHUS B KOH(MUIYDAIMU), B TOM
4qucye IIycToe UMs.
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A Buaumanune

Yrob6n! ucmonb30BaTh server_name ¢ TLS, meobxommma Tepmunarus TLS-coennnenuns. Dta aupek-
tuBa comnocrasisiercs ¢ Host B HT'TP-3ampoce, mosaToMy pykomoxkarue J0JKHO OBITH 3aKOHIEHO, a
coeMHEeHne pacmdpoBaHo.

server name in redirect

Cunraxcuc server_name_in_redirect on | off;
Ilo ymomua- server_name_in_redirect off;
HHIO

Konrekcr http, server, location

Paspermaer win 3anpemaer uCnojab30BaTh B a0COA0OMKGIE IEPEHATIPABICHUAX, BhIIaBaeMbIX Angie, oc-
HOBHOE UM4 cepBepa, 3ajlaBaeMoe JIMPEKTUBOI server name.

on UCIIOJIb3YETCsl OCHOBHOE MMsI CEPBEPA, 3a[aBAEMOE JINPEKTUBON Server name
off UCIOJIB3YeTCsT nMsl, yKasannoe B rosie "Host" 3arososka 3ampoca. Eciin ke sToro
oJIst HET, TO ucnoab3yercs [P-amapec cepsepa.

HWcmosb3oBanne B epeHANPABICHNAIX OPTA YIPABISETCs IUPEKTUBON port in_ redirect.

server names hash bucket size

Cunrakcuc server_names_hash_bucket_size pasmep;

IIo ymonua- server_names_hash_bucket_size 32 | 64 | 128;
HHUIO

Konrekcr http

Sagae'r pasMep KOpP3UHbI B X31H—Ta6JII/ILLaX NMEH CepBepPOB. 3uadenue 10 YMOJ/I9aHUIO 3aBUCUT OT pa3Mepa
CTPOKH K3IIa IIporeccopa. HOILpO6Hee HaCTpOfIKa X31.H-Ta6.HI/IL[ O6CY)K,ZLaeTCH OTOEJIbHO.

server names hash max size

Cunrakcuc server_names_hash_max_size pasmep;
Ilo ywmomua- server_names_hash_max_size 512;
HUIO

Konrekct http

SajiaeT MaKCUMaJIbHBIA pa3Mep X3II-TabJIul] uMeH cepBepoB. IloapobHee HacTpoiika X31I-Tab ui 06Cy K-
JIaeTCsl OTIEJIHHO.
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server _tokens

Cunrakcuc server_tokens on | off | build | empoxa;
Ilo ymonua- server_tokens on;

HHIO

Konrekcr http, server, location

Paspermaer wiu 3anpeniaer yKa3pBaTh Bepcuio Angie Ha cTpaHUIax omubOK U B TOJIE 3ar0jI0BKa OTBETA
Server. Ecin ykazan mapamerp build, To BMecTe ¢ Bepcueii OyeT TakKe yKa3aHo UM COOPKH, 3aJaHHOe
COOTBETCTBYIOIIMM HAapaMeTPOM CKpHITa configure.

Iobasseno B Bepcun 1.1.0: PRO

B Angie PRO qupexktusa MoxKeT ObITh 3aj[aHa cMpokoll, KOTOPas MOYXKET TAK¥Ke COepPKATh MePEeMEHHbIE.
Torna Ha crpaHuax ommuOOK U B [IOJIE 3ar0JIOBKA OTBETA Server BMEeCTO NMEHU CepBepa, BEPCUU U NMEHU
cOOpKHU OyIeT yKa3bIBATbCS 3HAYEHUE ITOIl CTPOKH C IIO/ICTABJIEHHBIMU repeMeHHbIMU. [lycrass cmpoka
3alpeniaeT BbLIAUY IOJISA Server.

status_zone

Cunrakcuc status_zone off | 30ma | katou zone=30nal:wucaol;
Ilo ymomua- —

HHIO

Konrekcr server, location, if B location

Beluessier 30HY pasjenseMoil namsaTu i cbopa Merpuk /status/http/location zones/<szona> wu
/status/http /server zones,

“30Ha>.

Hecko/bKO KOHTEKCTOB Server MOI'yT COBMECTHO UCIIOJIH30BATDH OJIHY U TY K€ 30HY JIjIsI cOOpa JaHHBIX;
ocoboe 3HadeHne of f BHIKIIOYaeT cOOp JaHHBIX BO BJIOXKEHHBIX OJI0Kax location.

CHUHTAKCUC C OJHUM 3HAYEHUEM 30Hb, OOBHEIUHSET BCE METPUKU JJIs TEKYIIEero KOHTEKCTa B OIHY 30HY
pa3ieligeMoi TaMATH:

server {

listen 80;
server_name *.example.com;

status_zone single;
#

AJIbTepHATUBHBIN CUHTAKCHUC TO3BOJISIET 33/IaBATH CJIEIYIOIIHe apaMeTphL:

KAI0Y Crpoka ¢ IepeMeHHBbIMH, 3HaUeHWe KOTOPOil OIpejessieT I'DYHIHPOBKY 3alpo-
coB B 30He. Bce 3ampocsl, Jaiomiye OJMHAKOBbIe 3HAYEHHS II0CJIe II0/ICTAHOBKH,
00'beIMHSIIOTC B OJIHY Ipyiiry. Eciim nojicTaHOBKa BO3BPaIlaeT IIyCTOe 3HaUYEHNE,
METPHUKH He OOHOBJIAIOTCH.

301G VMms 30HBI pa3jeisseMoil TaMsITH.
wucno  (Heobs3a-  MaKCUMaJIbHOE KOJIMYECTBO OTIEIbHBIX IPYIII JJisi c00pa MeTpuK. Ecan HOBbie
TeJIbHBIIA ) 3HAYEHUS KA10Y( MTPEBBIMIAIOT TOT JIMMUT, OHU O0BEIUHSIOTCS B TPYIILy ZOne.

3HadeHue 0 yMOJTIaHUIO — 1.
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B cnenyromem npumepe Bce 3ampochl ¢ OJUHAKOBBIM 3HadeHHeM $host rpynnupyiorca B host_zone.
Merpuku cobuparoTcst OTIEIBHO JIJIsT KaXKJI0r0 yHUKAJILHOTO 3HadeHusi $host 710 Tex mop, moKa KoJjimde-
crBo rpymnn metrpuk He gocruraer 10. [locse aroro jro0bie HOBBIE 3HavUeHUs $host OyayT 100aBASITHCS B
rpyumy host_zone:

server {

listen 80;
server_name *.example.com;

status_zone $host zone=host_zone:10;
location / {

proxy_pass http://example.com;

Pesynbrupyrorniue MeTpuKy pa3iesisiioTcs M0 OTAeIbHBIM XocTaM B BbiBoje APIL.

subrequest _output_ buffer _size

Cunrakcuc subrequest_output_buffer_size pasmep;
IIo ymomua- subrequest_output_buffer_size 4k | 8k;
HUIO

Konrekcr http, server, location

SamaeT pa3mep Oydepa, NCHOIB3yeMOro JIJIsl XpaHEeHUsI Tejla OTBeTa 1ojzarnpoca. [lo ymoaganuio pasmep
onHoro Oydepa paBeH pasMepy CTPAHUIBI HAMATH. B 3aBucuMocTu oT 1mardopmbr 310 min 4K, i 8K,
OJTHAKO €r0 MOYKHO C/IeJIaTh MEeHbIIIE.

O Ilpumeuanne

JlupekTrBa MpUMEHNMAa TOJIBKO JJIsi ITO/3AIIPOCOB, TEJO OTBETA KOTOPBIX COXPAHSIETCS B MAMSITH.
Hampumep, momobHbIE TOA3AMPOCHI CO3AIOTCS TIpH oMot SS1 .

tcp __nodelay
Cunrakcuc tcp_nodelay on | off;
Ilo ywmomua- tcp_nodelay on;
HUIO
Konrekcr http, server, location

Pazpemaer nm 3anpemniaer ncrnonb3oBanne napavmerpa TCP_NODELAY. [TapameTp BKIIIOUaeTCS IpH TEepe-
xo/te coenuHenns B cocrosanne keep-alive. Takxke, on Brimogaercs na SSL-coenunennsix, mpu nedydepu-
30BaHHOM TPOKCUPOBAHUM U TIpH npokcuposanuu WebSocket.
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tcp _nopush
Cunrakcuc tcp_nopush on | off;
Ilo ywmomua- tcp_nopush off;
HHIO
Konrekcr http, server, location

Paspemaer nin 3anpemaer ucnosbzosanue napamerpa cokera TCP_NOPUSH Bo FreeBSD wuim TCP_CORK B
Linux. [Tapamerp BK/IIOYAIOTCS TOJIBKO IIPY UCHOJB30BaHUH sendfile. Bkiodenne mapamerpa mo3BOISET

e IepejlaBaTh 3aroJI0BOK OTBeTa U Hadaso ¢aiiia B ogHoM nakere B Linux u Bo FreeBSD 4.*;

® JiepelaBaTb (bafm IIOJIHBIMMU IIaKeTaMM.

try _files
Cunrakcuc try_files gatin ... uri;
try_files ¢aiia ... =%00;
Ilo ymomua- —
HUIO
Konrekcr server, location

IIposepsier cymiectBoBanue hailoB B 33JaHHOM IIOPsJIKE U HCIOJIB3YeT [ 06paboTKU 3ampoca Iep-
BBIIl HaliIeHHBIN (aii, npudaemM 0O6pabOTKa JiejiaeTcss B KOHTEKCTe 3Toro ke location'a. Ilyrs k daitmy
cTpouTCs U3 mapamerpa ¢atia B COOTBETCTBUE ¢ aupekTuBamu 1oot u alias. C mMOMOIIBIO KOCOU 4epThI B
KOHIIe UMEHN MOXKHO IIPOBEPUTH CYIIECTBOBAHME KaTajora, Hanpumep, $uri/. B ciaydgae, ecom vHu omma
daiis He HaiieH, TO JeslaeTCsd BHyTPEHHEe IepeHalpaBeHne Ha Uurt, 3aJaHHbIN [TOCIeIHIM 1apaMETPOM.
Hanpuwmep:

location /images/ {
try_files $uri /images/default.gif;
}

location = /images/default.gif {
expires 30s;

}

HOCJ’Ie)IHI/Iﬁ IMapaMeTp MOXKeT TaKzKe YKa3bIBaTb Ha NMEHOBAaHHBIN 1ocation, MOXKET TaKKe ObITh KOJIOM:

location / {
try_files $uri $uri/index.html $uri.html =404;
}

B crenyromem npumepe aupexktusa try_files

location / {
try_files $uri $uri/ @drupal;
3

aHaJIOTUYIHa JUPEKTHUBaM

location / {
error_page 404 = Q@drupal;
log_not_found 8

3

3.3. BcTpoeHHble mopynn 354



12850

Onucanne dyHKLMOHANbHBLIX XapakTepucTuk, sepcusa 1.9.0

A 3nech

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;

#
b

try_files nposepsier cymecrBoBanne PHP-daitna, npexie gem nepemars 3anpoc FastCGl-cepsepy.

location / {
try_files /system/maintenance.html
$uri $uri/index.html $uri.html
Omongrel;

3

location @mongrel {
proxy_pass http://mongrel;
}

location / {
try_files $uri $uri/ @drupal;
}

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;
fastcgi_param QUERY_STRING $args;

# ... npouwue fastcgi_param

}

location @drupal {
fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param SCRIPT_NAME /index.php;
fastcgi_param QUERY_STRING g=$uri&$args;

# ... npouwue fastcgi_param

location / {
try_files $uri $uri/ @wordpress;

3

location ~ \.php$ {
try_files $uri @wordpress;

fastcgi_pass ...;
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fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# ... npouwue fastcgi_param

}

location @wordpress {
fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;

# ... npowue fastcgi_param
b
types

Cunraxcuc types { ... }

Ilo ywmomua- types text/html himl; image/gif gif; image/jpeg jpg;
HUIO
Konrekcr http, server, location

Sajaer coorBercrBre pacimupenuii umen daitior u MIME-Ttunos orBeros. Pacimpenus HedyBCTBUTEIb-
Bl K peructpy cumBojioB. Omuaomy MIME-Tumy mMoXker cOOTBETCTBOBATH HECKOJIBKO PACIIMPEHU, Ha-
puMep:

types {
application/octet-stream bin exe dll;
application/octet-stream deb;
application/octet-stream dmg;

}

JocraTovno mosHas TabJInIa COOTBETCTBHI BXOIUT B nucTpubytus Angie u nHaxomurcs B daitre conf/
mime.types.

s Toro 4urobbl IJis  OIpeaeleHHOro location'a a1 Bcex oreeroB Bbigasajca MIME-Tun
"application/octet-stream", MOKHO HCIIOJIL30BATH CJIEJYIOIIEE:

location /download/ {

types {3
default_type application/octet-stream;

}

types hash bucket _size

Cunrakcuc types_hash_bucket_size pasmep;
Ilo ywmomua- types_hash_bucket_size 64;
HHIO

Konrekcr http, server, location

Samaer pa3Mep KOP3UHBI B X3Mr-Tabsunax tunos. [logpobHee HacTpoOiKa XIMI-Tad/mIl 06CyKIAETCI OT-
JIEJIBHO.
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types hash max _size

Cunrakcuc types_hash_max_size paswmep;
Ilo ywmomua- types_hash_max_size 1024;
HUIO

Konrekcr http, server, location

3asaeT MaKCUMAJIBHBIN pa3Mep x3m-tadsun tumoB. [logpobuee HacTpoiika XIII-TabIUIl 00CY XK TaeTCs
OTHEJIHHO.

underscores _in _headers

Cunraxcuc underscores_in_headers on | off;
Ilo ymomua- underscores_in_headers off;
HHIO

Konrekcr http, server

Pazpermraer winm 3anpemiaer UCIOJIB30BAHNE CUMBOJIOB IIOIYEPKUBAHNUS B IIOJISIX 3ar0JI0BKA 3aIIpPOCa KJIU-
enTta. Eciu ucrosp3oBanre CHMBOJIOB IOAYEPKUBAHNS 3alIPEIIEHO, [0/ 3ar0JI0BKa 3aI1IpOCa, B MMEHaX
KOTOPBIX €CTh IIOTIEPKUBAHNUS, TOMEIAIOTCS KAK HEIOMYyCTUMBIE U IO AIOT O, AeHCTBHE TUPEKTUBEI
tgnore__invalid_ headers.

Ecoin JAUPEKTUBa YKa3aHa Ha YPOBHE scrver, TO MOXKET HCIIOJIb30BaTbhbCsdA 3HaAYCHHUE U3 CepBEpa IO YMOJI-
YaHUIO.

variables _hash _bucket _size

Cunrakcuc variables_hash_bucket_size pasmep;
Ilo ywmomua- variables_hash_bucket_size 64;
HUIO

Konrtekcr http

Sajsiaer pasMep KOP3UHbBI B X3MI-TabJiniie nmepeMeHHbiX. [1ogpobHee HACTPOMKa X3MI-TabJIHI] 00CY XK IaeTCs
OTJEJTHHO.

variables hash max size

Cunrakcuc variables_hash_max_size pasmep;
Ilo ymomua- variables_hash_max_size 1024;
HUIO

Konrekct http

SajiaeT MaKCUMaJIbHBIA pa3Mep X3MI-TabJInl HepeMeHHbIX. [[oapobHee HACTPOIKa X3II-TaO UL 00CY 2K 18-
€TCsl OTJIETTHHO.
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BcTpoeHHble nepemeHHble

Monyne http_core mojaepKuBaeT BCTPOEHHBIE IIEPEMEHHBIE, NUMEHA KOTOPBIX COBITAJAIOT C MMEHAMU
nepeMeHHbIX Beb-cepBepa Apache. IIpex e Bcero, 3To mepeMeHHbIe, TPEJCTABIISIONINE U3 Cedsl OIS 3a-
TOJIOBKA 3a1poca KJIMeHTa, Takne Kak $http_user_agent, $http_cookie u Tomy nomobuoe. Kpome Toro,

€CThb U Jpyrue nepeMeHHble:

$angie_version

Bepcusi Angie

$arg_<wumsa>

apryMeHT UMsA B CTPOKE 3aIpoca

$args

apryMeHTBl B CTPOKE 3aIpoca

$binary_remote_addr

ajipec KJaneHTa B OMHAPHOM BHU/IE, JITMHA 3HadeHust Bcerna 4 Gaitra s [Pv4-aapecos nnmm 16 Gaitr s

IPv6-aipecon

$body_bytes_sent

YUCJIO 68¢I‘/'IT7 Iepe1aHHoe KJIMEeHTY, 6e3 ydeTa 3aroJIoBKa oTBeTa; IIepeMeHHasl COBMECTHMa C ITapaMeTPOM

"%B" monyns Apache mod_log_config

$bytes_sent

quciio OaiiT, mepeaHHbIX KJINEHTY

$connection

HOpH,HKOBbeI HOMED COeJUHEHUA

$connection_requests

TeKyIee 91uCJ/jI0 3allpoCOB B COCIUHEHUN
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$connection_time

BpeMda coeanHeHnnudA B CEKyHJaX C TOYHOCTDLIO 10 MUJIJIMCEKYH/T

$content_length

moste "Content-Length" 3aronoska 3ampoca

$content_type

nose Content-Type 3arosoBka 3ampoca

$cookie_<mma>

cookie ¢ yKa3aHHBIM UMEHEM

$document_root

3HAYEHNE NUPEKTUBDI 700t wim alias JJisi TEKYIIEro 3ampoca

$document_uri

TO Ke, 9To U Juri

$host

B TIOPsiJIKE TPUOPUTETA: MM XOCTa U3 CTPOKHU 3ampoca, Win uMs xocta u3 moJist "Host" 3arososka 3a-
Ipoca, UM UMsI CEPBEpPa, COOTBETCTBYIOIIErO 3aIIPOCY

$hostname

nMs XOCTa

$http_<umsa>

IIPOU3BOJIBHOE II0JIE 3ar'0JIOBKa 3allpocCa; IIOCJAeIHAA 1aCTh UMEHN HepeMEHHOfI COOTBETCTBYET UMEHHU I10-
Jisl, IPDUBEJICEHHOMY K HUXKHEMY DPErucTpy, C 3aM€EHOU CMBOJIOB THUPE Ha CUMBOJIbI IIOYE€PKUBaHUA

$https

on ecjiu coejinHeHue padboraer B pexkuMe SSL, yinbo mycrasi CTpoKa
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$is_args

?, €CJIM B CTPOKE 3alIpoca e€CTh apryMEHTBI, U IIycTas CTPOKa, €C/IM UX HeT

$1limit_rate

YCTAHOBKA 9TOU IEPEMEHHON IO3BOJISIeT OIPAHUYINBATH CKOPOCTD IIEpPeIadu OTBETa, CM. limil rate

$msec

TeKyIllee BpeMd B CEKyHJaX C TOYHOCTBIO 10 MUJIJIMCEKYH/T

$pid

unomep (PID) pa6ouero nporecca

$pipe

p ecs 3arpoc 6but pipelined, maage .

$proxy_protocol_addr

Aipec kimenTa, MOJYyYeHHBIH n3 3aroyioBka mporokoia PROXY.

IIporokos PROXY ji0/2keH OBITH IIPEIBAPUTENIBHO BKJIIOYEH IIPH IIOMOINM YCTAHOBKHU IapaMerpa
proxy_protocol B jgupekTuse listen.

$proxy_protocol_port

Tlopr kJimenTa, MOJIy4eHHbIN 13 3arojioBKa mnporokosia PROXY.

IIporokosr PROXY momken OBITH NpeABAPUTENIHHO BKJIIOYEH IIPU IIOMOINMM YCTAHOBKU IapaMerpa
proxy_protocol B mupekTuse listen.

$proxy_protocol_server_addr

Aipec cepBepa, TOJIydeHHbBIH U3 3arojoBka nmporokosma PROXY.

IIporokosr PROXY jo/ken OBITH MPEIBAPUTENHHO BKJIOYEH HPH I[OMOINM yCTAHOBKHU IIapaMeTpa
proxy_protocol B qupeKTHuBe listen.

$proxy_protocol_server_port

Tlopr cepBepa, mosrydeHHbI 13 3arojioBKa mnporokosa PROXY.

IIporokosr PROXY pomkeH OBITH NpeABAPUTENIHHO BKJIIOYEH IIPU IIOMOINM YCTAHOBKHU IapaMerpa
proxy_protocol B gupekTuse listen.
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$proxy_protocol_tlv_<mms>

TLV, nonydenustit u3 3arojoska mnporokoia PROXY. Hms moxker 6biTh umenem tuma TLV wan ero
YUCJIOBBIM 3HaYMEHHeM. B mocieiHeM caydae 3Ha9E€HUE 33/[a€TCs B IIECTHAIATEPUIHOM BUJIE U JIOJIZKHO
HaYMHATHCS ¢ 0X:

$proxy_protocol_tlv_alpn
$proxy_protocol_tlv_0x01

SSL TLV moryT Tak:ke OBITH JOCTYIHBI KaK 110 uMeHu Tuna TLV, Tak U MO ero 9ucjioBOMy 3HAYEHUIO,
00a JIOJIXKHBI HAUNHATLCA ¢ Ss1_:

$proxy_protocol_tlv_ssl_version
$proxy_protocol_tlv_ssl_0x21

IlonnepxuBatorcs caemytomue nMena tumos TLV:
e alpn (0x01) - mpoTOKOJI HOJIEe BHICOKOTO YPOBHS, HCIIOJIb3yEeMbIil IOBEPX COEIMHEHMS
e authority (0x02) - 3HaYeHne NMEHH XOCTA, IIEPeIaBaeMOe KIHEHTOM

e unique_id (0x05) - yHUKAJbHBIN HIEHTUMUKATOP COEIIMHEHUS

netns (0x30) - UM TPOCTPAHCTBA NMEH
e ssl (0x20) - crpykrypa SSL TLV B 6unapuom Buje
Tlonnepxkupatorcs: ciemyromnue umena tumos SSL TLV:
e ssl_version (0x21) - Bepcus SSL, ucnosb3yemasi B KJIMEHTCKOM COEIMHEHUN
e ssl_cn (0x22) - Common Name ceprudurara
e ssl_cipher (0x23) - Mg UCHOJIB3yeMOro mudpa

e ssl_sig_alg (0x24) - ajropuT™, UCIOIH3YEMbIN JJIs TOMINUCH cepTudukaTa

ssl_key_alg (0x25) - ajropurm IyOJIHTIHOIO KJIIOYa
Takke momep:KuBaeTcs ciaeayrolee crennaabaoe ums tuna SSL TLV:

e ssl_verify - pe3ysbTaT NpOBEPKU KJIMEHTCKOro ceprudurara: 0, ecan KIUEHT IPEeJOCTaBUII Cep-
TrUKAT U OH OBLI YCIEITHO BepudpUIIMPOBaH, JINOO HEHYJIeBOe 3HAUEHUE

IIporokom PROXY momken OBITH NTpeABAPUTENHHO BKJIIOYEH IIPU IIOMOINMYM YCTAHOBKU IapaMerpa
proxy_protocol B mupekTuse listen.

$query_string

TO K€, 9TO U Hargs

$realpath_root

a0COJIIOTHBII IIYyTh, COOTBETCTBYIOIINI 3HAYEHUIO TUPEKTUBBI 700l min alias [Jjis TEKYIIero 3ampoca, B
KOTOPOM BCE CHMBOJINYECKHE CCHIIKH I1Pe00PA30BAHBI B PEAJIbHbBIE IIyTH
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$remote_addr

aJpec KJIMEeHTa,

$remote_port

IOPT KJIMEHTA

$remote_user

UM [I0JIB30BATEJIsI, UCIOIb30BanHOe B Basic ayrenTudukaiun

$request

[IEPBOHAYAJILHAS CTPOKA 3AIIPOCA IIEJIMKOM

$request_body

Tesno 3ampoca. 3HadeHme IMEPEMEHHON nossasemcs B location'ax, obpabATBIBAEMBIX JUPEKTHBAMU
proxy pass, fastcgi  pass, uwsgi_ pass U Scgi_ pass, KOTJA TEJIO OBLIO IPOYUTAHO B Oydep 6 namamu.

$request_body_file

WNwmsa Bpemennoro daitia, B KOTOPOM XPaHUTCA Teso 3ampoca. 1lo 3aBeprrenun o6paboTku daiin meob-
XOAUMO YIaJUTh. JIjIsi TOro 4rTobBI TEJI0 3aIlpoca BCerjia 3allMChIBAJIOCh B (Dailyl, CjiejyeT BKJIIOYUTH
client_body in_ file only. Ilpu nepenade umenn BpeMeHHOTO daflyia B IPOKCHUPOBAHHOM 3aIpoce HJIH
B zanpoce K FastCGI/uwsgi/SCGl-cepsepy cieiyer 3alpeTurh mnepeiady Camoro Teja JIUPEKTHBA-
Mu proxy pass_request body off, fastcgi pass_request body off, uwsgi pass_request body off wmmm
scgi_pass_request_body off coorBeTCTBEHHO.

$request_completion

0K, ecyin 3aIpoC 3aBEPINJICS, JTUOO MyCTass CTPOKA

$request_filename

IyTh K Gaily /s TeKyIero 3amnpoca, popMupyeMblii n3 aupektus root uian alias m URI 3ampoca

$request_id

YHUKAJIbHBIH HAeHTA(MUKATOP 3a11poca, cOPMUPOBAHHBIN n3 16 cirydaifHbIX OAiT, B MIIECTHAIIATEPUIHOM
BH/IE
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$request_length

JUIMHA 3a0poca (BKJIIOYasi CTPOKY 3allpOca, 3ar0JIOBOK U TeJIO 3aIpoca)

$request_method

MeTos, 3ampoca, oobrano GET waum POST

$request_time

BpeMst 00pabOTKM 3aIIpoca B CEKYHIAX C TOYHOCTHIO 0 MUJIINCEKYH]; BPEMs, IIPOIIEIIee ¢ MOMEHTA
YTEeHHs [EPBBIX 0AWT OT KJIUEHTA

$request_uri

nepsonadasbiblii URI 3anpoca nesmkom (¢ aprymenTamu)

$scheme

cxeMma 3arpoca, "http" mim "https"

$sent_http_<umsa>

IIPOU3BOJIBHOE II0JI€ 3aI'0JIOBKa OTBeTa; IIOCJAeHAA 9JaCTh UMEHN HepeMeHHOfI COOTBETCTBYET UMEHHU I10JId,
OPpUBEJICHHOMY K HH2KHEMY DErmucrpy, C 3aM€EHOU CMBOJIOB THUPE Ha CUMBOJIbBI ITIOY€PKUBaHUA

$sent_trailer_<uma>

IIPOU3BOJIBHOE T10JI€, OTIIPABJIEHHOE B KOHIIE OTBETA; IIOCJAC/IHAA 9aCTh UMEHN HepeMeHHOﬁ COOTBETCTBYET
HUMEHU I10JIsd, IPUBEACHHOMY K HU2KHEMY DPETUCTpPYy, C 3aMEHOI CMMBOJIOB THUPE Ha CUMBOJIBI IIOY€PKHBa-
HUA

$server_addr

Aipec cepBepa, TPUHSBIIETO 3AITPOC.

Tlonyaenune 3uadennst 3TOi MEpEMEHHON OOBITHO TpeOyeT OHOTO CHCTEMHOTO BBI30Ba. UTOOBI M36€:KaTh
CHCTEMHOT'O BbI30Ba, B JUPEKTUBAX [isten CeayeT yKa3bIBATh aJIpeca W MCIOJIH30BAThL mapamerp bind.

$server_name

UM CepBEPa, IPUHSIBIIETO 3aIIPOC
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$server_port

IOPT CepBepa, IPUHSIBIIETO 3aIIPOC

$server_protocol

IpoTOoKOJI 3ampoca, oosrano "HTTP/1.0", "HTTP/1.1" uau "HTTP/2.0"

$status

CTaTyC OTBETA

$time_iso8601

JIOKaJIbHOE BpeMst B popmare 1o cragapry [SO 8601

$time_local

sokasibaoe Bpemst B Common Log Format

$tcpinfo_rtt, $tcpinfo_rttvar, $tcpinfo_snd_cwnd, $tcpinfo_rcv_space

nudopMaims o KiauneHTckoM TCP-coeauHennn; I0CTyIIHA HA CHCTEMAX, HOIIEPKUBAIOIIMX IIApaMeTpP
cokeTa TCP_INFO

$uri

Texymmit URI 3anpoca B nopmaausosanom BULIE.

Suavenne $uri MoxKeT M3MEHSATHCS B IpoIecce 00pabOTKU 3alpoca, HAIIPUMED, P BHYTPEHHUX IE€pe-
HaIpaBJICHUSX WM [IPHU KCIOJb30BAHIN MHICKCHBIX (DaiiIoB.

3.3.3 lNoTokoBbIi moaynb
Access

MO,ZLyJ'H) IIO3BOJIAET OIr'PaHUYINUTDH AJOCTYII IJIA OIIPpEAEJICHHBIX apeCOB KJINECHTOB.

Mpumep koHpurypayun

server {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;
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IIpaBuia mpoBepsAOTCSA B HOPSIKE WX 3AIIMCU JIO IIEPBOIO COOTBETCTBHS. B ITaHHOM NIpHMepe IOCTYI
pasperies ToJbKO jist IPv4-cereit 10.1.1.0/16 u 192.168.1.0/24, kpome ajpeca 192.168.1.1, u ajs
IPv6-cetn 2001:0d4b8: : /32.

OupekTusnbl

allow

Cunrakcuc allow adpec | CIDR | unix: | all;
Ilo ymomua- —

HHUIO

Konrekcr stream, server

Pagpermtaer goctym miis yKasaHHoO# cetn min ajapeca. Ecin ykaszano creruaibHoe 3HAYEHHe unix:, pas-
pemmaer gocry st Bcex UNIX-cokeTos.

deny
Cunrakcuc deny adpec | CIDR | unix: | all;
Ilo ymomua- —
HUIO
Konrekcr stream, server

Samperaer IOCTYN AJjis YKa3aHHON ceTn min ajpeca. Eciu yka3aHO cllenuajbHOe 3HAYeHMe unix:, 3a-
npemaet gocty st Becex UNIX-cokeTos.

Geo

Cozmaer mepeMeHHbIe, 3HAYEHNsST KOTOPBIX 3aBucaT oT [P-anpeca kinenta.

Mpumep koHpurypayun

geo $geo {
default 0;
127.0.0.1 2;

192.168.1.0/24 1;
10.1.0.0/16 1;

zgil 28
2001:0db8::/32 1;
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AduvpekTunsbi

geo

Cunrakcuc geo |$adpec| $nepemenian { ... }
Ilo ymomua- —

HHIO

KonTexcr stream

OnwmchbiBaeT JjIs1 yKa3aHHOM IepeMeHHON 3aBUCUMOCTD 3HadeHust oT [P-ajpeca kimmenTa. Ilo ymomuanuto
azpec Gepercs m3 mepeMeHHoil $remote  addr, HO €ro TakzKe MOXKHO HOJIyIdTh U3 JPYTOil MepeMeHHOH,
HaIIpUMeD:

geo $arg_remote_addr $geo {

c

}

(i ) IIpumeuanue

ITockoJibKy IepeMeHHBbIE BBIUUC/ISIIOTCS TOJBKO B MOMEHT KCIIOJIb30BAHUs, CaMO II0 cebe HaJmdue
J1axke OOJIBIIIOrO YUCsIa O0bABJIEHU IIEPEMEHHBIX geo He BJIeYeT 3a CODON HUKAKHUX JIOTOTHUTEIHHBIX
pacxozoB Ha 00pabOTKY COEIMHEHUI.

Ecan 3matenne mepeMeHHO He TpeCcTaBIsgeT U3 cebs mpaBuiabHblil [P-agpec, To mcmonb3yercsa agpec
255.255.255.255".

Anpeca zanarorcs smbo npedukcamu B dopmare CIDR (Bkirouasi ojuHOUHBIE ajipeca), Jubo B BHUJE
JIMAIIa30HOB.

Takzke NoAAepKUBAIOTCS CJIELYIONIHE CIEINAJIbHbBIE TAPAMETPDI:

delete Vianser OnuCcaHHYIO CETh.

default 3HadyeHNe TEePEeMEeHHON, ecju ajpec KJINEHTa He COOTBETCTBYET HU OJHOMY W3
3ajaHHbIX agpecoB. [Ipu 3aganun agpecoB B dhopmare CIDR Bmecro default
MOKHO MCTIOJIb30BaTh 0.0.0.0/0 u ::/0. Ecim mapamerp default He yka3aH,
3HAYEHUEM 10 YMOJYAHUIO OYIET IIyCTas CTPOKA.

include Brumrowaer daitn ¢ aspecamu un 3HadMeHISMA. BKIIOUeHNT MOXKET OBITH HECKOIBKO.

ranges VKa3bIBaeT, ITO aJIpeca 3a/Jal0TCS B BUJE JMAIIA30HOB. DTOT HapaMeTp JIOJIKEeH
OBITH TIepBBIM. [Ij1s1 yCKOpeHus 3arpy3Ku re0-0a3bl HyKHO PACIOJIAraTh aJIpeca B
[IOPSiJIKE BO3PACTAHUS.

TIpumep:

geo $country {
default /4
include conf/geo.conf;
delete 127.0.0.0/16;

127.0.0.0/24 US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

B daite conf/geo.conf MoOryr O6bITH TaKHE CTPOKH:
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10.2.0.0/16 RU;
192.168.2.0/24 RU;

B kauecTBe 3HaUeHNsT BHIOMpAETCS MAKCUMAJIHLHOE COBIIAJIEHNE, HAIPUMED, Jisd ajgpeca 127.0.0.1 byger
BuIOpano 3uadenue RU, a ne US.

IIpumep onmcanust Aana30HOB:

geo $country {

ranges;
default 77;
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;

¥

GeolP

Cozmaer mepeMeHHBbIE, 3HAYEHUS KOTOPBIX 3aBucAT OoT [P-agpeca kiameHTa, MCIOIB3ysd TOTOBBIE OA3BI
nanabix MaxMind.

IIpu ucmop3oBanum 6a3 MaHHBIX ¢ o IepkKoit [IPv6 IPv4-anpeca urryTces orobpaskenubivu Ha [Pv6.

IIpu cbopke M3 MCXOTHOTO KOJA MOJYJNb HEOOXOJWMO BKIIIOUHTH C IIOMOIMIBIO TapaMeTpa cOOpKH
--with-stream_geoip_module.

@ Baxno

Ijist sToro Mouysist Hy»kHa 6ubsmoreka MaxMind GeolP.

Mpumep koHdurypauymn

stream {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;

map $geoip_city_continent_code $nearest_server {

default example.com;
EU eu.example.com;
NA na.example.com;
AS as.example.com;
}
#
}
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AduvpekTunsbi

geoip _country

Cunrakcuc

Ilo  ymomua-
HUIO

Konrekcr

geoip_country datin;

stream

Sasaer 6a3y JaHHBIX JJIsI ONIPEJIEJIeHNsI CTPAHbl B 3aBUCUMOCTH OT 3HadeHus 1P-ajgpeca KJmeHTa.

IIpu

HUCIOJIb30BAHUN 3TOH 6a3bl JAHHBIX JTOCTYTHBI CJICYIONINE IIePpEeMEHHbIE:

$geoip_country_c
$geoip_country_c
$geoip_country_n

JBYXOYKBEHHBIN KOJ cTpaHbl, HanpuMep, "RU", "US".
TpexOYKBeHHBIN KOJ cTpaHbl, HampuMep, "RUS", "USA".
Ha3BaHUe cTpaHbl, HampuMep, "Russian Federation", "United States".

geoip _city
Cunrakcuc geoip_city dalin;
Ilo ymomua- —
HUIO
Konrekcr stream

Sasaer 6a3y JAHHBIX JIJIs OIMPeIEeIeHNsT CTPAHbI, PETHOHA U TOPOJIa B 3aBUCUMOCTH OT 3HaueHus [P-aapeca
kiimenTa. [Ipu ncnosmp3oBanun 310l 6a3bl JAHHBIX JOCTYIHBI CJIEYIOIINE IEPEMEHHBIE:

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun
$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

JIByXOyKBEHHBIN KOJI KOHTHHEHTa, Hanpumep, "EU", "NA".

JBYXOyKBEHHBIN KOJI crpanbl, Hanpumep, "RU", "US".

TpexOyKBEHHBIN KoJ| cTpanbl, Hampumep, "RUS", "USA".

Ha3BaHMe cTpaHbl, HarpuMmep, "Russian Federation", "United States".
DMA-xozx pernona B CIITA (Takzke n3secTHbIH Kak "Koj arstomepanun'), corac-
uo reoraprerunry Google AdWords API.

[IIPOTA.

JIOJITOTA.

JIByXCUMBOJIbHBIH KOJI PErroHa cTpaHbl (0671acTh, Kpaii, IITar, npoBUHIWMS, dhe-
JlepasibHasl 3eMJIsl U TOMY I0/100HOe), Hanpumep, "48" "DC".

HA3BaHUE PErMOHA CTPAHbLI (06J1aCTh, Kpail, TaT, IPOBUHIMS, (heIepabHast 3eM-
Jig u ToMy nogobuoe), Hanpumep, "Moscow City", "District of Columbia".
Ha3BaHUe Toposa, nanpumep, "Moscow", "Washington".

MIOYTOBBIN MHIEKC.
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geoip org
Cunrakcuc geoip_org daiin;
Ilo ymomua- —
HUIO
Konrekcr stream

Samaer 6a3y JAaHHBIX JJIs OIpee/IeHns] HA3BaHUsl OPraHU3alN B 3aBUCUMOCTH OT 3HadeHus [P-ampeca
KameHTa. [Ipn ncmoap30BaHnn 9TOi 6a3bl JAHHBIX JOCTYIIHA CJIEAYIONAs TepeMeHHAasT:

$geoip_org HazBanue opranmsanuu, Hanpumep, "The University of Melbourne".

JS

TlozBonsieT 3amaBaTh 06PaOOTINKU HA NjS — MTOIMHOXKECTBE si3bIKa, JavaScript.

B Hammx pemno3uTOpUsSIX MOJYJIb COOpaH JIMHAMHYECKH W JIOCTYIIEH OTJIEJIbHBIM  IIaKeTOM
angie-module-njs wm angie-pro-module-njs; MNOAKJIIOYUTL €ro0 MOXKHO C IIOMOIIBIO JIUPEKTHU-
BBI load__module.

Mpumep koHdurypauymn

stream {
js_import stream. js;

js_set $bar stream.bar;
js_set $req_line stream.req_line;

server {
listen 12345;

js_preread stream.preread;

return $req_line;
}
server {
listen 12346;
js_access stream.access;
proxy_pass 127.0.0.1:8000;
js_filter stream.header_inject;
}
}
http {
server {
listen 8000;
location / {
return 200 $http_fool\n;
}
}
}

Qaiir stream. js:
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var line = '';

function bar(s) {
var v = s.variables;
s.log("hello from bar() handler!");

return "bar-var" + v.remote_port + "; pid=" + v.pid;

}

function preread(s) {
s.on('upload', function (data, flags) {
var n = data.index0f('\n');

if (n != -1) {
line = data.substr(0, n);
s.done();

}

19N
}

function req_line(s) {
return line;

}

// Umenue cmpoku HTTP-sanpoca.

// Hoayvwenue 6aum e 'req' do mozo Kak

// 6ydem npowumara cmpoka 3anpoca.

// obaeaenue HTTP-3azo0n068Ka 68 3ANPOC KAUEHMA

var my_header = 'Foo: foo';
function header_inject(s) {
var req = '';

s.on('upload', function(data, flags) {
req += data;
var n = req.search('\n');
if (n !'= -1) {
var rest = req.substr(n + 1);
req = req.substr(0, n + 1);
s.send(req + my_header + '\r\n' + rest, flags);
s.off ('upload');
}
b;
}

function access(s) {
if (s.remoteAddress.match('~192.*')) {

s.deny(Q) ;
return;

}

s.allow();

}

export default {bar, preread, req_line, header_inject, access};
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AduvpekTunsbi

js access

Cunrakcuc js_access dynkyus | mModyan. pynruus;
Ilo ymomua- —

HUIO

Konrtekcr stream, server

Sasaer (QyHKIMIO NjsS, KOTOpast OyJIeT BBI3BIBATHCS B access-ase. MOKHO CCbLIATHCS Ha (PYHKIIUIO MO-
IyJId.

OyHKINS BBI3BIBAETCS OIHOKPATHO IIPH IIEPBOM JOCTHKEHUHU ceccueil access-pase. QyHKITUS BbI3LIBACTCS
CO CJIE/IYIONIMMHU apryMeHTaMu:

S 00BeKT stream-ceccuu

B sroit (dhaze MOXKET MPOUCXOAUTH MHUIMMAJIM3AINS, TaKKe DU MOMOIM MeTosa S.01() MOXKET peru-
CTPUPOBATHCS BBI30B JIst KAXKJIOI0 BXOJSIIEro OJIOKA JTAHHBIX HOKa He OyJ/IeT BBI3BAH OJWMH M3 METOJIOB:
s.done(), s.decline(), s.allow(). IIpu BbI30Be JTOGOrO U3 ITUX METOIOB 00PABOTKA CECCHU HEPEXOAUT Ha
caedyrowyro Bazy M BCE TEKYIIME BBI3OBBI S.01() cOPACHIBAIOTCH.

js_fetch buffer size

Cunrakcuc js_fetch_buffer_size paswmep;
IlIo ymomga- js_fetch_buffer_size 16k;
HHIIO

Konrekcr stream, server

3ajaer pa3mep Oydepa, KOTOPBIil OyIeT UCIOIL30BaThCS I YTeHus u 3amucu s Fetch API.

js_fetch_ciphers

Cunrakcuc js_fetch_ciphers wugpoi;

Ilo ywmomua- js_fetch_ciphers HIGH:!aNULL:!MD5;
HUIO

Konrekcr stream, server

OnmuceiBaer pasperiennsbie mudpsl 11 HTTPS-coenunrennit ipu momoru Fetch API. ITudpsr 3amarores
B dopmare, nogaepxkuBaemoM oubsmorekoit OpenSSL.

Crucok mudpos 3aBucut or ycranorsennoit epcuun OpenSSL. TlosHbI CMCOK MOXKHO MOCMOTPETH C
IIOMOIIIBIO KOMaHAbI openssl ciphers.
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js_fetch _max_response buffer size

Cunrakcuc js_fetch_max_response_buffer_size paswmep;
Ilo ywmomua- js_fetch_max_response_buffer_size 1m;
HHIO

Konrekcr stream, server

3asiaeT MaKCUMAJIbHBIN Pa3Mep OTBETa, MoJIydeHHOro mpu momortu Fetch APT.

js_fetch_protocols

Cunraxcuc js_fetch_protocols [TLSv1| [TLSv1.1] [TLSv1.2| [TLSv1.3];
Ilo ywmomua- js_fetch_protocols TLSvl TLSv1i.1 TLSv1.2;

HUIO

Konrekcr stream, server

Paspemaer ykazannbie mporokosibl s HTTPS-coequnenuit npu momonu Fetch APT.

js_fetch_timeout

Cunrakcuc js_fetch_timeout epema;
ITo ymomuya- js_fetch_timeout 60s;
HUIO

Konrexct stream, server

Sazaer TaliMayT npu yreHun u 3anucu nupu nomornu Fetch API. TaiimayT ycranaBiimBaeTcst He Ha BCHO
repeJiady OTBETa, & TOJBbKO MEXKJy JIBYMsl OIepallusiMd YTeHWsl. FKCJIM 10 MCTeYeHWH 3TOr0 BPEMEHU
JIaHHBIE HE IIePelaBaJIiCh, COeIMHEHNE 3aKPbIBAETCH.

js_fetch trusted certificate

Cunrakcuc js_fetch_trusted_certificate datin;
IIo ywmomua- —

HUIO

Konrekcr stream, server

Sagaer ¢aiis ¢ goeepenabiMu ceprudukaramu CA B dpopmare PEM, ucnob3yeMbiMu [IpU [TPOBEPKE
HTTPS-ceprudurara mpu nomomu Fetch API.
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js_fetch verify

Cunrakcuc js_fetch_verify on | off;
Ilo ywmomua- js_fetch_verify on;
HUIO

Konrekcr stream, server

Paspemaer nim 3anpermaer nposepky ceprudukara HTTPS-cepsepa mpu momoru Fetch API.

js_fetch_verify depth

CunTakcuc js_fetch_verify_depth wucao;
Ilo ywmomua- js_fetch_verify_depth 100;
HUIO

Konrekcr stream, server

Vcranapiusaer riayouny nposepku B renouke HTTPS-cepruduraros npu momonu Fetch API.

js_filter
Cunrakcuc js_filter dynxyus | modyav. pynruus;
IIo ywmomua- —
HUIO
Konrekcr stream, server

Sagaer GUIbTP JaHHBIX. MOXKHO CChUIATHCS Ha (DYHKITUIO MOJTYJIs.

OyHKIWsT PUIBTPA BBI3BIBAETCsI OJJHOKPATHO IIPY MIEPBOM JIOCTHKEeHUU ceccueil content-gasov,. OyHKITMS
GbUIBTPa BBI3BIBAETCS CO CAEAYIOMIAMEA APTYMEHTAMU:

s 00BeKT stream-ceccun

B sroit daze MOXKET IPONCXOIUTH NHAMUAIN3AINISA, TAKKE IIPU ITOMOIIN METOAA S.0n() MOXKET PEruCTPH-
)

POBATHCS BBI3OB /ISt KAsKIOIO BXOAAMIEro OJI0Ka JAaHHBIX. JJIs OTMEHbI PEeruCTPaIii BHI30BAa U OTMEHDI

duabTpa MOKHO MCIOJIB30BaTH MeTO S.0ff( ).

© IIpumeuannue

Tak kak obpabGorTuuk js_filter mo/KeH cpasdy BO3BpAIATh PE3YJIbTAT, TO MOJIEPKUBAIOTCI TOJb-
KO CHHXPOHHBIE OIEpanuu. TakuMm 00pa3oM, acCHHXPOHHBIE omeparuu, Hampumep ngx.fetch() mam
setTimeout(), He HOIIEPKUBAIOTCSL.
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js import
Cunrakcuc js_import wmodyav.js | umsa_axcnopma from modyav.js;
Ilo ywmomua- —
HUIO
Konrekcr stream, server

WNmmnoprupyer MOmy/ib, MMO3BONLAOIIAN 3a7aBaTh oOpaborumkn location w mepeMeHHBIX Ha  njs.
Hms_sxcnopma  gBJsleTCs HPOCTPAHCTBOM HMEH IIpu  JiocTylie K dyHKIusM  Moayias. Ecan
UMA__IKCNOPMG HE 33]IAHO, TO IPOCTPAHCTBOM UMEH OYyJIeT SIBIATHCS UM MOJLYJIS.

[j s_import stream.js;

B npumepe npu mocTyie K 9KCHOPTY B KA9eCTBE IPOCTPAHCTBA UMEH HUCIIOIb3YETCs UM MOIYJIA Stream.
Ecsin mMIopTupyeMBblit MOJLYJIb 9KCIIOPTUPYeT foo(), TO JJIs MOCTYTIa UCTIOIb3yeTcs stream.foo.

Hupexktus js_import MOXKeT ObITh HECKOJIBKO.

js path
Cunraxcuc js_path nymo;
Ilo ywmomua- —
HUIO
Konrekcr stream, server

3ajiaer JIONOJHATE/BHBIA Iy Th JjIs MOJLYJIeil njs.

js_preload object

Cunrakcuc js_preload_object uma.json | ums from gaiin.json;
Ilo ymomua- —

HUIO

Konrekcr stream, server

IIpenBapurenpHo 3arpykaer HeM3MeHsEMbIT OObEKT BO BpeMsi KoHbUryparuu. Mmsa UCIOIb3yeTcs B
KavyecTBe MMEHU IJI00aJIbHON ITepeMeHHON, Yepe3 KOTOPYI0 O0bEeKT JOCTyIeH B Koje njs. Ecin uma He
yKa3aHo, TO OYJIeT UCIOJIb30BAThC UM daita.

[j s_preload_object map.json;

B npumepe map ucrnosb3yeTcs B KaUeCTBE UMEHN BO BPEMS JOCTYIA K [IPEIBAPUTEIHHO 3aIDYKEHHOMY
0OBEKTY.

Hupextus js_preload_ object MoXKeT OBITH HECKOIBKO.
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js preread
Cunrakcuc js_preread gynryusa | modysw. fyrruua;
Ilo ywmomua- —
HUIO
Konrekcr stream, server

Samaer QyHKIUIO njs, KoTopas OymeT BbI3BIBATBCS B preread-gase. MOXKHO cChlIaThCad Ha (DYHKIUIO
MOJTYJISI.

QyHKIWS BBI3BIBAETCS OJHOKPATHO MPHU MEPBOM JOCTUXKEHUN ceccueit preread-@asv,. OyHKINSA BbI3bIBA-
€TCsl CO CJIEYIOIIMMEI apr'yMeHTaMu:

S 00BbeKT stream-ceccuu

B sroil daze MoXKeT NPOUCXOAUTH MHUIMAIU3AIM, TAK¥Ke IIPU [IOMOIIU MeTofa S.on() MOXKeT peru-
CTPUPOBATHCS BBI3OB JIs KAyKIOTO BXOIAIIETO OJIOKA TAHHBIX MOKA He OY/eT BBI3BAH OJWH U3 METOJOB:
s.done(), s.decline(), s.allow(). IIpu BbI30Be J1I060r0 U3 STUX METOJOB 06pPabOTKA CECCHU HEPEXOIUT Ha
caedyrowyro asy U BCe TEKYIIHMEe BBI3OBBI S.011() cOPACHIBAIOTCA.

© IIpumeuannue

Tak kak 0O6paboTyuk js preread JOJKEH Cpa3y BO3BPAINATh PE3YJIBTAT, TO IIOJJIEPXKUBAIOTCS TOJb-
KO CHHXDOHHBIE olepanuu. Takum o6pa3oM, aCHHXPOHHbIE orepanuu, Hanpumep ngx.fetch() mim
setTimeout(), He mojiepkuBatorcs. Tem He MeHee ACHHXPOHHBIE ONIEPAIUN TIO/IEPKUBAIOTCS B BbI-
3oBax s.on() B preread-gase.

js set
Cunrakcuc js_set $nepemennasn dyrnkyus | modyav.Gyrruus;
Ilo ymomua- —
HUIO
Konrekcr stream, server

Samaer GYHKIMIO Njs I yKa3aHHOM mepeMeHHoNl. MoKHO cchutaThbest Ha (DYyHKITUIO MOITYJIS.

OyHKINS BBI3BIBAETCS B MOMEHT [IEPBOT0 OOpAIEHNs K IIePEMEHHOI JJIsT JAHHOTO 3a1rpoca. TOIHbII MO-
MEHT BbI30Ba (DYHKIMK 3aBUCUT OT (fa3b,, B KOTOPOI IIPOUCXOAUT OOpAIlleHUe K IIEPEMEHHON. 9TO MOXKHO
WCIIOJIb30BATh JIJIsl PEAJIU3AIMH JIOTIOJHUTE/IbHON JIOTUKHU, He OTHOCSIIIENCsT K BBIYUCICHUIO TIePEMEHHO1A.
Hamnpuwmep, ecin nepemennasi ykazaHna B qupektuse log  format, To ee 06pabOTINK He OY/IeT BBIMTOJIHATE-
cst 1o a3kl 3aMUCh B JIOT. DTOT 00pabOTINK TAKYKE MOXKET UCIOJb30BATHCS JJIsI BHITIOJHEHUST IPOTIEILY P
HETIOCPEJICTBEHHO TIePe]T OCBODOXKIEHIEM 3aIIPpOCa.

O IIpumeuannue

Tak kak 00pabOTYMK jS Set JOMKEH Cpa3y BO3BPAIATh PE3yJIbTAT, TO IOJJIEPKUBAIOTCH TOJIb-
KO CHHXDOHHBIE orepanuu. Takum o6pa3oM, aCHHXPOHHBIE orepanuu, Hanpumep ngx.fetch() mmm
setTimeout(), He HOANEPKUBAIOTCHL.
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js_shared dict zone

Cunrakcuc js_shared_dict_zone zone=uma:pasmep [timeout=epems| [type=string | number|
[evict];

Ilo ymomua- —

HHIO

Konrekcr stream

3ajaeT uma U pasmep 30HBI PA3NIEIseMoil MaMaTH, B KOTOPOH XPAHUTCs CJIOBApb KJIOYell 1 3HAYEHUH,
pa3zessgeMblit MEXK Iy PabOUIUMU IIPOIECCAMU.

type HeobsizarenpHbIil TapaMeTp, MO3BOJISIET W3MEHUTH THII 3HAYEHUs] HA UHCJIOBOI
(number); Mo yMOJYAHUIO B KAYECTBE KJIOYA U 3HAYEHUS UCIOJIb3YETCs CTPOKA
(string).

timeout Heobsi3aresibHbII TapaMeTp, 3aaeT BpeMsl, I10 3aBePIIeHNN KOTOPOTO BCE 3AIIUCH
B CJIOBape yIAJSIOTCS U3 30HBI.

evict HeobsizarepHbIil mapaMerp, yuaJjseT caMyto crapyro napy "kirou-sHadenue" mpu

IIEPEIOTHEHUN 30HbI.

ITpumep:

example.conf:

# Cosdaemcsa caosapb pasmepom 1Mb6 co cCmpoKoOSbIMU 3HAYEHUAMU,

# napel "kawu-3raveHrue" yoaasomca npu omcymcmeuu aKkmuerocmu 8 meuerue 60 cekyro:
js_shared_dict_zone zone=foo:1M timeout=60s;

# Coszdaemca cnoeape pasmepom 512K6 co cCmpoKO8bIMU 3HAUEHUAMU,
# ydasaemca camas cmapas napa "Kawu-3HaYEHUE" nNPpu NepenoaHeHulU 3O0Hbl:
js_shared_dict_zone zone=bar:512K timeout=30s evict;

# Cozdaemca nocmosarHbll cao8ape pasdmepom 32K6 C HUCAOBbIMU 3HAYEHUAMU:
js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {

r.return(200, ngx.shared.foo.get(r.args.key));
}

function set(r) {
r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

}

function delete(r) {

r.return(200, ngx.shared.bar.delete(r.args.key));
}

function increment(r) {
r.return(200, ngx.shared.num.incr(r.args.key, 2));

3
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js var
Cunrakcuc js_var $nepemennas [3nauenuel;
Ilo ymomua- —
HUO
Konrekcr stream, server

Obbasisier nepesalincbIiBacMyIO0 TePEeMEHHYTO. B kadecrBe 3mHaveHuss MOXKHO HCIOIL30BATH TEKCT, IIepe-
MEHHbIEC U UX KOM6I/IHaU;I/II/I.

CsoiicTBa 06bekTa ceccumn

Kaxxprit stream-00paboT9amuK njs mosyvdaer OJuH apryMeHT, 00beKT stream-ceccun.

Limit Conn

TlozBosIteT OrpaHMYUTL YUCIO COEMHEHWN 110 3aJaHHOMY KJIIOUY, B YACTHOCTHU, UUCJIO COEIUHEHUN C
omnoro IP-anpeca.

Mpumep koHpurypayun

stream {
limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
limit_conn addr 1;
limit_conn_log_level error;
}
OupekTnssbl
limit conn
Cunrakcuc limit_conn 30Ha 4ucno;
Ilo ymomua- —
HUIO
Konrekcr stream, server

3amaeT 30Hy pa3aeasieMoil TaMsITH 1 MAaKCHMAJIBHO TOIyCTUMOE INCI0 COSIUHEHNHA I OTHOTO 3HATECHUA
Ko4a. [Ipy mpeBBIMIeHnN 3TOTO YNCIa CEPBEP 3aKpoeT coeauuenne. Hampumep, TupeKTUBbI

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
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limit_conn addr 1;

pa3spemniamT OJHOBPeMEeHHO 0bpabaThiBaTh He GoJiee OIHOIO coeluHeHust ¢ ojaHoro 1P-ajpeca.

JomycTuMo OTHOBpEeMEHHOE yKa3aHue HeCKOJIbKAX MUPEeKTUB limit_conn, mpu 3TOM OyIeT cpabaThiBaTh
J11000€ M3 OrpaHUIEHU.

JlupeKkTUBBI HACIEIYIOTCS C IPEbIAYIIEro YPOBH KOHMUIYPAIUHU [IPU YCJIOBUH, 9TO HA JIAHHOM YPOBHE
He OIIMCaHbl CBOM JUPEKTUBLI 1imit_conn.

limit conn dry run

Cunrakcuc limit_conn_dry_run on | off;
Ilo ywmomua- 1limit_conn_dry_run off;
HUIO

Konrekcr stream, server

Bxiiogaer pexxum npobHOTO 3amycKa. B JaHHOM pekuMe YUCI0 COeIMHEHU He OrPAHNINBAETCS, OJTHAKO
B 30He paddeniemoli namamu TeKyIlee YUCI0 N30BITOYHBIX COEIUHEHNI YINTHIBAETCH KAK OOBITHO.

limit conn log level

Cunrakcuc limit_conn_log_level info | notice | warn | error;
Ilo ymomga- 1limit_conn_log_level error;

HHIO

Konrekcr stream, server

3ajaeT XKejgaeMblil YPOBEHb 3AITUCH B JIOT CJyYaeB OTPAHUYEHUS YUCJIa COEJMHEHNUI.

limit conn zone

Cunrakcuc limit_conn_zone K.t04 zone — HA36AHUE PASMED;
Ilo ywmomua- —

HUIO

Konrekcr stream

3ajiaer mapaMeTpbl 30HBI Pa3/eJIsieMOl TaMsITH, KOTOPas XPAHUT COCTOSHUE JIJTsl PA3HBIX 3HAYEHUH KJTFO-
qa. CocTosiHme B YACTHOCTHU COJEPXKUT TEKYIIee YNCJIO COoequHeHnil. B KadecTBe KIIIOUa MOXKET HCITOJIhb-
30BaTbHCSI TEKCT, [I€PEMEHHBIE U NX KOMOMHAIMN. 3aIIPOCHI C IIyCTHIM 3HAYEHUEM KJII0Ya HE YIUTHIBAIOTCS.

IIpumep ucronp30BaHUS:

[limit_conn_zone $binary_remote_addr zone=addr:10m;

3mecb B KadecTBe  KJI0Ya  HMCHOIb3yercs  IP-ampec  KimeHTa, 3a7aBaeMbIll  II€pEMEHHON
$binary_remote_addr.

Juna 3nadenust $binary_remote_addr pasua 4 6aiiram s IPv4-agpecos wim 16 6aiiram s IPv6-
anpecos. [Ipu sTom pasmep cocrosinust Bcerga paser 32 uiu 64 Gaitram Ha 32-6uTHbIX wiaTdopmax u 64
baiiram Ha 64-OumtHbIX. B 30HE pasmepom 1 merabailT MOXKET Pa3MECTUTHCH OKOJIO 32 THICHT COCTOSHUIA
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pa3mepoMm 32 OGafita mau 16 Thicad cocrosuuit pasmepom 64 Gaifita. Ilpu mepemosHeHnn 30HBI CepBEP
3aKPOET COeJIMHEHHE.

BcTpoeHHble nepemeHHble

$1imit_conn_status

XPaHUT pe3yJbTrar orpanmdenud yucia coegunenunii: PASSED, REJECTED uyin REJECTED_DRY_RUN

Log

Mojtysib 3anmMChIBaET JIOTH 3aIIPOCOB B YKA3aHHOM (opMare.

Mpumep koHpurypayun

log_format basic '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '
'$session_time';

access_log /spool/logs/angie-access.log basic buffer=32k;

OupekTussbl

access log

Cunrakcuc access_log nymov [popmam [buffer=pasmep| [gzip|=cmenens|| [flush=6pems]
[if=ycrosuell;
access_log off;

Ilo ywmomua- access_log off;

HHIO

Konrekcr stream, server

Samaer nymo, gopmam u HacTpoiiku OydepuzoBannoit 3ammcu B jor. Ha ogHOM ypoBHE KOHMUTYpamyum
MOKET MCIOJIb30BATHCS HECKOJIBKO JIOTOB. 3aIUCh B SYslog HacTpanBaeTcs ykazanueM npedukca "syslog: "
B epBoM mnapamerpe. CrenuaibHoe 3HadeHue off oTMeHsieT Bce JUPEKTHBBI access_log s TEKyIero
YPOBHS.

Ecnu 3anan pasmep 6ydepa ¢ momombio mapamerpa buffer wim ykazan napaMerp ¢zip, TO 3aIlliCb OyIeT
0y depr30BaHHOIA.

“* OcropoxHo

Paszmep Oydepa momken ObITH He OOJBINTE pasMepa aTOMAapHOW 3ammcu B JAUCKOBBIA aitm. s
FreeBSD sTor pa3smep HeorpaHudeH.

IIpu BrrOUeHHON Oydepuszanym JaHHbIE 3AIUCHIBAIOTCA B (ail:
® ec/M oYepeiHas CTPOKA JIora He ToMeraercst B Oydep;
e ecyii JaHHbIe B Oydepe HAXOAATCA J0JIbIIIe HHTEPBAJIa BPEMEHH, 3aIaHHOr0 napamerpoM flush;

® [IDU NEPEOMKEPLIMUL A02-faling NI 3aBepIIeHnn Pabovero mporecca.
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Eciu 3aa1 napamerp g¢zip, To 6ydep 6yier ckuMaTbcsl 1epet 3auchbio B ¢aita. CrerneHb cxKaTusl MOXKET
ObITh 3a/aHa B juamnasoHe oT [ (GbicTpee, HO XyxXKe cxkarhe) n0 9 (MejJieHHee, HO JIydIle CXKATHE).
Ilo ymomganuto ucnonb3ytores Oydep pasmepom 64K Gait u crenenb cxxarust 1. laHHBIE CoKUMaioTCs
ATOMApPHBIMU OJIOKAMU, U B JIIOOOI MOMEHT BpeMeHU JIorT-hailil MOXKeT ObITh PACHAKOBAH WJIM MPOYUTAH
C IOMOIIBIO yTuauThl "zcat”.

IIpumep:

[access_log /path/to/log.gz basic gzip flush=5m;

@ Baxmno

st moep:kKu gzip-cxkaTust JIoroB Angie josikeH ObITH cobpaH ¢ OubmoTeKoit 21ib.

B nytu daiia MOKHO UCIIOIB30BATH TIEPEMEHHBIE, HO TAKWE JIOTH MMEIOT HEKOTOPhIE OTPDAHMICHMUS:

® 1.04b306aMeEND, C TPABAME KOTOPOTO PA0OTAIOT PabOvne IIPOIECCHI, MO/KEH MMETh [IPaBa Ha CO-
3nanne QailjioB B KaTajgore ¢ TAKMMH JIOTaMU;

e He paboraer Oydepuzarusi;

e bails1 OTKpBIBaETCs JJIsT KayK/[0W 3aIlMCH B JIOT U Cpa3y Ke IocJe 3anucu 3akpoiBaercs. Ciejyer
OJIHAKO UMETH B BUJLY, UTO IIOCKOJIbKY JIECKPUIITOPHI YACTO UCHOJIb3yeMbIX (DailjloB MOTYyT XPaHUTh-
¢ B KdIIIe, TO NIPU POTAIINN JIOTOB B TEUEHHE BPEMEHH, 33/JAHHOI0 ImapaMeTpoM valid TUpeKTHBBI
open_log_file cache, 3anCh MOXKET MIPOJIOJIZKATHCS B CTapbIil daiir.

ITapamerp if BKIIOUaeT yCJIOBHYIO 3alHCh B JIor. Ceccust He OyIeT 3alIUCBIBATHCS B JIOT, €CJIU PE3YJILTATOM
BBIYNCJIEHNs ycJIOBUS siBisercss 0" mm mycras cTpoka.

log format
Cunrakcuc log_format ums |[escape=default | json | none| cmpoxa ...;
Ilo ymomua- —
HUIO
KonTexcr stream

Sagaer dpopMarT Jjora, HalpUMep:

log_format proxy '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '
'$session_time "$upstream_addr"
'"$upstream_bytes_sent" "$upstream_bytes_received" "$upstream_
—connect_time"';

IIapameTp escape 1O3BOJIIET 33/1aTh SKPAHUPOBaHME CUMBOJIOB json min default B IepeMEHHBIX, 10
YMOJTYaHUIO UCHoJib3yercsd default. 3HadeHne none OTKJ/IHOYAET SKPAHUPOBAHME CUMBOJIOB.

IIpu ucrosb3oBanuu default cumposisr """

, "\, a TakKe CUMBOJILI CO 3HAYEHUAME MeHbIe 32 i 60JIb-
nie 126 skpanupytorcsa kak "\xXX". Eciiu 3nadenue nepeMeHHON He HAJIEHO, TO B KAUeCTBE 3HAYCHUSI

B JIOT OyzeT 3amucbiBarbesa geduc "-".

IIpu ucnonp30BaHUM json 3KPAHUPYIOTCs Bce CUMBOJIBI, HegonyctuMbie B JSON crpokax: cumBossr """

n "\" sxpanupyorest kax "\"" u "\\", cuMBOJIBI cO 3HAUEHWsIMU MeHbIe 32 SKpaHuUpyroTcs Kak "\n",

H\rll’ ll\tll7 ”\b"7 ll\f" I ”\U.OOXX".
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open_log _file cache

Cunrakcuc open_log_file_cache max=N [inactive=6pems| [min_uses=N| [valid=spemas];
Ilo ywmonua- open_log_file_cache off;

HHIO

Konrekcr http, server, location

3asaer K11, B KOTOPOM XPAHSATCH JIECKPUNTOPHI (ailjioB 4acTO UCIOJIb3yEeMbIX JIOTOB, IMEHA, KOTOPBIX
3a/IaHbI C UCIIOJb30BaHUEM tepeMeHHbIX. [lapameTpsr:

max SajilaeT MaKCHMAaJIbHOE YHCJIO JIECKPUIITOPOB B K3IIE; [PU MEPEIOJTHEHUN KA,
HanMeHee BocrpeGoBanubie (LRU) necKpunTophl 3aKphIBAIOTCS.

inactive 3azaer BpeMs, OCIe KOTOPOTO KIMUPOBAHHBIN JIECKPUIITOD 3aKPBIBACTCSI, €CJIH
K HeMy He ObLIO OOpAIlleHWil B TeYeHWe ITOr0 BPEMeHM; 0 yModaHuio — 10
CEKYHI.

min_uses 3ajilaeT MUHIMAJIBHOE YHUCJIO UCIIOJIb30BaHmil (hailjia B TeUeHHe BPEMEHMU, 33 1aH-

HOr'O IapaMeTpoM inactive, Iocjie KOTOPOro JecKpurTop daiira Oyjaer ocra-
BATbCS OTKPBITBIM B KIIIIE; IO YMOJTIAHUIO — 1.

valid VKa3bIBaeT, 4epe3 Kakoe BPeMsl HY>KHO IIPOBEPSTH, U4TO (ailyl elme CyIecTByeT
IO/, TEM K€ MMeHeM; 110 yMordaHnio — 60 cexkyHI.
off 3ampernaer K3IMpOBaHUE.

IIpumep ucnonb3oBaHMs:

[open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

Map

COS,H&GT IIepeMeHHble, 3Ha4YCeHUA KOTOPBIX 3aBUCAT OT 3HAYEHU JAPYTrux 1nepeMeHHbIX.

Mpumep koHdurypauymn

map $remote_addr $limit {
127.0.0.1 B
default $binary_remote_addr;

}

limit_conn_zone $1limit zone=addr:10m;
limit_conn addr 1;

OupekTussbl

map

Cunrakcuc map cmpoka $nepemenran { ... };
Ilo ymomua- —

HUIO

Konrekct stream
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Co3zaeT HOBYIO TlepeMeHHYI0. Fe 3HadeHne 3aBUCUT OT IIEPBOTO MapaMeTrpa, 3aJJaHHOI0 CTPOKOI ¢ mmepe-
MEHHBIMU, HAIIPUMED:

set $varl "foo";
set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

3rech nepemenHasi $new_variable Oyjer nMerb 3HaUYeHME, COCTABJIEHHOE U3 JIBYX IlepeMeHHbIX $varl u
$var2, wiu 3HaUYEeHHE IO YMOJIYAHUIO, €CJIU 3TU IIePEMEHHbBIE He OIPE/IEJIEHbI.

© IIpumeuannue

[TockoJbKY mTepeMeHHbIe BEITUCIISIIOTCS TOJBKO B MOMEHT UCIIOJIBL30BAHNS, CAMO 10 cebe HATTNIHE TaKe
GOJIBIIIOTO YHCJIa OObsIBJIEHNN NepeMeHHBIX "map" He BjedeT 3a cOOON HUKAKUX JIOIOJHUTEIHHBIX
pacxo0B Ha 00pabOTKY 3aIIPOCOB.

ITapamerpsl BHyTpu 6JI0Ka map 3aal0T COOTBETCTBHE MEXK/Ly MCXOIHBIMU U PE3YJIbTUPYIOIMINMY 3HAYE-
HUSIMU.

Wcxonnable 3HaUEHUST 33/1a10TCS CTPOKAMY UJIA PETYJISPHBIMY BbIPAXKEHUSIMHU.
CTpoKu 1poBepsitoTcst Oe3 yuera perucrpa.

Ilepen perysisipHbIM BhIpaykKeHHEM CTaBUTCA cuMBOJI "~ ", ecjim mpu CpaBHEHUU CJIEIyeT YIUTHIBATH pe-

TUCTD CHUMBOJIOB, 60 cUMBOJIBI "~ *"'| ecim permeTp CMMBOJIOB yUHTHIBATH HE HY?KHO. PeryiaspHoe BbI-
pakeHue MOXKeT COJepzKaThb UMEHOBaHHBbIEC U IIO3UIIMOHHBIE BblJIEJIEHUS, KOTOPble MOI'YT 3aTeM HCIIOJIb-
30BaTbCA B JPYTUX JUPEKTUBAX COBMECTHO C Pe3yJIbTUPYIONIEil IlepeMeHHOMH.

Ecan ncxonnoe 3Hadenne coBmagaeT ¢ UMEHEM OJHOIO U3 CIEIUAIbLHBIX TapAMETPOB, OINCAHHBIX HIXKE,
mepeJl HUM CJIeIyeT MOCTaBUTh cuMBOJT ",

B kauecTBe pe3yabTUPYIONIETO 3HAYEHNST MOKHO YKA3aTh TEKCT, IIEPEMEHHYIO U NX KOMOWHAIUN.

Takke MOIePKUBAIOTCS CJIEIYIONINE CIIeHAIbHbIE TTapaMeTPhI:

default snauenue 33/1a€T PE3YJILTUPYIOIIee 3HAYEHHE, €CJIN UCXOIHOE 3HAUEHNE HE COBIIAIAeT
HU C OJTHUM U3 IepedncyeHnbix. Keim mapamerp default He ykasaH, pe3yiib-
TUPYIOIIUM 3HAYEHUEM II0 YMOTIAHUIO OYJ/IeT MyCTasi CTPOKA.

hostnames YKa3bIBaeT, YTO B KAYECTBE MCXOIHBIX 3HAYEHUN MOXKHO HCIIOJIH30BATH MaC-
Ky JIJIsl TIEPBOIi WJIN [TOCJIE/IHEN YaCTH UMEHH XOCTa. DTOT IapaMeTp CJIeIyeT
YKa3bIBATh MEPe]], CIIUCKOM 3HAYEHMA.

Hampuwmep,

*.example.com 1;
example. * ilg

Bwmecto nByx 3anmceit

example.com 1;
*.example.com 1;

MO2KHO HCIIOJIb30BaThb OOHY:

[.example .com 1; J
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include ¢atin BKJIToUaeT Gailyr co 3HaUeHNAMN. BKIIOYeHnT MOXKET OBITh HECKOJIBKO.
volatile YKa3bIBa€T, YTO IepEeMeHHast He KIIIUPYeTCs.

Ecan ucxomHoMy 3HAUYEHHIO COOTBETCTBYET HECKOJIBKO M3 YKA3aHHBIX BapPUAHTOB, HAIIPUMEP, OTHOBpE-
MEHHO TOAXOJST U MacCKa, W PEryJsipHOE BbIpaXKeHue, OyJeT BbIOpAaH MEpPBBIA MOAXOISINNA BAPDUAHT B
cJIeIyIoleM Iops/iKe IPHopuTeTa:

1. CrpokoBoe 3HadeHne 63 MACKU.

2. Camoe JJIMHHOE CTPOKOBOE 3HAYEHNE C MACKOW B HadaJie, HAIIPUMEpP * .example.com.
3. Camoe yIMHHOE CTPOKOBOE 3HAYEHUE C MACKOI B KOHIE, HAIIpUMep mail. *.
4

ITepBoe moXO/IAIIEE PETYIISPHOE BBIpazkeHHUe (B MOPsI/IKe CJIe0BaHus B KOHMUrYpanmoHHoM daii-
Je).

5. 3uavenue 10 ymosdanuio (default).

map _hash _bucket _size

Cunrakcuc map_hash_bucket_size pasmep;

Ilo ywmomua- map_hash_bucket_size 32|64[128;
HUIO

Konrekcr stream

Sajiaer pa3Mep KOP3WHBI B X3II-TaO/IUIAX JJIsl [IEPEMEHHBIX map. SHAYEHHNe 110 YMOJIIAHUIO 3aBUCHT OT
pa3mMepa CTPOKHU K3Iia, mporieccopa. 1lonpobraee HacTpoiiKa X31MI-Tab IuI 00CYKIAETCsT OTIEIBHO.

map hash max size

Cunrakcuc map_hash_max_size pasmep;
ITo ymonva- map_hash_max_size 2048;
HUIO

Konrekct stream

3ajaeT MaKCUMAJIBHBIN pa3Mep X3MI-TaOJIuIl Jjist iepeMeHHbIx map. [logpobHee HACTPONKA XII-TAOJIHIL
00CyKIAeTCsT OTIETBHO.

MQTT Preread

Tlo3BossieT w3BIEKATDh UACHTU(MUKATOP KJANEHTA M UM MOIb30BaTe a u3 makeroB CONNECT mpoToKoJIa
Message Queuing Telemetry Transport (MQTT) sepenii 3.1.1 u 5.0.

IIpu cOopke u3 HMCXOIHOTO KOJ@ MOJYJIb HEOOXOMMO BKJIIOUUTH C IIOMOIIBIO IIapaMeTpa COOPKH
--with-stream_mqtt_preread_module. B nmakerax u obpa3ax u3 HAIUX PEITO3UTOPUEB MOJIYJ/Ih BKJIIOUEH
B COOPKY.
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Mpumep koHcpurypayun

Bbibop cepeepa B rpynne no naeHTUuKaTopy KiveHTa:

stream {
mqtt_preread 8
upstream mqtt {

hash $mgtt_preread_clientid;
#

OdupekTusnbl

mqtt_ preread

CunTakcnc mqtt_preread on | off;
Ilo ywmomua- mqtt_preread off;
HHUIO

KonTexcr stream, server

VYupasiser u3BnedenneMm nwHdopMmarmn n3 maketa CONNECT ma stame npedsapumennvrozo wmenus. Ecmm
napaMeTp BKJIFOUeH (on), TO B KOHTEKCTE, [Jle OH 3aJ1aH, 3aI0JHSIIOTCSI IIEPEUNCIeHHBIE HIYKE TIEPEMEHHBIE.

BCTpoeHHble nepemMeHHblIe

TToapobHoe onucanue ceMaHTUKU 3HaYeHuii cM. B crienudukamnuu nporokosa MQTT sepcuit 3.1.1 u 5.0.

$mqtt_preread_clientid

VHUKaJIBHDIN UIeHTU(MUKATOD KIMEHTA.

$mqtt_preread_username

Heobs13arenbHoe nMsl 10JIb30BaTEsI.

Pass

TlozBossteT mepe1aBaTh TPUHATOE COEINHEHNE HAIPSMYIO Ha JIIOOOH HACTPOEHHBIH CIIYIIAIONINI COKET B
mogysnb HTTP, nomoko6vil WA noumosvili MOILYIN.
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Mpumep koHcpurypayun

ITocse Toro, kak Momysb stream 3asepmuT o6paborky SSL/TLS, on mepenaer coeiuuenue B MOILYJIb
http:

http {
server {
listen 8000;

location / {
root html;
}

}
stream {
server {

listen 12345 ssl;

ssl_certificate domain.crt;
ssl_certificate_key domain.key;

pass 127.0.0.1:8000;

OupekTnssbl

pass

Cunrakcuc pass adpec;
IIo  ywmomua-
HUIO

Konrekcr server

OTa IUPEKTUBA 3aJaeT aJpec cepBepa, Ha KOTOPBIA JOJKHO OBITh MEPEeaH0 KJIUEHTCKOE COEINHEHTEe
Adpec MoxKHO yKasaTh Kak IP-anpec u moprt:

[pass 127.0.0.1:12345;

W kax myts k UNIX-cokery:

[pass unix:/tmp/stream.socket;

Takxke adpec MOZKHO 33JaTh C IIOMONIIBIO II€PEMEHHBIX:

[pass $upstreanm;
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Proxy

TTozBosnster mpokcupoBaTs motoku ganubix o TCP, UDP u UNIX-cokeram.

Mpumep koHurypayun

server {
listen 127.0.0.1:12345;
proxy_pass 127.0.0.1:8080;
}

server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 1m;
proxy_pass example.com:12345;

}

server {
listen 53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns.example.com:53;

}

server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;

OupekTussbl

proxy _bind

Cunrakcuc proxy_bind adpec [transparent| | off;

Ilo ymomua- —
HUIO
Konrekcr stream, server

Sagaer jokaJbHBI [P-agpec, KoTOpbIil 6y/1eT UCIOIB30BATHCS B UCXOISIINX COEUHEHUSIX C IIPOKCUPY-
eMBIM cepBepoM. B 3HadueHum mapamerpa IOIyCTHMO HCIOJIb30BaHUE rnepeMeHHbIX. CrenuajipbHoe 3HAa-
qenne off oTMeHseT efiCTBHE YHACIEIOBAHHONW C MPEIBIAYIIEro YPOBHS KOHMUTYDPAIUU MAUPEKTUBLI

prozy bind, mO3BOMIASA CHCTEME CAMOCTOATEIHLHO BHIOMPATH JIoKaJabHbI [P-anpec.

IIapamerp transparent mosBosisieT 3a7aTh HeJOKaJubHBIH [P-aipec, KOTOpBIil OyIeT UCIOIB30BATHCHA B

UCXOJISIINX COEJIMHEHUSX C TPOKCUPYEMBIM CEpBEPOM, HAIIPUMeEp, peanbHbiil [P-ajipec KinmenTa:

[proxy_bind $remote_addr transparent;

1

st paboThI MapaMerpa 0OBITHO TPedyeTcsl 3aIlyCTUTh pabodre IIpoIecchl Angie ¢ IPUBUJIETHAME CYnep-
noavsosamens. B Linux sroro He Tpebyercsi, TaK KaK ecjii yKa3aH mapamerp transparent, To pabodue

mporiecchl Hacaemytor capability CAP. NET RAW wu3 riiaBHOTO TIporecca.
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@ Baxmno

Heobxomumo HACTPOUTH TAOJIHILy MapIIPyTH3AINANA SApa JJIsl IIepeXBaTa CeTEeBOro Tpaduka ¢ IMpoK-
CHPYeMOTro cepBepa.

proxy _buffer _size

Cunrakcuc proxy_buffer_size paswmep;
Ilo ywmomua- proxy_buffer_size 16k;
HHUIO

Konrekcr stream, server

Sagzaer pasmep Oydepa, B KOTOPBI OyIyT YUTATHCS JAaHHBIE, IIOJIy9YaeMble OT IIPOKCUPYEMOIO CEpBepa.
Taxkeke 3a7aer pasmep Oydepa, B KOTOPbIl OYIIyT YATATHCs JAHHBIE, [TOJIyYaeMble OT KJIMEeHTA.

proxy _connect _timeout

Cunrakcuc proxy_connect_timeout epems;
Ilo ymonua- proxy_connect_timeout 60s;
HUIO

Konrekct stream, server

SasaeT TaiiMayT Uil yCTAHOBJICHUST COEJIMHEHMS C TPOKCUPYEMBIM CEPBEPOM.

proxy _connection _drop

Cunrakcuc proxy_connection_drop epems | on | off;
Ilo ywmomua- proxy_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpaunBaer 3aBepiiienne Bcex COeqMHEHMIT C IPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLI y/IAJIeH U3 TPYIIIHI
I TIOMEYEH KaK IIOCTOIHHO HEJIOCTYIHBIA B pe3ysbTare mpolecca reresolve umu komandv. A PI DELETE.

Ceccusi 3aBepimiaeTcsi, Korja 0bpabaTbiBaeTCs CIeyolnee COObITUE YTEHUs] WU 3AIIUCH JIJIsl KJIUEHTA UJIN
MIPOKCUPYEMOTO CepBepa.

VcraHOBKA 6pemeny BKIIIOYAET TalMayT 0 3aBEPIINEeHNs] CECCUM; IIPU BHIOOPE 3HAYECHUS ONn CECCUH 3aBep-
IaloTcd HeMeJJIeHHO.
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proxy download rate

Cunrakcuc proxy_download_rate ckopocmu;
Ilo ywmomua- proxy_download_rate O;

HHIO

Konrekcr stream, server

OrpaHmgmBaeT CKOPOCTb UTEHUsI JAHHBIX OT IMPOKCHPYEMOTO CepBepa; CKOPOCTH 3aJaeTcs B OaiiTax B
CEeKYyH/LY.

0 OTKJIIOYAET OIPAHUYEHNE CKOPOCTH

O IIpumeuannue

OrpaHnvenre yCTAHABIMBACTCA HA COEIUMHEHUE, TMOITOMY, eciau Angie OIHOBPEMEHHO OTKDPOET IBa
COeIMHEHNUs K IIPOKCUPYEMOMY CEPBEDPY, CyMMapHas CKOPOCTh OYIET BIBOE BBIIIE 33JaHHOI'O OI'DAHU-
YeHUS.

B 3nauernn nmapamerpa MOXKHO HUCIOJIB30BATH IIEPEMEHHBIE. JTO MOXKET OBITH ITOJIE3HO B CIIyUasX, KOTIA
CKOPOCTBb HY?KHO OFPDAHUYHUBATH B 3aBUCAMOCTHU OT KAKOTO-JIN0OO YCJIOBUS:

map $slow $rate {
1 4k;
2 8k;

}

proxy_download_rate $rate

proxy half close

CunTakcuc proxy_half_close on | off;
IlIo ymomua- proxy_half_close off;
HUIO

Konrekcr stream, server

Paspernraer niin 3amperaer He3aBUCUMOe 3aKPBITHE KaXKJION U3 CTOPOH ITpokcupyemoro coeauuenns: TCP
("TCP half-close"). Eciu paspenieno, To npokcuposanue o TCP Gymer npomoszkarbes, moka obe cTo-
POHBI He 3aKPOIOT COE/IMHEHNE.

proxy next upstream

Cunrakcuc proxy_next_upstream on | off;
Ilo ywmomua- proxy_next_upstream on;
HUIO

Konrekcr stream, server

IIpu HEeBO3MOYXKHOCTU YCTAHOBUTH COETMHEHUE C TPOKCUPYEMBIM CEPBEPOM OIIPEIe/IsIeT, OyIeT JTU KIUEeHT-
CKOE COeJ[MHEHNe MIEPEIAH0 CACIYIOUEMY CEPEEPY.
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Ilepenada coemuneHus cjaemayomEeMy CePBEPY MOXKET OBITH OI'DAHUYEHA II0 KOAUYECNEY NONLIMOK U II0
8PEMEHU.

proxy next upstream timeout

Cunrakcuc proxy_next_upstream_timeout epemas;
Ilo ywmomua- proxy_next_upstream_timeout O;
HUIO

Konrekcr stream, server

OrpannmgmBaer BpeMs, B TeYeHHE KOTOPOIO BO3MOXKHA ME€PeIada 3arpoca caedyiouLemy cepBepy.

0 OTKJIIOYAET 3TO OFPAHUYEHUE

proxy next_upstream _tries

CunTakcuc proxy_next_upstream_tries uucao;
Ilo ywmomua- proxy_next_upstream_tries O;
HUIO

Konrekcr stream, server

OrpaHnYmBaeT 4muCJIO MOIMYCTUMbBIX TOMBITOK JIJIs IEPEIadn 3aIpoca CACIYIOU,EMY CEPBEPY.

0 OTKJIIOYAET 3TO OrpAHUYCHUE

proxy _pass

Cunrakcuc proxy_pass adpec;
Ilo ywmomua- —

HUIO

Konrekcr server

SajaeT ajpec MPOKCHPYEMOTO CepBepa; ampec MOYKeT ObITh YKa3aH B BHJE JOMEHHOro mMeHu wmin [P-
ajipeca, 3a KOTOPBIM CJIEIyeT MOPT:

[proxy_pass localhost:12345; }

mwin B Buse nytu UNIX-cokera:

[proxy_pass unix:/tmp/stream.socket; ]

Ecim nomenHOMY MMEHM COOTBETCTBYET HECKOJIBKO @JIPECOB, TO BCE OHM OY/yT MCIIOJb30BATHCS 110 O4e-
peau (round-robin). Kpome Toro, B KadecTBe aJpeca MOXKHO YKa3aTh 2pYnny cepeepos.

A;Lpec MO2KHO TaKKe 33JaThb C IIOMOIIbIO IIEPEMEHHBIX:

[proxy_pass $upstream; J

B sToMm ciyvuae mms cepBepa UIETCA Cpeu ONMUCAHHBIX 2PYNN CEPEEPOS W eCaU He HAMIEHO, TO ompeie-
JISIeTCsT ¢ TIOMOIIBIO resolver'a.
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proxy protocol

Cunrakcuc proxy_protocol on | off;
Ilo ywmomua- proxy_protocol off;
HHIO

Konrekcr stream, server

Bkirouaer nporokosr PROXY mjist coemueHnit ¢ TPOKCUPYEMBIM CEPBEPOM.

proxy _requests

CunTakcuc proxy_requests wucao;
Ilo ywmomua- proxy_requests O;
HUIO

Konrekcr stream, server

3ajiaer YuCIIo JaTarpaMM, oIy YeHHBIX OT KJIMEHTA, [0 JOCTUXKEHUN KOTOPOI'O YIAAJISIETCS IPUBA3KA MEXK-
ay kmuenToM u cymectsytomeit UDP-ceccueit. [locie mosrydennsi yKa3aHHOTO KOJUYIECTBA JIAaTarpPaMM
CIIeyIoNIas gaTarpaMMa, MOJyYeHHas OT TOrO Ke KJIMEeHTa, HadmHaeT HOBYIO ceccuio. Ceccus 3aBep-
IIUTCS TIOCJIe OTIPABKU BCEX MPUHATHIX IaTarpaMM Ha IPOKCUPYEMBIil cepBep U MOJIyYeHUsT YKA3aHHOTO
KOJIMYECTBA 0MEEMO6 WIN TOCIe Malmayma.

proxy _responses

Cunrakcuc ProXy_responses “UcAo;
Ilo ymomua- —

HUO

Konrekcr stream, server

3a1aeT KOJIMIeCTBO JaTarpaMM, OXKUJAEMBIX OT IIPOKCUPYEMOTO CEPBEPA B OTBET HA, TATATPAMMY KJIXEHTA
B CJIy4ae, eCjIM UCIOJIb3yeTcst mpoTokoa UDP. 3amaBaeMoe UUCI0 CIYXKUT TOACKA3KOM I 3aBepIIeHusT
ceccun. [lo ymMoyanuio KoJimdecTBO JaTarpaMM He OIDAHUYEHO.

Ecin ykazano mHyseBoe 3Hadenune, To orBer He oxkujiaercs. OHAKO €C/Ii OTBET IIOJIYY€eH U CeCCHusl erie He
3aBepINMIach, TO OTBET OyaeT 0bpaboTaH.

proxy _socket keepalive

CunTakcuc proxy_socket_keepalive on | off;
Ilo ywmomua- proxy_socket_keepalive off;
HUIO

Konrekcr stream, server

Koudurypupyer nosenenne "TCP keepalive" jyist mcxonsimumx coeuHeHN K TPOKCUPYEMOMY CEPBEDY.

" Ilo ymomaanmio jutst cokeTa JAeifiCTBYIOT HACTPOUKHA OIIEPAIIMOHHON CUCTEMBI.
on Jtst cokeTa BKJodaercs mapamerp SO KEEPALIVE
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proxy _ssl
Cunrakcuc proxy_ssl on | off;
Ilo ywmomua- proxy_ssl off;
HUIO
Konrekcr stream, server

Bruouaer nporokossl SSL/TLS mjist coequnenuii ¢ IpOKCUPYEMBIM CEPBEPOM.

proxy _ssl _certificate

CunaTakcuc proxy_ssl_certificate datia [Ppatial;
Ilo ymomua- —

HUIO

Konrekcr stream, server

Sagaer daitn ¢ ceprudurarom B dopmare PEM jist ayrerTndukanmmm Ha MPOKCUPyeMOM cepsepe. B
nMeHn daiiia MOKHO HCIOJIL30BATH IIEPEMEHHBIE.

Hobasreno B Bepcun 1.2.0.

IIpu BratOUeHHOM proxy ssl ntls mupekTUBa TPUHUMAET JIBa apryMEHTa BMECTO OIHOIO:

server {
proxy_ssl_ntls 2

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy _ssl certificate key

CunHTakcuc proxy_ssl_certificate_key datin [Patis];
IIo ywmomua- —

HUIO

Konreker stream, server

Sazaer daii ¢ cekpeTHbIM KtouoM B (popmare PEM 1y1s ayreHTH(dUKAIINT HA IIPOKCUPYEMOM CEPBEPE.
B umenu daiiyia MOXKHO HCIIOIB30BATH IIEPEMEHHBIE.

Jobasieno B Bepcun 1.2.0.

IIpu BrarouenHOM proxy ssl ntls TupeKTUBa TPUHUMAET JIBA aPryMEHTa BMECTO OIHOIO:

server {
proxy_ssl_ntls 3

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;
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proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy _ssl ciphers

Cunrakcuc proxy_ssl_ciphers wugpoi;
Ilo ymonua- proxy_ssl_ciphers DEFAULT;
HUIO

Konrekcr stream, server

OnucbiBaeT paspelleHHble MUQPHI [JIs1 3aIIPOCOB K IIpokcupyemMomy cepsepy. IIudpsl 3aatorcst B Gop-
Mare, mojepusaeMoM oubsmorexoit OpenSSL.

Crucok mudpos 3aBucut ot ycranosiennoit Bepcun OpenSSL. ITosHbI cimcok MOXKHO MOCMOTPETH C
IOMOIIBIO KOMaHAbI openssl ciphers.

proxy ssl conf command

Cunrakcuc proxy_ssl_conf_command umsa 3nauerue;
Ilo ymomua- —

HUIO

Konrekcr stream, server

3ajiaeT IPOM3BOJIbHBIE KOHMUTYparoHHbie kKoMaH bl OpenSSL npu ycTaHOB/IEHUN COEIUHEHNS C TPOK-
CUPYEMBIM CEPBEPOM.

@ Baxmno

HupektuBa nogaepxkuBaercs npu ucnosb3oBannun OpenSSL 1.0.2 u Borre.

Ha ogaoM ypoBHE MOXKeT OBITH yKa3aHO HECKOJIBKO JUPEKTHB proxy ssl_conf command. JTupeKTUBBI
HACJIEYIOTCS C IPEBIIYIIEro yPOBHS KOH(DUTYDPAIMA IIPU YCJIOBUH, UTO HA TAHHOM YPOBHE HE OIUCAHBI
CBOM JIUPEKTHUBBI proxy ssl_conf command.

“* OcropoxxHo

Ciemyer yIuThIBaTh, 9T0 U3MeHeHne HacTpoek OpenSSL HAIPSMYIO MOYKET MPUBECTH K HEOYKUIAH-
HOMY ITOBE€IEHUIO.
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proxy ssl crl

Cunrakcuc proxy_ssl_crl datin;
Ilo ymomua- —

HUIO

Konrekcr stream, server

VxasbiBaer daitn ¢ orospanabivMu ceprudukaramu (CRL) B dopmare PEM, ucnosb3yeMbiMu mpu npo-
gepke cepTUdUKATA ITPOKCUPYEMOTO CepBepa.

proxy ssl name

Cunrakcuc proxy_ssl_name ums;

ITo ymonga- proxy_ssl_name xocm u3 proxy_pass;
HUIO

Konrekcr stream, server

TlozBossteT mepeompene T UMsi CepBepa, UCIOJIb3yeMOe IIPU Nposepke CepTUMUKATA ITPOKCHPYEMOTO
cepBepa, a TakxKe i nepedavwu ezo wepes SNI npu yCTaHOBJIEHUN COEIUHEHUS C IPOKCUPYEMBIM CEpPBe-
pom. MMmst cepBepa MOXKHO TaKXKe 33J[aTh C IIOMOIIBIO [IEPEMEHHBIX.

Ilo ymomyanmio ncrorb3yeTcs UMsI XOCTa U3 ajpeca, 3aJaHHOTO JTUPEKTUBOMN Prory  pass.

proxy ssl ntls

Hobasseno B Bepcun 1.2.0.

Cunraxcuc proxy_ssl_ntls on | off;
Ilo ywmomua- proxy_ssl_ntls off;
HHUIO

Konrekcr stream, server

Brimogaer xkimenTekyio noanepkky NTLS npu ncnonszosanun TLS 6ubanorekn TongSuo.
y IJICPKKY p g

server {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

@ Baxkno

Angie HE0OX0IMMO COOPATH € UCIOJIB30BAHUEM IIapaMeTpa KoHUrypamuun --with-ntls, ¢ coorBercrBy-
foreit SSL 6ubsmmorekoii ¢ nmomyepxkkoit NTLS

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls
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proxy ssl password file

Cunrakcuc proxy_ssl_password_file gatin;
IIo ywmomua- —

HUIO

Konrekcr stream, server

Sasgaer ailyl ¢ TapoIAMUA OT CEKPEMHbLL KA104ell, TIOe KaXKIbIH mapoJib yKa3aH Ha OT/IEJbHOM CTPOKE.
IIaposn nprMeHSIOTCS IO OYepe I B MOMEHT 3arpy3KH KJIIOYa.

proxy ssl_protocols

Cunrakcuc proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1]| [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ywmomua- proxy_ssl_protocols TLSv1.2 TLSv1.3;

HUIO

Konrekcr stream, server

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 qo6aBiieH K HCIOIB3yEMBIM [0 YMOJJIIAHUIO.

Paszpemiaer ykazannble TpOTOKOJIBI 11T COEIMHEHUI C IPOKCUPYEMBIM CEPBEPOM.

proxy ssl server name

Cunrakcuc proxy_ssl_server_name on | off;
Ilo ywmomua- proxy_ssl_server_name off;
HHIO

Konrekcr stream, server

Paszpermaer wim 3amperaer mepeiady UMEHH CepBepa, 3aIaHHOTO JAUPEKTUBOHN proxy ssl name, depes

b J__ g b
pacumpenne Server Name Indication nporokosa TLS (SNI, RFC 6066) upu ycraHOBIeHHU COeIUHEHMsI
C IIPOKCUPYEMBIM CEPBEPOM.

proxy ssl session reuse

Cunrakcuc proxy_ssl_session_reuse on | off;
Ilo ywmomua- proxy_ssl_session_reuse on;
HHIO

Konrekcr stream, server

Ormpefiesisie, UCHoOJaB30BaThL U MOBTOpHO SSL-ceccun mpu pabore ¢ MpoKcUpyeMbIM cepBepoM. Eciu B
storax trosiJisiiorcst ook "SSL3  GET FINISHED:digest check failed", To MoxXXHO 11oipob0BaTh BbI-
KJIIOYUTDH TIOBTOPHOE MCIIOJIb30BAHUE CECCHIA.
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proxy ssl trusted certificate

Cunrakcuc proxy_ssl_trusted_certificate datin;
Ilo ywmomua- —

HUIO

Konrekcr stream, server

Bagaer daiin ¢ gosepennbivu ceprudukaramu CA B dopmare PEM, ucnonb3yembiMu mpu nposeprke
ceprucdukara nporcupyemoro HTTPS-cepsepa.

proxy ssl verify

Cunrakcuc proxy_ssl_verify on | off;
Ilo ywmomua- proxy_ssl_verify off;
HHIO

Konrekcr stream, server

Paspemraer nin 3amnperiaer nposepky cepTuduKaTa IPOKCUPYEMOIO cepBepa.

proxy _ssl_verify depth

Cunraxcuc proxy_ssl_verify_depth wucno;
Ilo ywmomua- proxy_ssl_verify_depth 1;
HHUIO

Konrekcr stream, server

YcranaBiauBaeT TIyOMHY TIPOBEPKH B TETIOYKE CEPTU(MUKATOB IIPOKCUPYEMOTO CepBepa.

proxy _timeout

Cunrakcuc proxy_timeout epems;
Ilo ywmomua- proxy_timeout 10m;
HUIO

Konrekct stream, server

Sazaer TaiiMayT MeXKJy ABYMs MIYIIMMU IOIPs] OIEPaldsIMUA YTeHUs W/ 3allUCU Ha KJIMEHTCKOM CO-
€/INHEHUN MJIN COEJIMHEHUH C TTPOKCUPYEMBIM cepBepoM. Ec/n 1Mo McTedeHnun 9TOro BpEMEHH JaHHbIe He
epeaBaJINCh, COEIMHEHNE 3aKPhIBAETCS.
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upstream_ probe _timeout (PRO)

Hobasneno B Bepcuu 1.4.0: PRO

Cunrakcuc upstream_probe_timeout epems;
Ilo ywmomua- upstream_probe_timeout 50s;
HUIO

Konrekcr server

Sazaer MakCUMaJIbHOE BpeMsl 0e3/1efiCTBUs YCTAHOBJIEHHOIO ¢ CEPBEPOM COEIMHEHMs JIsi IIPOBEPOK, Ha-
CTPOEHHBIX C IIOMOIILIO MUPEKTHBLI upstream probe (PRO); Npu NPEBBIIIEHAN STOTO IIPEJIENIa COerHe-
Hue OyJeT 3aKPBITO.

proxy upload rate

Cunrakcuc proxy_upload_rate ckopocmuv;
Ilo ywmomua- proxy_upload_rate O;

HHIO

Konrekcr stream, server

OrpannyuBaeT CKOPOCTh YTEeHUs JIAHHBIX OT KJmeHTa. CKOpPOCTh 3a/iaeTcsd B OaliTax B CEKYH/LY.

0 OTKJTIOYAET OIPAHNYEHNE CKOPOCTH

© IIpumeuannue

OFpaHI/I‘{eHHe ycTaHaBJ/INBae€TCA Ha CO€IUHEHHNE, IIO3TOMY, €CJINU KJIMEHT OJHOBPEMEHHO OTKPOET JIBa
COeJIMHEHNs, CyMMapHasA CKOPOCTb 6yﬂ€T BJ/IBO€ BbIIIIE 3a/ITaHHOI'O OI'PaHUY€HUd.

B znauenun IIapaMeTpa MOKHO HCIIOJIb30BaThb II€PEMEHHDBIE. OTO MOXKeT OBLITH OJIE3HO B CJIy4dadax, Koraa
CKOPOCTHh HY2KHO OI'PaHUYINBATHL B 3aBUCUMOCTH OT KaKoro-jinbo YCJ10BUA:

map $slow $rate {
1 4k;
2 8k;

}

proxy_upload_rate $rate;

RDP Preread

IIpu ucnonp3oBanuu nporokosia RDP mo3sossier u3Binekars cookie, KOTOpbIe UCIIOIB3YIOTCS JIJIs UJIE€H-
TUMDUKAINYA U YIIPABJIEHUs] CECCUSIMU, JI0 MOMEHTA IIPUHSITHS PEIIeHns] O HajlaHCUPOBKE.

IIpu cOopke W3 HMCXOMHOrO KOMa MOIYJIb HEODOXOIUMO BKJIIOUHTH C IIOMOINBIO IapamMerpa cOOpPKU
--with-stream_rdp_preread_module. B makerax m oOpasax m3 HAIUX PEIIO3UTOPUEB MOJIYJIb BKJIIO-
9eH B COOPKY.
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Mpumep koHcpurypayun
Mpuesna3ka k Bbigaswemy cookie cepeepy

Kondwurypamus ncnosibsyer pexkum learn qupeKTUBb sticky:

stream {
rdp_preread 3
upstream rdp {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

OdupekTusnbl

rdp_preread

Cunrakcuc rdp_preread on | off;
Ilo ywmomua- rdp_preread off;
HHIO

Konrekcr stream, server

Vupagsiisier u3BiedenuneM uHdopmanun u3 cookie mporoxkosa RDP ma srame npedsapumenviiozo wme-
nus. Eeam napaMerp BKIIOUeH (0n), TO B KOHTEKCTE, TJe OH 3aJIaH, 3aIIOJHSIIOTCS [EPEINCIeHHbIE HIKE
[lepeMeHHbIE.

BCTpOEHHbIe nepemMeHHblIe

CemaHTHuKa 3HaYeHni B cocraBe cookie 3aBucut ot Bepcun nporokosa RDP.

$rdp_cookie

Suadenne cookie IEJIUKOM.

$rdp_cookie_<umsa>

3nadenne mojs cookie ¢ 3aaHHBIM UMEHEM.
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ReallP

TlozBossteT MEHSATDH aapec U MOPT KJIMEHTa Ha nepegaHHbie B 3arojoBke mporokosa PROXY. IIporokon
PROXY jo/rken GbITH TpeIBAPUTEHHO BKJIIOYEH [IPU [TOMOIIM YCTAHOBKHU IapaMeTpa proxy_protocol
B JUpEKTHUBE listen.

IIpu cbopke U3 MCXOTHOrO KOJIa MOJIYJIb HE COOMpaeTcs IO yMOJYAHUIO; €r0 HEOOXOIMMO BKJIIOYHUTH C
TOMOIIBIO TapamMeTpa cOOpKH --with-stream_realip_module. B makerax m oOpasax W3 HAIUX PEIO3U-
TOPUEB MOJLYJIb BKJIIOUEH B COODKY.

Mpumep koHurypayun

listen 12345 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

OupekTusnbl

set_real ip_from

Cunraxcuc set_real_ip_from adpec | CIDR | unix:;
Ilo ymomua- —

HHUIO

Konrekcr stream, server

3ajiaer J0BEpEHHBIE aJIpeca, KOTOPbIe IIEPEIAl0T BEPHBIA ajipec Jjist 3aMeHbl. EC/in yKa3aHo ClienuaibHOe
3HaYEHUE unix:, JoBepeHHbIMU OYyIyT cuntarhesd Bce UNIX-cokersr.

BcTpoeHHble nepemeHHble
$realip_remote_addr

XPaHUT UCXOJHBII aJpec KJIUEHTa

$realip_remote_port

XPaHUT UCXOJHBII ITOPT KJIUEHTa

Return

ITozBousier OTHIPABUTDH 3aJjaHHOE 3HAYCHNE KJIUEHTY U IIOCJI€ 9TOI'0 3aKPbITh COCAUHEHUE.
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Mpumep koHcpurypayun

server {
listen 12345;
return $time_iso8601;

OupekTussbl

return

Cunrakcuc return sHaueHue;
Ilo ymomua- —

HUIO

Konrekct server

SagaeT 3Ha49YeHue, OTIpaB/IdeMoe KJAUCHTY. B kauecTBe 3HaUeHNns MOXKHO HCIIOJIb30BaTh TEKCT, IIepeMeH-
Hble 1 UX KOM6I/IHaI_II/II/I.

Set

IlozBossteT ycTaHaBIMBATL 3HAYEHUE IIEPEMEHHO.

Mpumep koHdurypauymn

server {
listen 12345;
set $true 1;
}
OupekTussbl
set
Cunrakcuc set $nepemennan snavenue;
Ilo ymomua- —
HUIO
Konrekcr server

YcranaBauBaeT 3HaUEHNE yKa3aHHOI71 HepeMeHHOﬁ. B kadecrBe 3HaveHUs MOXKHO HCIOJIbL30BATH TEKCT,
IIepeMEHHbIC U UX KOM6I/IHaU;I/II/I.
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Split Clients
Mouynb resmepupyer nepemennbie g A /B-recrupoBanus, KaHAPEEUHBIX DPEJIU30B U JAPYTUX CIEHAPH-

€B, KOTODbIE HAIPABJIAIOT OIPEIEJEHHBII MPOIEHT KJIMEHTOB HA OJWH CEepBep WM KOH(QUTYpaInio, a
OCTaJIbHBIX — KYJa-TO ellle.

Mpumep koHpurypauyun

stream {
# ...
split_clients "${remote_addr}AAA" $upstream {
0.5% feature_testl;
2.0% feature_test2;
* production;
}
server {
# oo
proxy_pass $upstream;
}
}
OdupekTusnbl

split_ clients

Cunrakcuc split_clients cmpoxa $nepemennan { ... }
Ilo ymomua- —

HHUIO

Konrekcr stream

Cosznaer $nepemernyro, X3MUPYsl CMPOKy; EPEMEHHBIE B CMPOKe TOACTABISIIOTCSI, PE3YJIBTAT X3IIUPY-
€TCsl, 3aTeM 10 3HAYCHUIO X314 BHIOMPAETCA CTPOKOBOE 3HAUEHUE $nepemennot.

Oyuxnus xsmmuposanug ucnojbdyer MurmurHash2 (32 6ur), u Bech mmanason ee suadenuii (¢ 0 1o
4294967295) comocraBiisiercs ¢ KOP3UHAMU B HODsijIKe HOABJIEHUS; IPONEHTHBIE BEJIMIUHBI OLPEeis-
0T pa3Mep KOP3UH. B KOHIle MOXKeT CTOATH METACUMBOJ (*); X3IIHU, HE IONABIIME B APYyTrUe KOP3UHBI,
COIIOCTABJISIIOTCS C IIPUJIAHHBIM €My 3HaUeHHEM.

ITpumep:

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

nn.,
* >

31ech 1ocie MOACTaHOBKH B cTpoke $remote_addrAAA 3HaUeHMs X3IIa PACIPEIESIAIOTC CJIEILYOIINM
obpazom:

e 3Hauenus or 0 1o 21474835 (0,5%) mator .one;
e 3HaueHns or 21474836 mo 107374180 (2%) maror .two;

o snavenus or 107374181 mo 4294967295 (Bce ocrasbuble) gal0T "" (IyCTYIO CTPOKY).
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SSL

ObecnieunBaeT HEOOXOAUMYIO TIOIIEPIKKY [JId pAbOTHI IPOKCH-cepBepa 110 nporokoay SSL/TLS.

IIpu cObopke m3 MCXOTHOTO KOMA MOMIY/Ib HE COOMPAETCS IO YMOJYAHUIO; er0 HEeOOXOTUMO BKJIIOYUTH C
TTIOMOIIILIO TTapamMeTpa cOOpkn --with-stream_ssl_module.

B nakerax u 06pa3ax U3 HalllUX PEIIO3UTOPpUEB MOILYJ/Ib BKJIIOYEH B C60pKy.

@ Baxkno

st aToro momyns Hyxkxua 6ubsmoreka OpenSSL.

Mpumep koHpurypayun

s yMeHbIeHust 3arpy3Ku IPOIECCOPa PEKOMEHTyeTCsT
® YCTAHOBHUTD YUCJIO PabOvUT NpPoueccos PABHBIM YHCILY IPOIECCOPOB,
® BKJIFOUUTD PA30EAAEMDBIT KU CECCHUTA,
® BLIKJIIOUYUTL GCMPOEHHDIT KIUL CECCHI

® U, BO3MOXKHO, YBEJIMIUTD 8PEMA JCU3HU ceccuU (110 yMOIYAHUIO 5 MUHYT):

worker_processes auto;

stream {
#...
server {
listen 12345 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA: AES256-SHA : RC4-SHA : DES-CBC3-SHA:RC4-MD5
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

H*

OupekTusnbl

ssl alpn

Cunrakcuc ssl_alpn npomoxoa ...;
Ilo ymomaa- —

HUIO

Konrekcr stream, server

Sajiaer CruCcoK Mojyiep:kuBaeMbix mpoTokojaos ALPN. OuH u3 mpoTOKOJIOB J0JIZKEH OBITH CO2AGCO8AH,
ecm KaueHT ucnons3yer ALPN:
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map $ssl_alpn_protocol $proxy {
h2 127.0.0.1:8001;
http/1.1 127.0.0.1:8002;
}
server {
listen 12346;
proxy_pass $proxy;
ssl_alpn h2 http/1.1;
}

ssl_certificate

Cunrakcuc ssl_certificate gaiin;
Ilo ymomua- —

HUIO

Konrekcr stream, server

VkaseiBaer aitsi ¢ ceprudurarom B popmare PEM nns manHoro cepsepa. Eciin BMecTe ¢ OCHOBHBIM
cepTudUKATOM HY>KHO yKa3aTh IIPOMEKYTOUHBIE, TO OHU JIOJ2KHBI HAXOJIUTHCHA B ITOM ke (ailie B cie-
JYIOIIEM IOPsiJIKe — CHAYAJIA OCHOBHON cepTudUKAT, a 3aTeM MPOMeXKyTodHbe. B 3ToM ke daiie MoxkeT
HaXOINTHCS CEKPETHBIN Kod B (popmare PEM.

ﬂHpeKTHBa MOXKET OBLITH YKa3aHa HECKOJIBKO pa3 JIJId 3arpy3Knu CepTI/I(bI/IKa.TOB Pa3HbIX TUIIOB, HaIIpUMeEp

RSA u ECDSA:

server {
listen 12345 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;
ssl_certificate_key example.com.ecdsa.key;

BosmoxkHOCTE 33/1aBaTh OTJEIbHBIE TEMOYKU CEPTUMUKATOB I PA3HBIX CEPTUMUKATOB €CTh TOJHKO B
OpenSSL 1.0.2 u Beirte. yist 6oJtee crapbix BEPCHil CIeyeT YKA3bIBaTh TOJBKO OJHY IEIOYKY cepTudu-
KaTOB.

@ Baxmno

B umenn daira MOXKHO UCIIOJIB30BATH IepeMennble pu ncnosb3oBanuu OpenSSL 1.0.2 u Bbre:

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

IIpu ucrosib30BaHNN IEPEMEHHBIX CEPTUMUKAT 3arPyrKAeTCs IPU Kaxk 101 oreparnuu SSL-pyKomoxKaTust,
YTO MOXKET OTPHUIATEIbHO BAUATH Ha IIPOU3BOJIUTEIHLHOCTD.

Buecro daitna moxkHO yKasaTh 3Hadenue "data: $nepemennan", npu koropom ceprudukaT 3arpyKaeTcs
U3 MEePEeMEHHOl 6€3 UCTIOIBL30BAHNS TPOMEXKYTOIHBIX (hailyioB.
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Henagnexaree ncrnosb3oBanne MOJ00HOTO CUHTAKCHCA MOXKeT ObITh HeOe30IacHO, HAIpUMep JaHHbIE

CEKPETHOT'O KJII0Y9a MOTYT IIOIIaCTh B /02 owWUb0K.

ssl_certificate _key

Cunrakcuc ssl_certificate_key ¢atin;
Ilo ywmomua- —

HUIO

Konrexcr stream, server

VkasbiBaeT daiin ¢ cekperabiM KiodoM B popmare PEM mis nannoro BUPTyaJibHOTO cepBepa.

@ Baxno

B nmenn daiina MoKHO MCIIO/IB30BaTh epeMenHble mpu ucnosibzoBaauun OpenSSL 1.0.2 u BoIme.

Bwmecro daitna MoxKHO yKazarh 3Hadenue "engine:umsa:id", KoTopoe 3arpykaer KJI04 ¢ yKa3aHHbIM id 13

OpenSSL engine ¢ 3a/JaHHBIM UMEHEM.

Bumecro datina Takke MOXKHO ykasarh 3Hadenue "data:$nepemennas", npu KOTOPOM CEKPETHBINH KJIIOY
3arpy»Kaercs U3 IMePEeMEeHHONH 06e3 MCII0JIb30BaHUsI TPOMEXKYTOUHBIX (aityion. [Ipu sToM cegyer yuuThl-
BaTh, YTO HEHAJJIEXKAIIEe UCIIOJIb30BAHKME IIOA0OHOIO CUHTAKCUCA MOXKET ObITh HeDe30IIacHO, HAIIPUMED

JaHHbI€ CEKPETHOI'O KJII0OYa MOI'yT IIOIIaCTb B 102 ouwubox.

ssl _ciphers

Cunrakcuc ssl_ciphers wugpni;

Ilo ywmomua- ssl_ciphers HIGH:!aNULL: !MD5;
HUTO

KonTekct stream, server

OmnuceiBaer paspemernabie mudpsl. [[ludpsr 3amarorcs B dopmare, HOLAEPKUBAEMOM OUOIHOTEKOM

OpenSSL, nanpumep:

[ssl_ciphers ALL:!'aNULL: 'EXPORT56 : RC4+RSA : +HIGH: +MEDIUM: +LOW: +SSLv2: +EXP;

]

Cuucok mudpos 3aBucut ot ycranosiennoit Bepcun OpenSSL. ITosHbI cimcok MOXKHO MOCMOTPETH C

NOMOIIBIO KOMaHAbI openssl ciphers.

ssl client _ certificate

Cunrakcuc ssl_client_certificate ¢atin;
Ilo ywmomua- —

HUIO

Konrtekcr stream, server

Bamaer daitn ¢ goBepennbiMu ceprudukaramu CA B popmare PEM, KoTopble HCIONB3YIOTCS I Npo-

sepku KimeHTCKuX ceprucdukaros u orBetoB OCSP, ecu Britouen ssl stapling.

Crurcok cepruduKATOB OYJIET OTIIPABIATHCS KJIMEHTaM. ECIII 9T0 HeXKeIaTeIbHO, MOYKHO BOCIOJIb30BATH-

csT IMPEKTHUBON ssl_ trusted  certificate.
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ssl_conf command

Cunrakcuc ssl_conf_command ums 3hauerue;
Ilo ymomua- —

HUIO

Konrekcr stream, server

3amaeT Mpou3BOJIbHBIE KOHurypamnuonnbie koman sl OpenSSL.

@ Baxmno

JupekTuBa nogaepxkuBaercs npu ucnosb3oBannun OpenSSL 1.0.2 u Borme.

Ha ommom ypoBHe MOXKeT OBbITH yKa3aHO HECKOJBKO NUPEKTUB ssl_ conf command:

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

JMpeKTUBBI HACTIEYIOTCS C IPEABIAYINErO YPOBHA KOH(MUIYPAIUH IPH YCJIOBUU, UTO HA JAHHOM YPOBHE
He OIMCAHBI CBOM JINPEKTHUBHI sl conf command.

“* OcropoxxHO

Namenenne nacrpoek OpenSSL HAIPSIMYIO MOXKET MPUBECTH K HEOXKUJIAHHOMY TIOBEJIEHUIO.

ssl crl

Cunrakcuc ssl_crl dgatin;
Ilo ymomua- —

HUO

Konrekcr stream, server

Vkaspisaer daiii ¢ orossannbiMu cepruduraramu (CRL) B dopmare PEM, ucnosb3yeMbiMu Jjisi npo-
6epKU KJIMEHTCKAX CEPTUMOUKATOB.

ssl_dhparam

Cunrakcuc ssl_dhparam gatin;
Ilo ymomua- —

HUO

Konrekcr stream, server

VkasbeiBaer daitin ¢ napamerpamu st DHE-mudpos.

“* OcropoxxHOo

Ilo ymosmaanuro mapamerpst He 3a7aHbl, 1 cooTBeTcTBeHHO DHE-mmmdph He Oy1yT ncnosib30BaThCs.
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ssl_early data

Cunrakcuc ssl_early_data on | off;
Ilo ywmomua- ssl_early_data off;
HUIO

Konrekcr stream, server

Paspemaer nnm 3anpermaer TLS 1.3 early data.

@ Baxmno

HupekTuBa nogaepxkuBaercs npu ucnosb3oBannun OpenSSL 1.1.1 u Boime mim BoringSSL.

ssl ecdh curve

Cunrakcuc ssl_ecdh_curve Kxpuesasa;
Ilo ymomua- ssl_ecdh_curve auto;
HUIO

Konrekcr stream, server

Sagaer kpusywo st ECDHE-mudpos.

@ Baxkno

IIpu ucnonbzoBanun OpenSSL 1.0.2 u BbIllle MOXKHO yKa3bIBATh HECKOJIBKO KPUBBIX, HAIIPUMED:

[ssl_ecdh_curve prime256vl:secp384ril; J

CrenuasibHOe 3HaUEHNE auto COOTBETCTBYET BCTPOEHHOMY B Oubsmoreky OpenSSL crnmcky KpUBBIX J1Jist
OpenSSL 1.0.2 u Brie, uau prime256vl njst 6oJjiee crapbiX BEPCUii.

@ Baxno

IIpu ucnonpzoBanmu OpenSSL 1.0.2 u BeIe AUPEKTHBA 33/1a€T CIUCOK KPHUBBIX, MOJIEPKUBAEMBIX
cepBepoM. [losromy mist paboret ECDSA-ceprudukaTroB BaXKHO, 9TOOBI CIIUCOK BKJIIOYAJ KPHUBBIE,
HCITOJTb3yEeMbIE B CepTH(DUKATAX.

ss|_handshake _timeout

Cunrakcuc ssl_handshake_timeout epems;
Ilo ymomua- ssl_handshake_timeout 60s;
HUIO

Konrekcr stream, server

Sajiaer TafiMayT JJIsl 3aBEPIIEHNs] OllepaIy SO L-pPyKOImoXKaTusl.
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ssl _ocsp
Cunrakcuc ssl_ocsp on | off | leaf;
IIo ywmomua- ssl_ocsp off;
HUO
Konrekcr http, server

Bkirouaer mpoBepky OCSP nyst nemouku kiamenTckux ceprudukaros. [lapamerp leaf BkiOUaer mpo-
BEPKY TOJIBKO KJIUEHTCKOTO CePTU(DUKATA.

s paborbr mpoBepku OCSP  HeoOX0aMMO JIONOJIHUTEIBHO yCTAHOBUTH 3HAYEHUE JIUPEKTUBBI
ssl_werify client B on mim optional.

It mpeobpazosanus umenn xocta OCSP-pecnionmepa B agpec HEOOXOINMO JOTOJHUTEIHHO 3aaTh JIH-
PEKTUBY 'I’(),S(}l’l)()/f'.

IIpumep:

ssl_verify_client 3
ssl_ocsp 8
resolver 127.0.0.53;

ssl_ocsp cache

Cunrakcuc ssl_ocsp_cache off | [shared:uma:pasmepl;
Ilo ywmomua- ssl_ocsp_cache off;

HUIO

Konrekcr http, server

Samaer uMs 1 pa3Mep K3IMa, KOTOPBI XPAHUT CTATyC KIUEHTCKUX cepTudukaTos s npoepku OCSP-
oTBeToB. Kot pazpessieTcst MexK 1y BceMu paboIuMu mporieccamMu. Karir ¢ 0nnHAKOBBIM HA3BAHUEM MOYKET
HCIIOJIb30BATHCS B HECKOJBKUX BUPTYAJIbHBIX CEpBepax.

ITapameTp off 3ampermaer ncroIp30BaHNe KIIIA.

ssl ocsp responder

Cunraxcuc ssl_ocsp_responder uri;
IIo ywmomua- —

HHIO

Konrekct http, server

Ilepeonpenensier URI OCSP-pecrionzepa, ykasaHHblii B pacmmpernn ceprudgurara "Authority
Information Access" miist nposepku KIMEHTCKUX CePTUMUKATOR.

Tlonnepxupatorcst Tombko OCSP-pecnionepsr Ha ocHoBe http://:

[ssl_ocsp_responder http://ocsp.example.com/;
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ssl_ntls

Hobasieno B Bepcun 1.2.0.

Cunrakcuc ssl_ntls on | off;
Ilo ymomua- ssl_ntls off;
HUIO

Konrekcr stream, server

Brutouaer cepsepryto moiepkky NTLS npu ucnonbzosanun TLS 6ubimoreku TongSuo

listen ... ssl;
ssl_ntls 5

@ Baxno

Angie HEOOXOUMO COOPATh C UCIIOIL30BAHUEM TapaMeTpa KOH(MUryparmu --with-ntls, ¢ CooTBeTCTBY-
romeit SSL 6ubmorekoit ¢ mogaepxxkoit NTLS

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

ssl _password _file

Cunrakcuc ssl_password_file ¢patin;
Ilo ymomua- —

HHIO

Konrekcr stream, server

Sasgaer aiyl ¢ TApoOIAMUA OT CEKPemHbLr KAt04ell, TIOe KaXKIbIH mapoJib yKa3aH Ha OTJ/IEJbHON CTPOKe
ITaposmn prMeHSIOTCs IO OYepe I B MOMEHT 3arpy3KH KJIIO4a.

ITpumep:

stream {
ssl_password_file /etc/keys/global.pass;

server {
listen 127.0.0.1:12345;
ssl_certificate_key /etc/keys/first.key;

}

server {
listen 127.0.0.1:12346;
# emecmo Paling MOKHO YKa3amb UMEHOEAHHLIU KAHAA
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;

}
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ssl _prefer server ciphers

Cunrakcuc ssl_prefer_server_ciphers on | off;
Ilo ywmomua- ssl_prefer_server_ciphers off;
HHIO

Konrekcr stream, server

IIpu wmcnospzoBanun mnporokosos SSLv3 m TLS ycranaBimBaeT TPUOPUTET CEPBEPHBIX IMUMPOB HAJ
KJINEHTCKAMU.

ssl_protocols

Cunrakcuc ssl_protocols [SSLv2| [SSLv3| [TLSv1]| [TLSv1.1| [TLSv1.2| [TLSv1.3[;
Ilo ywmomua- ssl_protocols TLSv1.2 TLSv1.3;

HUIO

KonTekcr stream, server

Wsmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 q06aBJieH K HCIOIB3yEMbBIM [0 YMOJIIAHUIO.

Paszpermaer ykazaHnnbie mpOTOKOJIBI.

Baxkno

ITapamerpsr TLSv1.1 u TLSv1.2 pa6orator Tosbko npu ucnoab3oBannn OpenSSL 1.0.1 u Bbimme.

ITapamerp TLSv1.3 padoraer Toibko mpu ucnonab3oBanuu OpenSSL 1.1.1 u Brimre.

ssl session cache

Cunraxcuc ssl_session_cache off | none | [builtin[:pasmep]| [shared:nassarue:pasmepl;
Ilo ymomua- ssl_session_cache none;

HUIO

Konrekcr stream, server

Sa,uae'r THUIT 1 pa3MePbI K3IIIeit JJIA XpaHEeHUdd ITapaMeTpoB ceccuii. Tun ksma MoxKeT ObITh CJIEIYIOIIUM:
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off

none

builtin

shared

JKECTKOE 3allpPEIeHne HCI0JIb30BaHUsI KIla ceccuil: Angie sIBHO coolbImaer KJim-
€HTY, 9TO CECCUU HE MOI'YT UCIIOJIH30BATHCS IOBTOPHO.

MSITKOE 3aITpPEIIEeHne UCIOJIb30BaHUs KIIIa ceccuit: Angie coobIaeT KJIueHTy, ITo
CECCHH MOTYT HCIIOJIb30BATHCS IIOBTOPHO, HO HA CAMOM JIeJI€ HE XPAHUT HapaMeT-
DBI Ceccuu B K3IIIe.

BcTpoeHHbIit B OpenSSL K31, UCIOIb3yeTcss B paMKax TOJIBKO OJHOIO pabodero
nporecca. Pasmep kama 3a1aercs B ceccusix. Ecim pazmep He 3a/1aH, TO OH paBeH
20480 ceccusim. Vcmosb30BaHme BCTPOEHHOTO KIIIIa, MOXKET BECTH K (DparMeHTa-
A7 TTAMSITH.

K3III, pa3/e/sieMblil MeX Iy BCeMU paboduuMu Iporeccamu. Pasmep kamra 3a1aeT-
csa B baiitax, B 1 MerabaiiT moxkeT rmoMmecTuThcsa okosio 4000 ceccuit. YV KaxkI0ro
pa3/IesIsIeMOoro K3IIa, JJOJI?KHO OBbITh TPOU3BOJIbHOE Ha3BaHue. K31 ¢ OMHAKOBBIM
Ha3BaHMEM MOKET HCIIOJIb30BAThCS B HECKOJIBKUX cepBepax. TakrkKe OH UCIIOIb3Y-
eTcsl JIJIs ABTOMATHIECKOTO CO3/IaHUsl, XPAHEHUS U HEPUOIMIECKOr0 OOHOBJIEHUS
KJII04elt ceccnonubix 6mireroB TLS, eciin oHM He yKa3aHBI SIBHO C MTOMOIIBIO U~
pPeKTHuBHI ssl_session_ ticket key.

MoO>KHO UCIIOJIB30BATH O/ITHOBPpEMEHHO oba Tuma K3IIa, HAIIpUMeEP:

[ssl_session_cache builtin:1000 shared:SSL:10m;

OJTHAKO WCIIOJIb30BAHNE TOJHKO Pa3/e/IIeMOro K3Ima 0e3 BCTPOEHHOTO JTOJIXKHO OBITH OoJtee 3dhdeKTuB-

HbIM.

ssl _session ticket key

Cunrakcuc

IIo  ywmomua-
HHATO

Konrekcr

ssl_session_ticket_key ¢atin;

stream, server

Sagaer daityi ¢ CeKPETHBIM KJIIOYOM, MPUMEHSEeMBIM HPH IMH(GPOBAHUN U PACIIHN(PPOBKE CECCHOHHBIX
ouseros TLS. IupekTuBa HEOOXOAUMA, €CJIM OJUH U TOT YK€ KJIIOY HYXKHO HUCI0JIb30BaTh HA HECKOJIBKUX
cepBepax. [Io yMOTYaHUIO UCIOJIB3YETCS CIyJIailHO CreHepUPOBAHHBIN KJIIOU.

Ecim ykazano HECKOJIBKO KITFOUell, TO TOJIBKO MEPBBIil KU UCIOJIb3yeTCs JJisl I POBAHUS] CECCUOHHBIX
6ueroB TLS. D10 mo3BosisieT HACTPOUTD POTAIUIO KJIIOUEH, HATPUMED:

ssl_session_ticket_key current.key;
ssl_session_ticket_key previous.key;

Qaitn gomken comepkarh 80 man 48 6alT CayJaflHbIX TaHHBIX M MOXKET OBITH CO3MaH CJEIYIOIel KO-

MaH/IOM:

[openssl rand 80 > ticket.key

B saBucumocTu or pasmepa daiiaa mig mudposanus Oyaer ucnosb3oBarbed gubo AES256 (miasa 80-
GafiTHBIX Kitodeil), mmbo AES128 (s 48-6aiiTHLIX Kiodeit).
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ssl _session _tickets

Cunrakcuc ssl_session_tickets on | off;
Ilo ymomua- ssl_session_tickets on;
HUIO

Konrekcr stream, server

Paspemaer nim 3amnperaer BO30OHOBIEHNE CeCCUl IPpH MTOMOIHU ceccuoHHbIX Ouaero TLS.

ssl session timeout

Cunrakcuc ssl_session_timeout apema;
Ilo ymomua- ssl_session_timeout 5m;
HUIO

Konrekcr stream, server

Sa,uae'r BpeMs, B T€HCHNE KOTOPOI'O KJIMEHT MOXKET IIOBTOPHO UHCIIOJIB30BaTh ITapaMeTpPbl CECCUU.

ssl_stapling

Cunrakcuc ssl_stapling on | off;
ITo ymonua- ssl_stapling off;
HUIO

Konrexct http, server

Paspemaer nim 3anpemaer npukperieane OCSP-orseros cepsepom. Ilpumep:

ssl_stapling 8
resolver 127.0.0.53;

st paborbr OCSP-npukperiennst J0J12KeH ObITh U3BECTEH CePTUMUKAT U3JIATENs CePTU(UKATA CEpBepa.
Ecau B 3agiannoM jupekTuBoit ssl_ certificate daitie He COAEPKUTCS TPOMEXKYTOUHBIX CePTH(MUKATOB,
TO cepruduKaT H3aTess cepTudUKaTa CepBepa CJe/lyeT IMOMECTUTHh B (ailsl, 3a/aHHbIil JUPEKTUBOM
ssl_trusted  certificate.

A Baumanne

st mpeobpazoBanus numenn xocra OCSP-pecnionmepa B ajipec HEOOXOAMMO IOIOJHUATEIHHO 33/1aTh
JUPEKTUBy resolver.
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ssl _stapling _file

Cunrakcuc ssl_stapling_file ¢hatia;
Ilo ywmomua- —

HUIO

Konrekcr http, server

Ecnu 3naguenne 3amano, 1o BMmecto onpoca OCSP-pecnionnepa, ykazanHOro B cepTuduKaTe cepBepa, OTBET
Gepercst U3 yKa3anHoro daiia.

Oreer mosmxen 66Th B popmare DER u MoxkeT ObITH creHepupoBaH KOMaH 10 openssl ocsp.

ssl _stapling _responder

Cunrakcuc ssl_stapling_responder uri;
Ilo ymomua- —

HHIO

Konrekcr http, server

Ilepeomnpenensier  URI OCSP-pecrnionnepa, ykasanubiii B pacmmupennn ceprudukara "Authority
Information Access".

HonnepxkuBatorcs Tobko OCSP-pectionepst Ha ocHoBe http://:

{ssl_stapling_responder http://ocsp.example.com/;

ssl _stapling _verify

CunTakcuc ssl_stapling_verify on | off;
Ilo ywmomua- ssl_stapling verify off;
HUIO

Konrekcr http, server

Paspemaer nim 3anperiaer nposepky orBeroB OCSP cepsepom.

st paboTOCIIOCOOHOCTHN TIPOBEPKY CEPTU(MUKAT U3TATEsT CEPTUPUKATA CepBepa, KOPHEBO# cepTuduKaT
U BCEe IPOMEXKYTOIHBIE CePTUMUKATHI JIOJIXKHBI ObITh YKA3aHbI KAK JIOBEPEHHBIE C ITOMOIIBIO JTUPEKTHBEI
ssl_trusted certificate.

ssl _trusted _certificate

Cunrakcuc ssl_trusted_certificate datin;
IIo ywmomua- —

HUIO

Konreker stream, server

Samaer daiti ¢ moBepenubivMu cepruduraramu CA B opmare PEM, KoTopbIe HCIONB3YIOTCS It Npo-
6EPKU KIIMEHTCKUX CePTU(MUKATOB.

B orsnmmaue ot ssl_ client  certificate, ciucok 3Tux cepTUdUKATOB He OYIET OTIPABISTHCSA KIMEHTAM.
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ssl _verify client

Cunrakcuc ssl_verify_client on | off | optional | optional_no_ca;
Ilo ywmomua- ssl_verify_client off;

HHIO

Konrekcr stream, server

Paspemaer mpoBepky kimeHTCKuX cepTuduUKaToB. Pe3ysibrar mpoBepKHu JOCTYIIEH Yepe3 MEPEMEHHYIO
$ssl_ client wverify. Ecnm npn nmpoBepke KJIMEHTCKOTO cepTUdUKATa TPOM3OILIA OMMMOKA UM KJIUEHT He
IPEIOCTABUII TPeOYeMblil cepTU(UKAT, COeTMHEHNE 3aKPbIBACTCS.

optional 3aMPAIIBAET KINEHTCKUI CEPTU(MUKAT, M eCJIU cepTUdUKAT ObLT IPETOCTaBIIEH,
IPOBEpSIET €ro

optional_no_ca  3ampalmBaeT CepTU(PUKAT KJINEHTA, HO He TpedyeT, 4TOOBI OH OBLI IIONHACAH
noBepenubiM ceprudukarom CA. DTo npegHasHaveHO JIs CIIydaeB, Korja (hak-
THYeCKas IMPOBEPKa CePTUMUKATA OCYIIECTBIACTCA BHEIIHAM 110 OTHOIIEHUIO K
Angie cepsucom.

ssl_verify depth

Cunrakcuc ssl_verify_depth wucao;
Ilo ywmomua- ssl_verify_depth 1;
HHIO

Konrekcr stream, server

VcranaBauBaeT riryOnHy IMPOBEPKHU B IEIIOYKE KJIMEHTCKAX CePTUMUKATOB.

BcTpoeHHble nepemeHHble

Monyns stream_ ssl mopjiepKuBaeT BCTPOEHHbBIE II€PEMEHHBIE:

$ssl_alpn_protocol

BO3BpAIaeT MPOTOKOJ, BuiOpanubiii mpu momormu ALPN Bo Bpemsi SSL-pykonoxkarwusi, jubo IycTyIO
CTPOKY.

$ssl_cipher

BO3BpAIAeT Ha3BaHUE UCIOJIH3YeMOro mudpa s ycTaHoBjaennoro SSL-coeunenust.
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$ssl_ciphers

BO3BPAIAET CINCOK IMIMPOB, IMOIEPKUBAEMBIX KJIMeHTOM. VI3BecTHble mmdpbl yKa3aHbl IO HMEHH,
HEU3BEeCTHbIE YKa3aHbl B IIECTHAIIIATEPUYHOM BHUJIe, HAIIPUMED:

AES128-SHA:AES256-SHA :0x00ff

@ Baxkno

Ilepemennast moTHOCTBIO MO IepKUBaeTcs pu ucnoab3oBanun OpenSSL Bepcun 1.0.2 u Boime. [lpu
WCITO/Ib30BAaHUU 0O0Jiee CTapbIX BEPCHil IMepEeMEHHAsl JIOCTYITHA TOJBKO Jjis HOBBIX CECCHUN U MOXKET
COJIEPXKATH TOJIBKO M3BECTHBIE MTHU(MPHI.

$ssl_client_cert

BO3BpAIAeT KJIMEHTCKUIl ceprudukar js ycranoBjieHHoro SSL-coenunnenusi B popmare PEM mepen
KaXKJI0# CTPOKOIT KOTOPOTO, KpOME TIEPBOii, BCTABJISIETCST CUMBOJI TaOYISIIINN.

$ssl_client_fingerprint

Boseparmiaer SHAl-oreuaTok KJIMEHTCKOTO cepTuduKaTa Jijisi ycTaHoBJIeHHOro SSI-coenHenust.

$ssl_client_i_dn

BosBparaer cTpoky "issuer DN" kimenTckoro ceprudukara jijist ycranoBiaenaoro SSL-coenunuenus co-
rnacuo RFC 2253.

$ssl_client_raw_cert

BO3BpAIAET KJINEHTCKUIT cepTuduKaT Jijist ycranoBjieHHOro SSL-coemuuenus B dopmare PEM.

$ssl_client_s_dn

BosBparaer c¢rpoky "subject DN" kimenrtckoro ceprucukara st ycraHoBiaeHHOTO SSL-coenuneHust
corniacio RFC 2253.

$ssl_client_serial

BO3BpAIIAET CePHUITHBI HOMEp KJIMEHTCKOIro cepTudukaTa JJjis yCTaHoBIeHHOrO SSL-coenuneHus.

$ssl_client_v_end

BO3BpAIIAeT ATy OKOHYAHUS CPOKa JIEHCTBHUS KJIMEHTCKOrO cepTudUKaATa
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$ssl_client_v_remain

BO3BPAIAET YUCJIO [HEH, OCTABIINXCS JI0 UCTeYeHnsl CPOKa AefCTBUs KJIMEHTCKOrO cepTudUKaTa.

$ssl_client_v_start

BO3BpAIIAET ATy HAYAJIA CPOKA JIEHCTBUS KJIMEHTCKOIO cepTrudukara.

$ssl_client_verify

BO3BpAIIAET Pe3y/IbTaT MPOBEPKU KJIMEHTCKOro ceprudukara: SUCCESS, FAILED:reason u, €CJIM CEPTHU-
dukat He ObLT pesocTaBseH, NONE.

$ssl_curve

BO3BpAIIAET COIJIACOBAHHYIO KPHUBYIO, HUCIIOJH30BAHHYIO Jijisi OOMeHa KJjiodamMu Bo Bpems SSL-
pykomnoxkaTusi. I3BecTHBbIE KpUBbIE YKA3aHBI 10 UMEHH, HEM3BECTHBIE YKA3aHbI B IECTHA/IATEPUIHOM
BUJIe, HAITPUMED:

prime256v1

@ Baxmno

Tlepemennas nomgepxuBaercs npu ucrnoiab3oBanun OpenSSL Bepcun 3.0 u Boime. [Ipu ncnoms3oBa-
HUU OoJiee CTApBIX BEPCUil 3HAYEHUEM IIePEMEHHO OyIeT mycTasi CTPOKA.

$ssl_curves

BO3BPAIIAET CIIMCOK KPUBBIX, ITO/[JIEPKUBAEMBIX KJIUEHTOM. I3BeCTHbIE KpUBBIE yKA3AHDI 110 MMEHHU, HEN3-
BeCTHbIE yKa3aHbl B IIeCTHA/IIATePUYHOM BHJIE, HallpuMep:

0x001d:prime256v1:secp521rl:secp384rl

@ Baxno

Ilepemennast nojepkuBaercs npu uciosib3oBanuun OpenSSL Bepcun 1.0.2 u Bbime. Ilpu ucmosib3o-
BaHUU OOJiee CTApPbIX BEPCHil 3HAYEHUEM IIEPEMEHHOM OyIeT IycTasi CTPOKA.

Ilepemennast 1OCTyIIHA TOTBKO IjIst HOBBIX CECCHIA.

$ssl_early_data

BozBparmaer 1, eciam ucrnosb3yercss TLS 1.3 early data n omeparus SSL-pykonoxkaTusi He 3aBepIlieHa,
nn
unage "".
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$ssl_protocol

BO3BpAIIAET MPOTOKOJI yCTaHOBJIeHHOrO SSL-coenuenusi.

$ssl_server_cert_type

npuanMaeT 3HadeHuss RSA, DSA, ECDSA, ED448, ED25519, SM2, RSA-PSS nian unknown B 3aBUCUMOCTHU OT
THIA cepTUQUKATA U KJIIOYa CepBepa.

$ssl_server_name

BO3BpAIllaeT UMs cepBepa, 3amporrennoe depe3 SNI.

$ssl_session_id

BO3BpAIlaeT UIAHTU(MUKATOP CECCUU YCTAHOBJIEHHOIO SSL-coeuneHus.

$ssl_session_reused

BO3BpAIIlAeT T, €CJIM CeCCHUs OblIa NCII0JIb30BaHa IIOBTOPHO, uHave ".".

SSL Preread

IlosBossier u3BiiekaTh nHdopMaruio u3 coobmenusi ClientHello 6e3 Tepmunamuu TLS, Hanpumep nmst
cepBepa, 3amnporiennoe depe3 SNI, mwin mporokosibl, ykaszauubie B ALPN.

IIpu cObopke m3 MCXOTHOTO KOMA MOMIY/Ib HE COOMPAETCS IO YMOJYAHUIO; er0 HEeOOXOTUMO BKJIIOYUTH C
IIOMOIIBIO ITapaMeTpa cOOpKU --with-stream_ssl_preread_module. B makerax m obpaszax M3 HaIIUX
PEIIO3UTOPUEB MOJLYJIb BKJIIOUYEH B COOPKY.

Mpumep koHdurypauymn

Bbibop anctpuma no umeHn cepsepa

map $ssl_preread_server_name $name {
backend.example.com backend;
default backend?2;

3

upstream backend {
server 192.168.0.1:12345;
server 192.168.0.2:12345;
}

upstream backend2 {
server 192.168.0.3:12345;
server 192.168.0.4:12345;
}

server {
listen 12346;
proxy_pass $name;
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ssl_preread 3

Bbibop cepsepa no npotokony

map $ssl_preread_alpn_protocols $proxy {

~“\bh2\b 127.0.0.1:8001;
“\bhttp/1.1\b 127.0.0.1:8002;
“\bxmpp-client\b 127.0.0.1:8003;
}
server {
listen 9000;
proxy_pass $proxy;
ssl_preread 3
}

Bbibop cepsepa no sBepcun npotokona SSL

map $ssl_preread_protocol $upstream {
o ssh.example.com:22;
"TLSv1.2" new.example.com:443;

default tls.example.com:443;

b
# ssh u hitps wa o0HoM nopmy
server {

listen 192.168.0.1:443;

proxy_pass $upstream;
ssl_preread ;

OupekTusnbl

ssl _preread

CunTrakcuc ssl_preread on | off;
Ilo ywmomua- ssl_preread off;
HHIO

Konrekcr stream, server

Paspermraer uzsiekars undopmanuio u3 coobmenus: ClientHello ua aramne npedsapumenvrozo wmenus.
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BcTpoeHHble nepemeHHble

$ssl_preread_protocol

Maxkcumanbaas Bepcust mporokosia SSL, mosepkuBaeMast KJINEHTOM.

$ssl_preread_server_name

WNwms cepsepa, 3amporiennoe gepe3 SNI.

$ssl_preread_alpn_protocols

Crmcok mpoOTOKOJIOB, nepeganbil KianeHToMm depe3 ALPN. Buauenus pas3iesisiioTcst 3angaThbiMU.

Upstream

HpeﬂOCTaB.HHeT KOHTEKCT /JIJIgl OITMCaHUsA I'PYIIIBI CEPBEPOB, KOTOPHIE MOT'YT UCIIOJIb30BATbHCA B TUPEKTUBE

pProxy _ pass.

Mpumep koHurypayun

upstream backend {
hash $remote_addr consistent;
zone backend 1m;

server backendl.example.com:1935

server unix:/tmp/backend3;
server backend3.example.com

server backupl.example.com:1935
server backup2.example.com:1935

weight=5;

service=_example.

backup;
backup;

resolver 127.0.0.53 status_zone=resolver;

server {
listen 1936;
proxy_pass backend;

_tcp resolve;

OupekTussbl

upstream

Cunrakcuc
Ilo ymomua- —
HUIO

Konrekcr stream

upstream uma { ... }
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OrnuceiBaer rpytiy cepBepoB. CepBepbl MOI'YT CJIYIIATH Ha PA3HBIX MopTax. KpoMe Toro, MOXKHO OJIHO-
BPEMEHHO WCIIOJIb30BaTh ceprepsl, ciytratomniiue Ha TCP- u UNIX-cokerax.

[Ipumep:

upstream backend {
server backendl.example.com:1935 weight=5;
server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend2;
server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

Io ymo9anuio coeuHeHns PacIpeIelIioTCs [0 cepBepaM HukJndecku (B pexkume round-robin) ¢ yde-
TOM BECOB CepBepOB. B BollenpuBeIeHHOM IpUMepe KaK/ible 7 COeIMHEHU OyIyT pacipeieseHbl TaK: b
coequuennii na backendl.example.com:1935 u 1o oHOMY COEIMHEHHIO HA BTOPOH U TPETUH CEPBEPHI.

FEciu npu nonbrrke paboThl ¢ CepBEpPOM MIPOUCXOIUT OIMMOKA, TO COEIMHEHUE MEPEIAeTCs CJIeLYOIEMY
cepBepy, U TakK JaJiee J0 TeX IOop, HOoKa He Oy/yT ompobOoBaHbI Bce paboTaroinue cepBepbl. Ecin cBsi3b ¢
cepBepaMu He YIAJIach, COeIUHeHne OyIeT 3aKPhITO.

server
CunTakcuc server adpec [napamempol;
Ilo ymomua- —
HUIO
Konrekcr upstream

3ajsaer ajpec u Apyrue mapamMeTphl cepBepa. Ajpec MoxkeT ObITh YKa3aH B BHUJE JOMEHHOI'O MMEHU HJIN
IP-agpeca, u obsizarensHOro mopra, win B Buje mytu UNIX-cokera, KOTOPBI yKa3bIBAETCs MIOCIHIE IIpe-
dukca unix:. JlomenHoe nMsi, KOTOPOMY COOTBETCTBYET HEeCKOIbKO IP-ampecoB, 3a1aeT cpa3y HECKOIHLKO
CepBepoB.

MOFyT OBLITH 3a/1aHbl CJIC/YIONINE ITapaMeTpPbI:

weight=vwucao 3amaer Bec cepBepa. 1lo ymomaanmio — 1.

max_conns=vucto OrpaHnmYnBaeT MaKCHMAJILHOE YHUCJIO OJHOBPEMEHHBIX AKTHBHBIX COEIMHEHUN K
[IPOKCUPYEMOMY CepBepy. JHaueHHe 110 YMOJYaHWI0 paBHO O U O3HAYAET, UTO
orpanmyeHus Her. Ecu rpymnma He HAXOIUTCI B 30M€ Pa3JEIsIeMOil TaMsITH, TO
orpaHnveHre paboTaeT OTIEJILHO ISt KayKJI0ro pabodero Iporecca.

max_fails=vwucao — 3a/1aeT YUCJIO HEYJAYHBIX IIOIBITOK CBSI3U C CEPBEPOM, KOTOPBIE JIOJIKHBI IIPOU30UTH
B TedeHwne 3aJaHHor0 fail timeout BpeMeHn JJjis TOro, YTOOBI CEPBEP CUNTAJICHA HEIOCTYITHBIM; IIOCJIE STOTO
OH OyZeT IIOBTOPHO IIPOBEPEH YepEe3 TO YKe CAMOE BPEMS.

B nanmom ciaydae HeymatdHON MOMBITKON CUNTAETCS ONMMOKA MJIM TalMayT MPHU YCTAHOBKE COEMHEHUS C
CEpBEPOM.

© IIpumeuannue

Ecnn nupekTnBa server B rpyiime pa3periaeTcs B HECKOJIHLKO CEPBEPOB, ee HacTpoiika max_fails
IpUMeHsdeTCd K KaxKJIOMy CepBepy OTJEJIbHO.

Eciiz ocste paspernienns Bcex IUPEKTHB Server B alICTPUME OCTAETCS TOJIBKO OJINH CePBEp, HACTPOIKaA
max_fails He jeicTByeT 1 OyIeT MPOUTHOPUPOBAHA.
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max_fails=1 YHucso MOnbITOK MO YMOJTIaHUIO.
max_fails=0 OTKIII09aeT yder HOIBITOK.

fail_timeout=epemsa — 3a7aeT IePUOJ BPEMEHH, B T€YEHHE KOTOPOI'O JOJIKHO IIPOU30UTH OIIPE/Ie/IeH-
HOE 9HCJI0 HEeyJauHbIX HOIBITOK CBA3U C cepBepoM (maz  fails), 4robbl cepBep CUUTAJICA HEJIOCTYIHBIM.
3arem cepBep OCTaeTCsi HEJOCTYIHBIM B T€YEHUE TOTO YK€ CAMOTO BPEMEHH, MIPEeXKJie 9eM Oy/IeT IIPOBepeH
IIOBTOPHO.

Suadgenne o ymordanuio — 10 ceKyHI.

© IIpumeuannue

Ecnan nupekTuBa server B rpylie pa3pemniaeTcs B HECKOJIBKO CEPBEPOB, ee HACTpoiika fail_timeout
IpUMeHsdeTCd K KaXKJIOMy CepBepy OTJEJIBHO.

Ecnu ocste pazpernrenust Bcex qUPEKTUB S€rver B allCTPUME OCTAETCs TOJBKO OJIMH CEPBEP, HACTPOMKA
fail_timeout He feiicTByeT 1 OYAET MPOUTHOPUPOBAHA.

backup ITomeuaer cepBep kak 3amacuoii. Ha Hero OyyT mepegaBaThCsi 3aIIpOChl B CIyYae,
ecau He PabOTAI0T OCHOBHBIE CEPBEPHI.

down Tlomegaer cepBep Kak MOCTOSTHHO HEIOCTYITHDIMH.

drain IMomewaer cepsep Kak pasrpyzkaembrii (draining); 3To 3HAYWT, 9TO OH MOJydaeT

TOJIBKO 3aIIPOCHI CECCHil, IPUBA3aHHBIX paHee depe3 sticky. B ocrambHOM mOBe-
JICHUE TaKoe K€, KaK B pexkume down.

‘% OcropoxHo

ITapameTrp backup HeJsb3s HCIIOJIB30BATH COBMECTHO C MeTOJAMH OAJIAHCHPOBKHM HArpy3Kd hash u
random.

ITapamerpsr down u drain B3auMHO MCKJIIOYAIOIIHE.

Hobasieno B Bepcun 1.3.0.
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resolve ITo3BosisieT oTciiekuBaTh U3MeHEHUsI crincka [P-aapecoB, COOTBETCTBYIONIETO 10~
MEHHOMY MMEHM, 1 OOHOBJISTH ero 0e3 mepesarpys3ku KoHduryparmu. [Ilpu sTom
TPyIIa JOJKHA HAXOIUTHCS B 30HE PA30eAAEMOT NAMAMU; TAKIKE JTOJKEH ObITh
OIIPENIEJIEH NPE0OPA306AMENL UMEH 6 AdPECA.
service=umasa Bxirouaer npeobpaszosanne SRV-zanuceit DNS u 3ajjaer ums cepsuca. [Ipu yka-
3aHUU TOTO apaMeTpa HeOOXOIMMO TaKXKe 3aJaTh IHapaMeTp resolve, He yKa3bl-
Basl IOPT CepBepa IPU UMEHHU XOCTa.
Ecim B nmenn ciryxk06b1 HeT TOUEK, hopmupyercs ums mo crapmapry RFC: k
UMEeHU CJIy2KOBI JT00aBjsteTcs IpeduKe _, 3aTeM depe3 TOUKY /100aBiseTcs _tcp.
Taxk, nms cayk0b1 http mact B pesysiabrare _http._tcp.
Angie paspertaer SRV-3amucu, 06beuHsisi HOpPMAJII30BAHHOE UMSI CITY2KOBI 1 TMST
XOCTa ¥ TOJIyYasi CIIMCOK CEPBEPOB JJIs IOJIydeHHOIH KoMOunarnmu uepe3 DNS,
BMeCTe C UX IPHOPUTETAMHU U BECAMHU.
e SRV-zanucu ¢ HAMBBICHIAM [IPUOPUTETOM (T€, KOTOPbIE UMEIOT MUHUMAJIb-
HOe 3HAYeHUE NPHOPUTETA) PA3PEINATCsl KAK OCHOBHBIE CEPBEPBI, & IIPO-
Yre 3aliCH CTAHOBATCS 3allaCHBIMU cepBepaMu. Eciu backup ycTaHOBIIEHO
¢ server, SRV-3amnucu ¢ HAMBBICIIIM [IPUOPUTETOM PA3PEIIAIOTCT KaK 3a-
[IACHBbIE CepBEPHI, & IPOUUE 3AlUCH UTHOPUPYIOTCS.
e Bec anasiormuen nmapamerpy weight mupektuBbl server. Ecium Bec 3aman
KaK B caMoii JupekTuBe, Tak u B SRV-3amucu, ncnoab3yercs: Bec, yCTaHOB-
JICHHBIII B JJUPEKTUBE.

B srom npumepe BbIONHSETCS TToNCK 3anucu _http._tcp.backend.example. com:

[server backend.example.com service=http resolve;

Hobasmieno B Bepcun 1.4.0.

slow_start=epemsa 3ajaeT BpeMs BOCCTAHOBJIEHUS BECa CepBepa, BO3BPAIIAIOIIErocss K pabore mpu
baJIaHCUPOBKE HATPY3KU METOmoM round-robin mmu least conn.
Ecan mapamerp 3aman m cepBep mocje cOOs CHOBa CUUTAETCS PAbOTAIONIAM C
TOYKM 3peHust maz fails u upstream_ probe (PRO), 10 Takoii cepBep paBHOMEPHO
HaOUpaeT YKa3aHHBI JJIsi HENO BEC B T€UEHUE 33JIAHHOIO BPEMEHH.
Ecin napamerp He 3aj1aH, TO B aHAJOIHYHON CUTYaIlMH CEPBEP CPa3y HAUMHAET
paboTy ¢ yKa3aHHBIM JIJIsI HETO BECOM.

© IIpumeuannue

Ecnm B ancrpuMe 3a1aH TOJBKO OWH server, slow_start He paboTtaeT n OyIeT UTHOPUPOBATHCS.

state (PRO)

Hobasneno B Bepcuu 1.4.0: PRO

Cunrakcuc state ¢atin;
IIo ywmomua- —

HUIO

Konrekcr upstream

VkasbiBaeT palii, e HOCTOAHHO XPAHUTCS CIMCOK CEPBEPOB alcTpuMa. [Ipu ycTaHOBKe U3 HAIIUX I1a-
KETOB JIsl XpaHEHUs] TakuxX (ballioB CHeruaibHO co3/aercst Karajor /var/lib/angie/state/ (/var/
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db/angie/state/ Bo FreeBSD) ¢ coorBercTByomumMu paBaMu JOCTYIA, U B KOH(DUIYDPAIMHA OCTAETCs
JI06aBUTH JIUIIL UMsT (pailiia:

upstream backend {

zone backend 1m;
state /var/lib/angie/state/<UMd ®AWUIIA>;

Crmcok cepBepoB 371ech nMeeT (opmat, aHagorndHblil s_server. Cozgepxkumoe daiia U3MeHsIeTCsl Ipu
JIIOO0OM M3MEHEHWH CepBepOB B pasjese /config/stream/upstreams/ vepe3 API xouduryparuu. Daitn

CUNTBIBAETCSI IIpH 3aITycke Angie wjm mepe3arpyske KOHMUTYPaIlUu.

“* OcropoxxHo

Yro6b! HCIIOIB30BATH TUPEKTUBY State B GJI0Ke upstream, B HEM He JIOJIKHO ObITH JUPEKTUB Server,
HO Hy»KHa 30Ha pasjiessieMoil mamsaru (zone).

zone
Cunraxcuc zone ums [pasmepl;
IIo ywmomua- —
HUIO
Konrekct upstream

SajaeT uMs ¥ paszMep 30HBI Pa3essieMOil MaMsATH, B KOTOPOH XPaHATCS KOH(MUIypalus IPYIIbI U ee
pabotee cocTosinue, pasjiesisseMble MeXK/ Iy pabounMu ImporieccaMu. B ojHO# U TOl 2Ke 30He MOT'YT OBITH
cpa3y HECKOJBKO rpymi. B 3ToM ciytvae JIOCTATOYHO yKa3aTh pa3Mep TOJIBKO OJIMH pa3.

feedback (PRO)

Iobasneno B Bepcun 1.7.0: PRO

Cunrakcuc feedback nepemerHas [inverse| [factor=wucao]
[account=ycaosnas_nepemernas];

Ilo ymomua- —

HHIO

Konrekcr upstream

3ajsaer B upstream MexaHu3M OAJAHCUPOBKU HATDY3KH 10 00paTHOM cBsizu. OH IMHAMUYIECKH KOPPEKTH-
pyer peltienust pu H6AJTAHCUPOBKE, YMHOXKas BEC KayKJI0r0 MPOKCUPYEMOTO cepBepa Ha CpejiHee 3HaYeHue
o0paTHOi CBsI3M, KOTOpOE MEHSIETCS C TeYeHHEM BPEMEHH B 3aBUCHMOCTH OT 3HAYEHUS Nepemennolt u
[TO/[YMHSETCS] HeoOsI3aTe/IbHOMY YCJIOBHIO.

MOFyT OBLITH 3a/1aHbl CJACAYIONINE ITapaMEeTPBI:

3.3. BcTpoeHHble mopynu 421
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IIepeMeHnHasda

inverse

factor

account

Ilepemennasi, m3 KOTOpOit Gepercs 3HAYEHME 00paTHOM cBst3u. OHA JIOIKHA [TPEe/I-
CTaBJISITH CODOI METPUKY ITPOU3BOIUTETBHOCTU U COCTOSTHUST; IIPEJIITOIArAeTCs,
9TO ee TepeIaeT CepBep.

3HadveHne OIEHUBACTCS MMPU KAXKJIOM OTBETE OT CEPBEPA U YIUTHIBAETCS B CKOJIb-
34IIEM CPeJIHEM COIVIACHO HACTpoiikaM inverse m factor.

Ecin mapamerp 3aiaH, 3HaYeHre 0OPATHON CBsI3U WHTEPIIPETUPYETCS HA0DOPOT:
6oJtee HU3KME 3HAYEHUs] YKA3BIBAIOT HA JIYUIIYIO TPOM3BOIUTEHBHOCTD.
Kosddumnuent, mo koropomy 3HaUeHHEe 0OPATHON CBSI3U yUIUTHIBAETCS IIPU PAC-
gere cpexnero. Jlomycrumsel nesbie gncia ot 0 7o 99. Ilo ymomganmo — 90.
Cpefiree paccIuTHIBAETCS IO (DOPMYJIIE SKCIIOHEHITNATHLHOIO CIUIAYKIBAHNS.

Yewm Gosblie K03DPUIMEHT, TEM MEHbBIIE HOBbIE 3HAYEHUS BJIMAIOT Ha CPEIHEE;
ecsm ykasarb 90, To Oyzmer B3aTo 90 % or npenpiaymero sHadenns u gumb 10 %
OT HOBOTO.

VKa3bIBaeT YCJIOBHYIO IEPEMEHHYI0, KOTOpPas KOHTPOJIMPYET, KAaK COEINHEHUS
YUIUTBIBAIOTCS Tipu pacdere. CpejiHee 3HaYUeHWE OOHOBJISIETCS C y9IeTOM 3HAUe-
HUsT OOpATHON CBSI3M, TOJBKO €CJIM yCJIOBHAs MepeMeHHas He paBHa "" wam "0".

(i ) IIpumeuanue

Ilo ymomuanuio TpaduK OT aKMUEHLIT NPOEepok He BKIIIOYAETCS B PaCcCUeT;
KOMOVHAIMS [IepeMeHHON Supstream probe ¢ account IO3BOJSLET BKJIIOYUThH
¥ UX WU JlazKe UCKJ/IIOYUTDH BCE OCTAJIBHOE.

TIpumep:

upstream backend {

zone backend 1mj;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com:1935 weight=1;
server backend2.example.com:1935 weight=2;

map $protocol $feedback_value {

IITCPIl
IIUDPII
default

100;
75;
10;

map $upstream_probe $condition_value {
"high_priority" "1";

"low_priority"

default

n "n.
0"
n "n.
s

DTa KOH(MUrypalys KaTeropusupyer cepBephl [0 YPOBHSIM OOPATHON CBsI3W HA OCHOBE IIPOTOKOJIOB, UC-
[OJIb3yEMbBIX B OTIEIBHBIX CECCUAX, & TAKXKe J00aBJIgeT yeaoBue Ha Supstreamn  probe, 4ToObI yIUTHIBATH
TOJIBKO aKTUBHYIO TIPOBEPKY high_priority wiam OObIYHBIE KJIMEHTCKHAE CECCUMU.
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hash
Cunrakcuc hash karou [consistent];
Ilo ywmomua- —
HHIO
Konrekcr upstream

3asaer MeTo T OATAHCUPOBKY HATPY3KHU JIJIst TPYIIIIBI, IIPU KOTOPOM COOTBETCTBUE KJIMEHTA, CEPBEPY OIpe-
JIeJIIeTCs IPU ITOMOIIK XIMIAPOBAHHOIO 3HAYEHUS KJIIOYa. B KadecTBe KJII0Ua MOXKET HCIOJIb30BATHCS
TEKCT, [lepeMeHHble 1 uX KoMmOuHanuu. [Ipumep ucnosib3oBaHms:

[hash $remote_addr;

Metron, copmectum ¢ 6ubsmorekoii Perl Cache::Memcached.

Ecin 3ajan napamerp consistent, TO BMECTO BBINIEONMCAHHOTO METOJA OYJIET UCIIOIH30BATHCS METO/I
KOHCHCTEHTHOr0 X3mmupoBanus ketama. Meros rapanTupyeT, 9To Ipu J00aBJIEHUN CEPBEPA B TPYIITY WU
€ro yJaJleHUn Ha JIpyrue cepBepbl Oy/ieT mepepacipeie/ieH0 MUHUMAIbLHOE Jucao Kioueil. [Ipumenenue
MeTOJa JJIsd KIMIUPYIOIINX CEPBEPOB ODeCcIieanBaeT OOJIBINNIL IPOIEHT MONaIanmil B K31, Meros coBme-
crum ¢ 6ubsmorekoit Perl Cache::Memcached::Fast npu 3magenun mapamerpa ketama points pasmbim

160.

least conn
Cunrakcuc least_conn;
Ilo ymomua- —
HUIO
Konrekcr upstream

3ajaeT IS TPYIIIBI METOJT DAJIAHCUPOBKU HATDY3KHU, MPU KOTOPOM COEJIMHEHUE MEPEIaeTCsl CepBepy C
HaMMEHBIITUM YUCJIOM aKTHBHBIX COEIMHEHU, C YI€TOM BECOB CEPBEPOB. EciIn monaxouT cpa3y HECKOJILKO
CepBepoOB, OHU BLIOMPAIOTCs IUKJINYecKH (B pexkume round-robin) ¢ y4eToM uX BecoB.

least _time (PRO)

Cunrakcuc least_time connect | first_byte | last_byte [factor=number]|
[account=condition_variable];

IlIo ywmomua- —

HHIO

Konrekct upstream

Sajaer Jid TPYIIIbl MeTO GAJAHCUPOBKU HAIDY3KH, [IPU KOTOPOM BEDPOSTHOCTH [IEPeIadi COeMHEHNUS]
AKTUBHOMY CEpBepy O6pATHO MPOIMOPIMOHAJIBHA CPEJIHEMY BPEMEHH €ro OTBEeTa; YeM OHO MEHbIIe, TeM
6OoJIbIIIe CoeIMHEHU T OY/IeT TOIyYaTh cepBep.

connect JupekTrBa yIuTHIBAET CPEHEE BPEMsI yCTAHOBKHU COEIMHEHUS.
first_byte JIupeKTrBa UCIOJIb3YEeT CpejiHee BpeMs IMOJIyUeHus mepBoro baiita orsera.
last_byte JlupekTrBa UCIOIB3yeT CPeIHEE BPEMs ITOJIYyYeHUsI IIOJHOTO OTBETA.

Iobasneno B Bepcun 1.7.0: PRO
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factor Beimomnasier Ty ke dyHKIM0O, 9To U response_time_ factor (PRO), m nepeompe-
JIeJISieT €ro, eCJIH apaMeTp 3a/aH.
account VKa3bIBaeT yCJIOBHYIO ITEPEMEHHYI0, KOTOPasi KOHTPOJUPYET, KAKNE COETNHEHUS

YUIUTBIBAIOTCS 1pu pacdere. CpejiHee 3HAYEHTE OOHOBJISIETCSI, TOJBKO €CJIU YCIIOB-
Hag IIepeMeHHad coeiuHeHnd He pasHa "" maum "0".

(i ) IIpumeuanune

Ilo ymomuanuio axmuervie nposepku He BKIIOYAIOTCA B pacdeT; KOMOWHAIIMS
nepeMeHHoi $upstream probe ¢ account MO3BOJISIET BKJIIOUUTDL UX /U JIazKe
HUCKJIIOYUTH BCE OCTAJIbHOE.

Tekymue 3navenus: TpeaCcTaBIeHbl KaK connect_time, first_byte_time u last_byte_time B oObekTe
health cepsepa cpemu mempuk ancmpuma B API.

random
Cunrakcuc random [twol;
Ilo ymomua- —
HUTO
Konrekct upstream

Sajiaer [yisi TPYIIBI METO/I H6AJIAHCUPOBKYU HAIPY3KHU, IIPH KOTOPOM COEJIMHEHHE IepejaeTcs CJIyJailHO
BBIOPDAHHOMY CEPBEpPY, C yIEeTOM BECOB CEPBEPOB.

Ecin ykazan neobst3aTebHbIH mapaMeTp two, Angie ciydaitabiM 00pa3oM BEIOUpAET JiBa cepBepa, U3 Ko-
TOPBIX BBIOMPAET CepBep, UCIOJIb3ys YKAa3aHHbIH MeTo . MeTojoM 110 yMOJTIaHuIo saBisieTcs least  conn,
[P KOTOPOM COeJIMHEHUE TePeIaeTCsl HA CEPBEP ¢ HAMMEHDBIINM KOJIMYeCTBOM AKTHBHBIX COEIMHEHUH.

response _time_factor (PRO)

Cunrakcuc response_time_factor wucao;
Ilo ywmomua- response_time_factor 90;
HUIO

Konrekcr upstream

Bagaer i MeToa 6aaHcupOBKU HArpy3ku least  time (PRO) koadduimenT criaKuBanus IpeIbLLy-
IIEr0 3HAYEHUs TPU BBIYUCICHUN CPETHEr0 BPEMEHHU OTBeTa 0 (POPMYJIe SKCIIOHEHIINATBLHO B3BEIITEHHOTO
CKOJIB3IIEI0 CPEJIHErO.

YemM GoJIbITIE YKA3AHHOE YUCA0, TEM MEHBITe HOBbIE 3HAUEHUS BJUAIOT HA CpejHee; ecyii yKa3aTrhb 90, TO
oymet B3aro 90 % ot npeapirymero 3Hadenns u aumb 10 % ot nosoro. Jomyctumble 3nadenuss — ot 0
10 99 BKJIIOYUTEIHLHO.

Tekyriue pe3yJjbTaThl BHIYUCICHUI IPEJCTABIEHBI KAk connect_time (BpeMsi yCTAHOBJIEHUs COEIUHE-
uus), first_byte_time (Bpems mosydenus epsoro 6aiita orsera) u last_byte_time (Bpems moJsryde-
HUsI OTBeTa IeJMKOM) B obbekTe health cepeepa cpeau mempuk ancmpuma B AP

© IIpumeuannue

IIpu noacyere yYuTHIBAIOTCH TOJIBKO YCIENIHBIE OTBETHI; YTO CUYATATH HEYCIEIIHBIM OTBETOM, OIpe-
JeJSII0T TUPEKTUBBL provy next upstream.
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sticky

Hobasneno B Bepcuu 1.6.0: Angie

Iobasyieno B Bepcuu 1.6.0: Angie PRO

Cunrakcuc sticky route $variable...;
sticky learn zone=zone create=$create varl... lookup=3lookup wvarl... |[connect]
[timeout=time];

Ilo ymomua- —

HHIO

Konrekcr upstream

HacrpanBaeT nmpuBa3Ky KJIMEHTCKUX CECCHIT K MPOKCHPYEMBIM CEPBEpPAM B PEKUMeE, 3aIaHHOM MEPBbIM
IIapaMeTpoM; JijIs Pa3rPy3KH CEePBEPOB, Y KOTOPBIX 3a/laHa JUpeKTuBa sticky, MOXKHO HCIOJIb30BaTb
ommuio drain B 6J10Ke server.

A Baumanue

JupexkTuBa sticky MO/KHA UCIOIB30BATHCS HOCIE BCEX JUPEKTUB, 3a/JAI0NIIX TOT MU UHOW METO/]
baJIAaHCUPOBKY HATDY3KH, NHAYE OHA He Oymer padoTaTh.

Pexxum route

dror PEKUM HUCIIOJIB3YET IIPEJI0IIpe/JIe/ICHHbIE I/ILLGHTI/I(I)I/IK&TOpr MapHmipyToB, KOTOpPbIE€ MOTYT ObITH
BCTPOEHBI B CBOICTBA COeIMHECHU A, JOCTYIIHbIE Angie. On menee I‘I/I6OK7 TaK KaK 3aBHCUT OT IIpeJ0IIpe-
JeJICHHBIX 3HaquI/II7I, HO JIy4Ile IMOJXOIUT, €CJIN TaKUe I/I,ILGHTI/I(bI/IKaTOpI)I Y2Ke nCoJb3yI0TCH.

3/ieCch TIpU YCTAHOBJIEHUU COEIUHEHUS MPOKCUPYEMBIH cepBep MOXKET HA3HAYUTH KJIUEHTY MAPIIPYT U
BEPHYTh €r0 UIeHTU(MUKATOP CIIOCOOOM, M3BECTHBIM UM 00ouM. B KadecTBe maeHTUdUKATOPA MAapIIPyTa
JIOJIZKHO UCIIOJIb30BAThCs 3HAUEHUE [TapaMeTpa sid IUPEKTUBBI Server. YdTuTe, 9TO HapaMeTp JIOMOJIHE-
TEJILHO XIIIUPYETCs, eCJIN 3a/iaHa IUPEeKTuBa sticky secret.

Tlocnenyromue coemuaennst OT KJIIMEHTOB, 2KEJIAIOIINX UCIOJIH30BATh STOT MaPIIPYT, JOJZKHBI COIEPKATH
BBIJIAHHBIN CepBEPOM UJIEHTU(MUKATOD, TPUIEM TaK, 9TOObI OH IOAJ B IlepeMeHHble Angie.

B mapamerpax AUpeKTHBBI YKa3bIBAIOTCS II€PEMEHHBIE I MapIIPyTH3AIH. 1TOOBI BHIOPATH CEpBED,
Ky/la HaIIPaBJISeTCsl BXOJISINee COeMHEeHIe, UCIIO/Ib3YeTCs [IepBasi HEIlyCTasl IePEMEHHAsT; OHA 3aTeM CPaB-
HUBAETCS C IMapaMerpoM sid TUPEKTUBBI server. Kean BeIOpaTh cepBep He yJ1aeTcsl WU BhIOPAHHBIN cep-
Bep He MOXKET IPUHSTH COeJUuHEeHue, TO Oy/IeT BHIOpAH JAPYTroil cepBep COIVIACHO HACTPOEHHOMY METOJLY
0AJIAHCUPOBKH.

3rech Angie uimeT HAeHTUOUKATOP MaPHIIPYyTa B IEPEMEHHON $route, IOIyUaOIIeil 3HAYeHNe HA OCHOBE
$ssl_preread_ server name (o6paruTe BHUMAaHWUE, YTO HYXKHO BKJIIOUUTD Sl preread):

stream {

map $ssl_preread_server_name $route {

a.example.com a;
b.example.com b;
default s

}

upstream backend {

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;
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sticky route $route;

}

server {
listen 127.0.0.1:8080;
ssl_preread ;
proxy_pass backend;

}

Pexxum learn (PRO)

B stom pexkume jj1g IPUBS3KU KJIMEHTA K KOHKPETHOMY IPOKCHUPYEMOMY CEPBEPY UCIIOJb3YEeTCs JIMHA-
MWYECKU TeHEPUPYEMbIil KJII04d; OH 60jiee THOOK, TaK KaK HA3HAYAET CEPBEPhI HA XOJY, XPAHUT CEAHCHI B
30HE O0IIIEll TAMSATH U [O/JIEPKUBACT PA3IUIHBIE CIOCOOBI ITEPEAvin UIACHTU(PUKATOPOB CECCHU.

31ech ceccrst CO3/IAeTCsI HA OCHOBE CBONCTB COeIMHEHS, UIYIIIX OT ITPOKcupyeMoro cepsepa. C mapamer-
paMu create u lookup IepedHCIISIOTCS IIepeMeHHbIe, YKa3bIBaloue, KaK CO3/Jal0TCsI HOBble U HIILYTCSI
cymectByfomue ceccuu. Oba mapaMerpa MOYKHO HCIIOJIH30BATH 110 HECKOJIBKY Pas3.

W nerTuduraropom ceccun CIIyKUT 3HAUYEHNE TIEPBON HEITyCTOU IMEpEMEHHO, YKa3aHHOU ¢ create; Ha-
[IPUMED, STO MOXKET OBITH UMA NPOKCUPYEMO20 CEPBEPQ.

Ceccun xpaHsTCsl B 30He OOIIell aMsITh; ee UMsI U pa3Mep 3a/al0Tcs IIapaMeTpoM zone. Eciu K ceccun
He ObLIO ODOpallleHuil B TedeHre BpeMeH! timeout, OHA yIaJisieTcsl. SHAYeHUe 110 YMOJIYaHuio — 1 Jac.

Ilocenyromue coefuHennss OT KJMEHTOB, KEJAIONUX HCIOJIb30BATH CECCUIO, JIOJIKHBI COJEPKATh €e
UIEHTHMOUKATOP, TPUIEM TaK, IYTOOBI OH TOMAJ B HEIYCTYIO IMEPEMEHHYIO, yKa3aHHYK ¢ lookup; To-
@ ero 3HaveHue OyJIeT COMOCTAaBJIEHO C CeCCUsiMEM B 0bIel maMmaTn. Ecam BeIOpaTh cepBep HE yIaeTcst
WU BBIOPAHHBIN cepBep He MOXKET 00paboTaTh coequHeHne, TO OyIeT BHIOpAH JAPYTroi cepBep COIIACHO
HaCTPOEHHOMY MEeTO/y OaJIaHCUPOBKHU.

ITapameTp connect MO3BOJISIET CO3/IATH CECCHIO CPa3y IOCJIE ITOJIYUeHHs 3ar0JI0OBKOB OTBETA OT IIPOKCH-
pyemoro cepBepa. be3 Hero ceccust co31aeTcss TOIBKO MOCE 3aBEPIIEHN 00PADOTKH CO.

B npumepe Angie cos3iaer u UIIET CECCUM, UCIOL3Ys IIepeMeHHyIo $rdp  cookie:

stream {
upstream backend {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

}

server {
listen 127.0.0.1:3389;
ssl_preread 8
proxy_pass backend;

}
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sticky _strict

Hobasneno B Bepcuu 1.6.0: Angie

Iobasyieno B Bepcuu 1.6.0: Angie PRO

CuHaTakcuc sticky_strict on | off;
Ilo ywmomua- sticky_strict off;
HUIO

Konrekcr upstream

IIpu BriOUeHnn Angie Oyzer BO3BpAIIATh KJIMEHTY ONUOKY COEIMHEHUSI, eCJIN KeJaeMblil cepBep Helo-
CTyIIEH, BMECTO HCIIOJIb30BAHUS JIFOOOIO JIPYroro JOCTYIHOIO CepBepa, KaK 3TO IIPOUCXOAUT, KOLJA B
TpyHIe HeT JOCTYIHBIX CEPBEPOB.

sticky _secret

Hobasmeno B Bepcuu 1.6.0: Angie

Hobasneno B Bepcuu 1.6.0: Angie PRO

Cunrakcuc sticky_secret cmpoka;
Ilo ymomua- —

HUIO

Konrekcr upstream

Hobasisiter cmpoxy Kak cob B dyuknuio MD5-xsmmpoBanus ajist TUpeKTUBLI sticky B peuMe route.
Cmpoka MOXKET CONepKaTh IIepEMEeHHbIE, HApuUMep $remote  addr:

upstream backend {
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;
sticky_secret my_secret.$remote_addr;

Coub 106aBIISETCST TIOCTIE XIMUPYEMOro 3HAYEHMsT; ITOObI HE3ABUCUMO IIPOBEPUTH MEXAHU3M XIITHPOBa-
HUS:

[$ echo -n "<VALUE><SALT>" | md5sum

BcTpoeHHble nepemeHHble

Mogysib stream_upstream IM0/IEPXKUBAET CJIEIYIONIE BCTPOEHHBIE TePEMEHHBIE:
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$upstream_addr

xpanut [P-agpec u nopr min nyrs k UNIX-cokery cepsepa rpynnst. Eciin npu npoxkcupoBanuu ObLIn
c/IeJTaHbl OOpAIeHnsT K HECKOJBKAM CepBEpaM, TO UX aJIpeca Pa3JesIsioTCs 3aIlsITO, HAIpUMeED:

192.168.1.1:1935, 192.168.1.2:1935, unix: /tmp/sock"

Ecnu cepsep He MoxkeT OBITH BHIOPAH, TO TIEPEMEHHAST XPAHUT UMSA 2DYNNbL CEPEEPOS.

$upstream_bytes_received

qucio 6aiiT, MOJMyYeHHBIX OT CepBepa TPYIIbl. JHAYEHUS HECKOJIbKUX COCIMHEHUN PA3IIEISIOTCS 3allsi-
TBHIMU U JIBOETOYUSIMA TIOIOOHO aJipecaM B lepeMeHHOR Supstream  addr.

$upstream_bytes_sent

q1CJI0 OAMT, IePeJaHHBIX Ha CEPBEP IPYIIbl. SHAYECHUS HECKOJBKIX COCINHEHUN Pa3IeIsiOTCs 3AIIATHIMI
U JIBOETOUMSIME TIOJI00HO aJIpecaM B IEpeMeHHoN Supstream  addr.

$upstream_connect_time

XPaHUT BpeMd, 3aTpadyeHHOe Ha yCTAHOBJICHUE COEJIMHEHMS C CePBEPOM I'DYIIIbI; BpeMdA XPaHUTCH B ce-
KYHJIaX C TOYHOCTHIO JI0 MUWIIMCEKYHJ. BpemeHa HECKOJbKUX COEJMHEHUI Pa3/e/IsTiOTCs 3aISITHIMU 1
JIBOETOUYMSIMHU TIOJ00HO ajpecaM B nepeMeHuoit $upstream addr.

$upstream_first_byte_time

BpEMsI IIOJIyYeHHsI [E€PBOro OaiiTa JTAaHHBIX; BpeMsl XPAHHUTCS B CEKYHJAaX C TOYHOCTHIO JIO MUJIJIU-
cekyH/J. BpeMeHa HECKOJIBKUX COEJMHEHUN Pa3/esdloTcs 3alsThIMUA I[I0JI00HO aJpecaM B IIEPEMEHHO
Supstream__addr.

$upstream_session_time

JJIUTEIbHOCTD CECCUU B CEKYHJaX C TOYHOCTHIO 0 MWJIINCEKYHZ. BpeMeHa HECKOJIbKUX COEIMHEHUN
Pa3e/ISIOTCS A THIME TOJ00HO aIpecaM B MEPEMEHHON Supstreamn  addr.

$upstream_sticky_status

Craryc coeiuHeHui ¢ TPUBI3KOIA.

" CoeiuHeHne HAIIPABJIEHO B IPYIIILY CEPBEPOB, TJI€ MPUBI3Ka HE UCIIOJIb3YEeTCH.

NEW CoeuHenne He COIEPKUT WH(MOPMAIUHT O PUBSI3KE K CEPBEPY.

HIT CoeiuHeHNE ¢ MPUBI3KOM HAIIPABIIEHO HA YKEJIAEMbIA cepBep.

MISS CoefiuHeHNe ¢ TPUBSI3KON HAIPABJIEHO HA CEPBEP, BBIOPAHHBIN 110 aJTOPUTMY
6aJIAHCUPOBKH.

CraTychl U3 HECKOJBKUX COEIMHEHHUN DPA3E/ISIOTCS 3alAThIMA U JIBOETOYNSIMH aHAJOTHIHO aJpecaM B
nepeMeHHoOi Supstream  addr.
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Upstream Probe

Peasinzyer akrusnbie nposepku paborocrocobunocru (health probes) mys Upstream.

Mpumep koHurypayun

server {
listen ...;

i ooc
proxy_pass backend;
upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=5s
test=$good
essential
fails=3
passes=3
max_response=512k
mode=onfail
"send=data:GET / HTTP/1.0\r\n\r\n";

O IIpumeuannue

Coruacho crerudukanun RFC 2616 (HTTP/1.1) u RFC 9110 (HTTP Semantics), 3arososku HTTP
JIOJRKHBI pa3fienarbes nocienosarenbuoctbio CRLFE (rn), a He mpocto n.

OupekTussbl
upstream_ probe (PRO)

Hobasneno B Bepcuu 1.4.0: PRO

Cunrakcuc upstream_probe  uma  [port=wucao] [interval=epems] [test=ycaosuc]
[essential [persistent]| [fails=wucao| [passes=uucao| [max_response=pasmep]
[mode=always | idle | onfail] [udp| [send=cmpoxal;

Ilo ymomua- —

HHUIO

KonTexcr server

Sagae'r AKTUBHYIO IIDOBEPKY pa6OTOCHOCO6HOCTI/I CeEpBEPOB ancmpuma, YKa3aHHOI'O B JUPEKTHUBE
prory pass B TOM 2K€ KOHTEKCTEC server, I’iec HaXO0JUTCsA JUPEKTHUBA upstream_probe.

CepBep IPOXOAUT IPOBEPKY, €CJIM 3AIIPOC K HEMY YCIIEITHO BBIMOIHSIETCS C YI€TOM BCEX MTapaMeTpOB
caMOl JUPEKTUBBI upstream_probe m BceX MapaMeTPOB, BJIHSIONINX HA HUCIIOJIb30BAHUE aIICTPIMOB T€M
KOHTEKCTOM Server, IJie OHa 33/jaHa, B TOM UWCJIe JUPEKTUBBI proxry nexrt upstream.

Yr00bI HCIOIL30BATH IIPOBEPKH, B alICTpuUMe HeO6XO,ZLI/Il\Aa 30Ha pa3,ueﬂﬂeM0171 IIaMATHN (2077/6). ,HJIH OJIHOI'O
aIlICTpUMa MOZKHO OIIPEACJINTh HECKOJIBKO IIPOBEPOK.

MoryT OBITH 3aJaHbBI CJIEIYIONINE TapaMeTPhI:
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uMa Ob6si3aTeIbHOE UMST TIPOBEPKH.

port AJIbTepHATUBHBIN IOPT JIJIsl 3AIIPOCa

interval WMurepBan mexmy nposepkamu. [lo ymosraanmio — 5s

test IIpoBepsiemoe mpu 3ampoce ycjoBue; 3a/1a€TCsd CTPOKON M3 IepEeMEHHBIX. Kcim

pe3yJIbTaT II0JICTAHOBKHY BeeX IlepeMeHHbIX — """ uyn "0", npoBepka He IpoiiieHa.

essential Ecan mapamerp 3aj1aH, TO n3HAYAILHO COCTOSHUE CEPBEPA MOJJIEXKUT YTOTHEHUIO

¥ KJIMEHTCKUE 3aIPOChl He TIePeIaloTCs eMy, TIOKa IIPOBEpKa He OyJeT mpoiiieHa.

persistent YcraHOBKa 9TOr0 mapameTrpa TpebdyeT cHadaJia BKIIOYUTh essential; cepBepsl ¢

persistent, paboraBmiue 70 epe3arpy3Ku KOHMUTY DA, HATHHAIOT IOy IaTh
3ampochl 0e3 HeOOXOANMOCTH CHAYAJIa ITPOUTH ITY MPOBEPKY.

fails YHucmio I1ocjie 10BaTEJIbHBIX HEYCIICTHBIX 3allPOCOB, IIPU KOTOPOM IIPOBEpPKa CYU-

TaeT ceppep Hepaborarommm. [lo ymosraanmio — 1.

passes Yucio TOCJIeIOBATEC/ILHBIX YCIICIMHBIX 3alIPOCOB, IIPU KOTOPOM IIPOBEPKa CYUTAECT

cepsep paboraromum. [lo ymomganuo — 1.

max_response MakcuMa bHbI 00beM TMaMsITH JjIS OTBeTa. Kcam 3amaHo HysaeBOe 3HadeHue,

OXKHUJAHUE OTBETa, OTKI049aeTcs. 1lo ymoraanuo — 256k.

mode Pexxum 11poBepku B 3aBHCHMOCTH OT PabOTOCIOCOOHOCTH CEPBEPOB:

e always — cepBepbl IIPOBEPAIOTCA HE3aABUCUMO OT COCTOSHUL;
e idle — mpPOBEPSIIOTCS HEPaOOTAIONINE CEPBEPHI, a TaKyKe CEepBEpbI, TIE C
OCJIEJTHETO KJIMEHTCKOT'O 3allpoca IIPOILJIO BpeMd interval.
e onfail — MPOBEPAIOTCS CEPBEPDHI TOIBKO B HEPAOOTAIOIIEM COCTOSHUM.
IIo ymomuanuio — always.

udp Ecam mapamerp ykazan, nucnois3yercd nporokos UDP. Ilo ymomganuto jijtst mpo-

Bepok ucrosb3yercss TCP.

send OrnpasisieMble [JIsT TPOBEPKHU JIAHHBIE, 3TO MOXKET OBITH CTPOKa € MpedhUKCOM

data: wm umsa dailia ¢ JaHHEBIME (38/1aeTCs aGCOIIOTHO MM OTHOCHTEIBHO Ka-
tasora /usr/local/angie/).

IIpumep:

upstream backend {

map

}

zone backend 1m;

server a.example.com;
server b.example.com;

$upstream_probe_response $good {
200 "1
default "";

server {

listen ...;

#
proxy_pass backend;
upstream_probe_timeout 1s;

upstream_probe backend_probe

port=12345

interval=bs

test=$good

essential

persistent

fails=3

passes=3
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max_response=512k
mode=onfail
"send=data:GET / HTTP/1.0\r\n\r\n";

Heraan paboThI:

e ll3HavaabHO cepBep He MOIydaeT KJIUEHTCKHUE 3aIlpOChl, IIOKa He MPOaeT 6ce 3adaHHbIE M1 HETO
IPOBEPKHU € apamMerpoM essential (mpomyckas IIOMeYeHHbIe KaK persistent, ecsiu koudurypa-
Ul Tlepe3arpy»KeHa 1 JI0 9TOrO cepBep canrasicsi paboraromum). Ecm Takux MpoBEPOK HET, CEPBEP
CUUTAETCSA PAOOTAIOIINM.

e Cepsep cunTaeTcs HePaOOTAIOIINM U HE TIOJIYIAeT KJIMEHTCKUE 3aIIPOCHI, €CJIN KaAKAA-AU00 33 aHHAS
JIJIsE HeTO IIPOBEPKA JIOCTUTAET CBoero nmopora fails mim cam cepBep JOCTUTAeT Hopora mar  fails.

e YUToObI HEpabOTAIONINl CepBEP CHOBA MOT CUHTATHCS PAOOTAIONINM, 6CE 3aJaHHBbIE JJIsT HETO IPO-
BEPKU JIOJIZKHBI JIOCTHYb CBOEIO IIOPOra passes; MOCJIe 9TOT0 yUUTBIBAETCS IOpor maz _ fails.

BCTpOGHHbIe nepemMeHHble

Monynp stream_upstream 1ojiep:KuBaeT CJIIYIONNE BCTPOEHHbBIE IIePEMEHHBIE!

$upstream_probe (PRO)

Vmsa akTuBHOI ceiidac mpoBepku upstream _probe.

$upstream_probe_response (PRO)

CopepKuMoe 0TBETA, TTOJIYyIeHHOI'O B X0J/ie aKTUBHOM IPOBEPKU upstream.  probe.

BazoBbiii MOTOKOBBIIT MOMIYJIb peain3yeT OCHOBHYIO (DYHKIIMOHAJIBHOCTH st 06paborku TCP- u UDP-
COEIIMHEHU: 9TO OMPE/IeJICHNe CEPBEPHBIX OJIOKOB, MApIIPyTH3anus TpaduKa, HaCTPOKa MTPOKCHPOBa-
uus, nojuepxkka SSL/TLS u yupasiienue HOAKIIIOYEHUsIME [[JIsi IIOTOKOBBIX CEPBHUCOB, TAKUX Kak 6a3bl
ganubix, DNS u apyrue nporokoJibl, padboratomue Ha ocHope TCP u UDP.

OcrajbHbIE MOJIYJIA 9TOI'O Pa3jiesia PaCIIUpsOT 3Ty (PYHKIMOHAJIBHOCT, O3BOJIsIS THOKO HACTPAuBaTh
7 ONTUMU3UPOBATH pabOTy MOTOKOBOTO CEPBEpA IOJI, PA3JIMYHBIE CIIEHAPUHU U TPeOOBaHUS.

IIpu cbopke M3 MCXOTHOrO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHATH C
MIOMOIILIO TTapaMeTpa cOOpKU --with-stream. B makerax m oOpa3ax u3 HAIIUX PEITO3UTOPUEB MOIY/Ib
BKJIIOYEH B COODKY.

Mpumep koHdurypauymn

worker_processes auto;
error_log /var/log/angie/error.log info;

events {
worker_connections 1024;

}

stream {
upstream backend {
hash $remote_addr consistent;
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server backendl.example.com:12345 weight=5;
server 127.0.0.1:12345 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;

3

upstream dns {
server 192.168.0.1:53535;
server dns.example.com:53;

}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 3s;
proxy_pass backend;
}
server {
listen 127.0.0.1:53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns;
}
server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;
}
}
OupekTusnbl
listen
Cunrakcuc listen  adpec[:nopm| [ssl] [udp] |[proxy_protocol] [setfib=uucno]

[fastopen=vucao] [backlog=xucno] [rcvbuf=pasmep] [sndbuf=pasmep]
[accept_filter=guavmp| [deferred| [bind| [ipv6only=on | off]| [reuseport]
[so_keepalive=on|off|[keepidie]:|keepintvl]:[keepent]|;

Ilo ymomua- —

HHUIO

KonTexcr server

BagaeT adpec u nopm s COKeTa, Ha KOTOPOM cepBep Oyj/ieT MPUHUMATL coeuHeHns. MoXKHO yKa3aThb
TOJILKO nopm, u Torga Angie Oyzer ciaymars Ha Beex pocrynubix [Pv4-unarepdeiicax (u IPv6, eciau on
BrJyioven ). Kpome Toro, adpec MoxeT ObITh UMEHEM XOCTa, HAIIPUMED:

listen 127.0.0.1:12345;

listen *:12345;

listen 12345; # mo xe, wmo u *:12345
listen localhost:12345;

IPv6-apeca 3amaroTcs B KBaIpaTHBIX CKOOKaX:

listen [::1]:12345;
listen [::]:12345;
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UNIX-cokeTs! 3a7a10TCs TPePUKCOM unix:

[listen unix:/var/run/angie.sock;

Jlnamna3oHbl IOPTOB 33/[AI0TCs IIPU IIOMOIIY YKAa3aHUs II€PBOr0 U IOCJEIHEro mopra depes geduc:

listen 127.0.0.1:12345-12399;
listen 12345-12399;

@ Baxno

Pasnbie cepBepbl JIO/KHBI CIyIIATh HA PA3HBIX APaX adpec:nopm.

ssl YKa3bIBaeT Ha TO, YTO BCE COEIMHEHWs, TPUHUMAEMbIE HA JAHHOM CJIYIIAIONEM
coKeTe, JTOJKHBI paboTarh B pexkume SSL.
udp KOH(MUTYPUPYET CJYIIAIONINI COKET /it paboThI ¢ gatarpammamu. J[s o6pabot-

KU TIAKETOB C OJ[HOTO aJIpeca M MOpPTa B paMKaX OJIHON CeCCHU HEOOXOINMO TAaKIKe
YKa3bIBATDH IAPAMETD Teuseport.

proxy_protocol  yKa3bIBaeT HA TO, 9TO BCE COEMHEHUsI, IPUHUMAEMbIE HA JAHHOM TOPTY, JTOJIZKHBI
ncnosp30BaTh Tporokos PROXY.

B nupekTrBe listen MOXKHO TaK»Ke YKa3aThb HECKOJIBKO JIOTOJHUTEHHBIX IAPAMETPOB, CIEIIMUIHBIX
JJIel CBA3AHHBIX C COKETAMU CHUCTEMHBIX BBI30BOB.

setfib=vwucao YCTAHABJIUBACT CBA3AHHYIO Tabuuiy MapmpyTusamuu, FIB  (mapamerp
SO_SETFIB) jyuia caymmaomero cokera. [Toka sTo paGoraer Tonabko na FreeBSD.

fastopen=wucao  Briodaer "TCP Fast Open" s ciymarorniero cokera m OrpanndnBacT Mak-
CUMAJIbHYIO JIJINHY OYepEeIn COEJIMHEHUl, KOTOPBIE ellle He 3aBEPIIUJIN IIPOIECcC
TPEXCTOPOHHETO PYKOIOXKATHS.

‘% OcTopoxHo

He sxirouaitte "T'CP Fast Open", vHe ybemuBmmch, 9T0 cepBep MOXKET aJeKBATHO 0OpabAaTHIBATH
MHOTOKPATHOE TI0JIyYeHIe OJHOTO 1 TOro ke SYN-1akera ¢ JTaHHBIMHU.
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backlog=vucnao

rcvbuf=pasmep
sndbuf=pasmep

accept_filter=¢n

deferred

bind

ipv6only=on |
off

reuseport

3azaer napamerp backlog B BeI30Be listen(), KOTOPBIl OrPAHMINBAET MAKCAMAIIb-
HBII pa3Mep ovYepen OXKUIAKIUX pueMa coeauaennii. [lo ymomganuto backlog
ycranaBiauBaercs paBHbIM -1 mis FreeBSD, DragonFly BSD u macOS, u 511
TS APYTHUX TLIAT(OPM.

zazaer pasmep Oydepa npuema (mapamerp SO_RCVBUF) njs ciymiamoiiero
COKeTa.

zamaer pasmep Oydepa nepemaqan (napamerp SO SNDBUF) jajist cJiyliaioniero
cOKeTa.

3azaeT UMs npuHIMaomero ¢gpuisrpa (nmapamerp SO_ACCEPTFILTER) s ciryina-
IOIEr0 COKETa, KOTOPKI (DUIBTPYET BXOJISINNE COSIMHEHUS TIepe] UX mepeiadeit
B accept (). Paboraer Tosbko Ha FreeBSD u NetBSD 5.0+. Homycrumbie 3Ha9e-
Hud: dataready u httpready.

YKa3bIBAET HCITOTb30BATH OTJIOKEHHBI accept ) (mapamerp
TCP_DEFER_ACCEPT) na Linux.

YKa3bIBaeT, 4TO Jyisl JAHHOIO CJIYIIAIOIIEro COKeTa HYXKHO JeiarTb bind() or-
JIEJIBHO. DTO HYKHO MOTOMY, 9TO €CJIM OIMCAHBI HECKOJBKO JUPEKTHB listen
¢ OJIMHAKOBLIM IIOPTOM, HO Pa3HBIMU aJpecaMu, U OJHA W3 JUPEKTUB listen
CIIyImaeT Ha BCex ajpecax i gamHoro nopma (*:mopm), To Angie caenaer
bind() rosabko ua *:nopm. Heobxomumo 3aMeTUTD, YTO B 3TOM CJIy4ae JJisl Olpe-
JIeJICHUsT aJipeca, Ha KOTOPBIA IPUIILIO COEJUHEHUE, JeJIAeTCsl CUCTEMHBIH BbI-
308 getsockname(). Ecim ke ncnonb3yrorest mapamerpsr setfib, fastopen, backlog,
rcobuf, sndbuf, accept_ filter, deferred, ipv6only, reuseport nmu so_ keepalive, To
JLUISL JIAHHOM Tapbl adpec:nopm BCErja JIeaaeTcst OTAe/IbHBIA BbI30B bind().
onpejesser (depe3 napamerp cokera IPV6_VEONLY), Oyier Jiu CIIyIIalomuii Ha
wildcard-azgpece [::] IPv6-coker npunuMars Tosbko IPv6-coequnenus, mimm xe
omuoBpeMento IPv6- u IPv4-coenuuenns. [lo ymomuanuio mapaMerp BKJIIOYEH.
YeraHOBUTH €r0 MOXKHO TOJIBKO OJIUH Pa3 Ha CTapTe.

YKa3bIBAET, YTO HY?KHO CO3/IaBAaTh OTIE/IbHBIN CJIYINAIONIUNA COKET JJIsi KarKIO-
ro pabouero nporecca (depe3 mapamerp cokera SO REUSEPORT maa Linux
3.9+ u DragonFly BSD win SO REUSEPORT LB s FreeBSD 124-), mo3so-
JIsisI SIIPY PACIPEIEIATh BXOJSAIINE COeMHEHUs] MEXK Ty PabOIMMK MTPOIECCaMU.
B Hacrosiiuit MmomeHT 310 paboraer Tosbko Ha Linux 3.9+, DragonFly BSD u
FreeBSD 12-+.

‘% OcTopoxHo

HeHa;LﬂeX(amee HCIIOJIb30OBaHUE ITapaMeTpa reusepm“t MOKeT OBITH HEOE30ITacHO.

so_keepalive=on | off | [“keepidle|:[keepintvl]:[keepcnt]’ xoudurypupyer mast CIyLIAIOIIErO COKETA
noeesienne "TCP keepalive".

on
off

€CJIU TIapaMeTp OIyIIeH, I COKeTa OyIyT JefiCTBOBATh HACTPOUKHU OII€PAIHOH-
HOH CUCTEMBI

Jutst cokeTa BKJodaercsd nmapamerp SO KEEPALIVE

quist cokera mapamerp SO KEEPALIVE BbIKIIOUaeTCS

Hekoropbie onepanorbie CUCTEMBI TOepKUBaioT HacTpoiiky mapamerpos "TCP keepalive" na yposne
cokera nocpezicrBoM mapamerpos 1'CP KEEPIDLE, TCP_KEEPINTVL u TCP_KFEFEPCNT. Ha Ta-
KUX CUCTEMAaX UX MOXKHO CKOH(MDUTYPUPOBATH C ITOMOIIBIO TapaMeTpoB keepidle, keepintvl u keepent. Omun
WK JIBa IapaMeTpa MOIYT ObITh OIYIIEHBI, B TAKOM CJIydae Jijis COOTBETCTBYIOIIErO MapaMerpa COKeTa
OyIyT JeiiCTBOBATh CTAHIAPTHBIE CUCTEMHbBIE HACTPONKIY.

Hanpuwmep,
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[so_keepal ive=30m: :10

1

YCTAaHOBUT TaiiMayT Oe3zaeiicTBus

(TCP_KEEPIDLE)

30 MuHYT, UId WHTEpBaJia 1IPod

(TCP_KFEEPINTVL) Gymer meficTBOBATH CTaHIAPTHAs CHCTEMHAs HACTPONKA, a CYETUYUK IpO6

(TCP_KFEEPCNT) 6yner pasen 10.

preread _buffer_size

Cunrakcuc preread_buffer_size paswmep;
Ilo ywmomua- preread_buffer_size 16k;
HUIO

Konrekcr stream, server

Sajsaer pasmep Oydepa npedsapumesvHozo WmeHus.

preread _timeout

Cunrakcuc preread_timeout epema;
Ilo ymom4a- preread_timeout 30s;
HUIO

Konrexct stream, server

Bamaer BpeMs hasbl npedsapumenvnozo wImeHus.

proxy _protocol _timeout

Cunrakcuc proxy_protocol_timeout epems;
Ilo ywmomua- proxy_protocol_timeout 30s;
HUIO

Konrekcr stream, server

3ajiaeT BpeMsl JJIsl 3aBEPIIEHUs] oneparuy arenus 3arojoska mporokoja PROXY. Eciu o ncreyenun
9TOTO BPEMEHH 3ar0JIOBOK ITOJIHOCTHIO HE MOJIYUeH, COMHEHNE 3aKPhIBACTCS.

resolver

Cunrakcuc resolver adpec [valid=epems]| [ipvd=on | off| [ipv6=on | off]
[status_zone=30nal;

Ilo ymomua- —

HHIO

Konrekcr stream, server, upstream

Samaer cepsepbl DNS, wucmosib3yembie fjisi peobpa30BaHUs UMEH BBIIECTOSAIIINX CEPBEPOB B aJipeca,

HallpuMep:

[resolver 127.0.0.53 [::1]:5353;

3.3. BcrtpoeHHble moaynu

435



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

Asipec MoxKeT OBITH YKa3aH B BHUE JOMeHHOro umenu uiau [P-ajipeca, u HeobsizaresibHOrO nopra. Ecim
OPT He yKazaH, ucroJjibdyercs mopT H3. Cepsepbl DNS ompalmuBaioTcst UKJIMIECKH.

TTo ymosruanuio Angie kamupyer orBersl, ucnoyb3ys 3Hadenune TTL u3 orsera. Heobsizarebublit mapa-
merp valid mo3BoOISIET ITO HEPEOIPENEIIUTD:

valid He00A3aMEeAbHBIT TTAPAMETD, TIO3BOJIAET MIEPEOIPEIETUTD CPOK KITTIMPOBAHUS OT-
BETA

[resolver 127.0.0.53 [::1]:5353 valid=30s;

ITo ymomganuio Angie 6yer nckarh kKak [Pv4-, tak u IPv6-anpeca npu mpeobpa3oBaHny UMEH B aj[peca.

ipv4=off 3amperraeT mouck [Pv4-azipecon
ipv6=off zanpemniaer mouck [Pv6-agpecos
status_zone He0bA3aMeNbHDIT TTAPDAMETD; BKJIIOYaeT cOOp METPHUK 3ammpocoB u oTBeTOB DINS-

cepsepa (/status/resolvers/<sona>) B yKa3aHHOI 30He

© Coser

s mpenorspamenust DNS-ciydunra pekomenayercsi ucnosib3oBatb DNS-cepBepbl B 3aluIeHHO
JIOBEPEHHO! JIOKAJIbHON CEeTH.

© Coser

IIpu 3amycke B Docker uconb3yiite coorBercrBytormuit BayTperuuit agpec DNS-cepsepa, Hampumep
127.0.0.11.

resolver timeout

Cunrakcuc resolver_timeout spema;
Ilo ywmomua- resolver_timeout 30s;
HHIO

Konrekcr stream, server, upstream

Sasaer TaiiMayT 11 IpeoOpa30BaHUs UMEHU B aJIPEC, HAIIPUMED:

[resolver_timeout Bs; }
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server
Cunrakcuc server { ... }
Ilo ymomua- —
HHIO
Konreker stream

3asaeT KOH(MUTYPAIHIO JIJIsT CEPBEPA.

server name

Cunrakcuc server_name UM ...;
Ilo ymomua- server_name "'";
HUIO

Konrekcr server

Sa,uaeT HNMEHa BUPTYaJbHOTO CEpBEPa.

A Baumanue

B momyne stream jupekrtuBa server_name ocHoBana Ha Server Name Indication (SNI) u paboraer
tonbko ¢ TLS-coemunenusivu. st ucnon3oBanust Heobxoaumo HacTpouTh TLS-repMunanuio wim
srxamovums TLS preread B cOOTBETCTBYOIIEM OJIOKE Server.

IIpumep kouduryparun:

server {
listen 443 ssl;
server_name example.com Www.example.com;
ssl_certificate /etc/angie/cert.pem;
ssl_certificate_key /etc/angie/key.pem;

HepBoe YKa3aHHOE€ UM CTaHOBUTCA OCHOBHBIM MMEHEM Ce€pBeEpa.

VMena cepBepoB MOTYT BKJIIOYATH 3BE3I0UKY (*), 3aMEHSAIONLYIO HEPBYIO WK IIOCIEIHIO JaCTh UMEHU:

server {
server_name example.com *.example.com www.example.*;

}

Takue umena Ha3biBaoTCs noacTaHoBoUHbIMEU (wildcard).

TaxzKe MOXKHO UCIONB30BATH PEryJISPHbIE BRIDAsKEHUS B IMEHAX CEPBEPOB, TIPEIBADSsT UM THIBIOMN (~):

server {
server_name www.example.com ~“www\d+\.example\.com$;

}

PerJIHpHLIe BbIpa2K€HUsA MOTI'YT BKJ/IIOYAThb 3aXBaTbIBa€MbI€ I'DYIIIIbI, KOTOPbI€ MO2KHO HCIIOJ/Ib30BaThb B
APYTrux JUPEKTUBaAX:

server {
server_name "~ (www\.)?(.+)$;
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proxy_pass www.$2:12345;

MmenoBannble 3aXBaThl B PEeryjIdpHbIX BbIpazK€HHAX CO3/[al0T IIE€ePpEeMEHHbIE, KOTOPbIEe MO2KHO UCIIOJIB30-
BaTb B JPYIruxX JUPEKTUBAX:

server {
server_name -~ (www\.)?7(?<domain>.+)$;

proxy_pass www.$domain:12345;

Ecnu napamerp qupekTuBbl ycTaHOBJIEH HA $hostname, OymeT BCTABJIEHO UMS XOCTa MAIIUHBI.

IIpu noucke BUPTYaJIbHOIO cepBepa IO UMEHHU, €CJIU MMsl COBIIAJAeT ¢ OoJiee UeM OJHUM U3 YKA3AHHBIX
BapUaHTOB (HAIIPUMED, COBIAJIAIOT U MIA0JIOHHOE UMsI, M PETYJIIPHOE BbIpaXKeHue), OyIeT BEIOPAHO [IepBoe
COBIIaBIIIee M4 B CJICJYIONIEM IIOPsAJIKe IPUOPUTETA!

e Tounoe nMms

e Cawmoe JTHHOE TIAOJOHHOE MM, HAUMHAIONIEECS ¢ 3BE3J0UKH, HAIIPUMED, * . example.com

Camoe JUTMHHOE TAabJIOHHOE UMsl, 3aKAHIUBAIOIIEeCs 3BE3I0UKO, HampuMep, mail . *

e Ilepsoe coBuasiiee peryJsipHOe BblpakeHue (B HOPsijIKe [OsBJICHUs B KOH(MUIYPAIMOHHOM daiie)

server _names hash bucket size

Cunrakcuc server_names_hash_bucket_size pasmep;

Ilo ymomua- server_names_hash_bucket_size 32|64|128;
HUIO

Konrekcr stream

3ajsaer pa3Mep KOP3UHBI JIJIs XIMI-TaOJINAIl UMEH CePBEPOB. SHAYEHUE [0 YMOTIAHUIO 3aBUCUT OT Pa3Mepa
K3MI-JIMHAH IIPOIeccopa.

server names hash max size

Cunrakcuc server_names_hash_max_size pa3swmep;
Ilo ymomua- server_names_hash _max_size 512;
HUIO

Konrekcr stream

3a,uaeT MaKCHAMaJIbHBII pasMep X3IH—Ta6.HI/II_I HUMEH CEPBEPOB.
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status__zone

Cunrakcuc status_zone 30Ha | Kat0% zone=30Ha[:wucaol;
Ilo ywmomua- —

HUIO

Konrekcr server

Bougesnsger 301y pasjesseMoil namatu s cbopa MeTpuk /status/stream/server zones
Heckosibko KOHTEKCTOB server MOTyT COBMECTHO HCIOJIB30BATL OJIHY U TY K€ 30Hy st cOopa JAHHDbIX.

CI/IHT&KCI/IC C O/THUM 3Ha4YeHHEM 30HdL O6”b€)11/IH5{eT BCe METPHUKHU JIJIsd TEKYIIEero KOHTEKCTa B OJ[HY 30HY
pasjesseMoil naMATuU:

server {

listen 80;
server_name *.example.com;

status_zone single;
#

AJIbTepHATUBHBINA CUHTAKCUC TIO3BOJISIET 33JIaBATH CJIEIYIONIe apaMeTphI:

3HaEHUE Crpoka ¢ ImepeMeHHBIME, 3HAYEHNe KOTOPOIl ONpeeJIsieT TPYIIUPOBKY MTOIKJIIIO-
qeHuil B 30He. Bee MogKIoveHnsI, Talonue OJNHAKOBbIE 3HAYEHHS TTOCTIE TTOICTa~
HOBKU, OOBEIMHSIOTCS B OJHY Ipymiy. Kciau mojicTaHOBKa BO3BPAIIAET IIyCTOE
3HAYEHNE, METPUKU HE OOHOBJISIFOTCH.

30Ha Vms 30mBI pa3mesisieMoil maMsTH.
wucno (Heobst3a- MakcuMaJIbHOE KOJIMYECTBO OTHEJbHBIX IPYIIL Jjisi cOopa MeTpuk. Eciam HOBbIe
TeJIbHBIIA) 3HAYEHUST KAI04Q TIPEBLIIIAIOT 3TOT JIMMHT, OHU O0LEIUHSIIOTCS B TPYIILY ZONe.

SHadyeHre 0 yMOJIIaHU0 — 1.

B cirenyronem npumepe Bce COelMHEHUsI C OJMHAKOBBIM 3HadeHneM $server_addr rpynnupyrorcs B
host_zone. MeTpuku cobuparTCsi OTAEJBHO JJIsT KaXKJIOT0 YHUKAJIBLHOTO 3HadeHus $server_addr o
Tex Mmop, moKa KoJsimdecTBO rpymnn merpuk He gocrturaer 10. Ilocse sToro sroOble HOBBIE 3HAYMEHUS
$server_addr OyayT m00aBIAATHCSA B TPYIILY S€rver_zone:

stream {

upstream backend {
server 192.168.0.1:3306;
server 192.168.0.2:3306;

#
}
server {

listen 3306;

proxy_pass backend;

status_zone $server_addr zone=server_zone:10;
}

Pesynbrupyromniue MeTpuky pa3ieisiioTes Mo OTIeIbHBIM cepBepam B Bbisoje API.
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stream
Cunrakcuc stream { ... }
Ilo ywmomua- —
HUIO
Konreker main

IIpenocraBisier KOHTEKCT KOHMUIYPAIMOHHOIO (ailjia, B KOTOPOM yKa3bIBAIOTCH JIUPEKTUBBI stream-
cepsepa.

tcp __nodelay
Cunrakcuc tcp_nodelay on | off;
Ilo ywmomua- tcp_nodelay on;
HUIO
Konrekcr stream, server

Paspemaer win 3anpemaer ucnonb3obanue napamerpa T'CP_NODELAY. IlapameTp BKIIOUAETCS KaK
I KJIMEHTCKUX COCIVWHEHUI, TaK U JJIs COeJUHEHNN C IPOKCUPYEMBIMU CEPBEPAMU.

variables _hash _bucket _size

Cunrakcuc variables_hash_bucket_size pasmep;
Ilo ymomua- variables_hash_bucket_size 64;
HUIO

Konrekcr stream

3ajiaer pasMep KOP3WHBI B XamI-TabJinie nmepeMeHHbiX. [logpobHee HACTPOIKA X3MI-TabJIUI] 00CY XK 1aeTCst
OTIEIBLHO.

variables hash max size

Cunrakcuc variables_hash_max_size pasmep;
Ilo ymomua- variables_hash_max_size 1024;
HHUIO

Konrekct stream

3ajiaeT MaKCUMaJIbHBIN pa3Mep X3II-TabJiuil epeMeHHbIX. [[opobHee HACTPOIIKa X3MI-TabJ/ UL 00CY 2K 18-
€TCsl OTIEIBHO.
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BcTpoeHHble nepemeHHble

Monyis stream core TOAIEPKUBAET BCTPOCHHBIE TTEPEMEHHBIE:
$angie_version

Bepcus Angie

$binary_remote_addr

aJpec KJAneHTa B OMHAPHOM BHJE, JJIMHA 3HadeHust Beerna 4 Gaiira mas IPv4-aapecos nnm 16 6aitT mia
IPv6-agpecos

$bytes_received

quCcIo OAT, MOy IeHHBIX OT KJIMEHTA

$bytes_sent

qucIo OaiT, MePeIAHHbBIX KIINEHTY

$connection

MIOPATKOBBIIT HOMEDP CO€TUHEHUS

$hostname

M XOCTa

$msec

TeKyIlIee BpeMd B CEKyHIaX C TOYHOCTBIO 10 MUJIJIMCEKYH/T

$pid

unomep (PID) pa6odero npomecca

$protocol

[IPOTOKOJI, UCIIOJIb3YeMbIil st paborsl ¢ Kiaueatom: 1T'CP uwmu UDP

3.3. BcrtpoeHHble moaynu 441



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

$proxy_protocol_addr

aJipec KJIMEHTA, MOJTydeHHbIil u3 3arosioBka mporokosia PROXY. IIporokon PROXY mosmken GuiTh mipes-
BapHUTEIHHO BKJIIOYEH IIPU TIOMOIYM YCTAHOBKH IapaMeTpa proxy protocol B mupekTuse listen.

$proxy_protocol_port

[IOPT KJIMEHTa, IOJIyYeHHbIl u3 3arosioBka mporokosia PROXY. IIporokon PROXY moskeH GbITH IIpe/-
BapHUTEIHHO BKJIIOUEH IIPU IIOMOIIY YCTAHOBKH IapaMeTpa proxy protocol B mupekTtuse listen.

$proxy_protocol_server_addr

aJipec cepBepa, MoJIy4YeHHbIi u3 3arosioBka nporokosia PROXY. IIporokos PROXY mosken GbITh Ipej-
BapHUTEIHHO BKJIIOUEH IIPU IOMOIIY YCTAHOBKH IapaMeTpa proxy protocol B mupekTuse listen.

$proxy_protocol_server_port

[OPT CepBepa, MOoJIydYeHHbI n3 3arojioBka nporokosa PROXY. IIporokosr PROXY nosiken ObITh m1pe/i-
BapHUTEIHLHO BKJIIOYEH IIPU IIOMOIIY YCTAHOBKH I1apaMeTpa proxy protocol B jqupekTuse listen.

$proxy_protocol_tlv_<ums>

TLV, nonydennsiit u3 3arosoBka nporokosia PROXY. Hmsa moxer ObiTh nmenem tuma TLV wmin ero
9UCJIOBBIM 3HaYeHneM. B mociienneM ciiydae 3HadeHne 3aJaeTcs B MIECTHAIATEPUIHOM BUJE U JOJIZKHO
HaYuHATHCA ¢ 0T:

$proxy_protocol_tlv_alpn
$proxy_protocol_tlv_0x01

SSL TLV moryT Tak:ke OBbITH JOCTYIHBI KaK 10 uMenu Tuna TLV, Tak u 10 ero 9ucjioBoMy 3HAYEHUIO,
00a JI0JI2KHBI HAYUHATHCSI C SS1_:

$proxy_protocol_tlv_ssl_version
$proxy_protocol_tlv_ssl_0x21

TlopnepxuBatorest ciaemaytorue nmena tumnos TLV:
e alpn (0x01) - mpoTOKOJI HOJIee BBICOKOTO YPOBHSI, HCIIOJIb3yEeMbIil TTOBEPX COEIMHEHUS
e authority (0x02) - 3HadeHne MMEHHU XOCTA, [IEPEIABAEMOE KJIUEHTOM

e unique_id (0x05) - yHUKaJIbHBIH 1JIEHTHMOUKATOP COETMHEHUS

netns (0x30) - UMs IPOCTPAHCTBA UMEH
e ssl (0x20) - crpykrypa SSL TLV B 6bunapuom BuIe

Tlonnep:kupatorcs ciemyronme umena tumos SSL TLV:
e ssl_version (0x21) - Bepcust SSL, ucnosib3yemasi B KJIMEHTCKOM COeIMHEHUH
e ssl_cn (0x22) - Common Name ceprudukara
e ssl_cipher (0x23) - uM# UCHOJB3yeMOro mudpa
e ssl_sig_alg (0x24) - ajaropuTM, UCIOJIb3yeMbIil JJIs MOMINCH CePTUDUKATA
e ssl_key_alg (0x25) - ajropuTsM IyOJIMYHOTO KJIIOYA,

Tax>ke mogmepKuUBaETCs CaeayIoNee crermuaabuoe nms tuma SSL TLV:
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e ssl_verify - pe3ysbTar NpoBEepKU KIuEHTCKOro ceprudukara: 0, ecan KIUEHT IPeJOCTaBUII Cep-
THMUKAT U OH OBLI YCIEITHO BEPUMUIINPOBaH, JINOO HEHYJIeBOe 3HAUeHUe

IIporokosm PROXY momken OBITH NIpEABAPUTENFHO BKJIIOYEH IIPU IIOMOINMM YCTAHOBKU IapaMerpa
proxy protocol B supektuse listen.

$remote_addr

aJIpec KJIMEeHTa,

$remote_port

IOPT KJIMEHTA

$server_addr

aJpec cepBepa, MPUHHABIIEro coenuaenne. [loydyenne 3nadennst 9T0i IepeMeHHON 0OBITHO TPebyeT OIHO-
0 CHCTEMHOT'O BBI30Ba. UTOOBI n30€KaTh CHCTEMHOIO BBI30BA, B IUPEKTHUBAX lisien Clie/iyeT yKa3bIBaTh
aJipeca 1 HUCIIOJIb30BaTh IlapaMerp bind.

$server_port

IIOPT CepBepa, IPHUHSIBIIETO COEIUHEHTE

$session_time

JJINTEJIbHOCTL CEeCCUU B CEKYH/IaX C TOYHOCTBIO JJO MUJIJIMCEKYH/T

$status

CTaTyC cecCum, MOzKeT IIPpUHNUMaThb OJHO U3 CJICAYIOIINX 3HAYEHU:

200 ceccud 3aBeplIeHa YCIIEITHO

400 HEBO3MOXKHO Pa300paTh JaHHBIE, [TOJIyI€HHbIE OT KJINEHTA, HAIIPUMED 3ar0JIOBOK
nporokosia PROXY

403 JIOCTYII 3allpellieH, HAIIPUMED [P OTPAHUYEHUH JIOCTYIIA JJIS ONpPEeIeAeHHbIT (0-
PECO6 KAUECHMOE

500 BHYTPEHHSISI OITUOKa cepBepa

502 ITOXOM IIITIO3, HAIIPUMED €CJIM HEBO3MOXKHO BBIOPATH CEPBEP IPYIIIBI NN CEPBED
HEJOCTYIIeH

503 CEPBUC HEJIOCTYIIEH, HAPUMED TIPU OTPAHUYEHUH TI0 “UCAY COCOUHEHUT
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$time_iso8601

JIOKaJIbHOE BpeMst B hopmare 1o crapgapry 1SO 8601

$time_local

sokasibaoe Bpems B Common Log Format

3.3.4 louToBbIVi MOAy/b

Auth HTTP

Moynb 1M03BOJIsIET BBITOJHIATEH ayTeHTUMUKAINIO Ha ocHOBe gonosauTenabaoro HTTP-3ampoca mepen
06paboTKOIl OCHOBHOIO 3ampoca. Ec/u 1mog3anpoc BO3BpaIaeT CTaryc 2XX, OCHOBHOMN 3aIpoc IIPOJI0JIzKa-
ercsi; ecyin BozBpamaercs: 401 nan 403, mMoIb30BATEIO OTIIPABJISIETCS. COOTBETCTBYIOIIAST OIUOKA, a IIPU
JI000M pyroM craryce Bo3Bpamaercs: ommoOka 500. Takoit moaxos 0OBITHO UCIIOIB3YeTCs IS [epea-
91 ayTeHTUMOUKAINNA BHEITHUM CePBUCaM, OObeIMHEHNs ayTeHTH(MUKAINNA B PA3HBIX IPUIOKEHUAX UJIH
WHTErpaIyu co CTOpoHHUME cuctemamu, Takumu kKak OAuth wim LDAP.

OupekTussbl

auth http

Cunrakcuc auth_http wuri;
Ilo ymomua- —

HUIO

KonTekcr mail, server

Sagaer URL HTTP-cepsepa ayrearuduramuu. [Iporokos omucan nuoice.

auth _http _header

Cunraxcuc auth_http_header 3azon1060% 3nauenue;
Ilo ymomua- —

HUIO

Konrekcr mail, server

JlobaBiisier yKa3aHHBINA 3aroJIOBOK K 3allpocaM, MOChLIAEMBIM Ha CepBep ayTeHTH(UKAIUU. 3arojI0BOK
MOXKHO HCIIOJIb30BaTh B KadecTBe shared secret jmjist mposepku, daro 3ampoc nmoctynuia or Angie. Hamnpu-
Mep:

[auth_http_header X-Auth-Key "secret_string";
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auth http pass_client cert

Cunrakcuc auth_http_pass_client_cert on | off;
Ilo ywmomua- auth_http_pass_client_cert off;
HHIO

Konrekcr mail, server

Hob6asisier 3arosoBok "Auth-SSL-Cert" ¢ kauenmerum cepmuguramom B popmare PEM (3akomuposan
B dbopmare urlencode) K 3arrpocaM, MOCHLIAEMBIM Ha CEPBEDP ayTeHTUMUKAINN.

auth _http timeout

Cunrakcuc auth_http_timeout spemas;
Ilo ywmomuya- auth_http_timeout 60s;
HUIO

KonTekcr mail, server

Sajsaer TaiiMayT OOINEHUs] C CEPBEPOM ayTEHTU(DUKAIIWHN.

MpoTtokon

st obrmennst ¢ cepBepoM ayTeHTHdUKauu ucrnojb3yercs: nporokos HTTP. /lanubie B Tejie oreera
UTHOPUPYIOTCs, NHPOPMAIHS IEPETAETCS TOJBKO B 3ar0JIOBKAX.

Mpumepsbl 3anpocoB 1 O0TBETOB:

3ampoc:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain # plain/apop/cram-md5/external
Auth-User: user

Auth-Pass: password

Auth-Protocol: imap # imap/pop3/smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

Xoporruit oTBeT:

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

I110x0i1 oTBeT:

HTTP/1.0 200 OK
Auth-Status: Invalid login or password
Auth-Wait: 3
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Ecsm 3aronoeka "Auth-Wait" mer, To mocjie BbIiaun omuOKY coeiMHeHne OyIeT 3aKphITo. B Tekyieii pe-
AJIN3AIIN Ha KAyKYIO MOTBITKY &y TeHTU(DUKAIMY BhIIEISIETC aMATh, KOTOPasd 0CBOOOXKIAETCA TOIBLKO
[P 3aBEPIIEHUE cecCui. [109TOMY YnC/I0 HeyIauHbIX MOMBITOK &y TeHTU(DUKAIIME B pAMKaX OJHON CeCCUu
JIOJKHO ObITh orpanudeno — mocie 10-20 monblTok (HOMEp IONBITKU Iepejaercd B 3arosoBke "Auth-
Login-Attempt") cepsep joskeH BbLIaTh oTBET 6€3 3arosoBka "Auth-Wait".

IIpu ucnonbzopanun APOP wimm CRAM-MD5 3amnpoc u orBeT OylyT BBIIISIETH TaK:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: apop

Auth-User: user

Auth-Salt: <238188073.1163692009C@mail.example.com>
Auth-Pass: auth_response

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

Xopormit oTBeT:

HTTP/1.0 200 OK
Auth-Status: OK
Auth-Server: 198.51.100.1
Auth-Port: 143

Auth-Pass: plain-text-pass

Eciu B orBere ectb 3arosoBok "Auth-User", To oH mepeonpemesisier uMst OJIb30BATESI, UCIOIb3yEMOE
JJIsT ay TEHTU(UKAIIN C OIKEHIOM.

s SMTP B orBeTe HONOMHUTETHHO yuuThiBaeTcs 3aroioBok "Auth-Error-Code" — eciu oH ecth, TO
UCIOJIB3YeTCsT KaK KOJI OTBeTa B ciiydae omubdku. Eciu ero uHer, To o ymosraanuio K "Auth-Status" 6ymer
nobasiien Ko 535 5.7.0.

Hamnpumep, eciin oT cepBepa ayreHTUdUKAIMNA OYIET MOJYyIEH OTBET:

HTTP/1.0 200 OK

Auth-Status: Temporary server problem, try again later
Auth-Error-Code: 451 4.3.0

Auth-Wait: 3

to mo SMTP kimenty Gyjer Bolmana ommndKa

[451 4.3.0 Temporary server problem, try again later

Ecmu npu npokcuposanun SMTP ne tpedyercs ayrenrudnkarusi, 3anpoc Oy/1eT BBIIVISIIETb TaK:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: none

Auth-User:

Auth-Pass:

Auth-Protocol: smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
Auth-SMTP-Helo: client.example.org
Auth-SMTP-From: MAIL FROM: <>
Auth-SMTP-To: RCPT TO: <postmaster@mail.example.com>
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Hust kamenrckoro coepuuenusi o uporokosy SSL/TLS nobasisierca 3arosmosok "Auth-SSL", u eciu
nupekTuBa ssl_verify client BriodeHa, 3aronoBok "Auth-SSL-Verify" comepkut pesysibraT mpoBepKH
KJImeHTCKOro ceprudukara: SUCCESS, FAILED: reason u, eciiu ceprudukar He 0bL1 pegoctasjesr, NONE.

Ecim wnmentckmit ceprudukar ObL1 npemocTaBieH, nHMOpPMAIUS O HEM IIEPEIaeTCsd B CIIELYIO-
mux 3arojoBkax 3ampoca: "Auth-SSL-Subject", "Auth-SSL-Issuer", "Auth-SSL-Serial" u "Auth-SSL-
Fingerprint". Ecou nupekrtusa auth hitp pass client  cert BriodeHa, caM cepTH(MHUKAT EPEACTCS B
zarosioBke "Auth-SSL-Cert". IIporokos u mudp ycTaHOBJIEHHOTO COEINHEHNSI TIEPEIAIOTCS B 3ar0JIOBKAX
"Auth-SSL-Protocol" u "Auth-SSL-Cipher". 3anpoc 6yzer BbINISIETh TaK:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain

Auth-User: user

Auth-Pass: password

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Auth-SSL: on

Auth-SSL-Protocol: TLSv1.3
Auth-SSL-Cipher: TLS_AES_256_GCM_SHA384
Auth-SSL-Verify: SUCCESS
Auth-SSL-Subject: /CN=example.com
Auth-SSL-Issuer: /CN=example.com
Auth-SSL-Serial: CO7AD56B846B5BFF
Auth-SSL-Fingerprint: 29d6a80a123d13355ed16b4b04605e29cb55a5ad

IIpu wucnonwzoBanuu npomoxosa PROXY | wadopMalus 0 HEM IEpeIaeTcs B CJEAYIOMNUX 3aroJioB-
kax 3anpoca: "Proxy-Protocol-Addr", "Proxy-Protocol-Port", "Proxy-Protocol-Server-Addr" u "Proxy-
Protocol-Server-Port".

IMAP

Mouysib obecrieunBaeT HOIIEPXKKY IOYTOBOrO 1poTokosia IMAP, mosBoJisist cepBepy B3auMoI€fiCTBOBaTh
¢ cucreMamu XpaHenust mouTbl. OH ycranaBiupaeT coefuHenus ¢ cepsepamu IMAP, obpabarsiBaer oc-
HOBHBIE KOMAH/IbI, TAKHE KAK CIIICOK TAIIOK U [TOJIy9eHUe COODINEHNMIA, & TaK)Ke obecreanBaeT 6e30macHy o
ayTeHTUMOUKAINIO U YIPABIEHUE CTATYCAMHU COOOIIEHUN.

OupekTussbl

imap auth
CunTakcuc imap_auth wmemod ...;
Ilo ywmomua- imap_auth plain;
HUIO
Konrekct mail, server

Sajsaer paspemntenHbie MeTobl ayrenTudukanun IMAP-knenTos. [loamepkuBaembie METOJIBI:

plain LOGIN, AUTH=PLAIN

login AUTH=LOGIN

cram-md5 AUTH=CRAM-MD5. st paboThl 3TON0 METOJIA IIaPO0Jib JOJIXKEH XPAHUTHCA B
He3amu(pPOBAaHHOM BHU/IE.

external AUTH=EXTERNAL
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Metoup! ayrenrudukanyu ¢ nepenadeil naposist OTKpbIThIM TekcToM (komanga LOGIN, AUTH=PLAIN
u AUTH=LOGIN) BKIOYeHBI BCerja, OJHAKO ecjau MeToibl plain u login He yKa3aHbl, TO
AUTH=PLAIN u AUTH=LOGIN ue 6yayT aBTOMATHYIECKH JTO0ABISTHCS B imap  capabilities.

imap _ capabilities

Cunrakcuc imap_capabilities pacwuperue ...;

Ilo ywmomua- imap_capabilities IMAP4 IMAP4revl UIDPLUS;
HUIO

Konrekcr mail, server

Ilo3Bosisier ykazarb cHucok pacmupennit nporokosa IMAP, BbljaBaeMblit KIMEHTY IO KOMAHJIE
CAPABILITY. B 3aBucumocTn or 3HauYeHUs] JUPEKTUBBI Startils K 3TOMY CIOUCKY ABTOMATHIECKH JIO-
GaBJISIIOTCSA METObI ayTeHTHdUKAINY, YKa3aHHble B qupektuse imap auth, m STARTTLS.

B nanHo#l aupekTHBE MMeeT CMBICJI YKa3aTh PaclIMpeHns, rnojjep:kusaembie IMAP-cepBepamu, Ha KO-
TOpBIE IPOKCUPYIOTCS KJIMEHTHI (€C/AM 9TU PACHIMPEHHs] OTHOCATCH K KOMaHJAM, MCIOJIB3YEMbIM [I0CJIe
ayTeHTHUKAIMY, Korda Angie npo3padHo HPOKCUPYET IOJIKJII0UYEHIe KIINEHTa Ha OIKEHI).

imap_ client_ buffer

Cunrakcuc imap_client_buffer pasmep;
Ilo ymonga- imap_client_buffer 4k|8k;
HUIO

Konrekct mail, server

Samaer pasmep Oydepa mus arenus IMAP-koman. Tlo ymomaanuio paszmep ogHoro 6ydepa paBeH pas-
Mepy cTpanuibl. B 3aBucumoctn ot mirardopmbr 3to min 4K, win 8K.

POP3

Momynb obecrieanBaeT Mo iIep:kKKy moIToBoro nporokoiaa POP3, mossosisis cepsepy 3arpyzkarh coobire-
HHUsI C TIOYTOBBIX cepBepoB. OH nojkovaercs K cepsepam POP3, mosy4uaer 3aroyioBKU U COIEPKUMOE
coobIreHnit, obecrieanBaeT 6E30MACHYIO ayTeHTU(MUKAINIO U YIIPABJSIET CTATYCAMU COOOIIEHUHN, TaKUMHI
KaK 3arpy?KeHO WJIH YIAJEHO.

OupekTusnbl

pop3_auth
Cunrakcuc pop3_auth memod ...;
Ilo ywmomua- pop3_auth plain;
HUIO
Konrekct mail, server

Sasaer pasperiennbie MeTo/ bl ayTeaTudukarnun POP3-kimenros. [lomepruBaembie MeTO/IbI:
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plain USER/PASS, AUTH PLAIN, AUTH LOGIN

apop APOP. JInst paboThI 3TOr0 METOIA MAPOJIb JOJIXKEH XPAHUTHCS B HE3aITHPOBaH-
HOM BUJIE.

cram-md5 AUTH=CRAM-MD5. Ijast paboThl 3TOr0 METOIa IapoJib J0JKEH XPAHUTHCS B
He3aIn@POBAHHOM BHJIE.

external AUTH=EXTERNAL

Metonpr ayrenTudukanum ¢ nepeadeit napois oTkpbiThiM Tekcrom (USER/PASS, AUTH PLAIN u
AUTH LOGIN) BKJIIOYEHBI BCerJa, OJHAKO eciu Meroj plain ne ykasan, to AUTH PLAIN uw AUTH
LOGIN ne 6ynyT aBTOMATHIECKH J00aBAATHCS B pops  capabilities.

pop3 _ capabilities

CunTakcuc pop3_capabilities pacwuperue ...;
Ilo ywmomua- pop3_capabilities TOP USER UIDL;
HHUIO

Konrekct mail, server

TlozBosisteT yKasaTh crimcok pacimpenuii nporoxkosia POP3, BeiaBaembiil kimenty 1o komanjge CAPA.
B zaBucumocTu oT 3HaUEHUsT AUPEKTUBHIL starttls K 9TOMY CIUCKY aBTOMATHYECKHU JI0DABJISIFOTCS METOIIBI
ayrTeHTUQUKAIMY, yKa3aHHble B gupekTuse popd auth (pacmmpenue SASL), u STLS.

B nmammO#l qupekTHBe MMeET CMBICJ yKa3aTh paciimpenus, nojjepxuBaembie POP3-cepBepavu, na Ko-
TOpBIe TPOKCUPYIOTCS KJMEHTHI (ECJIM STU PACIIMPEHUs] OTHOCATCS K KOMAHJAM, UCIOJIb3YEMBIM IIOCJIE
ayTeHTHdUKAIMA, KO Angie Npo3padHo NPOKCUPYET IOIKI0IYCHNEe KJIUEHTa Ha OIKEHI).

Proxy

Monynpb obecriednBaer mojepkKy 1nouaroBbix nporokosios (POP3, IMAP, SMTP), nossosusis cepsepy
paboTarh B Ka4eCTBE IPOKCH MEXKJy KJIMEHTAMHU U MOYTOBBIMU cepBepamu. OH yCTaHABJIMBAECT COEIU-
HEHUS C CEPBEPAMH, BBINOJIHAET GE30IACHYIO ayTeHTU(MUKAIUIO ¢ UCIOJb30BAHIUEM OTKPBITONO TEKCTA,
SSL/TLS wiau STARTTLS, upasusibio MapripyTusupyer Tpaduk KJIUEHTOB U MOJJIEPKUBACT MMOKUil
BBIOOP METOIOB ayTEHTU(MUKAIINA U CEPBEPOB.

OupekTussbl

proxy _buffer

Cunrakcuc proxy_buffer pasmep;
Ilo ywmomua- proxy_buffer 4k|8k;
HUIO

Konrekcr mail, server

SasaeT pasmep Oydepa, UCIoJIb3yeMoro npu npokcupoBanuu. [lo ymordanuio pasmep ogHoro oydepa
paBeH pa3mepy crpaHullbl. B 3aBucumoctn or mwiardopmel aro wim 4K, wim 8K.

3.3. BcrtpoeHHble moaynu 449


https://datatracker.ietf.org/doc/html/rfc1939
https://datatracker.ietf.org/doc/html/rfc4616
https://datatracker.ietf.org/doc/html/draft-murchison-sasl-login-00
https://datatracker.ietf.org/doc/html/rfc1939
https://datatracker.ietf.org/doc/html/rfc2195
https://datatracker.ietf.org/doc/html/rfc4422
https://datatracker.ietf.org/doc/html/rfc2449
https://datatracker.ietf.org/doc/html/rfc2449
https://datatracker.ietf.org/doc/html/rfc2595

12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

proxy pass__error _message

Cunrakcuc proxy_buffer on | off;

Ilo ymomua- proxy_pass_error_message off;
HUIO

Konrekcr mail, server

Ornpeiesisiet, iepegaBaTh Jid KJIXEHTY COODINeHne 00 OImmOKe, MOJIyIeHHOE IIPU ay TeHTU(MUKAIIN Ha, 03-
KeH/Ie.

OO6br4HO, eciiu ayTeHTUUKAIMA B Angie mpolia ycHemHo, O3KeH ] He MOXKeT BepHyThb OmmoKy. FKcim
JK€ OH BCEe-TaKU BO3BPAIAeT OIMMOKY, 9TO 3HAYUT, YTO IIPOU3OILIA OIMUOKA BHYTPU CUCTEMbI. B Takux
citydasix cooOIeHre O9KeH 1a MOXKET COJePKaTh MH(OPMAIINIO, KOTOPYIO HEJIb3sl MOKA3bIBATH KJIMEHTY.
Opnako myist HekoTopbix POP3-cepBepoB ommbka B OTBET Ha MPABUIBHBIN [APOJIb SBIISIETCS IITATHBIM
noBesieHneM. B 5ToM ciydae IUPEKTUBY CTOUT BKJIIOYUTD.

proxy _protocol

Cunrakcuc proxy_protocol on | off;
Ilo ywmomua- proxy_protocol off;
HHIO

KonTekcr mail, server

Bxunowaer mporokonn PROXY ms coemunennii ¢ 63KeHI0M.

proxy smtp _auth

Cunraxcuc proxy_smtp_auth on | off;
Ilo ywmomua- proxy_smtp_auth off;
HHUIO

Konrtekcr mail, server

Paspemaer uinu 3anpemniaer ayrenTuduKkaiuio mnojb3opareseii Ha SMTP-63keH1e 1pu oMo KOMaH bl

AUTH.
Ecmu rakxke Brimouen XCLIENT, To komauga XCLIENT wue Oynmer orupaBisTts nmapamerp LOGIN.

proxy _timeout

CunTakcuc proxy_timeout epems;
Ilo ywmomuya- proxy_timeout 24h;
HUIO

Konrekct mail, server

Sajiaer TaliMayT MeXKJIy JBYMs MIIYIIUMU TOPST OIEPAIUsIMUA ITEHUs] WU 3allUCU HA KJIMEHTCKOM CO-
€/INHEHUN W COEINHEHUU C IIPOKCUPYEMBIM CepBEepOM. Ecju Mo mcTeveHnn 3TOro BpeMEHU JaHHBIE HE
[I€PEIABAJINCDH, COEINHEHNE 3aKPHIBAETCS.
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xclient
Cunrakcuc xclient on | off;
Ilo ymomua- =xclient on;
HUIO
Konrekcr mail, server

Paspemaer wm 3anpemaer nepenaay komanasl XCLIENT ¢ mapamerpamun KneHTa IPU TOIKIIOICHIN
K SMTP-6okeny.

IIpu momomu XCLIENT MTA moxer mucaTh B JIOr HH(MOPMAIUIO O KJIMEHTE U IPUMEHITh Pa3JIMIHbIe
OrpaHUYEHUs HA OCHOBE 9TUX JIAHHBIX.

Eciu komanga XCLIENT pasperiiena, TO py TOJAK/IIOYEHAN K O9KeH Iy Angie MOChLIaeT eMy CJIeYIoINe
KOMAH/IBI:

e EHLO c umenem cepsepa
e XCLIENT
e FHLO wmu HELO, xax ee nepesiaj KJINEHT

Ecau natidennoe mo IP-agpecy kiamenTa nMms yKas3bIBaeT Ha TOT K€ aJIpec, OHO MEPEeIaeTCs B IapaMeTpe
NAME xomannst XCLIENT. Eciiu uMsi He MOXKeT ObITh HaliJIEHO, YKa3blBaeT Ha JIPYyroil ajpec, WJIu
He 3aj1aH resolver, To B napamerpe NAME nepenaercst [UNAVAILABLE]. Eciu xe B nporecce Ioucka
UMEHU WU aJpeca npousonuia omubka, nepegaerca [TEMPUNAVAIL].

Eciu komanga XCLIENT zamnpernena, TO Ipu MOK/II0YeHnH K 69KkeHty Angie nepemaer komanay FHLO
c umerem cepsepa, eciau KjneHT nepenas EHLO, unave HELO c uMmeneM cepsepa.

ReallP

TlozBossteT MEHSATD aJIpec U HeobI3aTEIBHBIN MOPT KJINEHTA HA [TEPEAHHBIE B YKA3AHHOM I10JI€ 3aTr0JIOBKA,
aJIpec M MopT KJIMEHTa Ha repejganabie B 3arojoske nporokosa PROXY. IIporokoa PROXY mosrken ObITh
[IpeIBAPUTEIHLHO BKJIIOYEH PH [TOMOINN YCTAHOBKU IIapaMeTpa proxy_protocol B aupekTuse listen.

Mpumep koHpurypayun

listen 110 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

OupekTussbl

set_real _ip_from

Cunraxcuc set_real_ip_from adpec | CIDR | unix:;
Ilo ymomua- —

HUIO

Konrekct mail, server

3ajiaer JOBEpEHHBIE a/Ipeca, KOTOPBIE EPEIAI0T BEPHBIHN ajipec i 3aMeHbl. Eciin yKa3aHo crenuaabHOe
3HaYeHne unix:, goBepeHabiMu OymyT cuntarbest Bce UNIX-cokeTsr.
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SMTP

Monynb obecrieunBaeT moiepKKy mouToBoro mporokosia SMTP, mo3sossist cepBepy TpoKCHpoOBaTh UCXO-
JISATIAN TIOYTOBBIN TpadUK MeXK 1y KJIUEHTAMU U TOYTOBbIME cepBepaMu. OH yCTaHABINBAET COEMHEHUS
¢ cepsepamu SMTP, nognepxusaer Gezonacuyo ayrenTudukanuio ¢ moMoimbio MeTooB LOGIN wm
PLAIN, o6ecrieunBaer mudposanne 1epes STARTTLS u SSL/TLS u MapmpyTusupyer KIneHTCKHE 3a-
[IPOCHI H& OCHOBE PE3YJILTATOB ayTeHTU(MDUKAIIH.

OdupekTusnbl
smtp _auth
Cunrakcuc smtp_auth wmemod ...;
Ilo ywmomua- smtp_auth plain login;
HHIO
Konrekct mail, server

3amaer pasperiennbie MeTobl SASL-ayrenrudukarn SMTP-kunenros. [lomepkuBaemMbie METOBI:

plain AUTH PLAIN

login AUTH LOGIN

cram-md5 AUTH CRAM-MD5. st paboThl 9TOTO METOJa TapOJIb JIOJIKEH XPAHUTHCS B
He3aIn@POBAHHOM BHJIE.

external AUTH EXTERNAL

none Ayrentudukainust He Tpedyercs

Metoabr ayTenTHdUKAIINY ¢ TIepeaadeil maposs OTKPBITHIM TEKCTOM (AUTH PLAIN u AUTH LOGIN) BKJIIO-
Y€HBI BCETJIa, OJHAKO ecjin MeTo/ bl plain u login ne ykasausl, To AUTH PLAIN w AUTH LOGIN wne
Oy/IyT aBTOMATHYECKH JT00aBIATLCS B smip  capabilities.

smtp _capabilities

Cunrakcuc smtp_capabilities pacwuperue ...;
Ilo ymomua- —

HUIO

Konrekct mail, server

TlozBosisteT yKa3aTh cimcok pacinupenuii mporokojia SMTP, BbriaBaeMblil KJIMEHTY B OTBETE Ha KOMAHLY
EHLO. B 3aBucumocTu 0T 3Ha4eHUsT JUPEKTUBBI Starttls K 9TOMY CIUCKY aBTOMATHYIECKU JTOOABJISIIOTCS
MEeTOJIbI ayTeHTUMUKAINT, yKa3aHHble B gupektuse smip auth, m STARTTLS.

B pmamvO#l mupeKkTHBE MMeEET CMBICI yKa3aTh pacimpenus, nomuepxkubaemblie MTA, Ha KOTOPBIH MPOK-
CHPYIOTCs KJIMEHTHI (€C/IM 9T PACHINPEHHs] OTHOCATCA K KOMAaHJaM, UCIIOJIb3yeMbIM I10CJIe ayTeHTUdH-
Kaluu, Korja Angie po3padHo IPOKCUPYET MOAK/IIOUEHUE KJINEHTa Ha OIKEHT).
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smtp _client buffer

Cunrakcuc smtp_client_buffer pasmep;
ITo ymomga- smtp_client_buffer 4k|8k;
HUIO

Konrekcr mail, server

Samaer pasmep Oydepa s arerns SMTP-komana. ITo ymosaanuio pasmep oxmnoro 6ydepa paBeH pas-
Mepy crpanunpl. B 3aBucumoctu ot mirardopmbr 1o min 4K, mim 8K.

smtp _greeting delay

Cunrakcuc smtp_greeting_delay pasmep;
Ilo ymomua- smtp_greeting_delay O;
HHIO

Konrekcr mail, server

TlosBossier 3amaTh 3ajepKKy nepes, ornpaskoit SMTP-npuBercTBust, 9TOOBI OTKJIIOHUTH KJIHEHTOB, HE
JIOXKUIAIONIUXCSI [IPUBETCTBHUSA 10 Hadaja orupasku SMTP-komams,

SSL

Monyub obecneunBaer nomnepxky mudposanusg SSL/TLS misg nourossix npokcu-miporokoiios (POP3,
IMAP, SMTP), no3BoJisisi ycTaHABIMBATH 3alUIIEHHbIE COSIMHEHNs MEXK Ly KJIHeHTaMu u cepsepoM. OH
obecrieunsaer mudpopanne SSL/TLS jyisi BXOASINX TOAKTIOUEHNH, TOJIePKUBAET OOHOBJIEHNE COEJIU-
wennit uepes STARTTLS, ynpasisier cepTudpukaTaMu U KJIIOUaMU, a TaKyKe KOHTPOJUPYET HACTPONKM
SSL, Takue Kax BBIOOD IMMMDPOB U BEPCUil TPOTOKOJIOB.

[Ipu cbopke m3 MCXOIHOTO KOIa MOJIY/Ib HE COOMPAETCS MO YMOJIAHUIO; €r0 HEOOXOANMO BKJIIOUUTH C
TIOMOIIIHIO TTapaMeTpa cOOpKn --with-mail_ssl_module. B makeTax n oOpa3ax m3 HAIUX PEIO3UTOPUEB
MOJIYJIb BKJIFOUEH B COOPKY.

@ Baxno

st aToro Momyns Hy»kHa 6ubsmoreka OpenSSL.

Mpumep koHpurypayun

s yMeHbIeHnst 3arpy3Ky IPOIECCOPA PEKOMEHIyeTCs
® YCTAHOBUTH YHCJIO PabOYUT NPOUECCO6 PABHBIM YHCIY IIPOIECCOPOB,
® BKJIIOUUTH Pa30eAACMbIT KU, CECCHUT,
® BBIKJIIOYUTH GCMPOeHHbll KIUL CeCCU

® 11, BOBMO?KHO, YBEJIMIUTDb GPEMA HCU3HU CECCUU (HO YMOJIT9aHUIO 5 MI/IHyT)Z

worker_processes auto;

mail {
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server {
listen 993 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA:RC4-MD5
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

H*

OupekTussbl

ssl _certificate

Cunraxcuc ssl_certificate ¢hatin;
Ilo ymomua- —

HUIO

Konrekcr mail, server

VYkazweiBaeT daits ¢ ceprudurarom B popmare PEM mna mambnoro cepsepa. Eciam BMecTe ¢ OCHOBHBIM
cepTudUKaATOM HY>KHO YKa3aTh IIPOMEXKYTOUYHBIE, TO OHU JIOJKHBI HAXOJIUTHCS B 3TOM Ke (aiije B ciie-
JIYIOIIEM TIOPsiJIKe — CHAYAJIA OCHOBHOI cepTudUKAT, a 3aTeM MPOMeXKyToUHbe. B 3TOM )ke (aiiie MoxKeT
HaXOJINThCS CEKPeTHBIH Kirou B hopmare PEM.

JupekTrBa MOXKeT OBITh YKa3aHa HECKOJIBKO Pa3 [IJId 3arpy3KH CepTU(MUKATOB PA3HBIX TUIIOB, HAIIPUMED

RSA u ECDSA:

server {
listen 993 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;
ssl_certificate_key example.com.ecdsa.key;

H*

Bo3MmoKHOCTE 3a/1aBaTh OT/IEIbHBIE TIETIOYKH CEPTU(MUKATOB [IJIsI PA3HBIX CePTU(UKATOB €CTh TOJBKO B
OpenSSL 1.0.2 u Beimte. st 6oJiee cTapbiX BEPCHil CIeAyeT YKA3bIBATh TOJBKO OJHY IENOYKY cepTudu-
KATOB.

Bwmecro daitna Mmoo ykaszarh 3uadenue "data:cepmuguram", npu KoTopoM cepTudUKAT 3arpyKACTCSA
6e3 UCIOJIb30BAHNS TPOMEXKYTOUHBIX (HAMIIOB.

Henannexaree ncmosb3oBanne MOJ00HOTO CHUHTAKCHCA MOXKET OBbITH HeOe30TacHO, HaIpuMep JaHHbIE
CEKPETHOT'O KJIF0Ya MOTYT IIONACTb B 102 0WUDOK.
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ssl _certificate key

Cunrakcuc ssl_certificate_key ¢hatis;
Ilo ywmomua- —

HUIO

Konrekcr mail, server

VkaspiBaeT daiin ¢ cekperHbiM K090M B (hopmare PEM misi 7aHHOTO BUPTYaJbHOTO CEpBEpa.

Bwmecro daiina MoxkHO yKazarh 3uadenue "engine:umsa:id", KoTopoe 3arpyrkaer KJI04 ¢ yKa3aHHbIM id 13
OpenSSL engine ¢ 3a/1aHHBIM UMEHEM.

Bwmecro daiina Takake MOXKHO yKa3arh 3Hadenue "data:xarou", Ipu KOTOPOM CEKPETHBIH KJII0U 3arpyrKa-
ercs 6e3 UCIOJIb30BAHUS TPOMEKYTOYHBIX (baiiyioB. [Ipu 9TOM ciie/lyeT yUUTHIBATH, UTO HEHAJICYKAIIEE
HCIIOJIb30BaHUE [OJM0OHOI0 CHHTAKCUCA MOXKET ObITh HeDEe30IIacHO, HAIIPUMEDP JaHHbIE CEKPETHOI'O KJII0Ya,
MOTYT IIOIACTb B /102 0WUOOK.

ssl _ciphers

Cunrakcuc ssl_ciphers wugpni;

Ilo ywmomua- ssl_ciphers HIGH:!aNULL: !MD5;
HUO

Konrekcr mail, server

OmnuceiBaer paspemennabie mudpsl. [[udpsr 3amarorcs B dopmare, MOAAEPKUBAEMOM OUOIHOTEKOM
OpenSSL, nampumep:

[ssl_ciphers ALL:'aNULL: !EXPORT56 : RC4+RSA : +HIGH: +MEDIUM: +LOW: +SSLv2: +EXP;

Crucok mudpos 3aBucut ot ycranosaennoit Bepcun OpenSSL. ITosHbIil cimcok MOXKHO MOCMOTPETD C
MOMOIIBIO KOMaHAbI openssl ciphers.

ssl client _ certificate

Cunrakcuc ssl_client_certificate datis;
Ilo ywmomua- —

HUIO

Konrekcr mail, server

VkazwiBaer daitn ¢ gosepennbivu ceprudukaramu CA B dpopmare PEM, koTopble HCHONB3YIOTCS s
NPosePKU KINEHTCKUX CePTUDUKATOB.

Crncok ceprudukaToB 6y/IeT OTIPABIIATHCS KINEHTaM. ECiIn 9To HeXKelaTeIbHO, MOKHO BOCIIOJIb30BaThb-
cs TUPEeKTHuBoil ssl trusted certificate.
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ssl_conf command

Cunrakcuc ssl_conf_command ums 3hauerue;
Ilo ymomua- —

HUIO

Konrekcr mail, server

3amaeT Mpou3BOJIbHBIE KOHurypamnuonnbie koman sl OpenSSL.

@ Baxmno

JupekTuBa nogaepxkuBaercs npu ucnosb3oBannun OpenSSL 1.0.2 u Borme.

Ha ommom ypoBHe MOXKeT OBbITH yKa3aHO HECKOJBKO NUPEKTUB ssl_ conf command:

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

JMpeKTUBBI HACTIEYIOTCS C IPEABIAYINErO YPOBHA KOH(MUIYPAIUH IPH YCJIOBUU, UTO HA JAHHOM YPOBHE
He OIMCAHBI CBOM JINPEKTHUBHI sl conf command.

“* OcropoxxHO

Namenenne nacrpoek OpenSSL HAIPSIMYIO MOXKET MPUBECTH K HEOXKUJIAHHOMY TIOBEJIEHUIO.

ssl crl
Cunrakcuc ssl_crl dgatin;
Ilo ymomua- —
HUO
Konrekct mail, server

Vkaspisaer daiii ¢ orossannbiMu cepruduraramu (CRL) B dopmare PEM, ucnosb3yeMbiMu Jjisi npo-
6epKU KJIMEHTCKAX CEPTUMOUKATOB.

ssl_dhparam

Cunrakcuc ssl_dhparam gatin;
Ilo ymomua- —

HUO

Konrekcr mail, server

VkasbeiBaer daitin ¢ napamerpamu st DHE-mudpos.

“* OcropoxxHOo

Ilo ymosmaanuro mapamerpst He 3a7aHbl, 1 cooTBeTcTBeHHO DHE-mmmdph He Oy1yT ncnosib30BaThCs.
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ssl _ecdh curve

Cunrakcuc ssl_ecdh_curve Kpueas;
Ilo ywmomua- ssl_ecdh_curve auto;
HHIO

Konrekcr mail, server

Sanaer kpusywo st ECDHE-mudpos.

@ Baxmno

IIpu ucronpzoBaruun OpenSSL 1.0.2 u BbITe MOYXKHO yKa3bIBATH HECKOJIBKO KPUBBIX, HATIPUMED:

[ssl_ecdh_curve prime256vl:secp384ril; ]

CrenuajibHOE 3HaUYEHUE auto COOTBETCTBYET BCTPOEHHOMY B OuOmoTeKy OpenSSL crucKy KpuBBIX I
OpenSSL 1.0.2 u Boimme, win prime256vl njs 6ojiee cTapbIX BEPCHit.

@ Baxkno

ITpu ucnonbzoarmu OpenSSL 1.0.2 u BbIlle JUPEKTUBA 33/1a€T CIIUCOK KPUBBIX, MMOJJIEPKUBAEMBIX
cepsepoM. [losromy st paborsl ECDSA-ceprudukaToB BaxKHO, YTOOBI CIMCOK BKJIIOYAJ KPUBBIE,
HCITOJIb3YEMBIE B CePTH(dUKATAX.

ssl _password file

Cunrakcuc ssl_password_file ¢hatia;
Ilo ymomua- —

HUIO

Konrekcr mail, server

Sagaer daila ¢ TApOJISIMU OT CEKPEMHLIT KAN04e, TIe KaXK bl MapoJib yKa3aH Ha OTAE/IBHONU CTPOKE.
TTaposm mpuMeHSIOTCsT IO OYepe I B MOMEHT 3arpy3KH KJIIO4a.

IIpumep:

mail {
ssl_password_file /etc/keys/global.pass;

server {
server_name maill.example.com;
ssl_certificate_key /etc/keys/first.key;
}

server {
server_name mail2.example.com;

# emecmo galina MOKHO YKA3AMb UMEHOBAHHKbIL KAHAA
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
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ssl_prefer server ciphers

Cunrakcuc ssl_prefer_server_ciphers on | off;
IlIo ymomua- ssl_prefer_server_ciphers off;
HUIO

KonTekcr mail, server

IIpu wmcnospzoBanuu nporokosoB SSLv3 m TLS ycranas/imBaeT TPUOPUTET CEPBEPHBIX IMUMPOB HAJ
KJTHEHTCKIMI.

ssl protocols

Cunrakcuc ssl_protocols [SSLv2| [SSLv3| [TLSv1]| [TLSv1.1| [TLSv1.2| [TLSv1.3|;
Ilo ywmomua- ssl_protocols TLSv1.2 TLSv1.3;

HUO

Konrekct mail, server

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 q06aBJieH K HCIOJIb3yEMbBIM [0 YMOJJIIAHUIO.

Paspemaer ykazanabie mpoTOKOJIBL.

BazkHo

ITapamerpsr TLSv1.1 u TLSv1.2 pa6orator Tosbko npu ucnonab3osannn OpenSSL 1.0.1 u Bwimme.

ITapamerp TLSv1.3 paboraer Tosbko mpu ucnoab3oBannu OpenSSL 1.1.1 u BoIme.

ssl session cache

Cunraxcnc ssl_session_cache off | none | [builtin[:pasmep]| [shared:nassarue:pasmepl;
Ilo ymomua- ssl_session_cache none;

HHIO

Konrekcr mail, server

Sagae'r THUIT 1 pa3MepPbI K3IIIeit JJId XpaHeHUdd ITapaMeTpoB ceccuii. Tun ksma MoxKeT ObITh CJIE LY IO M
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off

none

builtin

shared

JKECTKOE 3allpPEIeHne HCI0JIb30BaHUsI KIla ceccuil: Angie sIBHO coolbImaer KJim-
€HTY, 9TO CECCUU HE MOI'YT UCIIOJIH30BATHCS IOBTOPHO.

MSITKOE 3aITpPEIIEeHne UCIOJIb30BaHUs KIIIa ceccuit: Angie coobIaeT KJIueHTy, ITo
CECCHH MOTYT HCIIOJIb30BATHCS IIOBTOPHO, HO HA CAMOM JIeJI€ HE XPAHUT HapaMeT-
DBI Ceccuu B K3IIIe.

BcTpoeHHbIit B OpenSSL K31, UCIOIb3yeTcss B paMKax TOJIBKO OJHOIO pabodero
nporiecca. Pa3mep kamra 3amaercs B ceccusax. Ecim pa3mep He 3a1aH, TO OH paBeH
20480 ceccusim. Vcmosb30BaHme BCTPOEHHOTO KIIIIa, MOXKET BECTH K (DparMeHTa-
A7 TTAMSITH.

K3III, pa3/e/sieMblil MeX Iy BCeMU paboduuMu Iporeccamu. Pasmep kamra 3a1aeT-
csa B baiitax, B 1 MerabaiiT moxkeT rmoMmecTuThcsa okosio 4000 ceccuit. YV KaxkI0ro
pa3/IesIsIeMOoro K3IIa, JJOJI?KHO OBbITh TPOU3BOJIbHOE Ha3BaHue. K31 ¢ OMHAKOBBIM
Ha3BaHMEM MOKET HCIIOJIb30BAThCS B HECKOJIBKUX cepBepax. TakrkKe OH UCIIOIb3Y-
eTcsl JIJIs ABTOMATHIECKOTO CO3/IaHUsl, XPAHEHUS U HEPUOIMIECKOr0 OOHOBJIEHUS
kioueit TLS session tickets, eciim oHn He yKa3aHbI SIBHO € MTOMOIIBIO JTUPEKTHBEI
ssl_session_ticket key.

MoO>KHO UCIIOJIB30BATH O/ITHOBPpEMEHHO oba Tuma K3IIa, HAIIpUMeEP:

[ssl_session_cache builtin:1000 shared:SSL:10m;

OJTHAKO WCIIOJIb30BAHNE TOJHKO Pa3/e/IIeMOro K3Ima 0e3 BCTPOEHHOTO JTOJIXKHO OBITH OoJtee 3dhdeKTuB-

HbIM.

ssl _session ticket key

Cunrakcuc

IIo  ywmomua-
HHATO

Konrekcr

ssl_session_ticket_key ¢atin;

mail, server

Sasaer daiiyl ¢ CeKpPeTHBIM KJIIOYOM, IpUMeHsieMbIM Tpu g poBanun u pacmmdposanun TLS session
tickets. JlupekTnBa HEOOXOIMMA, €CJIM OJMH M TOT YK€ KJIIOY HY?KHO HCIIOJIb30BATH HA HECKOJILKUX CEPBe-
pax. Ilo yMOT9aHUIO UCIOJIB3YETCS CIyIailHO CreHepUPOBAHHBIN KJIIOU.

Ecim ykazano HECKOJIBKO KJIFOU€Eil, TO TOJIBKO MEPBbIii KJI0Y UCIIOJIb3yeTcs i mudposanus TLS session
tickets. 910 MO3BOJITET HACTPOUTDH POTAIUIO KJIIOYeH, HAIIPUMED:

ssl_session_ticket_key current.key;
ssl_session_ticket_key previous.key;

Qaitn gomken comepkarh 80 man 48 6alT CayJaflHbIX TaHHBIX M MOXKET OBITH CO3MaH CJEIYIOIel KO-

MaH/IOM:

[openssl rand 80 > ticket.key

B saBucumocTu or pasmepa daiiaa mig mudposanus Oyaer ucnosb3oBarbed gubo AES256 (miasa 80-
GafiTHBIX Kitodeil), mmbo AES128 (s 48-6aiiTHLIX Kiodeit).
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ssl _session _tickets

Cunrakcuc ssl_session_tickets on | off;
Ilo ymomua- ssl_session_tickets on;
HUIO

Konrekcr mail, server

Paspemaer nim 3anperaer BozobHoBIeHnE ceccuit mpu momormu T'LS session tickets.

ssl session timeout

Cunrakcuc ssl_session_timeout apema;
Ilo ymomua- ssl_session_timeout 5m;
HUIO

Konrekct mail, server

Sa,uae'r BpeMs, B T€HCHNE KOTOPOI'O KJIMEHT MOXKET IIOBTOPHO UHCIIOJIB30BaTh ITapaMeTpPbl CECCUU.

ssl _trusted _certificate

Cunraxcuc ssl_trusted_certificate ¢atin;
IIo ywmomua- —

HUIO

Konrekcr mail, server

Samaer daitn ¢ goBepennubivMu cepruduraramu CA B hopmare PEM, KoTOpbIE HCIONB3YIOTCS I Npo-
6epKU KJIMEHTCKAX CEPTU(DUKATOB.

B ornmmane ot ssl_ client  certificate, cuucok 3Tux cepTUdHUKATOB He OY/IET OTIPABISTHCA KIMEHTAM.

ssl_verify client

Cunraxcuc ssl_verify_client on | off | optional | optional_no_ca;
Ilo ywmomua- ssl_verify_client off;

HHUIO

Konrekcr mail, server

Paspemaer npoepKy KimeHTCKUX cepTuduUKaToB. Pesyibrar npoBepKu 1epegaercs B 3arojoske "Auth-
SSL-Verify" B 3ampoce aymenmugurayuy. Eciu npu nmpoBepKe KJINEHTCKONO CePTHMUKATA ITPOUBOILIA
OmMMOKAa, WJIN KJIMEHT HE IPEIOCTABUI TPeOyeMbIil CepTUPUKAT, COEIMHEHNE 3aKPbIBACTCS.

optional 3ampalmBaeT KANEHTCKU CepTUMUKAT, U eCTU CePTUMUKAT ObLI IIPETOCTABIEH,
[IPOBEPSIET €r0

optional_no_ca  3ampalimBaeT CepTU(PUKAT KJIMEHTA, HO He Tpedyer, 4ToObl OH OBLJ IONUCAH
JnoBepenubiM ceprudukarom CA. DTo npesHasHAYEHO IS CIy9aeB, KOraa (hak-
THYECKas IPOBePKa cepTudHUKATA OCYIIECTBIISIETCS BHENIHAM 0 OTHOIIEHUIO K
Angie cepucom. CojiepzxuMoe cepTuduKaTa JOCTYITHO B 3AIPOCAX, NOCHLALEMDLL
Ha cepBep ayTeHTU(MUKAIIH.
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ssl_verify depth

Cunrakcuc ssl_verify_depth wucao;
Ilo ywmomua- ssl_verify_depth 1;
HHIO

Konrekcr mail, server

VcranaBauBaer riyOnHY MPOBEPKU B IEMIOYKE KJINEHTCKAX CEPTUMUKATOB.

starttls

Cunraxcuc starttls on | off | only;

Ilo ymomua- starttls off;

HUIO

Konrekct mail, server

on paspemuTh ucnoJb3oBanue Komang STLS mia POP3 u STARTTLS mua IMAP
u SMTP;

off zanperuTh ucnoiab3oBanre komaug STLS u STARTTLS;

only TPebOBaTh IIPeJIBAPUTEILHOrO Itepexoaa Ha TLS.

BazoBblit 10YTOBBINT MOY/Ib PeaJn3yeT OCHOBHYIO (DYHKIMOHAJIHBHOCTH ITIOYTOBOIO IIPOKCH-CEPBEPA: ITO
nojiepzkka 1mporokosioB SMTP, IMAP u POP3, nacTpoiika cepBepHBIX OJIOKOB, MapIIPyTH3AIHsI IIOYTO-
BBIX 3aIIPOCOB, ayTeHTudUKaIMs oJIb3oBareseil u nojepxkka SSL/TLS i 3aUThbl MOYTOBBIX COE/IH-
HEHUM.

OcrajibHbIE MOJYJIM 9TOTO Pa3jiesia PACIIUPSIOT 3Ty (yHKIIMOHAILHOCTD, TO3BOJIsAs THOKO HACTPANBATD
U ONTHMU3UPOBATH PabOTy IMOYTOBOTO CEPBEPA IO PA3JINYHBIE CIIEHAPUH U TPEOOBAHUS.

IIpu cbopke m3 MCXOHOrO KOJIa MOJY/Ib HE COOMPAETCS 0 yMOJIYAHUIO; €r0 HEOOXOMMO BKJIIOUYHUTH C
IOMOIIBIO TTapaMeTpa cOopku --with-mail. B makerax m oOpasax w3 HAIIUX PEIO3UTOPUEB MOJLYJIb
BKJIIOYEH B COODKY.

Mpumep koHpurypayun

worker_processes auto;

error_log /var/log/angie/error.log info;

events {
worker_connections 1024;
}
mail {
server_name mail.example.com;
auth_http localhost:9000/cgi-bin/auth.cgij;

imap_capabilities IMAP4revl UIDPLUS IDLE LITERAL+ QUOTA;

pop3_auth plain apop cram-md5;
pop3_capabilities LAST TOP USER PIPELINING UIDL;
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smtp_auth login plain cram-mdb;
smtp_capabilities "SIZE 10485760" ENHANCEDSTATUSCODES 8BITMIME DSN;
xclient 5
server {
listen 25;
protocol smtp;
}
server {
listen 110;
protocol pop3;
proxy_pass_error_message On;
}
server {
listen 143;
protocol imap;
}
server {
listen 587;
protocol smtp;
}
}
OupekTusnbl
listen
Cunrakcuc listen adpec|:nopm| [ssl] [proxy_protocol] [backlog=xucno]

[rcvbuf=pasmep] [sndbuf=pasmep| [bind] [ipv6only=on | off| [reuseport]
[so_keepalive=on|off|[keepidie]:[keepintvl]:[keepcnt]];

IIo ywmomua- —

HHUIO

Konrekcr server

Sazaer adpec U mopm Jjisi COKeTa, Ha, KOTOPOM cepBep OyjeT NpUHUMATh coequHeHus. MOXKHO yKasaThb
TOJBKO nopm, u Toraa Angie Gyzer ciaymars Ha Beex pocTynHbix [Pv4-unrepdeiicax (u IPv6, ecau on
Bryouen ). Kpome Toro, adpec MoxkeT ObITh UMEHEM XOCTa, HAIIPUMED:

listen 127.0.0.1:110;

listen *:110;

listen 110; # mo xe, uwmo u *:110
listen localhost:110;

IPv6-anpeca 3amaiorcss B KBQIPATHBIX CKOOKAX:

listen [::1]:110;
listen [::]:110;

UNIX-cokeTsl 3a7a10Tcs TpeduKcoOM unix:

[listen unix:/var/run/angie.sock;

@ Baxmno

3.3. BcTpoeHHble mogynu 462



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

Pasnbie cepBepbl JIO/KHBI CIyIIATh HA PA3HBIX APAX a0PeC:nopm.

ssl YKa3bIBAET HA TO, YTO BCE COEIMHEHWsI, IIPUHIMAEMbIE HA JAHHOM CJIyIIAONEM
cokeTe, JTOJKHBI paboTarh B pexkume SSL.

proxy_protocol  yKa3bIBaeT Ha TO, YTO BCE COEMHEHUS, IPUHIMAEMBbIE Ha, JAHHOM IIOPTY, JOJI>KHBI
ucroib3oBarh mpoTokoa PROXY. Tlosyuyennast madopmMaliust mepeiaercs: cepee-
DY aymenmu@uKralyuy, 1 MOXKeT ObITh UCIOJIB30BAHA IS USMEHEHUA GODECH KAU-
enma.

B nupekTrBe listen MOXKHO TaK»Ke YKa3aTh HECKOJIBKO JIOTIOJHUTE]BHBIX MAPAMETPOB, CIEIUMUIHBIX
JJId CBA3AHHBIX C COKETaMU CHUCTEMHBIX BBI30BOB.

backlog=4ucro 3asaer napamerp backlog B BeI30Be listen(), KOTOPBIl OrPAHUYNBAET MAKCAMAIIb-
HBII pa3Mep ovYepen OXKUIAKIUX pueMa coeaunennii. [lo ymomganuto backlog
ycranasiauBaercs paBabiM -1 st FreeBSD, DragonFly BSD u macOS, u 511
T APYTHUX TLIAT(OPM.

rcvbuf=pasmep zazaer pasmep Oydepa npuema (mapamerp SO RCVBUF) njs ciymiaoliero

coKerTa.

sndbuf=pasmep zazaer pasmep Oydepa nepemaqaun (napamerp SO SNDBUF) jajist cryniaioniero
coKeTa.

bind YKa3bIBAET, UTO JJIs JAHHOIO CJIYIIAIONIEr0 COKeTa HyKHO JeiaThb bind() oraein-

HO. DTO HYKHO ITOTOMY, 9TO €CJIA OIUCAHBI HECKOJIBKO JIMPEKTUB listen ¢ onu-
HaKOBBIM IIOPTOM, HO Pa3HBIMU aJ[pecaMu, U OJ(HA U3 JUPEKTHB listen ciymaer
Ha BCex ajipecax jjig paauoro nopma (*:nopm), To Angie cuenaer bind() Toabko
Ha *:nopm. HeobxoammMo 3aMeTUTD, 9TO B 3TOM CJIydae JIsl OIPEIeICHHs aIpeca,
HA KOTODBIN IIPUIIJIO COEJUHEHUE, JEeJIAeTCs CHUCTEMHBI BBbI3OB getsockname().
Ecin ke ucnosb3ytorest mapamerpsl backlog, rcvbuf, sndbuf, ipvbonly, reuseport
uin so_keepalive, TO 1jisi TaHHOM ApBI adpec:nopm BCETIa, JeIaeTcsl OTIeIbHbIHA
BBI30B bind().

ipv6only=on | ompenensier (uepe3 mapamerp cokera IPV6_V6ONLY), Gyzuer Jiu ciynraomumi Ha

off wildcard-azgpece [::] IPv6-coker npunuMars Tosbko IPv6-coequnenus, mim xe
omuoBpemento IPv6- u IPv4-coemuuenns. [lo ymomuanmio mapaMerp BKJIIOYEH.
YCTaHOBUTDH €ro MOYKHO TOJIBKO OJFH a3 Ha CTapTe.

so_keepalive=on | off | [ keepidle|:[keepintvl]:[keepent]’ wordurypupyer juist caymaromero cokera
nosejienne "TCP keepalive".

€CJIM TTapaMeT]P OIYIIEH, JIJIsi COKeTa OyIyT JeHCTBOBATH HACTPONKY OIIEPAIINOH-
HOH CHCTEMBI

on Jtst cokeTa BKJodaercs mapamerp SO KEEPALIVE

off Jtst coketa mapamerp SO KEEPALIVE BbIKIIO9YaeTCs

Hexkoropbie onepalosHbie cucTeMbl OepKUBatoT HacTpoiiKy napamerpos "TCP keepalive" na yposue
coketa nocpejictBoM napamerpos TCP_ KEEPIDLE, TCP KEEPINTVL u TCP_KEEPCNT. Ha Ta-
KIX CHCTEMaX MX MOXKHO CKOH(UT'YPHUPOBATH C TIOMOIIBIO TapamMeTpoB keepidle, keepintvl u keepcent. Omuu
I JIBa apaMeTpPa MOTYT ObITh OIYINEHBI, B TAKOM CJIydae /I COOTBETCTBYIONIErO MapaMeTpa COKeTa
Oy/IyT JeiiCcTBOBATh CTaHIAPTHBIE CHCTEMHBIE HACTPOWKHN.

Hampuwmep,

[so_keepalive=30m: :10 ]

ycTaHoBHUT TaiimMayT Gesgeiictsust (TCP_KEEPIDLE) B 30 muHyT, sy uHTepBajta npob (TCP_KEEPINTVL)
Oyzer JeficTBOBaTh CTaHIAPTHASI CHCTEMHAsS HACTPOMKA, 8 CIETIUK IIPOD (TCP_KEEPCNT) oyaer pasen 10.
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Pasmbie cepBepbl OJKHBI CIIYNIATH HA PA3HBIX Hapax adpec:nopm.

mail
CunTakcuc mail { ... }
Ilo ymomua- —
HUIO
Konrekcr main

IIpenocraBiser KOHTEKCT KOHMUIYPAITMOHHOTO bailia, B KOTOPOM YKa3bIBAIOTCS JIUPEKTUBBI IIOYTOBOTO
cepsepa.

max commands

Hobasieno B Bepcun 1.7.0.

Cunrakcuc max_commands YUcA0;
Ilo ymomia- max_commands 1000;
HUIO

Konrekct mail, server

3asiaeT MAKCUMAJIbHOE KOJIUYECTBO KOMAH/I, OTIPABJISIEMbIX BO BpeMsl ayTeHTHU(MUKAIUN, sl YCUICHHS
3amuTel oT DoS-aTak.

max errors

Cunrakcuc max_errors YucAo;
Ilo ywmomua- max_errors 5;
HUIO

Konrexkcr mail, server

3ajaeT 9ucsIo oMmuboK MPOTOKOJIA, TI0 JTOCTHXKEHUH KOTOPOTO COEJMHEHNE 3aKPhIBAETCH.

protocol
Cunrakcuc protocol imap | pop3 | smip;
Ilo ywmomua- —
HUIO
KonTekct server

3ajsiaer IpOTOKOJI ITpoKcupyemoro cepsepa. Ilommepxkusatorcs nporokosst IMAP, POP3 u SMTP.

Eciu nupekTuBa He ykazana, TO MPOTOKOJ MOXKET OBITH OIIPE/IEJIEH aBTOMATHIECKH 10 OOIIEN3BECTHOMY
HOPTY, YKa3aHHOMY B JupeKkTuse listen:

imap: 143, 993
pop3: 110, 995
smtp: 25, 587, 465
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IIpu cOopke u3 HMCXOIHOIO KOJa IOJJIEPXKKY HEHYXKHBIX IIPOTOKOJIOB MOXKHO OTKJIIOUUTH C
[IOMOINIBIO [ApaMeTPoOB cOOpPKH --without-mail_imap_module, --without-mail_pop3_module wu

--without-mail_smtp_module.

resolver

Cunraxcuc resolver adpec ... [valid=epems| [ipv4=on | off| [ipv6=on

[status_zone=30nal;
Ilo ywmomua- resolver off;
HUIO
Konrekcr mail, server

off]

Sagaer cepBepbl DNS| ncrosb3yemMble j1jist Ipeodpa30BaHusi MMEHN XOCTa KJIUEHTa sl IePeJadu ero Ha

cepeep aymernmugpurayuy u B komaage XCLIENT npu npokcupoaunuun SMTP, mnanpumep:

[resolver 127.0.0.53 [::1]:5353;

J

Ajipec MoxkeT OBITH yKazaH B BHJE JoMeHHOro mmenu win [P-ajgpeca, u Heobsizarenbuoro nopra. Ecim

OpT He yKazaH, ucrojib3dyercs mopT H3. Cepsepsl DNS omparmuBaioTcs MUKIMIeCKH.

ITo ymonuanuto Angie kammpyer orBeThl, UCO/b3ys 3HaveHne 1T TL u3 orsera. HeobstzarenbHbIl napa-

MeTp valid mo3BoJIsieT 3TO mepeoInpeIe/uThb:

valid 1e0bA3aMeAbHBLT TTAPAMETD, IO3BOJISIET TIEPEOIPEIE/INTH CPOK KIMMUPOBAHMUS OT-

BeTa

[resolver 127.0.0.53 [::1]:5353 valid=30s;

1

Ilo ymomganuto Angie 6yzer uckarb kak [Pv4-; tak u [Pv6-anpeca nmpu npeobpa3oBaHuu UMeH B ajpeca.

ipv4=off zamperaer nouck [Pv4-anpecos
ipv6=off zanpemniaer nouck [Pv6-agpecos
status_zone HeobA3aMeNbHbIT TTApAMETD, BKIIIOYaeT cOOp MHMOPMAIIAN O 3aIIPOCAX U OTBETaX

cepBepa DNS B ykazaHHOi1 30He

© Coser

g npenorsparmienns DNS-ciydunra pekoMmenryercst ucmnoib3oBarb DNS-cepBepbl B 3alUIEHHON

JIOBEPEHHON JIOKAJIbHOHI ceTH.

© Coser

[Ipu 3amycke B Docker ucnosb3yiite coorBercrByonuii BayTpenuuit anpec DNS-cepsepa, Hampumep

127.0.0.11.
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resolver timeout

Cunrakcuc

resolver_timeout spema;

Ilo ywmomua- resolver_timeout 30s;

HUIO

Konrekcr mail, server

Sasaer TaiiMayT 11 MpeoOpa30BaHUS UMEHU B aJIPEC, HAIIPUMED:

[resolver_t imeout b5s;

server
CunTakcuc server { ... }
Ilo ywmomua- —
1503000)
Konrekcr mail

Sasaer KoHDUTYPAIIIO JJIs cepBepa.

server name

Cunrakcuc

server_name UM,

Ilo ymonmua- server_name hostname;

HHUIO

Konrekcr mail, server

3asaer UMs cepBepa, UCIOJIb3yeMOe:

e B HavasbHoM npusercreun POP3/SMTP-cepsepa;

e B salt npu ayrenruduxanuun SASL-meronom CRAM-MD5;

e B komange EHLO npu nmomkmouennn k SMTP-0skenay, eciim paspemreHa mepeiada KOMAaH]IBI

XCLIENT.

Ecsn nupekTuBa He yKazaHa, HCHOJIb3yeTcs UMst XocTa (hostname) MaIIMHBL.

timeout

Cunrakcuc timeout epems;
Ilo ywmomua- timeout 60s;
HUIO

Konrekcr mail, server

3asaer TaiiMayT, KOTOPBIA HCIIOIB3YeTCsl 10 HAaYaJIa TPOKCHPOBAHNS HA OIKEH.
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3.3.5 Mopgynb Google PerfTools

Bruouaer nopiepkky npoduinpoBanus pabounx mporeccoB Angie npu momormu Google Performance
Tools. Mojtysb ipeiHasznades 1jisi pa3paboTankoB Angie 1 mo3BOJISIeT UM aHAJU3UPOBATH U OITUMHU3UPO-
BaTh [IPOU3BOUTEILHOCTD CEPBEpAa, MPEI0CTABIIsIS TOAPOOHY 0 HH(MOPMAIIIO 00 UCIOJb30BAHUY TAMSITH,
3arpysKe IpoIeccopa U JPYyTrUuX METPUKAX ITPOU3BOJMTETLHOCTH.

IIpu cbopke m3 MCXOHOrO KOJIa MOJY/Ib HE COOMPAETCS 0 yMOJIYAHUIO; €ro HEOOXOIMMO BKJIOUHUTH C
[IOMOIIIBIO ITapaMerpa cOopKu --with-google_perftools_module.

@ Baxmno

st s3TOro Moysist Hy»KHa 6ubsmoreka gperftools.

Mpumep koHdurypauymn

[google_perftools_profiles /var/log/angie/perftools;

IIpoduiu 6ymyT coxpausaTbest B aiiyax Buga /var/log/angie/perftools.<PID paboduero mpomecca>.

OupekTusnbl

google perftools profiles

CunTakcuc google_perftools_profiles npegpurc Patina;
Ilo ymomua- —

HUIO

Konrekcr main

Sanaer npedukc nmenn daiina, rae OyaeT XpaHuThCst HHPOPMAIHs 0 TPOMUInpOBaHn pabOIero mpo-
necca Angie. Unentudukarop pabodero mnporecca 100aB/IsieTcsl B KOHIIE UMEHU depe3 TOUYKY, HAIPUMEp:
/var/log/angie/perftools.1234.

3.3.6 Mogyns WASM
WAMR

Moyyiib obecrieunBaer unrerpamuio ¢ WebAssembly Micro Runtime st Beinostrernss WASM-koza, 110-
GaBJIsisi PsIJ IUPEKTUB, CIelUDUIHBIX JJIT TOH CPeJIbl BBIMOJHEHUsI, B KOHTEKCT wasm, modules.

B mamunx penosuropmsx MOJyJab CcOOpaH JUHAMHYECKH M JOCTYIEH OTJEJIbHBIM I1aKETOM
angie-module-wamr.
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Mpumep koHcpurypayun

wasm_modules {
wamr_heap_size 16k;
wamr_stack_size 16k;

load fft_transform.wasm id=fft;

OdupekTusnbl

wamr heap size

Cunrakcuc wamr_heap_size pasmep;
Ilo ymonya- wamr_heap_size 8k;
HHIO

Konrekcr wasm__modules

VcranaBiauBaeT pa3Mep Kydu s OTHEJIHHOTO SK3EMILISPa MOJLYJIH.

wamr_global heap _size

Cunrakcuc wamr_global_heap_size paswmep;
Ilo ywmomua- wamr_global_heap_size 1m;
HHIO

Konrekcr wasm__modules

VceranaBauBaeT pa3Mep Kydu Jis Beeii cpelibl Boimosinenns WAMR.

wamr stack size

Cunrakcuc wamr_stack_size pasmep;
Ilo ymomua- wamr_stack_size 8k;
HUIO

Konrekcr wasm__modules

YcranasiuBaeT pa3Mep CTeKa JJis1 OTAC/JIbHOI'O 9K3CEMILJISIpa MOJLYJIs.
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Wasmtime

Monynn obecriednBaeT MWHTErPAIMIo cO Cpeloil BbimoaHeHus Wasmtime s suimosaenuss WASM-koja,
00aBIIsis Psifl TUPEKTUB, CHEUMUIHBIX [JIs 9TOW CPebl, B KOHTEKCT wasm_ modules.

B mammx penosuropmax MoOJyiab coOpaH JUMHAMUYECKM M JIOCTYIeH OTJIEJIbHBIM  IIaKETOM
angie-module-wasmtime.

Mpumep koHdurypauymn

wasm_modules {

wasmtime_stack_size 8k;

wasmtime_enable_wasi ;

load fft_transform.wasm id=fft;

OupekTussl

wasmtime enable wasi

Cunraxcuc wasmtime_enable_wasi on | off;
Ilo ymomua- wasmtime_enable_wasi on;
HUIO

Konrekcr wasm__modules

Bkirouaer nim orkirogaer ucnosbzoBarare API WebAssembly System Interface, npemocrasisitonux 6a-
3ol POSIX-noobusiit dhyuxinuonas as WASM-moyieit, 3anmyckaembix B Angie.

(5 ) IIpumevuanue

API, cienuduunble 1y Angie, MOXKHO pa3pellnThb SBHO C IIOMOIIBIO JUPEKTUBBI [oad.

wasmtime _stack _size

Cunrakcuc wasmtime_stack_size pasmep;
Ilo ymomua- wasmtime_stack_size 8k;
HUIO

Konrekcr wasm_modules

YceranaBauBaeT Ui 3HAYEHUsT max  wasm  stack 3ajiaHHBI pasMep, TeM CaMbIM OTDAHUYIUBAS MaKCHU-
MaJIbHBIA 00beM CTeKa, HOCTYIIHOrO JiJisd BbinosHeHnss WASM-koza.

OcCHOBHOI1 MOJLYJ/Ib, peaym3yonmii 6a3oByio dpyHKImoHaIbHOCTE WASM B Angie: OH BKJIIOUAET 011€PK-
Ky 3arpy3KH aJIbTePHATUBHBLIX CpeJi BhioJHeHus u Moayneiit WASM, a Takke HACTPOWKY WX (DyHKITHI
U OI'paHUYCHUI.

Jpyrue Mojysid B 3TOM pa3jielie PacIiupsioT JaHHY0 GyHKIIMOHATBLHOCTD, IIO3BOJIsI THOKO HACTPANBATD
U ONTUMU3UPOBATh BO3MOXKHOCTH WASM jijis1 pa3/myHbIX ClIEHAPUEB U TPEeOOBAHMIA.
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B Hammx pemno3uTOpusX MOJIYJIb COOpaH JMHAMHMYECKH U JOCTYIIEH OTJEJIbHBIM IIaKeTOM
angie-module-wasm.

Mpumep koHdurypauymn

# OTM OWPEeKTUWBH 3arpyXalT OCHOBHYKH QyHKINOHAILHOCTH

load_module modules/ngx_wasm_module.so;

load_module modules/ngx_wasm_core_module.so;

load_module modules/ngx_wasmtime_module.so;

# HocTymus 3mech: https://git.angie.software/web-server/angie-wasm
load_module modules/ngx_http_wasm_host_module.so;

load_module modules/ngx_http_wasm_content_module.so;

load_module modules/ngx_http_wasm_vars_module.so;

events {

}

wasm_modules {
#use wasmtime;

load ngx_http_handler.wasm id=handler;
load ngx_http_vars.wasm id=vars type=reactor;

}
http {
wasm_var vars '"ngx:wasi/var-utils#sum-entry" $rvar $arg_a $arg b $arg_c $arg_d;
server {
listen *:8080;
location / {
return 200 "sum('$arg_a','$arg b','$arg c','$arg_d')=$rvar\n";
}
location /wasm {
client_max_body_size 20M;
wasm_content handler "ngx:wasi/http-handler-entry#handle-request";
}
}
}
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AduvpekTunsbi

load

Cunrakcuc load file id=wdenmuguramop [fs=nymv_xzocma:nymv_eocms)]... [api=api]...
[type=command | reactor]

Ilo ymomua- —

HUIO

Konrekcr wasm__modules

3arpyzkaer MOJyJIb U3 aling HA JUCKe U HA3HAYAeT eMy YHUKAJbHBIN udenmudgduramop (0bsi3aTesbHbIi
napamerp). Bo Bpems 3arpy3Ku IPOUCXOUT IIPOBEPKA TOIO, YTO MOYJIb MOKHO MHCTAHIIUPOBATD.

JupekTruBa HOAIEPKUBAET CJICIYIOMNE TapaMEeTPhI:

fs ITo3BoJIsIET TOCTIO Oy YUTH JIOCTYII K KATAJIOrY Ha XocTe. [lapamerp MoxkeT ObITh
YKa3aH HECKOJIbKO Pa3 Jjisl PA3HBIX KATAJIOTOB.
api SIBHO orpammumBaer crnucok API, paspemeHHbIX s MOJYJsl, MEPEUUCIsasa UX.
Ecsin mopysis nbitaercs ucnosb3osarh megocryiabie API (He ykasannble 371€ech),
BosBpaiaercs omubdka "API #e naiigen".
ITo ymomuanuro momysito jgoctynabl Bce API.
type VipasiisieT }KU3HEHHBIM [UKJIOM 3arPy2KEHHOTO MOJTYJIS.
e B pexxume command malnmHa BBITOJHSIETCS OJIUH Pa3, U €€ COCTOSIHUE yHU-
YTOXKAETCS TOCTIE BBIIOJTHEHMUS.
e B pexxume reactor marmmua pakTuIeckKn paboTaeT 6ECKOHETHO, TTO3BOJIAA
BBIMIOJIHATH KOJ[ MHOTOKPATHO. DTO TpebyeT BHUMATEILHOTO YIIPABJICHUS
[MaMSITBbIO: €CJIM PECypPChl He OCBODOOXKIAOTCS, MOI'YT BO3HUKHYTH YTEUYKH

MAMSITH.
wasm modules

Cunrakcuc wasm_modules { ... };
Ilo ywmomua- —

HUIO

Konrekcr main

JupekTrBa BepXHEro YPOBHS, KOTOpas MPEIOCTABJSIET KOHTEKCT daiiaa KoHdUryparmn, B KOTOPOM
JIOJIZKHBI yKasbiBaThcs JupeKTuBbl WASM. OHa MOXKeT cojlepKaTh KOMAaHJIbl IJIsi 3arPy3KU MOLyJIei
WASM u HacTpoiiKu napaMerpoB, CHEUMUIHBIX JJIs TON MM UHOM CPEJIbl BHITOJIHEHUS.

3.3.7 OcHoBHoIi moaynb

Ocroenotll modyas — YupaBieHue ciyKebHbIME daiilaMu, MIPOIeccaMy U IPyTuMEu Moyasvu Angie.

3.3. BcTpoeHHble mopynu 471



12850

Onuncanne yHKLMOHANLHBIX XapakTepucTuk, sepcus 1.9.0

3.3.8 HTTP-mopynu

HTTP
Access
ACME
Addition
API

Auth Basic
Auth Request
AutoIndex
Browser (ycraped)
Charset
DAV

Empty GIF
FastCGI
FLV

Geo

GeolP
gRPC
GunZIP
GZip

GZip Static
Headers
HTTP2
HTTPS
Image Filter
Index

JS

Limit Conn
Limit Req
Log

Map
Memcached
Mirror

MP/,

Perl
Prometheus
Proxy
Random Index
ReallP
Referer
Rewrite
SCGI
Secure Link
Slice

Split Clients
SST

SSL

Stub Status (ycrapen)
Sub
Upstream
Upstream Probe
UserlD
uWSGI
XSLT

OcHoBHast GyHKIMOHATHLHOCTD 11t 0opaborkun HTTP-3ampocos u orseros, ynpasienus HTT!
KonTposs gocryna na ocnose IP-ajpecos u nuamazonos CIDR.

ABromarmaeckoe mosrydenne SSL-ceprudukaros mo nporokosry ACME.

Bceraeka 3aganHoro doparMenTa 10 min mocje Tejia OTBETA.

RESTful HTTP-unrepdeiic st momydenns: 6a30B0it mEMDOpMAIIN O BEO-CEPBEPE U €TI0 CTATH!
Bazosass HT'TP-ayrenrudukanus 11s KOHTPOJIS JOCTYIIA IO UMEHU MOJIH30BATE S U MAPOJIIO.
ABropusanusi ¢ oMoIpo noazamnpoca K BaemHemy HTTP-cepsucy.

ABTOMATHYECKUIT JIUCTUHT JUPEKTOPUil 663 UHIEKCHOrO (aiiia.

Ornpenesienne 6paysepa Ha OCHOBe 3arojioBka User-Agent.

Hacrpoiika u npeobpa3oBanue KOIUPOBKHA OTBETA.

Vupasienue daitamu Ha cepsepe 1o nporokoiay WebDAV.

Ornagua ojgHONUKCeIHbHOrO po3padnoro GIF.

IIpokcuposanme 3ampoca k FastCGl-cepsepy.

IceBmo-crpumunr daitnos B hopmare Flash Video (FLV).

IIpeobpaszoBanne IP-ajgpecos B 3aaHHBIC 3HAYEHUSI IIEPEMEHHBIX.

Tlonygenune manabix 06 [P-agpecax Ha ocHOBe reosiokaruu mo 6azam MaxMind GeolP.
IIpoxkcuposanme 3ampoca k gRPC-ceprepy.

PacnakoBka cxkarbix GZip-oTBETOB it UX MOMUMUKAINN U B CJIydasX, KOTJa KJIMEHT He MOJY
Caxkatue orBeToB MeTojoM GZip Ji71st SKOHOMUE TpaduKa.

Otmaga crarudeckux (GailjioB, IPeIBAPUTEIBLHO C2KAThIX MeTojgoM GZip.

W3menenne moJieit 3arojioBKa, OTBETA.

O6paborka 3amnpocos 110 nporokoiay HTTP /2.

O6paborka 3amnpocos 1o nporokoiay HTTP/3.

IIpeobpazoBanne n306paskKeHmii.

Hacrpoiika MHIAEKCHBIX (DaiiiioB, 06CIYKUBAOIIUX 3AIIPOCHL ¢ KOCOH 4epToit B KoHIE (/).
O6paboTumKy J1jTsi PACIIUPEHns (PYHKIIMOHAJIBHOCTHU IIyTeM 33 aHUsl JOMOJHUTETLHOM JIOTUKH
Orpanudenue 9ucjia OJHOBPEMEHHBIX 3alPOCOB (AKTUBHBIX COEJIUHEHUN) JJIsl 3aIMUThL OT Hepe
Orpanndenre 9acTOThI 3alPOCOB JIJIsl 3AIUTHI OT MEPETPY3KH U [I0I00Pa MapoJIeil.
Hactpoiika »xypHasa 3apocoB JJisl OTCIEXKUBAHIS ODPAIEHIA K PECYPCaM C IEIbI0 MOHUTOD
IIpeobpasoBanne mepeMeHHBIX Ha OCHOBE IIPEIOINPEIe/IeHHBIX map "Kiod-3Hadenue" .
ITosyuyenune orBeroB or Memcached-cepsepa.

3epKampoBaHue 3aIIPOCOB Ha JIPYTUE CEPBEPHI.

IIceBno-crpumunr daitios B popmare MP4.

O6paboTumky Jjist paciiuperns: (PYHKIINOHATBHOCTH ITyTeM 33JIaHNs JOMOJTHUTEHHON JIOTUKH
Metpuku cepBepa B popmare, coBMecTUMOM ¢ Prometheus, /it MOHUTOPHUHTA B COOpa CTATHUC
PesepcuBnoe npokcuposanue 3amnpocos K jipyrum HTTP-cepsepam.

Curyuaituplii BBIGOp uHIEKCHOrO (baiiia JJisd 3aIpOCOB, OKAHIUBAIONIMXCS KOCOi 4epToii (/).
Ormpefiesienne ajipeca U MOPTa KJIMEHTA TIPpU PaboTe 3a APYIUM ITPOKCH-CEPBEPOM.

Basmnanua snadennii 3arosioska Referer.

Momudurarus URI 3ampoca, nmepenarnpaBeHusi, yCTAHOBKA TTEPEMEHHBIX U BBIOOP KOHMUTYPa
IIpokcupoBanue 3ampoca k SCGI-cepsepy.

Cozanne 3alUINEHHBIX CCBIIOK ¢ BO3MOXKHOCTBIO OTPaHUYEHHS CPOKA JIOCTYIIA.

Paznenenue 3anpoca Ha MHOXKECTBO MOJ3AIIPOCOB K OTJIEIbHBIM (hparMeHTaM JJIsl JIydIIero K3
Coznanue nepeMenHbIX it A /B-rectupoBanusi, KAHAPEEYHBIX PEJIU30B, IAPAUHTA U JPYTUX
O6pa6orka xomamz SSI (Server Side Includes) B orBerax.

Hacrpotiika SSL/TLS myst 06paboTkn 3ampocos no nporokoiay HTTPS.

IytobasibHbIe CYETYNKY COEIMHEHMI U 3alIPOCOB B TEKCTOBOM (bOpMATe.

Tlouck u 3amena pparMeHTOB B TeJie OTBETA.

Hactpoiika rpymm mpoKcupyeMbIX cepBEpPOB Il OAJaHCUPOBKYU HATDY3KHU.

HacTtpoitka aKTHBHBIX MPOBEPOK pabOTOCIIOCOOHOCTH /I TPYII MPOKCUPYEMBIX CEPBEPOB.
Brimaga u obpaboTka cookie ¢ yHUKAIbHBIM UIEHTU(MDUKATOPOM KJIUEHTA JJIsT OTCICIKUBAHMS (
IIpokcuposanme 3ampoca k UWSGI-cepsepy.

IIpeobpasoanne XML-mokymeHTOB € ToMoIpo s3bika XSLT.

3.3. BcrtpoeHHble moaynu
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3.3.9 lNoTokoBble moaynu

Stream OcHoBHast GHyHKIMOHATILHOCTH ITOTOKOBOTO CepBepa st bajgaHcupoBKu mporokosaos TCP
u UDP na yposue L4.

Access KonTposs gocryna wa ocnose IP-ajpecos u puamazonos CIDR.

Geo IIpeobpaszosanne IP-agpecos B 33 aHHbIE 3HAYEHUS IIEPEMEHHBIX.

GeolP Tlonyuenune nmamabix 06 [P-agpecax Ha ocHoBe reosiokaruu o 6azam MaxMind GeolP.

JS O6paboTInKy JJTs PACIIUPEHHs (DYHKIINOHAJILHOCTH IIyTEM 3aJIaHNs JTOTIOJTHUTEIHHOM JI0-
TUKH Ha NjS, TOJMHOXKECTBE si3blka JavaScript.

Limit Orpannvenre 9nucia OJHOBPEMEHHDBIX COEIMHEHUN JJIsi 3aIUTHI OT IIEPErPy3KH.

Conn

Log Hacrpoiika »kxypHaja ceccuil Jjisi OTCJIEXKUBaHUS OOPAIEHUT K PecypcaM C IEIbI0 MOHU-
TOPUHTA U AHAJIH3A.

Map [IpeobpasoBanue mepeMEHHBIX Ha OCHOBE IIPEIOIPEIe/IeHHBIX map "KioJy-3Hadenne" .

MQTT Yrenne naeHTrUKATOPa KIMEHTA W UMEHN MOJIb30BATES U3 COEMHEHUs MO ITPOTOKOITY

Preread  MQTT 10 MOMeHTa NPUHSITHS PEIIeHnsi O 6AJIAHCUPOBKE.

Pass Ilepemada MpUHATHIX COEIUHEHUI HAIIPSIMYIO B HACTPOEHHBIN CJIYIIAIONIUN COKET.

Proxy Hacrpoiika mpokcupoBaHus K APYyTUM CEPBEPAM.

RDP Urenne cookie m3 coemumuenust mo mporokoay RDP 10 momenrta npumsitusi perreHusi o

Preread  GamaHCUpPOBKE.

ReallP OrnpeiesieHne ajipeca U MOPTa KJIMEHTa P paboTe 3a APYTUM TPOKCH-CEPBEPOM.

Return OTnpaBKa B OTBET KJIMEHTY IIPU €r'0 MOJIKJIIOUeHNN 33/ aHHOTO 3HAUYeHNsT 6e3 Ja/IbHelIero
[IPOKCUPOBAHMSI.

Set VcraHOBKa 3aJaHHBIX 3HAYEHUN TE€PEMEHHBIX.

plit Coznanue nepemeHHbIX i A /B-recrupoBanust, KaHAPEEYHBIX PEJIU30B, MIADJIUHTA U IPY-

Clients IUX CIIeHAPUEB, TPEOYIONUX Pa3esIeHus [0 IPOIOPIHOHAIBHBIM IDYIIIIaM.

SSL Tepmunanust nporokosios SSL/TLS u DTLS.

SSL Uszsnevyenue undopmaruu us coobmenus ClientHello 6e3 repmunanuu SSL/TLS u o

Preread ~ MOMeHTa IPUHSATHUS PEIIeHUsS O OATAHCUPOBKE.
Upstream Hacrpoiika TPy TPOKCUPYEMBIX CEPBEPOB I OAJAHCUPOBKA HATDY3KH.
Upstream HacTpoiika aKTHUBHBIX IIPOBEPOK PabOTOCIIOCOOHOCTH I TPYIII MPOKCUPYEMBIX CEPBEPOB.

3.3.10 NouToBbIe Mmoaynun

Majil OcHoBHas1 (PyHKIIMOHAILHOCTD IIOYTOBOIO IIPOKCHU-CEPBEPA..

Auth HT' Ayrentuduramnus mojb30Bareeil 1 BEIOOP cepBepa Jjis MOCJIEIYIONEro IMPOKCUPOBAHUS C
nomormbio HTTP-3anpocoB k BHeITHEMY cepBepy.

IMAP [Mommepzxka mporokosa IMAP.

RORS; Mommepxka mporokosaa POP3.

Proxy Hactpoiika mpokcupoBaHus K JIPYTUM CEPBEPAM.

ReallP Omupejesienne ajipeca U MOPTa KJIXEHTA IPpU paboTe 3a APYTUM TPOKCU-CEPBEPOM.

SMTP [Mommep:xka nporokosa SMTP.

SSL IMopuepxka nporokoiaos SSL/TLS u StartTLS.

3.3. BcTpoeHHble mopynu 473
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3.3.11 Mopynb Google PerfTools

Google Perf' OrBedaer 3a mHTerpanuio ¢ budmmorekoit Google Performance Tools mist mpodumupo-
BaHUs U AHAJIN38 IPOU3BOJIUTETHHOCTH TPUIOKEHWH.

3.3.12 Moagynu WASM

WASM OcHoBHas dyHkmonaabHocTh WASM, mo3Bosistromias 3amyckars WASM-koa B Angie.
WAMR Wuarerpamust ¢ WebAssembly Micro Runtime.
Wasmtime  HMuarerpamus co cpeoit BeimoHeHust Wasmtime.

3.3. BcrtpoeHHble moaynu 474
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rnABA 4

[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Jlokymenranust Ha mporpaMMubiii mpoaykT Angie PRO saBisiercs mHTENIEKTYaTbHOW COOCTBEHHOCTHIO
00O «Beb6-CepBep», HOKyMeHTAllUsl CO3JaHA B pe3ysbrare u3MeHeHus (mepepaboTKu) JOKYMEHTAIU
HA TPOrpaMMHBIH TpoaykT Nginx.
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