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AHHoTaums

Hacrosmuit nokymeHT comepKuT nHGOPMAINIO, HEOOXOIUMYIO JIsi SKCILIyaTAIlNA TPOTPAMMHOTO 0bec-
nevyenusi Angie ADC.

Angie ADC — uporpammHuoe obecriederne Kjacca "KOHTPOJLIED JIOCTaBKY IPUJIOXKEHUI" | KOTOpoe Ipe/l-
cTaBisieT coboii cucreMy OGajaHCHpPOBKH, BKiodatoriee DNS-6amaHCUPOBKY, a TaKKe MO3BOJISOIIEE
MapIIPyTU3UPOBATH U HAJIAHCUPOBATH CETEBBIE 3AIIPOCHI, UCIIOJIB3Ysl ITPOTOKOJILI MAPIIPY TH3AIUN BHEII-
HETrO W BHYTPEHHErO IILII03A.
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FABA 2

Obuyme ceepeHus

Angie ADC — xkoMmILIeKCHOE TIporpaMMHOe obecriedeHue st GaJaHCUPOBKY HATPY3KH WM YIIPABJICHUS
CeTEeBbIM TPAMUKOM JJIsI CO3aHUs THOKOH, MPOU3BOAUTEILHON 1 6€30IAaCHON NHPPACTPYKTYPHI.

Ocobennocru:
e DajaHCHpOBIIUK HArpy3kKu Ha ypoBHaAX L4-L7.
e Iiobasnbuas DNS-6anancuposka (GSLB).
o JlnHaMUYecKasl MapIIpy TH3AIHS.
e Pertenus s obecriedennsi BLICOKOH JOCTYITHOCTH.
e [Ipucyrcrsue B peectpe poccuiickoro 110.

Angie ADC umeer yno6ubliii BeG-unrepdeiic, komanauyio crpoky (CLI) u API mia unrerparuu ¢ BHer-
HUME CHCTEMAMHE, YTO 0OECIEYNBAET IOHITHBIA M HAIEKHBIA MOHUTOPUHT U yIpaBjeHne (byHKIUSIMU.

Angie ADC nocrasssiercst Kak BupryasnabHoe yerpoiictso (Virtual Appliance).
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BanaHcnpoBLVK Harpysku

B srom pasjese cobpaHbl IpuMepbl HACTPOWKN KOH(MUTypaIruu dajaancupoBiuka Harpy3kun Angie ADC
110/T Pa3HbIE 3aJIA4H.

Hacmpotxa xondueypayuu

IIposepku pabomocnocobrocmu cepsepos
Pesepenoe konuposarue u 60ccmanosaerue
Baepyska u pazdava cmamuveckur PBatinog

C’pr(lGO%HbLG MaAMEPUANDL

3.1 HacTtpoiika koHdurypaunn

Ilo ymomganuio B kouduryparmuonaoM daiiae 6aIaHCHPOBITIKA HATPY3KHU 38IaHbI CJIELYIONNEe HACTPOM-
KU:

e 00IMe HACTPOIKHY;

® HACTPONKH KypHAJIOB U HOpMAaT 3alHCei;

® KOJIMYIECTBO COEIMHEHMI, KOTOPhIE MOXKET OJIHOBPEMEHHO 00pabaThiBATh OJUH pabOUMil MpoIece;
e nactpoiiku HTTP;

e Turbl (ailios;

® HACTPONKH OCHOBHOI'O CEPBEPA U JOUOJHUTEIbHbIE MAPIIPYTHI.

Bor MozkeTe HACTPOUTH HAAHCUPOBINUK HATDY3KHU II0JT CBOU TIEJIU, OTPEJIAKTUPOBAB €r0 KOH(MUTYPAIHIO.
Tun 6ajaHCUPOBKU HAIPY3KH 3aBUCHT OT KOHKDETHbIX 3ajad. st paborsl Ha HuskoMm yposae (TCP,
UDP) mocrynHa stream-6aqaHCUpPOBKA, sl TIPUIOXKEHNN U BeG-CepBUCOB — GAIAHCUPOBKA HA YPOBHE
npustoxkennii (HTTP).

© IIpumeuannue

IIpu macrpoiike kouduUrypamuu He 3aHuMaiiTe CJeLyONUe IOPThl (ITU IMOPTHI UCIIOIb3YIOTCSA BHYT-
pennumu cepsucamu Angie ADC):
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TCP: 22, 25, 53, 2022, 2601, 2602, 2603, 2604, 2605, 2606, 2615, 2616, 2617, 2619, 2623, 3000, 3050,
3051, 3053, 3081, 3101, 3111, 5432, 8080, 9090, 9898

UDP: 53, 323, 3784, 3785, 4784

3.1.1 PepakTtupoBaHue koHdurypaumm 6anaHcMpoBLLNKA HArpy3Ku

YTo0bI OTPesakTUPOBATh KOH(MUTYPAIUO OaJTaAHCUPOBIUKA HATPY3KHU, BBIIOJHUTE CJEAYIOIue Jeii-
CTBUS:

1.
2.

Orkpoiite kKoucob Angie ADC.

Ha BKJIQJIKE [Tamesnn MOHHUTOPHHT A BbI6epI/ITe BUJIZKET 6a.HaHCI/IpOBH_[I/IKa Har'Py3KU U HaXMUTE Ha
Hero.

OTKpoercs 9KpaH MOHUTOPUHTA € JIETATbHOM nHpOpMaImeit.
Hazxmure kHOUKY KoHUrypanus B BepXHel [IPaBOil YaCTH IKPAHA.

OTkpoercss KOHDUTYPAIIMOHHBIH (haiiy GaIaHCUPOBIIUKA HAIPY3KH. BBl MOXKeTe BHECTH NPABKU B
TEKYIIYI0 KOH(MUTYPAIUIO WM BbIOPATH OIHY U3 IPEIBLIYIINX BEPCUil, MEJKHYB CChUIKY UcTopus
B BepXHell 4aCTU KpaHa.

Brecure neobxoanmbie n3amenenust. [Ipumepbl HACTPONKU CM. HIKE.
Coxpannre aiis, HaXkaB KHONKY COXpaHUTD.

W3amenenust OyayT IPUMEHEHBI CPa3y.

3.1.2 O mexaHusmax BGanaHCUPOBKM

B Angie ADC mnojijiepKuBaoTCsl CTATHIECKUE U JIMHAMUYECKHE MEXaHU3Mbl PACIPEJIEJICHIsT 3aIIPOCOB
MEe2K/ly cepBepaMu.

Mexa- Onucatue HT" TCP/UDP

HNU3M

round-r¢ 3ampochl PACIPENENSIIOTCS [0 CEPBEPAM IIOCIEI0BATENBHO (MCIOIB3YETCs IO

YMOJTTIAHHUIO).

weight ~ 3ampockl pacIpenessiioTCs IO CepBepaM yUeToM Beca KaxKJI0ro cepBepa.

ip-hash ~ CepBep BbIOMpAETCS € MOMOINBIO XAM-DYHKIUMN Ha ocHOBe [P-anpeca kimenta,

9T0 00ECIIeYnBaEeT “JINIKOCTb CECCUM’ .

leasti cor Hospbrit 3alIpOC HalIpaBJIdeTCd Ha CcepBep ¢ MUHUMAJIbBHBIM KOJIMYECTBOM aKTHUB-

HBIX COEJIMHEHUH (HAMMeHee 3arpy KeHHBbIH ).

least tin BepoATHOCTBH Ileperadn COeJUHEHNs] aKTHBHOMY CEpPBEPY OOpPATHO IIPOHOPIIHO-

HaJIbHA CPEJIHEMY BPEMEHHU €ro OTBETA.

Jeedback BanancupoBka Harpy3ku 1o oOpaTHON CBsA3M (110 IPOU3BOJILHOMY [ApaMeTpy U3

OTBETa Ha OCHOBHOM MJIM IPOBEPOUHBIH 3a1poc).

least bar BaslancMpoBKa Ha OCHOBE HAMMEHBIIETO MOTPEOJIEHUS [I0JIOCHI IIPOITYCKAHUSI.

least pac BajancmpoBKa Ha OCHOBE HAWMEHBIIETO YNC/IA MAKETOB B €IMHUILY BPEMEHU.

3.1.

Hacrtpoiika koHcurypauumn 4
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3.1.3 lMpumepbl HTTP-6anaHcMpoBKU Harpysku
Angie ADC MoxkHO HCIIOJIB30BaTh B KadecTBe BbicOKO3(dderkTusHOoro HTTP-6anancuposimka HArPy3-

KU JIsg pacupezesienns Tpaduka MeKy HECKOJIbKUME CepPBEPAMU IIPUJIOKEHU, TEM CAMBIM YJIydIIas
[IPOM3BO/IUTEHHOCTh, MACIITAONPYEMOCTD U HAJE2KHOCTD BEO-IIPUJIOXKEHUN.

BasoBsas HacTpoliika

Camast ipocTasi KoH(bUTyparust Jijist 6aIaHCUPOBKY HArpy3Ku ¢ oMorbio Angie ADC MoxkKeT BBITISIIETD
CJIEIYTIOMIIM O00PA30M:

http {
upstream myappl {
server srvl.example.com;

server srv2. example .com;
server srv3. example .com;

¥
server {
listen 80;
location / {
proxy_pass http://myappl;
}
}

B mpuBenerroM mpumepe:
e ['pymma cepsepoB myappl co/iepKUT Tpu cepBepa srvl, srv2 u srv3.
e Ha sTux cepBepax paboTaioT TPU IKIEMILISPA OJHOIO U TOTO K€ HMPHUIOXKEHUSI.
e Ucnoubsyerca mMeros GajancupoBku round-robin (110 yMOJI9IaHUIO).

e Bce 3ampocsr Ha opT 80 IIE€PEHANPABIILIOTCS Yepe3 IPYIILY cepBepoB myappl.

least conn

BanancupoBka Harpyskm 1mo HamMmeHee 3arpyKeHHOMY CEPBEDY.

Momynn 6astarncupoBKE Harpy3ku least_conn B mosaysine HTTP nosBossier pacipenensats Harpy3ky Oosee
PABHOMEDPHO, HAIIPABJIsIS HOBBIE 3AIIPOCHI HA, CEPBEPHI ¢ HAMMEHBITNM KOJIMYEeCTBOM aKTHUBHBIX COEJIMHE-
HUIi. DTOT METOJI PEKOMEHJLYETCsI, €CJIU BpeMsi 00pabOTKU 3aIIpOCOB MOYKET CUJIBHO BAPbUPOBATHCS.

IIpumep kouduryparun:

http {
upstream backend {
least_conn;
server backendl.example.com;

server backend2.example.com;
server backend3.example.com;

3.1. Hacrpoiika koHdurypauymn 5
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server {

listen 80;
location / {

proxy_pass http://backend;

B sTom npumepe:

e JlupexkTuBa least_conn BKJIIOYAET METO OAJAHCUPOBKI HATPY3KH 0 HANMEHBIITEMY THUCIY COEIN-
HEeHUI.

o 11 baTaHCUPOBKHU HATPY3KHU OIPEJIEIeHbI TPU MMPOKCUPYEMBIX CepBepa.
e Bxopsime 3ampockl K cepBepy NMPOKCUPYIOTCA B rpyiry backend.
IIpenmymmecTBa MeTomA:

o ,HI/IHaMI/ILIeCKaH 6aHaHCI/IpOBKaZ HEIIPEPBLIBHO OTCJIE2KNBAaCT KOJIMIECTBO aKTUBHBIX COG,ZI;I/IHGHI/II‘/‘I JJIA
aJJallTallui K TeKyH.[efI Harpy3Ke Ha KaxKJIOM CepBepe.

e IIpocrora: paboraer 6€3 HEOOXOIUMOCTH HOMOJHATEILHBIX TapAMETPOB MJIH CJIOXKHBIX HACTPOEK.

e COBMECTHMOCTB: COBMECTUM C JIPYTUMU KOH(MUTYPAIUSIMI IPOKCUPYEMBIX CEPBEPOB, BKIIIOYAs BECA,
MaKCHMAaJIbHOE KOJIMYeCTBO cOOEB M BpeMsl OXKUJIAHUS [TOCJe cOOst.

ip-hash

BanancupoBka HArpy3Km ¢ cOXpaHeHUEM CECCHil.

Mertoapr round-robin u least-conn He rapaHTHPYIOT, ITO 3aMPOCHI OT OTHOTO KJneHTa OymayT obpaba-
TBIBATHCSL OJJHUM U TE€M 2Ke cepBepoM. Ecin BaXKHO, YTOOBI KJIMEHT BCETIa HAIIPABJISLICS Ha OJINH CepBEp
(HaIpUMep, NPU UCHOJIB30BAHNN CECCHOHHBIX JAHHBIX ), MOYKHO HCIIOJIB30BaTh MeTOJ ip-hash.

IIpumep rouduryparun:

upstream myappl {

ip_hash;

server srvl.example.com;
server srv2.example.com;
server srv3.example.com;

Meron ip-hash rapaHTHpyeT, 9TO 3alIpOCHl OT OJHOIO KJIMEHTA OyJIyT IIONaaTh Ha OJIUH CEPBEP, €CJIU
3TOT CepBep NOCTYIICH.

weight

Bsgermennas 6aiaHCHpOBKA HATPY3KH.

C moMoIIbio INPEKTUBLI weight MOXKHO yKa3aTh, KAKOI cepBep JT0/2KEH 00padaThIBATH OOJIBIIIE 3aIIPOCOB.
DToT crocob PEKOMEHIyeTCsl, €CJIU CePBEPhl UMEIOT PAa3HYIO MPOU3BOIUTEIHLHOCTD. 110 yMoraanuio Bec
cepsBepa paseH 1.

IIpumep:

3.1. Hacrpoiika koHdurypauymn 6
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upstream myappl {

server srvl.example.com weight=3;
server srv2.example.com;
server srv3.example.com;

B sT0it KOHDUTYpann KaxKible IATh 3aIPOCOB OYIYT PaciupeesIeHbl CJIe YoM 00pa30M: TPHU 3alIpoca
MONAIYT Ha srvl, OJIUH 3alpOC — Ha STV2 U €Ile OJUH — Ha Srv3.

Metox weight MOYXKeET MCIIOIB30BATHCA B KOMOMHAIIMA ¢ MeTofamu round-robin u least-conn.

least _time

BaHaHCI/IpOBKa Harpy3KH Ha OCHOBE€ HaMMEHLIIIEI'O BPpEMEHU OTBETA.

Monyne bamarcupoBku Harpy3ku least_time 3ajaer s TPYIIIbI METOM OAJAHCUPOBKU HAIDY3KU, IIPU
KOTOPOM BEPOSTHOCTH II€PE/Iadn COeINHEHNS aKTUBHOMY CePBEpPY 0OPATHO MPOIOPIIMOHAIbHA CPETHEMY
BPEMEHH €r0 OTBETA; YeM OHO MeHbIIle, TeM OOJIbINEe COoenHeHnlt OyIeT MoIydaTh CEPBEDP.

Korna ncnons3osarh least_time?

o [lepemennast HArpy3Ka: 3aIIpOCHl PACIPEIE/IAIOTCS Ha CEPBEPBI, KOTOPBIE 00pabaThIBAIOT UX OBICT-
pee.

e Bricokast JIOCTYIIHOCTDB: YMEHBbIIAETCA BpeMA O2KUJIaHUA JIJId IOJIb30BaTEJIEN.

e ['eTeporeHHbIe CEPBEPHI: €CIIN CEPBEPHI NMEIOT pa3HOe 000PY0BaHNE WM HACTPOHWKM, least_time
IIOMOT'a€eT yYPABHOBECUTDb HAIPY3KY.

IIpumep KouduUryparmm:

http {
upstream backend {

least_time header;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com;

}
server {
listen 80;
location / {
proxy_pass http://backend;
+
}

B srom mpummepe least_time header: GajaHcHpoBKa OCHOBaHA Ha BPEMEHN OTKJINKA JI0 TIOJTYIECHUA
3arojI0BKa OTBeTa OT cepBepa.

3.1. Hacrpoiika koHdurypauyunm 7
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feedback

BanancupoBka 1o mpon3BoJIbHOMY MapaMeTPy W3 OTBETa Ha OCHOBHOI WJIM ITPOBEPOYHBIN 3aIIpOC.

Monynb GasancupoBku Harpy3ku feedback 3ajaer B upstream MexaHu3M OAJTAHCUPOBKY HATDY3KHU IO
obparnoit ¢Bs3u. OH IMHAMUYECKH KOPPEKTHPYET PEIeHus TP OaJaHCHPOBKE, YMHOXKAasl BEC KaXKJI0TO
[IPOKCUPYEMOI'0 CepBepa Ha CpejiHee 3HaYeHne OOPATHOH CBsI3HM, KOTOPOE MEHSIETCSI ¢ TEY€HHEM BPEMEHH
B 3aBHCHUMOCTH OT 3HAUEHHs IIEPEeMEHHON W MOMYMHSAETCsT Heobs3aresibHOMY ycaoBuio. [lo ymosraanuio
napameTp factor pasen 90.

[Tpumep xoudwuryparmm:

upstream backend {
zone backend 1m;
feedback $feedback_value factor=80 account=$condition_value;
server backendl.example.com;
server backend2.example.com;

map $upstream_http_custom_score $feedback_value {
"high" 100;
"medium" 75;
"low" 50;
default 10;

map $upstream_probe $condition_value {
"high_priority" "1";

"low_priority" "0";
default "1";

OTa KOH(MUIypalys KaTeropusupyeT OTBEThl CEPBEPOB 110 YPOBHSIM OOPATHOI CBsSI3W Ha OCHOBE OIIpeie-
JIEHHBIX OIIEHOK M3 IT0JIEl 3ar0JIOBKOB OTBETA, a TaKKe JI00aBJIseT ycioBue Ha $upstream_probe, UTOOBI
YUIUTBIBATH TOJBKO OTBETHI OT aKTUBHOM IIPpOoBepKU high_priority mim oTBETHI Ha OOLIYHBIE KIIMEHTCKUE
3aIPOCHI.

3.1.4 Mpumepbl TCP/UDP-6anancupoBku Harpysku

TCP /UDP-6anancupoBka Harpy3ku mossoJsier pacupezeists TCP- uaun UDP-rpaduk Mex 1y HeCKOIb-
KUMH CepBepaMu. JDTO IOJIE3HO JIJIsi TAaKUX 3aja4, Kak DajJaHCUPOBKa 0a3 JAaHHBIX, IIOYTOBBIX CEPBEPOB
uin apyrux TCP/UDP-cepBucos.

3.1. Hacrpoiika koHdurypauyunm 8
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Kondwmrypauunsa gna TCP

stream {
upstream tcp_backend {
server 192.168.1.10:3306 weight=2;

server 192.168.1.11:3306;
server 192.168.1.12:3306;

X
server {
listen 3306;
proxy_pass tcp_backend;
proxy_timeout 10s;
proxy_connect_timeout 5s;
}

B sroit konduryparnuu 3aj1aHa rpylia cepBepoB, yUacTBYIOIUX B GamaHcuposke (tcp_backend). Ha-
CTPOEH BEC JIJIsl CEPBEPOB, YTOOBI G0jIee MONHBIN cepBep notyyas 6oJblne 3anpocos (weight=2), Cepeep
CILyIIAeT BXOJSIIUE COeqUHEeHns Ha 1opry 3306 (ucnosbsyercs mig MySQL). Tpaduk nepenanpasiis-
ercs K rpytie cepBepoB tcp_backend. Hacrpoensr taiim-ayTor:

® MaKCHUMAaJIbHOE BpeMs OXKHJIaHUdA OTBeTa OT cepsepa 10s;

® MaKCHUMaJIbHOE BpeMs JIJIsI YCTAHOBJICHNS COCJIUHEHNSI C CEPBEPOM 5s.

Kondurypauusa gna UDP

s npuitoxkenuit, paboratorux depe3 nporokosa UDP, konduryparus ananorngaua TCP, #Ho ¢ HacTpoii-
kamu Ui UDP-rpaduka.

stream {
upstream udp_backend {

server 192.168.1.20:53;
server 192.168.1.21:53;

b

server {
listen 53 udp;
proxy_pass udp_backend;
proxy_responses 1;
proxy_timeout 10s;

}

3.1. Hacrpoiika koHdurypauyun 9



Angie
Software
PykoBopgcteo no akcnnyatauuu, sepcus 0.3.2

least bandwidth

BaHaHCI/IpOBKa Ha OCHOBE HAUMEHBIIIETO HOTpe6JI€HI/IH TIOJIOCHI IIPOITyCKaHUAd.

AJIrOpUTM IIEPUOAUYECKN BBIYUC/ISET CPEJHee HCIOJIb30BAHUE II0JI0CHI IIPOIYCKAHUSA JJIs KasKI0TrO
aTICTPpUM-CEpBEPA, UCHOIB3Ys (POPMYIY CKOJB3SAIIEr0 CPETHEro s CIIayKUBaHWSA KOJEeOAHUM CO Bpe-
meHeM. Kora HavMHAETCsT HOBasl CECCHsI, MOJIYJIb OAJIAHCUPOBKHU HArpy3ku least_bandwidth BuiOupaer
[IPOKCHUPYEMbIil CepBEP ¢ HAMMEHBIITUM CPEIHUM HCIIOJIb30BAHUEM ITPOITYCKHOM CIIOCOOHOCTH, CKOPPEKTHU-
POBaHHBIM C YIE€TOM BeCa CepBepa, €C/IM OH yKa3aH. DTOT MEXAHU3M TapaHTUPYEeT, YTO CECCUU HAIIPAB-
JIATOTCS Ha CepBEPBI, KOTOPBIE B HACTOSINEE BPEMs MCIOJIB3YIOT MEHBINE MPOMYyCKHON CIIOCOOHOCTH, ITO
CITOCODCTBYET PABHOMEPHOMY PACIIPE/IEJIEHUIO CETEBOI HATPY3KH.

IIpumep KoudUryparmm:

stream {
upstream backend {
least_bandwidth both factor=80;

server backendl.example.com:12345;
server backend2.example.com:12345;

}
server {
listen 12345;
proxy_pass backend;
+

B sTrom mpumepe:

e B mupexkTuBe least_bandwidth HacTpoeH ydeT KaK BXOIAIIEH, TaK M UCXOIAINEH ITPOIYCKHOMN CIIO-
COOHOCTH.

o KosddunuenT criiaxkuBaHust yCTaHOBJIEH paBHBIM 80, UTO BIUsIET Ha CKOPOCTH aJIAIITAIINN CPETHETO
3HAYEHUs] K U3MEHEHUSIM B MCIIOJIb30BAHUN IIPOIYCKHON CIIOCOOHOCTH.

o Jlyisi OATAaHCHPOBKY HATPY3KHU OIMPEEJICHBI Ba MPOKCUPYEMBIX CEPBEPA.
IIpenmyiecTBa MeToA:

o JlunamuyecKkas OAJIaHCHPOBKA: HEIIPEPBIBHO OTCJIEXKUBAET HCIIOJIB30BaHUE IIPOITYCKHON CIIOCOOHO-
CTHU IS aJIallTAlluN K TEKYyIell Harpy3Ke Ha KarKJIOM cepBepe.

o Kosdpdunuenr criakupanus factor KOHTPOJIMPYET OT3BIBYMBOCTD PACUYETa CKOJIL3SIIEr0 CPeIHe-
ro; 6oJjiee BBICOKMH KO3 DUImeHT o3uadaer 6osiee MeJICHHYIO aIalTaIllui0 K U3MEHEHUSIM.

e PexxuMbl: 1103BOJISIET BHIONPATH OAJIAHCUPOBKY HA OCHOBE BXOJMAIIEN TPOILYCKHOI CIIOCOOHOCTH, MC-
XOJISATIElH MPOITYCKHOM CIIOCOOHOCTH M 0OOMX BAPUAHTOB, B 3aBUCHMOCTHU OT IOTPEOHOCTEl mpu-
JIO?KEHHUS.

e CoBMECTHM C JAPYyTMMHU KOH(MUTYPAIMAME IIPOKCUPYEMBIX CEPBEPOB, BKJIIOYAs BECA, MAKCUMAJIbLHOE
KOJTUIECTBO COOEB U BPEeMsl OKUJIAHUS MOCe COOsI.

3.1. Hacrpoiika koHdurypauyunm 10
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least packets

BaHaHCI/IpOBKa Ha OCHOBE€ HaAUMEHBINETO YNCJ/Ia MTaKeTOB B € TUHUILY BPEMEHU.

Cpe/iHsist CKOPOCTDb TAKETOB JIJIsT KAYKJ0r0 IIPOKCUPYEMOT0 CepBEPa MEPUOANIECKH TPOBEPSAETCS € UCIIOJb-
30BaHreM (BOPMYJIBI CKOJIB3AIIET0 CPEIHEr0 JJIs CIVIayKUBaHUs KojiebaHuit co BpemeneM. Korma nxuim-
UpyeTCcs HOBBII ceaHC, MOJLY/Ib DaJIAHCUPOBKY HArpy3KH least_packets B IIOTOKOBOM MO/IyJie BbIOMpaeT
IIPOKCUPYEMBIiI CepBep C HAWMEHBIEH CpeJIHE!l CKOPOCTHIO Iepeadd MTaKeTOB, CKOPPEKTHUPOBAHHON ¢
YIETOM Beca cepBepa. IDTOT MPOIECC TapaHTUPYET, UTO CEAHCHI HAIPABJISIIOTCS HA CEPBEPBI, KOTOPhIE B
HACTOsIITlee BpeMs HAWMEHee 3arPy2KEHbI C TOYKH 3peHnsi 00pabOTKN MAKETOB, 9YTO CHOCOOCTBYET PABHO-
MEPHOMY PacIIPe/IeJICHUIO CeTeBO Harpy3KU.

IIpumep KoudUryparmm:

stream {
upstream backend {
least_packets both factor=80;

server backendl.example.com:12345;
server backend2.example.com:12345;

}
server {
listen 12345;
proxy_pass backend;
+

B sTrom mpumepe:
e B nupekTuBe least_packets HACTPOEH yYeT KaK BXOMIAIINX, TAK U UCXO/ISIIIX [TAKETOB.

o Koadpdunmenr crirakuBanust ycTaHoBjieH paBHbIM 80, UTO BJUsgeT Ha TO, KaK OBICTPO CpejHee
3HAYEHUE aJAlITUPYETCs K U3MEHEHUSIM CKOPOCTHU TIAKETOB.

e OmpesesieHbl [Ba MPOKCUPYEMBIX CepBepa s OAJAHCUPOBKN HATDY3KH.
IIpenmyimecTBa MeTomA:

o Jlunammyeckas 6aJaHCHPOBKA: HEIIPEPHIBHO OTCJIEXKUBAET CKOPOCTH ITAKETOB JJIsl 8/IAlTAIINNA K Te-
KyIIeil Harpy3ke Ha KaXKJOM CEPBEPE.

e [Tapamerp factor KOHTPOMPYET OT3BIBUNBOCTH PACUETA CKOJIB3LAIIErO CPEIHEro; 00ojiee BBHICOKU
K03 PuUImenT o3HavaeT 6oIee MEIJIEHHYIO aAlTAIIII0 K N3MEHEHUIM.

e Pexxumbl: 1103BOJISIET BbI6I/IpaTb 6&J’IaHCI/IpOBKy Ha OCHOBE 4YHCJIa BXOJLAIIUX ITaKETOB, UCXO/IAIINX
[IAKETOB MJIM ODOMX 3HAYCHUIA.

e CoBMecTHM C JPYyTUMHU KOH(DUTYPAIUSMEI TPOKCUPYEMBIX CEPBEPOB, BKJIIOYAS BECA, MAKCUMAJIHHOE
KOJIMIECTBO COOEB U BpeMsl OKUIAHUS TOCe cOOsI.

3.1. Hacrpoiika koHdurypauyunm 11
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hash

KonTekcTHOE X3mmpoBanue.

TonuepxuBaercs meros hash (Hanpumep, o IP wiu npoussosibHoMy 3Hadenuto). Eciau cepsep u3 mysa
CTaHeT HeJIOCTYIHBIM WU Oymer JT00aBJI€H HOBBIA CcepBep, MUHUMAJIHLHOE KOJUIECTBO KJIMEHTOB I€PEHAa-
[IPpaBUTCs Ha JIpyrue cepBepbl. Vcmob3yercs: st “JIUIKUX CecChuii”’; KOrja BaXXHO, YTOOBI 3AIPOCHI OT
OJIHOT'O KJIMEHTa BCerjia 00padaThIBAJINCH OIHUM U TE€M YK€ CEPBEPOM.

IIpumep:

upstream tcp_backend {

hash $remote_addr consistent;
server 192.168.1.10:3306;
server 192.168.1.11:3306;

Orpanuyenne IP

J1a 3amuThl MOXKHO HCIOJIB30BaTh orpanndenus [P yepes allow u deny.

IIpumep:

server {

listen 3306;

allow 192.168.1.0/24;
deny all;

proxy_pass tcp_backend;

B srom nmpuMepe pasperrieHa TOJIBKO JIOKAJIbHAS CETh, OCTAJIBHBIM JIOCTYII 3aIIPEITEeH.

3.2 lNpoBepkn paboTtocnocobHOCTU cepBepoB

Angie ADC BKJIFOUaeT IIACCHBHBIE M aKTUBHBIE TIPOBEpKU paboTocrocobrocTu cepsepos (health probes).
Eciu cepsep naunnaer orBevyars ¢ omubkamu, Angie ADC BpeMeHHO UCKJTIOUaeT ero U3 IyJia JIOCTYITHBIX
CepBEpOB.

3.2.1 lNaccuBHble npoBepku

IIpumep:

upstream myappl {

server srvl.example.com max_fails=2 fail_timeout=10s;
server srv2.example.com;
server srv3.example.com;

B sTo0it KoHbUrypanuu cepsep IoMedaeTcs Kak HeJOCTYIHbIH 110c/e ABYX HeyTadHbIX 3allpOCOB HOIpPsL
(max_fails=2). Yepes jecsTh CEKYHJ CEPBEP CHOBA IIPOBEPSIETCST HA JOCTYMHOCTH (fail_timeout=10s).
Ecu oH BOCCTaHOBUJICS, 3aIIPOCHI CHOBA, HAYMHAIOT OTIIPABIATLCA Ha ITOT CepBep.

3.2. Mposepku paboTocnocobHoCTN cepBepoB 12
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3.2.2 AxTtuBHble npoBepku ans HTTP

JlupexTrBa upstream_probe 3ajaeT aKTHBHYIO IPOBEPKY PabOTOCIIOCOGHOCTH CEPBEPOB TeX u_upstream,
KOTOpBIE yKA3aHbI B JIMPEKTHBAX ProXy_pass, uwsgi_pass U T. Jl. B TOM K€ KOHTeKcTe location, rie
HAXOJUTCS JIUPEKTHBa upstream_probe. [Ipu srom Angie ADC perysisipHO BBIIIOTHSIET 3aIPOCHI COTVIACHO
YKa3aHHBIM IIapaMeTpaM K KayKJIOMY CEPBEPY B COCTABE allCTPUMA.

CepBep HPOXOJUT IIPOBEPKY, €CJN 3aIPOC K HEMY YCIENIHO BBIIOTHSIETCS C YIE€TOM BCEX IapaMeTpOB
caMOll TUPEKTHUBLI upstream_probe m BCEX IIapPAMETPOB, BIUAIONINX HA HCIOJIL30BAHUE AIICTPUMOB TEM
KOHTEKCTOM location, rje oHa 3aJaHa. DTO KACACTCS B TOM UHCJIE JUPEKTHB Proxy_next_upstream,
uwsgi_next_upstream u mp., a Takzke proxy_set_header u T. 1.

J100BI NCIIOJIL30BATD IIPOBEPKU, B aliICTpuUMe H€O6XO,HI/IMa 30Ha paS,HeJIHeMOfI IIaMATHI (zone). ILJISI OJIHOI'O
aIlICTpUMa MOXKHO OIIPEIEJINTh HECKOJIBKO IIPOBEPOK.

Cunrakcuc upstream_probe UMA [uri=adpec| [port=uucaol |[interval=6pemas]
[method=memod] [test=ycaosue| [essential [persistent|| [fails=wucao]
[passes=wucao| [max_body=pasmep| [mode=always | idle | onfaill;

Ilo ymomua- —

HHIO

Konreker location

Mpumep

upstream backend {
zone backend 1mj;

server backendl.example.com;
server backend2.example.com;

}

map $upstream_status $good {
200 myn;
}

server {
listen ...;

location /backend {
proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=bs
test=$good
essential
persistent
fails=3
passes=3
max_body=10m
mode=idle;

3.2. Mposepku paboTtocnocobHoCTN cepBepoB 13
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MapameTpsbi

uMs O0bs13aTeIbHOE MMST TTPOBEPKH.

uri URI 3ampoca, KOTopslit j100aBJIsieTcst K apryMeHTy proxy_pass, uwsgi_pass u T.
1. Ilo ymomuanuro — /.

port AJTbTepHATHUBHBIH TIOPT JIJIsT 3aIIPOCA.

interval WNurepsan mex iy nposepkamu. [lo ymomganuio — 5s.

method HTTP-meron 3ampoca mposepku. Ilo ymomganuio — GET.

test IIposepsiemoe mpu 3ampoce ycJioBUe; 3a/@€TCsi CTPOKOI C mepeMeHHbIMU. Fcim
pe3yJibTaT IIOJCTAHOBKHU IlepeMeHHbIX — "" myu "0", npoBepKa He IpOoiijieHa.

essential Ecim napamerp 3aj1aH, TO N3HAYAIBHO COCTOSTHUE CEPBEPA TOJIEKUT YTOIHEHIIO
7 KJIMEHTCKHE 3aIIPOCHI He IePEeJIaloTCs €My, ITOKa IIPOBEPKa He Oy1eT IpoiieHa.

persistent YcraHOBKaA 9TOr0 mapamerpa TpebyeT cHadaJia BKIIOUUTH essential; cepBepsl ¢
persistent, paboraBmiue 70 epe3arpy3Ku KOHMUIY DA, HATHHAIOT IOy IaTh
3ampochl 6e3 HeOOXOIUMOCTH CHAYAJIa TTPOUTH ITY MPOBEPKY.

fails Yucso mocieoBaTeIbHBIX HEYCIIEIIHBIX 3aIIPOCOB, IIPH KOTOPOM IIPOBEPKA, CUU-
Taer cepsep Hepaboraronum. [lo ymosraanmio — 1.

passes YHucsio moc/ie1I0BATEIbHBIX YCIEITHBIX 3AIPOCOB, IIPU KOTOPOM ITPOBEPKA CIUTAET
cepsep paboraomum. [lo ymomganuo — 1.

max_body MaxkcumatbHbI 00beM maMsTn i1 Teaa orBeta. [lo ymomyanuio — 256k.

mode Pexxum 11poBepku B 3aBHCHMOCTH OT PabBOTOCIOCOOHOCTH CEPBEPOB:

e always — cepBepbl IIPOBEPAIOTCA HE3aBUCUMO OT COCTOSHHUS;
e idle — mpOBEpPSIIOTCS HEPabOTAIONINE CEPBEPHI, a TaKyKe CEepPBEpbI, TIE C
IIOCJIETHErO KJIMEHTCKOT'O 3alIpoca IIPOIJIO BpeMmd interval.
e onfail — MPOBEPAIOTCS CEPBEPDHI TOMBKO B HEPAOOTAIOIIEM COCTOSHUM.
IIo ymomuanmuio — always.

BcTpoeHHble nepemeHHble

Monyne http_upstream_probe IIo/IepXKUBAET CJIEIYIONIIE BCTPOEHHBIE ITepEMEHHBIE:

e $upstream_probe: nMs aKTUBHOII celiuac IPOBePKH upstream_probe.

e $upstream_probe_body: Tes0 orBeTa OT cepBepa, MOJIyYEHHOIO IIPU IIPOBEPKE upstream_probe.
Ero pa3smep orpanuuen nmapamerpom max_body.

Oetanu pabotbl

e l3HagabpHO cepBep He MOJIyYaeT KJIUEHTCKHE 3aIpOChl, TIOKa He TPOHIeT 6ce 3aaHHbIe /I HErO
IPOBEPKHU € apamMerpoM essential (mpomyckasl IIOMeYeHHbIe KaK persistent, ecsiu koudurypa-
Ml TIepe3arpy»KeHa 1 JI0 9TOTO cepBep canrasicst paboraromum). Ecan Takux MpoBEPOK HET, CEPBEp
CUUTAETCSA PAOOTAIOIINM.

e Cepaep cunTaercst HepabOTAIOIINM U HE IOy YaeT KJIUEHTCKUE 3aIIPOCHL, €CIU KaKAA-AUO0 3aTaHHAST
U1 HEerO IIPOBepKa JIoCTUraeT cBoero nopora fails mim caM cepsep JocTturaeT nopora max_fails.

e YToObI HepabOTAIONINT CepBEP CHOBA MOT CUHTATHCS PAOOTAIONINM, 6CE 3aJaHHBIE JJIsT HETO IIPO-
BEPKH JIOJIKHBI JIOCTHYb CBOEI'O TIOPOra passes; MOCJe 9TOr0 yIUThIBaeTCs mopor max_fails.

3.2. Mposepkn paboTocnocobHocTu cepBepos
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3.2.3 AkTtuBHble nposepku ans TCP/UDP

JupekTuBa upstream_probe 3a/aeT aKTUBHYIO IIPOBEPKY DPabOTOCIOCOOHOCTH CEPBEPOB AalCTPUMA,
YKa3aHHOI'O B JUPEKTHBE DProxy_pass B TOM K€ KOHTEKCTe server, e HaXOIUTCd JUPEeKTHUBa
upstream_probe.

CepBep OPOXOAUT IIPOBEPKY, €CJIX 3alIpOC K HEMY YCIICNIHO BBIIIOJHIAECTCA C YIE€TOM BCEX IIapaMeTpPOB
caMmoit JAUPEKTUBLI upstream_probe 1 BCEX IMapaMeETPOB, BJIUAIOINMUX Ha HUCIIOJIB30BaHUE alICTPUMOB TEM
KOHTEKCTOM server, rjie OoHa 3aJaHa, B TOM YHUCJIC TUPEKTUBLI proxy_next_upstrea.m.

YT1006b! MCIOIB30BATH MTPOBEPKU, B allCTPUME HEOOXOAMMa 30HA pasjeseMoi maMmaTtu. s ogHOoro arm-
CTPUMa MOYKHO OIPEJIETUTh HECKOJIBKO ITPOBEPOK.

Cunrakcuc upstream_probe  uma  [port=wucao] [interval=epems]| [test=ycaosuc]
[essential [persistent]|] [fails=wucao| [passes=uucao| [max_response=pasmep|
[mode=always | idle | onfail] [udp| [send=cmpoxal;

Ilo ymomua- —

HHIO

KonTexcr server

Mpumep

upstream backend {
zone backend 1m;

server a.example.com;
server b.example.com;

map $upstream_probe_response $good {
“200  "1";
default "";

}

server {
listen ...;

#
proxy_pass backend;
upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=>5s
test=$good
essential
persistent
fails=3
passes=3
max_response=512k
mode=onfail
"send=data:GET / HTTP/1.0\n\n";

(i ) IIpumeuanue W

3.2. Mposepku paboTtocnocobHoCTN cepBepoB 15
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Corutacno cuermduxanun RFC 2616 (HTTP/1.1) u RFC 9110 (HTTP Semantics), 3arososkn HTTP

JIOJZKHBL pa3fensiThes nocaenosareabaoctbio CRLF (rn), a He mpocro n.

MapameTpbl

uMsa
port
interval
test

essential

persistent

fails
passes
max_response

mode

udp

send

Ob6s3aTeIbHOE UM TTPOBEPKH.
AJIbTepHATUBHBIN TIOPT JIJTsT 3AIIPOCA.
Wurepsan mexay npoBepkamu. Ilo ymomrdanuio — 5s.
IIpoBepsiemoe mpu 3ampoce ycJjioBue; 3aJ1aeTcCsd CTPOKON M3 IepeMeHHBIX. Ecim
pe3yabTaT HOACTAHOBKH BceX IepeMeHHbIX — """ ninm "0", mpoBepKa He IIpoiiieHa.
Ecim mapamerp 3a1an, T0 n3HAYATHHO COCTOSTHUE CEPBEPA MOJJIEYXKUT YTOTHEHITIO
7 KJINEHTCKUE 3aIPOCHI HE IIePEIAlOTCs €My, IIOKa IIPOBEPKa He OyJeT mpoiiieHa.
VcraHOBKa 9TOro mapamerpa TpedyeT cHadalia BKIIOYUTH essential; cepBepsl ¢
persistent, paboraBmine 70 nepe3arpy3Ku KOHMUIY A, HAYHHAIOT IT0IyYaTh
3aIpOChl 6e3 HEOOXOAUMOCTY CHAYAJIA IIPONTH 3Ty IIPOBEPKY.
Hucsmo mocie10BaTeIbHBIX HEYCHENTHBIX 3aIIPOCOB, IMIPU KOTOPOM MPOBEPKA CUU-
TaeT cepep Hepaboratormum. [lo ymosraanmio — 1.
YHucs1o 1moc1eI0BATEIBHBIX YCIEIIHBIX 3AIIPOCOB, IIPU KOTOPOM IIPOBEPKA CINTAET
cepsep pabortatomuM. [To ymomraanuio — 1.
MakcuMaabHBIT 00beM MaMATH JJId OTBeTa. Keam 3aJlaHo HyJeBOE 3HAYCHUE,
OXXHJIaHWe OTBeTa oTKiodaercd. Ilo ymomganmio — 256k.
Pexxum mipoBepKH B 3aBHCHMOCTH OT PabOTOCIIOCOOHOCTH CEPBEPOB:

e always — CepBepBI IPOBEPSIOTCS HE3ABUCUMO OT COCTOSHIS;

e idle — TPOBEPSIOTCS HEPAOOTAIONINE CEPBEPHI, a TaKyKe CEePBEpHI, TJE C

IIOCJIE/THEr0 KJIMEHTCKOI'O 3aIIpOca IIPOILIO BpeMs interval.

e onfail — IPOBEPSIIOTCST CEPBEPHI TOJIBKO B HEPAOOTAIOIIEM COCTOSTHUH.
IIo ymomgarmio — always.
Ecmm mapamerp ykazan, ucmoss3yercs nmporokos UDP. Tlo ymomuanuro myst mpo-
Bepok ucnosb3yercs: TCP.
OrnpasiisieMble JjIsl IPOBEPKU JIAHHBIE, 9TO MOXKET OBITh CTPOKa C MPEPUKCOM
data: wm uma daiia ¢ gaHHEBIME (330aeTCa aBCOIIOTHO MJIU OTHOCUTEJIBHO Ka-
tajora /usr/local/angie/).

BCTpOEHHbIe nepemMeHHblIe

Moysib stream_upstream I0/IEPXKUBAET CJIEIYIONIIE BCTPOEHHBIE ITEPEMEHHBIE:

e $upstream_probe: uMs aKTUBHOI celiuac IpOBEPKHU upstream_probe.

e $upstream_probe_response:CoiepKUMOe OTBeTa, IOJYyUYEHHONO B XOJ€ AaKTUBHOW IIPOBEPKU
upstream_probe.

Oetann pabotbi

e ll3HavayibHO CepBEp HE MOJIyUaeT KJIMEHTCKUE 3aIllPOCHI, TOKa He MPONJIET 6ce 3a/IaHHbIE JIJIsi HErO
IPOBEPKHU € mapamerpoM essential (mpomyckas IIOMeYeHHbIE KAK persistent, ecim koudurypa-
[yl Iepe3arpyzkKeHa u JI0 9TOro ceppep cuuTajica paboraomum). Ecin Takux 1poBepoK Her, cepsep
CINTAETCST PADOTAIOTIIIIM.

e Cepeep cunrTaercst HepabOTAIONIUM U He II0JIyYaeT KJIUEHTCKUE 3aIIPOCHL, €CIU KaKaA-AUO0 33 IaHHAs
JIJIsl HErO TIPOBEPKA JIOCTUTAET cBoero nopora fails uam caMm cepBep JIOCTUTAET ropora max_fails.

e YUr0o06BI HepaboTAIONHIT CepBEP CHOBA MOI CUMTATHCHA PabOTAIONINM, 6Ce 3aJaHHBIE JJIs HErO Mpo-
BEPKH JOJI?KHBI JJOCTUYb CBOET'O IIOPOra passes; IoCJje 3TOr0 yuuThiBaeTcd nopor max_fails.

3.2. Mposepku paboTtocnocobHoCTN cepBepoB 16
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3.3 Pe3epBHoe kKonupoBaHue n BOCCTAaHOBJIEHNE

B Angie ADC peasm3oBano pe3epBHOe KOITMPOBAaHIE U XPAHEHNE BCEX BePCHUil KOH(MUTYPAITMOHHOTO daii-
Jia GaJIaHCUPOBIIUKa HArpy3ku. Ilpu coxpanenun msMeHeHuii B TekymieM ¢aitie Angie ADC aBromaru-
YeCKU IPUMeHsSIET HOBYIO KOH(MUTYPAIIUIO U COXPAHSIET MPEIBIIYIIYI0 BEPCUIO Ha CepBeEpe.

Bbr MoxkeTe mpocMOTpeTh CIHMCOK COXPAHEHHBIX KOH(UIYPAIMOHHBIX (DailjioB M MPUMEHUTH HYKHYIO
BEpCHIO.

3.3.1 lpocMoTp cnucka coxpaHeHHbIX KOHcUurypauui

YT00BI IPOCMOTPETH CIUCOK COXPAHEHHBIX KOHMUIYPAITNii:

1. Beibepure Iamens MorwTOpmHra — <UMsa_6anaHcupoBmuKa_Harpysku> — Koudurypauus —
HUcTopus.

Orkpoercs TabJIHIA CO CIIMCKOM COXPaHEHHBIX KOHMUTyparnonubix daition. s kaxmoro daiura yka-
3aHO BpeMs ero cosnanus, Bepeust Angie ADC, craryc (pabouasi nim Hepabouast KOHGUTYPATHUs), TOJb-
30BaTeJIbCKUI KOMMEHTApPUl, Teru (angie—lb u UUID) U JaTa II0CJIeIHEer0 U3MEHCHU .

3.3.2 N3meHeHune paboyero cratyca KoHdurypauymm

YT00bI TIOMETUTH KOHPUTYPAIIAIO KAK PAbOTYIO MM HEPADOUIYIO:

1. Boibepure I[lamens mMonumTopmHra —> <VMM#A_6aiaHCHUpOBILMKA_HArpy3ku> — KoHpurypamus —
HUcTopus.

OTrkpoercs TabJnIEa CO CIIUCKOM COXPAHEHHBIX KOH(UIYPAIIMOHHBIX (hailIoB.

2. Ienkuure tpoeroure (. ..) HAIPOTUB KOHMUIYPAIUHU, CTATYC KOTOPOH BBl XOTHTE U3MEHUTH, U
HakMmutTe [lomeTuTs Kak Hepabouyno mim [loMeTuTs Kak pabouyw.

3. Ecisiz BBI ycTanasinBaeTe Hepaboduil cTaTyc, YKarXKUTe IIPUYUHY IIOJIOMKHI U HaXKMHUTe COXPaHUTh.

Craryc xoH(buUrypanuu 6y1er n3MeHeH.

3.3.3 BoccTaHoBneHune nocnepHeii paboyein Bepcumn KoHcpurypauyum

YT00bI IPUMEHUTD HOCIETHION PAOOTYI0 BEPCUIO KOHMUTYPAIIH:

1. Buibepure I[anens MoHmTOpmHra — <UMs_6anaHCUpOBUMKA_HArpy3ku> — KoHpurypamus —
VcTopus.

2. B Bepxweif gacTu 9KpaHa HA’KMHUTE KHONIKY [[pUMEHNTEL IOCIENHIOD pabodyl BepCH.

Byner nmpumenena mociegrss pabodas KOHMUTY PAITHS.

3.3.4 BoccTaHoBneHue KoHurypauum n3 pesepBHO Konumn

Yro06n1 NIPpUMEHUTH IIPOU3BOJIbBHYIO KOH(l)I/IpraLLHIO us3 pe3epBH01‘/'I KOIINM:

1. Beibepure Ilamens MomumTOpmHra — <UMsa_6anaHcupoBmuKa_Harpysku> — Koudurypauus —
HUcTopus.

Orkpoercst TabJIHIA CO CIIMCKOM COXPAHEHHBIX KOHMUTYPAIIMOHHBIX (hailIioB.

2. Ileaxkuure Tpoeroune (. ..) HAIPOTUB KOHMUIYPAIUH, KOTOPYIO BBl XOTHTE UCIOJIb30BATH, U Ha-
KMUTE KHOIKY [IpuMeHUTb.

Konduryparus 6ymer mpuMeHeHa cpasy.

3.3. Pe3sepBHoe konupoBaHue N BOCCTAHOBJIEHUE 17
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3.4 3arpy3ka n pa3pgada ctaTu4deckux cpaiinos

Boer Moxkere 3arpy:karh u pasgasarh cratudeckue daiiel B Angie ADC ¢ momombio HTTP-3ampocos
gepe3s REST API. REST API npenocrasasier koreunyto touky (POST /file/static), 4epe3 KOTOPYIO
MOXKHO 3arpy2Karhb (aityibl. [Ipu 3arpyske daiisios uepes REST API ux myTh yKa3biBaeTCsi OTHOCUTEIBHO
CTATUIECKON NUPEKTOPUHU. DTO MO3BOJISIET ABTOMATU3NPOBATE IIPOIIECC U JIETKO YIIPABJISTH CTATHIECKIMUI
pecypcamu, KOTopbie J0KeH pasnaBarh Angie ADC.

Tlognep:xuBaercs:
® 3arpy3Ka HEeCKOJIbKHX (hailjioB 3a OJUH 3aIpoc;
® BO3MOYXKHOCTH 3aMEHBI CyIIEeCTBYIOMMX (hailios;

® TEKCTOBbIE U JBOUYHBIE JaHHble (OOBIYHbI TEKCT Wi Koguposanue Base64).

3.4.1 3arpy3ka ctatuyeckux cainnos

g 3arpy3ku crarudeckux (haiiyioB UCIOJIB3YITe CJIeLYIONUil 3a1poc:

POST /file/static HTTP/1.1
Authorization: Bearer <token>

"items": [
{

"filepath": "path/to/file", # pacnosoxerue galira OMHOCUMEALHO CMAMU%ECKO Uy,
—oupekmopuu (static dir), komopas 6ydem onpedenera nosdree

"content": {

"plain-text": "zone \"test.example.com.\" {\n type master\n file \"/

—etc/bind/master-zones/test.example.com.local.zone\"\n}\n"

I,

"rewrite": true

i
{

"filepath": "path/to/file", # pacnosoxerue galira OMHOCUMEAbLHO CMAMU%ECKO U,
—Oupekmopuu (static dir), komopas 6ydem onpedesena nosdrnee
"content": {
"plain-text": "zone \"test.example.com.\" {\n type master\n file \"/
—etc/bind/master-zones/test.example.com.local.zone\"\n}\n"
¥,

"rewrite": false

J

Tlocne ycmentaoit 06paboTku (aitibl 3arpy3srcs B static dir B yKa3aHHOE OTHOCUTEIBHOE PACIIOJIOXKE-
uue (filepath). API Bepuer abcosorHble myTH K 3arpykenubiM daiiiam B HTTP Response Body:

{

"items": [
"/path/to/file/one",
"/path/to/file/two",
"/path/to/file/three"

3.4. 3arpyska n pa3pgaya cratuyeckux haiinos 18
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@ Baxmno

Bce daitsibl 3arpyKatorcst BMeCTe: eCJI ¢ OJHUM 13 (DANIoB BOSHUKHET OIMOKA, 3arpy3Ka Beex aii-
JIOB OyJileT OTMEHEHA.

Bosmozkubie ommumbkm 06paboTKM:
e HekoppekTHBII 3anpoc: Kox cocrosnna HTTP 400;
e ommbka 3anucu daita: Kom cocrosuus HTTP 500;

e eccym B static dir/filepath yxke ecTb cooTBeTCTBYyOMN (haiis, a mapaMerp rewrite yCTaHOBJICH
B false, 3arpy3ka 3aBepinurcs omubOKoit: Kox cocrosnuss HTTP 400.

3.4.2 Pa3pgayva cTtatnyeckux paiinioB Yepe3 DanaHCUPOBLUK HArpy3Ku
Yro0bI pa3gaBarh 3arpyKeHHble dailibl Yepe3 6aJIaHCHPOBIIUK HAIPY3KU, HEOOXOIMMO 33/1aTh location
B KoH(burypanuonunom daiize 6a1aHCHPOBININKA HATPY3KH.

1. Orkpoiite B 6paysepe koucosb Angie ADC.

2. Ilepeiinure B lanens MomwTopuEra — <UmMs 6amancupoBmura> — KoHburyparms.

OTrkpoercst KOHDUTYPAIMOHHBIH (haiiyl OaJaHCUPOBIIUKA HAPY3KH. BBl MOXKeTe BHECTH NPaBKU B
TEKYIIYI0 KOH(UI'YPAIUIO WJIM BbIOPATH OJHY U3 IPEIBLIYIINX BEPCUil, MEJKHYB CChLIKY UcTopus
B BepXHEl 4acTU 3KpaHa.

3. Buecure n3menenus ¢ y4eToM 3arpyKeHHBIX CTATUIECKUX (DAMIOB, HAIPUMED:

location ~ \.(mp3|mp4) {
root /static/dir/file;
}

4. Coxpannre KoHMDUTYPAIHIO, HA’KAB KHONKY COXPaHUTE.

Nzmenenns 6y,[LyT IIPUMEHEHbI Cpa3y.

3.4.3 3arpy3ka u pa3gada ABOUYHbIX AAaHHbIX

JlBomyHbIe JaHHBIE IEpeIaoTCss B 00bekTe content.plain-text Ge3 mpeobpazoBanmii. Takxke MOXKHO
WCIOJIb30BaTh KojaupoBanue Base64. 3nadenue base64 NOKHO COJEPKATH 3aKOJNPOBAHHBIE JAHHBIE
daitna. Paitabl, 3arpyKeHHbIe TAKUM CIIOCOOOM, TaK»Ke MOXKHO pa3/laBaTb uepe3 OaJIaHCUPOBIIUK Ha-
IPYy3KH.

IIpumep 3arpysku daitra B base64:

POST /file/static HTTP/1.1
Authorization: Bearer <token>

"items": [
{
"filepath": "path/to/file", # pacnoaoxerue @alina omHocumeabro cmamu4eckoly
—odupekmopuu (static dir), komopas 6ydem onpedesena nosdree
"content": {
"base64" :
—"em9uZSBcInR1c3QuZXhhbXBsZS5jb20uXCIgelxulCAgIHR5cGUgbWFzdGVyXG4gICAgZml sZSBcIi91dGMy,

"
—

s

"rewrite": true

3.4. 3arpyska n pa3pgaya cratudeckux haiinos 19
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3.5 CnpaBo4Has nHdopmauyus

Cupasounble MaTepuaJibl o Hactpoiike Angie ADC.
HTTP upstream

Stream upstream

3.5.1 HTTP upstream

Mpumep kondurypauynn

upstream backend {
zone backend 1m;

server backendl.example.com weight=5;
server backend2.example.com:8080;
server backend3.example.com service=_example._tcp resolve;

server unix:/tmp/backend3;

server backupl.example.com:8080  backup;
server backup2.example.com:8080  backup;

resolver 127.0.0.53 status_zone=resolver;

server {
location / {
proxy_pass http://backend;
}

OupekTnssbl

bind_conn

Cunrakcuc bind_conn snauenue;
Ilo ymomua- —

HUIO

Konrekcr upstream

IIozBossIeT mpUBA3aTE CEpBEPHOE COETMHEHNE K KIMEHTCKOMY B MOMEHT, KOTJIa 3HayveHue, 3aJaHHOe CTPO-
KOU M3 IIepeMeHHBIX, CTAHOBUTCS OTJIMYHBIM OT "" m "0".

A Buaumanne

3.5. Cnpaso4Has undopmauus 20
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HupektrBa bind_conn J0KHA HCIIOJIB30BATHCA IIOCTE BCEX AUPEKTHUB, 3aJAIONUX TOT WA WHOMN
MeTo/1, DaJIaHCHPOBKYU HATPY3KM, WHaYe OHA He OymeT paboTaTh. Ecim oHa MCIOMb3yeTcs HApAIy ¢
JUPEKTUBOil sticky, To bind_conn J0JIzKHA CTOATH Iocje sticky.

A Braumanune

IIpu mcnonp30BaHNM AUPEKTUBBI HACTPOUKN MOMYJS Proxy JOJKHBI JIOIYCKATh MCIOJIH30BaHUE I10-
CTOSIHHBIX COEJMHEHNi, HalIpuMep:

proxy_http_version 1.1;

proxy_set_header Connection "";

Tunugublit TpuUMep HUCIOABL30BaHUS JTUPEKTUBBI — mpokcupoBanme coeamnennii ¢ NTLM-
ayTeHTHdUKAIMEN, TIe Tpebyercsi 00eceunTh NPUBSI3KY KJIUEHTa K CeEpBepy B HadaJle COIJIACOBAHUS:

map $http_authorization $ntlm {
“x°N(7:TLM|egotiate) 1;
}

upstream ntlm_backend {
server 127.0.0.1:8080;
bind_conn $ntlm;

}
server {
# ...
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
#
}
}
feedback
Cunrakcuc feedback nepemennasn [inverse| [factor=wucao| [account=ycroeran_nepemenra]
[Last_byte];
Ilo ymomua- —
HUIO
Konrekct upstream

SasaeT B upstream MexaHu3M H6AJTAHCUPOBKY HATPY3KHU 0 00paTHOI ¢Bsi3u. OH INHAMUYIECKA KOPPEKTH-
pyerT perrieHus pu 6aJIaHCUPOBKE, YMHOYXKas BEC KAXKJOTO IMPOKCUPYEMOTO CepBepa Ha CpejiHee 3HaTeHNe
00paTHOI CBsI3U, KOTOPOE MEHSIeTCsl C TeYeHHEM BPEMEHH B 3aBHCHUMOCTH OT 3HAYEHUS NepemeHnolts 1
[IOTIMHSETCS] HeO0SI3aTeIbHOMY YCIOBUIO.

MoryT OBITH 3aJaHbI CJIELYIONINE TaPAMETPBI:

3.5. Cnpaso4Has undopmauus 21
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IIepeMeHnHasda

inverse

factor

account

last_byte

Ilepemennasi, m3 KOTOpOit Gepercs 3HAYEHME 00paTHOM cBst3u. OHA JIOIKHA [TPEe/I-
CTaBJISITH CODOI METPUKY ITPOU3BOIUTETBHOCTU U COCTOSTHUST; IIPEJIITOIArAeTCs,
9TO CepBEp MEPEIAET €€ B 3ar0JIOBKAaX MJIM WHBIM 00pa30M.

3HadveHne OIEHUBACTCS MMPU KAXKJIOM OTBETE OT CEPBEPA U YIUTHIBAETCS B CKOJIb-
34IIeM CpeJlHeM COIVIACHO HacTpolikaM inverse u factor.

Ecan napamerp 3a7aH, 3HadeHne 0OpPATHON CBI3U MHTEPIPETUPYETCS HAOOOPOT:
6oJtee HU3KME 3HAYEHUs] YKA3BIBAIOT HA JIYUIIYIO TPOM3BOIUTEHBHOCTD.
Kosddumnuent, mo koropomy 3HaUeHHEe 0OPATHON CBSI3U yUIUTHIBAETCS IIPU PAC-
gere cpexnero. Jlomycrumsel nesbie gncia ot 0 7o 99. Ilo ymomganmo — 90.
Cpefiree paccIuTHIBAETCS IO (DOPMYJIIE SKCIIOHEHITNATHLHOIO CIUIAYKIBAHNS.

Yem Gostbitie KO3MDMUITNEHT, TEM MEHbINIE HOBbIE 3HAUEHUs BJIUSIOT HA CPEJIHEE;
ecsm ykasarb 90, To Oyzmer B3aTo 90 % or npenpiaymero sHadenns u gumb 10 %
OT HOBOTO.

VKa3bIBaeT YCJIOBHYIO IIEPEMEHHYIO, KOTOPAs KOHTPOJIUPYET, KAKAE OTBETHI YU~
ThIBaIOTCs 1ipu pacdere. CpejiHee 3HAYEHNE OOHOBJISIETCS ¢ YIETOM 3HAYEHUS 00-
paTHO CBSI3U U3 OTBETA, TOJBKO €CJIU YCJIOBHAA IEPEMEHHasl STOTO OTBETa HE
paBHa "" uiam "0".

O IIpumeuanne

ITo ymomyanuio OTBETHI B XO€ aKTUBHBIX IIPOBEPOK HE BKIIIOYAIOTCS B PACUET;
KoMOuHaNus nepeMenHoil $upstream_probe ¢ account MO3BOJISET BKIIIOYUTH
9THU OTBETHI WIH JaKe UCKJIIOUYUTH BCE OCTAJIBHOE.

ITo3BossieT 06pabaTHIBATH JAaHHBIE OT IPOKCUPYEMOI'O CepBepa HOCe Oy IeHUsT
ITOJTHOT'O OTBETA, & HE TOJILKO 3ar0JIOBKA.

IIpumep:

upstream backend {

zone backend 1mj;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;
server backend2.example.com;

map $upstream_http_custom_score $feedback_value {

"high"
"medium"
"low"
default

100;
75;
50;
10;

map $upstream_probe $condition_value {

"high_priority
"low_priority"
default

n II1I| ;

IIOH;
lllll;

OTa KOHMUrypalus KaTeropu3upyeT OTBEThI CEPBEPOB 110 YPOBHAM 00PATHON CBSI3HM HA OCHOBE OIIpe/ie-
JIEHHBIX OIIEHOK M3 II0JIEll 3ar0JIOBKOB OTBETA, & TaKrKe J100aBJIseT ycioBue Ha $upstream_probe, ITOOBI
YUIUTBIBATH TOJIBKO OTBETHI OT AKTUBHON IPOBEPKU high priority mim oTBeTHI Ha OOBIMHBIE KITUEHTCKUE

3aIIPOCHI.
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hash

Cunrakcuc hash karou [consistent];
Ilo ywmomua- —

HHIO

Konrekcr upstream

3asaer MeTo T OATAHCUPOBKY HATPY3KHU JIJIst TPYIIIIBI, IIPU KOTOPOM COOTBETCTBUE KJIMEHTA, CEPBEPY OIpe-
JeJIsIeTCs TIPU TTOMOIIYM X3IMUPOBAHHOIO 3HAYEHUs KJIo4va. B KadecTBe KJI09a MOXKET HMCIOJIb30BATHCS
TEKCT, lepeMeHHble U nX KombuHarmu. Clieyer OTMETUTD, 9TO JI00oe 100aBjIeHre WU YAaJeHue cepBe-
POB B I'PYIIlle MOXKET IIPUBECTHU K II€PEPACIIPeIeIeHII0 OOJIBITMHCTBA, KUYl Ha Jipyrue cepBepbl. Meros
coBmectuM ¢ bubauorekoit Perl Cache::Memcached.

Ecnu 3agan mapamerp consistent, TO BMeCTO BBIMIEOIMCAHHOIO METOAa OYIET MUCIIO/IB30BATHCS METOJ,
KOHCHCTEHTHOTO X3mmmpoBanus ketama. Meros rapanTupyer, 9To Ipu J00aBJIEHAN CEPBEPA B TPYIILY UJIH
€ro yJIaJIeHUH Ha JIpyTue cepBepbl OyJieT mepepacipe/ie/ieH0 MUHUMAaJIbHOe Yucyo Kiodeil. [Ipumenenne
MeTO/Ia JJTst KIITUPYIONINX CepBepoB obecrieunBaeT OOBINMMI MPOIEHT Tonatanuii B Kamr. Mertos coBme-
cruM ¢ 6ubsmorekoit Perl Cache::Memcached::Fast npu 3nadenunn mapamerpa ketama points paBHbIM

160.

ip__hash
Cunraxcuc ip_hash;
Ilo ymomua- —
HUIO
Konrekcr upstream

Sajiaer Jjisi TPYIILI MeTOJ OAJIAHCUPOBKY HAIPY3KH, IIPU KOTOPOM 3aIIPOCHI PACIIPEJIE/ISIIOTCS 110 CepP-
BepaMm Ha ocHoBe IP-ajpecoB kiamenToB. B kavecTBe Kjiova Jjis XSMIUPOBAHUS UCIOIb3YIOTCSA MEPBBIE
tpu okTeTa [Pv4-anpeca knmenta wim [Pv6-anpec kimenrta meankom. MeTos rapanTupyer, 9To 3ampochl
OJIHOTO ¥ TOT'O K€ KJIMEHTa OyIyT BCeria IepeiaBaThbCs HA OJUH U TOT 2Ke cepsep. Eciu ke 3ToT cepsep
Oy/IeT CUYUTATHCS HEJOCTYIHBIM, TO 3aIPOCHl 9TOT0 KJIMEHTa OYILyT IepeiaBaThcs Ha Jpyroit cepsep. C
OOJIBITION J10JTEll BEPOSTHOCTH 3TO TaKKe OYyJIeT OJUH U TOT YK€ CEPBEP.

Eciu onun u3 cepBepoB HyKHO yOpaTh Ha HEKOTOPOE BPEMs, TO JJIsi COXPAHEHUsI TEKYIIEro XIITHPOBAHUS
IP-agpecoB KIMEHTOB ITOT cepBEp HYKHO IMOMETUTH HapamMeTpoM down:

upstream backend {
ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;
server backend4.example.com;
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keepalive

Cunrakcuc keepalive coedunenus;
Ilo ymomua- —

HUIO

Konrekcr upstream

3ajeficTByeT K31 COeUHEHU /It TPYIIIbI CEPBEPOB.

IlapameTrp coemwHeHES yCTAHABINBAET MAKCAMAJbHOE YHCJIO HEAKTUBHBIX MOCTOSHHBIX COEIUHEHUN C
cepBepaMy IPYIIIbI, KOTOPbIE Oy/IyT COXPAHATHCH B K3IIIe KaXKJ0ro padodero nporecca. [Ipu npesbimernn
9TOro YucjIa HauboJee TaBHO HE HMCIIOJIb3yeMble COeIMHEHNsT 3aKPbIBAIOTCS.

© IIpumeuannue

Cremyer 0cob00 OTMETHTH, YTO JUPEKTHBa keepalive He orpaHmdmBaer OOINEe YUCJIO COETUHEHUN
C cepBepaMu T'PYIIIbI, KOTOpbIe pabodure mporecchl Angie MoryT oTKpbITh. [lapamerp coenuHeHust
cJIeJIyeT yCTAHABIMBATH JIOCTATOYHO KOHCEPBATUBHO, 9TOOBI CEPBEPHI I'PYIIILI MO-TIPEKHEMY MOTJIN
00pabaThIBATH HOBBIE BXOJISIIIME COEIUHEHMS.

A Baumanue

HupektuBa keepalive J0/KHA HMCIIOJB30BATHCA IOCTE BCEX JIUPEKTHUB, 3aJAIONUX TOT WJIA WHOMN
MeTo ], OATAHCUPOBKY HATDY3KH, WHAaYe OHA He Oymer paboTaTh.

IIpumep KoubUTrypalmu rpymnmbl cepsepos memcached ¢ MOCTOSHHBIMYA COETUHEHUSIMU:

upstream memcached_backend {
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

}
server {
#. ..
location /memcached/ {
set $memcached_key $uri;
memcached_pass memcached_backend;
}
}

ag HTTP NPEKTUB roxy_http_version cienyer craposuts B "1.1" a II0JIe 3aroJioBKa
)
"Connection" — o4ucTuTh:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;
}

server {
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#.o..

location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;

proxy_set_header Connection "";

O IIpumeuannue

XOTh 9TO W He PEKOMEHJIyeTCsI, HO TaKKe BO3MOYKHO HCIIOJb30BAHUE IMOCTOSIHHBIX COEJIMHEHU C
HTTP/1.0, myrem nepemaun noss sarosnoska "Connection: Keep-Alive" cepsepy rpyriib.

st paborer nocrosuubix coenuHenuil ¢ FastCGl-cepsepamu morpebyercss BKIIIOYHTH JUPEKTUBY
fastcgi_keep_conn:

upstream fastcgi_backend {
server 127.0.0.1:9000;
keepalive 8;
}
server {
#...
location /fastcgi/ {
fastcgi_pass fastcgi_backend;
fastcgi_keep_conn g
#
}
}

(i ) IIpumeuanue

IIporokossr SCGI u uwsgi He OIpenesaoT CEMaHTUKY MOCTOSTHHBIX COEIMHEHUN.

keepalive _requests

Cunrakcuc keepalive_requests wuc.o;
Ilo ywmomua- keepalive_requests 1000;
HHIO

Konrekcr upstream

BaﬂaGT MaKCUMaJIbBHOE 9UCJIO 3alIPpOCOB, KOTOPbIE MO2KHO CJe/IaTh II0 OTHOMY ITIOCTOAHHOMY COCJIUHEHUIO.
ITocsie Toro xak COeJIaHO MaKCHMaJIbHOE YHCJIO 3aIIPOCOB, COCAUMHECHUE 3aKPbIBACTCA.

Ilepuommaeckoe 3aKpbITHE COETUHEHNI HEOOXOINMO /I OCBOOOXKIEHUS MAMSATH, BBIICIEHHON IO KOH-
KpeTHble coemquueHns. [[0aToMy MCIIOIB30BaHME CAUNIKOM OOJIBITIONO MAaKCHMAJIBLHOTO YHUCJA 3aIlPOCOB
MOYKET MPUBOJIUTH K IPE3MEPHOMY MOTPEOIEHUIO TAMATH U HE PEKOMEH IYETCSI.
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keepalive time

Cunrakcuc keepalive_time 6pema;
Ilo ywmomua- keepalive_time 1h;
HUIO

Konrekcr upstream

OrpaHnymBaeT MAKCUMAJIBHOE BPEMs, B T€UEHNE KOTOPOTO MOT'YyT 00pabaThIBATHCS 3AIIPOCHI B PAMKAX I10-
CTOSTHHOT'O coenuenus. [1o nocTrkeHnn 3aJaHHOT0 BpEMEHN COeIMHEHNE 3aKPbIBACTCH 110C/Ie 00pabOTKI
o4epeHOro 3alpoca.

keepalive _timeout

Cunrakcuc keepalive_timeout epemas;
Ilo ywmomua- keepalive_timeout 60s;
HUIO

Konrekcr upstream

Samaer TaiiMayT, B Te4eHNE KOTOPOTO HEAKTUBHOE TIOCTOSHHOE COEINHEHNE C CEPBEPOM I'DYIINBI He Oy/1eT
3aKPBITO.

least conn
Cunrakcuc least_conn;
Ilo ywmomua- —
HUTO
KonTekct upstream

3asaer 118 TPYNNIBl METOJ OAJAHCUPOBKU HATPY3KHU, IIPA KOTOPOM 3aIPOC IEPEIaeTCs CEpBepy C Ham-
MEHBIINM YUCJIOM AKTHBHBIX COEIMHEHUIl, C yIeTOM BECOB CepBepoB. EcCim moaxoauT cpasy HEeCKOJIBKO
CepBEepOB, OHU BLIOMPAIOTCS IUKIMYecKH (B pexkuMe round-robin) ¢ y4eToM uX BeCOB.

least time
Cunrakcuc least_time header | last_byte [factor=wucao| [account=ycrosras nepemenraal;
Ilo ywmomua- —
HHIO
Konrekcr upstream

3azaer st TPYIIBI MeTO/ OAJAHCUPOBKHU HATPY3KH, IIPA KOTOPOM BEPOSTHOCTH IMEPEIAYN 3aIpoca aK-
TUBHOMY CepBEpPY OOpPATHO MPOIOPIMOHAJBHA CPEJJHEMY BDEMEHH €ro OTBETa; YeM OHO MEHbIIe, TeM
0oJTBITIE 3aITPOCOB Oy/IET TOJIyIaTh CepBep.

header JMpeKTUBa yINTHIBAECT CPEIHEE BPEMS MOy I€HUsT 3ar0JIOBKOB OTBETA.
last_byte JlupekTrBa UCIOIb3yeT CPeHee BPeMs [TOJIyIeHUsT TIOJHOTO OTBETA.
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factor Beimosnasier Ty ke yHKIMO, 9TO W response_time factor, W mepeonpeessieT
€ro, eCJIn IapaMeTp 3a/IaH.
account VKa3bIBaeT YCJIOBHYIO IEPEMEHHYIO, KOTOPasd KOHTPOJIUPYET, KAKAE OTBETHI YU~

TBIBAIOTCH 1pu pacdere. CpejiHee 3HaYe€HIEe OOHOBJISIETCS, TOJHKO €CJIU yCIOBHAS
epeMeHHasd oTBeTa He pasBHa "" wim "0".

(i ) IIpumeuanune

IIo ymorqanmio OTBETHI B X0/Ie aKTUBHBIX IIPOBEPOK HE BKIIOYAIOTCA B PACUeT;
KOMOMHAIWs IlepeMeHHol $upstream_probe ¢ account 103BOJISET BKIIOUYATH
9THU OTBETHI WM aKe UCKJIOYUTh BCe OCTaJIbHOE.

Tekymue 3naveHus mpejicTaBieHbl Kak header_time (TOJBKO 3arojioBKHM) M response_time (orTBeThI
nesmkoM) B o6bekTe health cepsepa cpeau Merpuk ancrpuma B API.

queue
Cunrakcuc queue wucao [timeout=6pemal;
Ilo ymomua- —
HUIO
Konrekct upstream

Ecin jyis 3anpoca He yuaercss HA3HAYUTH [IPOKCHPYEMBIil cepBep C IIepBOil IONBITKU (HAIpUMEp, IPU
KPATKOCPOUHOM Tiepeboe B paboTe WM BCILUIECKE HATPY3KH € JIOCTHXKEHUEM IIPEJIesia max_Cconns ), 3ampoc
HEe OTKJIOHSIETCSI; BMECTO 3TOro Angie mblTaeTcsi IOCTaBUTh €ro B 04epeib Ha 00paboTKy.

YHucieHHBIN TTapaMeTp AMPEKTUBBI 33/1aeT MAKCAMAJbHOE KOJMYECTBO 3aIIPOCOB B odepenn pabodero
mpouecca. Eciu odepeib mesinkoM 3arosiHeHa, KJIHeHTy oTaaercs ommoka 502 (Bad Gateway).

O IIpumeuanne

K zampocam B ouepesn Takke IPUMEHSIETCS JIOTUKA TUPEKTUBBI proxy_next_upstream. B vacraocTu,
ecyu JIsd 3anpoca ObLT BEIOpAaH cepBep, HO IEPEIaTh €ro Ty/ia He yIajJoCh, TO OH MOYKET BEPHYTHCI B
ouepesb.

Ecn cepBep mjig nepejadu 3ampoca B ouepeiy He ObLI BbIOpaH 3a BpeMs timeout (110 yMoO/YaHMIO
— 60 cexynzu), KimeHTy ormaercsd omubka 502 (Bad Gateway). Emme u3 odyepenn ymasiorcst 3ampocht
OT KJIMEHTOB, TIPEXKJIEBPEMEHHO 3aKpBIBIIIX coenubenne; B API ecth cuerdmku cocrosiHmii 3ampocos,
[IPOXOJISATINX Y€PEe3 OUepeib.

A Buumanue

JupexkTrBa queue JO/KHA UCIIOJIH30BATHCS [IOCJE BCEX JUPEKTUB, 3a/AI0NINX TOT WU UHONH METO/I
OaJIAaHCUPOBKY HArpPy3KW, WHAYE OHA He Oymer paboTaTh.
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random

Cunrakcuc random [twol;
Ilo ywmomua- —

HUIO

Konrekcr upstream

Sazaer i TPYNIBL METO, OAJAHCUPOBKU HAUPY3KH, IIPU KOTOPOM 3aIIPOC MEPEIAETCs CJIYUIANHO BbI-

OpaHHOMY CEPBEPY, C YIETOM BECOB CEPBEPOB.

Ecin ykazan HeoOsizaTesbHBIN mapamerp two, Angie ciydaiiHbIM 00pa3oM BLIOMpaeT JiBa cepBepa, U3
KOTODBIX BBIOMPAET CepBep, UCIOJIb3ysl MEeTOJ, least conn, IPpU KOTOPOM 3AIIPOC IEePeaeTcs Ha CepBep C

HalMEHbITHMM KOJIMYE€CTBOM aKTUBHDBIX COQ,HHHQHI/IfI.

response time factor

Cunraxcuc response_time_factor wucao;
Ilo ywmomua- response_time_factor 90;
HHUIO

Konrekct upstream

Bajgaer s Meroja OAJTAaHCUPOBKM HArpy3ku least time

KO DUIMEHT CIiIayKUBaHUs ITPeabIayIe-

T'O 3HaYCeHUA IIPU BBIYHCJICHUU CPEIHEr0 BPpEMEHH OTBETa IIO0 (bOpI\/IyJIe IKCIIOHCHIIMAJIbHO B3BCIIICHHOI'O

CKOJIb341Iero cpeaHero.

Yem Gosbllle yKa3aHHOE “UCA0, TEM MEHbBIIIE HOBbIE 3HAYEHUs BIUSIOT Ha CpeJiHee; ecu yKa3aTh 90, To
Oyaer B3aTo 90 % ot npenpurymero snadenud u jumb 10 % ot nosoro. Jomycrumble 3Hadenus — ot 0

110 99 BKIIOYUTEIBHO.

Tekympe pe3yJabTaThl BBIYMCICHUI OPEJCTaBIeHb Kak header_time (TOJBKO 3arojioBKu) U
response_time (orBeThl HesiukoM) B 00bekTe health cepsepa cpeau merpuk ancrpuma B APL

(i ) IIpumeuanune

IIpn moxmcdueTre YUWTBHIBAIOTCA TOJBKO YCIENIHBIE OTBETHI; YTO CYHTATH HEYCIEITHBIM OTBETOM,
OIIPENIeIAIOT TUPEKTUBBI proxy_next_upstream, fastcgi_next_upstream, uwsgi_next_upstream,
scgi_next_upstream, memcached_next_upstream m grpc_next_upstream. Kpome toro, 3naue-
HHe header_time mepecunTHIBAETCs, TOJBKO €CJIM IOJyYeHbl W OOpabOTaHBI BCE 3arojlOBKHU, a

response_time — TOJIBKO €CJIt IIOJIY9€H BE€Cb OTBET.

server
Cunraxcuc server adpec [napamempol;
Ilo ymomua- —
HUIO
Konrekct upstream

SajaeT ajgpec W Jpyrue mapaMeTpbl cepBepa. Ajipec MoyKeT OBITh yKa3aH B BHJE JIOMEHHOTO MMEHU
nu [P-agpeca, n HeobsizaTesnbHoro nmopra, win B Buje myTu UNIX-cokera, KOTOPBIT yKa3bIBAETCS TTOCTIE
npedukca unix:. Ecim nopr He ykazaH, ucnosib3yercs nopT 80. JloMeHHOe nMsi, KOTOPOMY COOTBETCTBYET

HeckobKO [P-anpecos, 3aaeT cpa3dy HECKOJIBKO CEPBEPOB.
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MoryT ObITH 33/IaHBI CJIEIYIONINE TapaMeTPhI:

weight=vucno 3aJ1aeT BeC CepBepa MO yMOJTIAHUIO 1.

max_conns=4ucA0 OIPAHUYMBaET MAKCHMAaJbHOE YHUCJIO OJHOBPEMEHHBIX AKTHUBHBIX COCJIMHEHUN K
[IPOKCUPYEMOMY CepBepy. JHaueHHe 110 YMOJYaHWI0O paBHO O U O3HAYAET, UTO
OI'PaHUY€HUA HET. ECJ’H/I I'PYyIllla HE HAXOJAUTCA B 30HE pasgeﬂs{eMoﬁ maMsATHUu, TO
orpaHumveHne paboTaeT OTMAEJbHO JJjIs KayKI0ro pabodero mporecca.

O IIpumeuannue

HpI/I BKJIIOYEHHBIX HEaKMUGHDLL NOCITNOAHHDIL COeTUHEHNAX, HECKOJIbKNX pa60‘-II/IX IIpomeccax u 30He
p(LS()é?(/l/ﬂe./\/LO’fl namsAmu, CyMmMmMapHO€ YHCJIO aKTHUBHBIX M HEaKTUBHBIX COGﬂI/IHGHI/If/i C IIPOKCUPYEMBIM
CepBEPOM MOZKET IIpeBbINIaTh SHAYECHUE max_conns.

max_fails=vyucao — 3a1aeT 9UCJIO HEYJAYHBIX IIONBITOK CBA3U C CEPBEPOM, KOTODBIE JOJIKHBI IIPOU30Mi-
TN B Tedenme 3ajannoro fail_timeout <fail_timeout> BpeMeHH JJis TOTO, ITOOLI CEPBEP CUUTAJICS
HEJIOCTYIIHBIM; IIOCJIE STOTO OH OYJET IOBTOPHO IIPOBEPEH Yepe3 TO YKe CAMOe BPeMs.

Yrto cumTaercsa HeyJAYHON IIONBITKOW, OIpeJesiseTcsd JUPEeKTUBaAMU  proxy_next_upstream,
fastcgi_next_upstream, uwsgi_next_upstream, scgi_next_upstream, memcached_next_upstream u
grpc_next_upstream.

Ilpu mnpesbimennn max_fails cepBep TakyKe TNPHUIHAECTCA HEPAOOTAIOMIMM C TOYKH 3PEHUS
upstream_probe; KJINEHTCKHE 3aIIPOCHI HE OY/IyT HAIIPABJIATHCA K HEMY, [IOKa IIPOBEPKM HE IPU3HAIOT
ero paboTaroIuM.

© IIpumeuannue

Ecnn nupekTnBa server B rpyie pa3periacTcs B HECKOJIHKO CEPBEPOB, ee HacTpoiika max_fails
IpUMeHsdeTCd K KaXKJIOMy cepBepy OTJEJIBbHO.

Eciiz ocste paspernenns Bcex IUPEKTHB Server B AlICTPUME OCTAETCS TOJIBKO OJINH CepBep, HACTPOIKaA
max_fails He jeicTByeT 1 OyIeT MPOUTHOPUPOBAHA.

max_fails=1 YUCJIO HOIBITOK II0 YMOJIYaHUIO
max_fails=0 OTKJIIOYAET ydeT IIONbITOK

fail_timeout=epemsa — 3amaeT NEpHUOJ BPEMEHH, B TeUEHUE KOTOPOTO JOJIZKHO IIPOU30UTHU OIIpeIesIeH-
HOE YHCJIO HEeYJAUHBIX IIOIBITOK CBs3U ¢ cepepoM (max_fails <max_fails>), yToObl cepBep CUUTAJICS
HEJIOCTYIHBIM. 3aTeM CepPBEP OCTAETCs HEJOCTYIHBIM B T€UEHHE TOTO YKE CAMOTO BPEMEHWU, MIPEXKJIe IeM
OyJIeT MPOBEPeH MOBTOPHO.

3uadenue 1o ymordanuio — 10 ceKyH/I.

© IIpumeuannue

Ecnan nupexkTuBa server B rpyIine pa3peniaeTcs B HECKOJIBKO CEPBEPOB, ee HACTpoiika fail_timeout
IIPUMEHAEeTCd K KaXKJOMY CEPBEPY OTIEJIHHO.

Eciiz ocsie paspenienns Bcex IUPEKTHB Server B alICTPUME OCTAETCS TOJIBKO OJINH CePBep, HACTPOIKa
fail_timeout He jelicTByeT U OYAET MPOUTHOPUPOBAHA.
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backup ImoMevaeT cepBep Kak 3anacHoil. Ha Hero Oy/yT mepesaBaThCst 3allpOCHI B CJIydae,
ecJiu He PabOTAaIT OCHOBHBIE CEPBEPHI.

down noMeYaeT cepBep KaK NOCTOAHHO HEJIOCTYITHBIIA.

drain [OMeJaeT cepBep Kak pasrpyzkaeMblil (draining); 9To 3HAYMT, 9TO OH [OJLYYAET
TOJIBKO 3aIIPOCHI CECCHil, IPUBA3aHHBIX paHee depe3 sticky. B ocrambHOM mOBe-
JeHUe TaKoe ¥Ke, KaK B pexkume down.

OcTopo>XHO

wp__hash n random.

[Tapamerpsr down u

IIapameTrp backup HejIb3sl HCIOJIB30BATH COBMECTHO C MeTO/IaMU OaJaHCHPOBKU HArpys3ku hash,

drain B3amMHO UCKJIIOYAIOIIHE.

resolve

service=uma

[IO3BOJIET OTCJIE2KMBATH U3MEHEHUs crucka [P-aapecoB, COOTBETCTBYIONIETO 0-
MEHHOMY MMEHM, 1 OOHOBJISITH ero 0e3 nepesarpysku KoHduryparmu. [Ilpu sTom
IpyIIa JOJXKHA HAXOAUTHCST B 30HE Pa30eAAEMOT NAMAMU; TAKIKE JIOJKEH ObITh
oImpejie/ieH Ipeobpa3oBaTens UMEH B afpeca.

BKJIIOUaeT npeobpasoBanue SRV-3ammceit DNS u 3ayiaer ums cepsuca. s pabo-
THI TapaMeTpa HeoOXOIMMO 33/IaTh IIapaMeTp resolve y cepBepa, He YKa3bIBas
[IOPT CepBepa IIPU UMEHH XOCTa.

Ecim B umenn ciryk0b1 HeT TOYEK, popmupyercs umsi mo crangapry RFC: k
UMEeHU CJIy2KObI JT00aBJisieTcst IpeduKe _, 3aTeM depe3 TOUKY obaBjsieTcs _tcp.
Taxk, nms cayx0b1 http mact B pesysabrare _http._tcp.

Angie paspertaer SRV-3amucu, 00beiHsisi HOPMAJIM30BAHHOE UMSI CITYKOBI M UMST
XOCTa M IOJIydasi CIIMCOK CEPBEPOB IS ITOJIy4eHHOI KoMOuHaiuu depes DNS,
BMECTE C UX [IPUOPUTETAMY U BECAMH.

e SRV-zanmcu ¢ HaMBBICIIAM [IPUOPUTETOM (T€, KOTOPBIE UMEIOT MUHUMAJIb-
HOE 3HAYEHUE IIPUOPUTETA) PA3PEINAIOTCs KAK OCHOBHBIE CEPBEPDI, & IIPO-
qre 3amicu CTAHOBATCS 3allacHbIME cepBepamu. Eciau backup ycTaHOBIIEHO
¢ server, SRV-3amucu ¢ HAMBBICIINM [IPUOPUTETOM PA3PEIIAIOTCS KaK 3a-
ITACHBIE CEPBEPDI, & MIPOYNEe 3AIIUCU UTHOPUPYIOTCH.

e Bec anasiornuen napaMerpy weight mupektuBbl server. Ecsm Bec 3aman
KaK B caMoil qupekTuBe, Tak u B SRV-3amnmcu, ucrob3yercs: Bec, yCTaHOB-
JICHHBII B JTUPEKTUBE.

B sroMm mpumepe BBINOTHSETCSA TOUCK 3amucu _http._tcp.backend.example.com:

[server backend.example.com service=http resolve;

sid=id

zagaer ID cepsepa B rpymme. Ecin mapamerp me 3amaH, To ID 3amgaerca kak
mectHaAnaTepuydnbiit MD5-xsm IP-agpeca u mopra mnn mytu UNIX-cokera.

slow_start=epema

3aJIaeT BpeMsi BOCCTAHOBJIEHUsI BECa C€pBepa, BO3BPAIIAIOIIErOCst K paboTe IIpu
GaJIAHCUPOBKE HATIPY3KU MeTOmoM round-robin wim least_conn.

Eciu mapamerp 3a7an u cepBep mocite cO0st CHOBa CIUTAETCST PAOOTAIOIINM C TOU-
Ku 3pennd max_fails <max_fails> m upstream_probe, TO TaKOW cepBep paB-
HOMEDPHO HAaOHMPAaeT yKa3aHHBIN JJI HETO BEC B TE€UYEHUE 33J]AHHOI'O BPEMEHHU.
Ecan mapamerp He 33J1aH, TO B AHAJIOTUYIHON CUTYAIIUU CEPBEP CPA3y HAUUHAET
paboTy € yKa3aHHBIM JIJIsi HETO BECOM.

3.5. Cnpaso4Has undopmauus 30



Angie
Software
PykoBopgcteo no akcnnyatauuu, sepcus 0.3.2

(i ) IIpumeuanue

Ecin B anicrpume 3a1aH TOIBKO oinH server, slow_start He paboTtaeT u Oy/Ie€T UTHOPUPOBATHCS.

state
Cunrakcuc state ¢atin;
Ilo ymomua- —
HUIO
Konrekct upstream

VkaswiBaeT ¢hatia, TJe MOCTOSTHHO XPAHUTCS CIIMCOK CepBEpoB arctpuMa. [Ipyu ycraHoBKe u3 Hawux na-
Kemoe JJIst XpaHeHusl TakuX (DaiiyioB ClenuaabHO co3maeTcs Karajor /var/lib/angie/state/ (/var/
db/angie/state/ Bo FreeBSD) ¢ cooTBercTByOMUME IIpaBaMy JOCTYIIA, U B KOH(DUIYDAIUHA OCTAETCS
J06aBUTH JIUIIL UMs (haitia:

upstream backend {

zone backend 1m;
state /var/lib/angie/state/<UMS GANIA>;

Cuucok cepBepoB 3j1ech nMeer popmar, aHaJoru4uHbI server. CouepKumoe daiijia U3MeHsIeTCs [IPU
JI060M M3MEHeHNU cepBepoB B pazjese /config/http/upstreams/ depe3 API koudurypanuun. Daiin
CYUTBHIBAETCS TIPH 3aIycke Angie mim nepesarpyske KOH(MUTYpaIWH.

“* OcTopoxHOo

YT00BbI HCIIOIB30BATH TUPEKTHBY state B 6JIOKe upstream, B HEM He JIOJKHO OBITH IUPEKTHB Server,
HO Hy>KHa 30Ha pasjiesisgeMoii maMaru (zone).

sticky

Cunraxcuc sticky cookie name |attr=snavenue...;
sticky route $variable...;
sticky learn zone=30ona create=$create wvarl... lookup=$§lookup wvarl... [header]
[timeout=6pems];

Ilo ymomua- —

HHIO

Konrekcr upstream

HacrpamBaer mpuBsa3Ky KJAMEHTCKUX CECCHIl K MPOKCHPYEMBIM CEpBEpPaAM B PEKMME, 33 JaHHOM IEPBBIM
IIapaMeTpoM; JijIs Pa3rPy3KH CEePBEPOB, Y KOTOPBIX 3ajlaHa JUPEKTHuBa sticky, MOXKHO HCIIOJIb30BaTb
ommuio drain B 6J10Ke server.

A Buumanue

JupekTruBa sticky mOKHaA MCIOJB30BAThCS ITOCTIE BCEX MUPEKTHUB, 33JaI0IMNUX TOT WJIM MHOM MeToZ,
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0aJIaHCHPOBKH HAIDY3KU, HHAYE OHa He Oyner pabdorars. Eciu oHa ncrosb3yercs HApsLy ¢ AUPEKTH-
Boit bind conn, To bind_conn moJKHA CTOATH mocje sticky.

Pexxum cookie

DTOT peKUM HUCIOJIb3yeT cookie jist xpaneHus ceccuit. OH MOAXOAUT JJIsl CUTYyaIuil, Korga cookie yxke
HUCHOJIB3YIOTCA JIJIs yIIPABJIEHUS CECCUSIMU.

3ech 3ampoc OT KJUEHTa, TIOKa He MPUBI3aHHOIO K KAKOMY-TO CepBepy, OTIPABJISIETCS HA CEPBEP, BbI-
OupaeMblil COIJIACHO HACTPOEHHOMY Merojy OajaHcupoBku. IIpu strom Angie ycranasimpaer cookie c
YHUKAJIbHBIM 3HAYEHUEM, UICHTU(DUIMPYIONIUM CEPBEP.

Nms cookie (name) 3ajaercss aupekTuBoil sticky, a 3HadeHme (value) COOTBETCTBYET NapaMeTpy
sid IUpPEeKTUBBI server. YATUTe, YTO IAPAMETD JIOMOJHUTEIBHO XIMIUPYETCs, €Ca 3a/aHa JUPEKTUBA
sticky secret.

Tlocsemyromue 3ampockl OT KJIMEHTA, COAEp Kallie TaKoi cookie, mepemaoTes Ha cepBep, 3aIaHHbIi 3Ha-
genneM cookie, TO ecTb cepBep ¢ ykazaHHbIM sid. Ecim BbIOpaTh cepBep He yJIaeTcsi WM BbIOpaHHBII
cepBep He MOXKeT 00paboTaTh 3aIpoc, To OyAeT BIOpaH IPYToil cepBep COrVIACHO HACTPOEHHOMY METOILY
6aJIAHCUPOBKU.

JupeKTrBa MO3BOJIIET Ha3HAYATH aTPUOYTHI TAKOTo cookie; eIMHCTBEHHBIN aTpuOyT, yCTAHABIMBAEMBIi
o ymMoadanuio, — path=/. 3Hadenus aTpuOyTOB 33JAI0TCS CTPOKAMU C TePEMEHHBIMUA. ITOOBI YIAIUTD
arpubyT, 3ajaiiTe Jjis Hero mycroe 3Hadenue: attr=. Tak, sticky cookie path= 3amaer cookie 6e3
arpubyTta path.

3neck Angie cosmaer cookie srv_id co cpokom gelicTBus B 1 4ac U JOMEHOM, 3aJaHHBIM IIEPEMEHHOI]:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky cookie srv_id domain=$my_domain max-age=3600;

Pexxum route

DTOT PeXRUM WCIOJb3yeT MPEIONpeIeeHHbIe HAeHTU(DUKATOPBI MApPIIPYTOB, KOTOPbIE MOTYT OBITH
Bcrpoenbl B URL, cookie uiu apyrue cBoiictBa 3ampoca. OH MeHee IiOOK, TaK KaK 3aBUCUT OT IIPEJIOIIpe-
JIeJIEHHBIX 3HAYEHUN, HO JIydIlle TOAXO/NT, eCJIU TaKue UIeHTU(MUKATOPHI Y2Ke UCIIOJIb3yIOTCS.

3/ech MPOKCUPYEMBIIl cepBep P MOy IEeHUH 3aIIPOCa MOXKET HA3HAYUTDH KJUEHTY MAPIIPYT U BEPHYTH
ero naeHTudUKATOP CII0COO0M, U3BECTHBIM U KJIMEHTY, U cepBepy. B kKadecrBe maeHTHhUKATOPA MAPIII-
pyTa JIOJKHO WCIOJIB30BAThCd 3HAaYeHue mapaMerpa sid AUPEKTUBBI Server. Y 9THTE, 9TO IapaMerp
JIOIIOJTHUTEIBHO XIIUPYETCs, €CJIN 3a/1aHa JUPEKTUBa sticky secret.

Ilocnenyromue 3ampocel OT KIIMEHTOB, KEJIAIONINX HCIIOIB30BaTh TOT MAapIIPYT, JOKHBI COJIEPXKATH
BBIJIAHHBII CepBEPOM MIACHTUPUKATOD, IPUIEM TaK, ITOOBI OH TOMAJ B IepeMeHHble Angie, HATpIMep B
cookie mim apryMeHTH 3ampoca.

B nmapamerpax AMpeKTUBBI YKa3bIBAIOTCH MMEPEMEHHBIE /I MApHIIPYTU3AIMH. ITOOBI BHIOPATH CepBep,
Ky/la [epeIaeTcst MOCTYIUBINNIA 3aIIpOC, UCIIOJIb3YeTCsl IepBasl HeIlyCTasl [IePEMEHHAsT; OHA 3aTeM CpaB-
HUBaeTCs ¢ mapameTrpoM sid aupekTuBbl server. FKcim BbIOpaThb cepBep He yAaeTCs WU BBIOPaHHBII
cepBep He MOXKeT 00paboTaTh 3ampoc, TO OyAeT BHIOpaH JIPYTOil cepBep COrIaCHO HACTPOEHHOMY METOJLY
0aJIAHCUPOBKH.

3necy Angie umer uaenTuduKaTOp MapIpyTa B cookie route, 3aTeM B apryMeHTe 3allpoca route:

upstream backend {
server backendl.example.com:8080 "sid=server 1";
server backend2.example.com:8080 "sid=server 2";
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sticky route $cookie_route $arg_route;

Pexxum learn

B srom pexkume 118 TPUBSA3KU KJIIMEHTA K KOHKPETHOMY MPOKCHUPYEMOMY CEPBEPY UCIIOJIb3YETCs JIMHA-
MWYECKU TeHEPUPYEMbIil KJII04d; OH 60jiee THOOK, TaK KAK HA3HAYAET CEPBEPhI HA XOJY, XPAHUT CEAHCHI B
30HE O0IIIEll TAMATH U MO/JIEPKUBACT PA3IUIHBIE CIOCOOBI MTEPEAIn UIACHTU(PUKATOPOB CECCHUi.

3ech ceccust CO3/IaeTcsl Ha OCHOBE OTBETa MpOoKcupyeMoro cepsepa. C mapamerpamu create u lookup
TIEPEUNCISIOTCS TIepeMEHHbIe, YKA3BIBAIOIINE, KAK CO3J/IAI0TCSA HOBBIE U MIIYTCS CYIIECTBYIONINE CECCUM.
O6a napameTpa MOXKHO HCIIOJIb30BATH 110 HECKOJIBKY Pas3.

W nentuduratopom ceccun CIIyKUT 3HAYEHHE IIEPBON HEITyCTOU IMEpEeMEHHO, YKa3aHHOU ¢ create; Ha-
[IpUMep, 9TO MOXKET OBITh cookie C IPOKCHPYEeMOro CepBepa.

Ceccun XpaHsITCsI B 30HE ODIIEl TaMsITH; ee UMsI U pa3Mep 3aJIal0Tcs apaMeTpoM zone. Ecim kK ceccnn
He ObLIO OOpAaIeHmit B TeUeHne BpDEMeHHU timeout, oHa yassercs. 3HatdeHne 10 yMoaIdanuio — 10 MUHYT.

Tlocnemyromume 3ammpockl OT KJIXEHTOB, YKEJIAKINX UCIIOJIb30BATH CECCUIO, JTOJXKHBI COIEPKATH €€ UJIEH-
TUMUKATOD, IPUYEM TaK, YTOOBI OH IOMAJ B HEIMYCTYIO IEPEMEHHYIO, YKA3aHHYIO ¢ lookup; TOrja ero
3HadeHue Oy/IeT COMOCTABIEHO C ceccusiMu B obIeil mamsaTu. Eciau BeIOpaTh cepBep He yAAeTCsa WIH BbI-
OpaHHBII cepBep He MOXKeT 00paboTaTh 3a1poc, TO OYIET BHIOPAH JIPYTOil cepBep COrIACHO HACTPOCHHOMY
MeTo/ty OaJaHCHPOBKH.

ITapameTp header mo3BOJIET CO3JATH CECCUIO CPa3y IOCTE MOy IE€HNS 3ar0JI0OBKOB OTBETA OT IMPOKCUPY-
eMOT0 cepBepa. Be3 Hero ceccusi co37a€TCs TOJBKO MOCJIE 3aBePINennsi 00pabdOTKU 3aIpoca.

B npumepe Angie cozmaer ceccuio, yctaHaBmMBas B 0oTBeTe cookie ¢ mmeneMm examplecookie:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky learn
create=$upstream_cookie_examplecookie
lookup=$cookie_examplecookie
zone=client_sessions:1im;

sticky _secret

Cunrakcuc sticky_secret cmpoka;
Ilo ywmomua- —

HUIO

Konrekct upstream

Hobasmster cmpoky kak cosb B dyakmmio MD5-xsmmpoBanns s TUPEKTUBHI sticky B pexKmMax cookie
u route. Ompora MOXKET COJEpKATDH IIePeMeHHbIe, HApuMep $remote  addr:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky cookie cookie_name;
sticky_secret my_secret.$remote_addr;

3.5. Cnpaso4Has undopmanus 33




Angie
Software
PykoBopgcteo no akcnnyatauuu, sepcus 0.3.2

Conb 106aBIISETCST TIOCTE XIMUPYEMOro 3HAYEHHsT; ITOObI HE3ABUCUMO IIPOBEPUTH MEXAHU3M XIITHPOBA-
HUS:

[$ echo -n "<VALUE><SALT>" | md5sum ]

sticky _strict

Cunrakcuc sticky_strict on | off;
Ilo ywmomua- sticky_strict off;
HUIO

KonTekct upstream

IIpu Britouennn Angie Gyner Bozspamarh Kinenty omuoky HTTP 502, eciiu xejaemblii cepBep Hemo-
CTYIIEH, BMECTO WCIIOJIb30BAHUs JIIOOOTO IPYror0o JOCTYIIHOTO CEPBEPA, KAK ITO IMPOUCXOAWT, KOTIA B
rpyIIe HET JOCTYIIHBIX CEPBEPOB.

upstream
Cunrakcuc upstream uma { ... }
Ilo ymomua- —
HUIO
Konrekcr http

OnuceiBaer rpymiy cepBepoB. CepBepbl MOTYT CIYIIATh HA Pa3HBIX MOpTax. Kpome TOro, MOKHO OIIHO-
BPEMEHHO HCI0JIb30BaTh ceprepsl, cayimamonue Ha TCP- 1 UNIX-cokerax.

IIpumep:

upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;

server backupl.example.com backup;

ITo yMOJIMaHWUIO 3aIPOCHI PACHPENEJSIOTCS TI0 cepBepaM NMuKJAnYeckn (B pexkume round-robin) ¢ ydve-
TOM BECOB CEPBEPOB. B BhBINIENIPUBEIEHHOM IIpUMepe KaXKible 7 3alpOCOB OYIyT paclpejie/ieHbl Tak: b
zampocos Ha backendl.example.com u o oHOMY 3a1pOCy Ha BTOPOI M TpeTHil cepBepHI.

Ecnu npu monbiTke paboThl ¢ CEPBEPOM ITPOUCXOIUAT OIMMUOKA, TO 3AIPOC HEPEIACTC CJIELYIONEMY Cep-
BEpy, U TaK Jajee J0 TeX MOp, MOKa He OyIyT ompoOOBaHbl Bce paboTaionue cepsephl. Kcean me ymacTces
[TOJIyYUTh YCIEIIHBIA OTBET HU OT OJHOIO U3 CEPBEPOB, TO KJIMEHTY OyJ/IeT BO3BPAIIEH PE3Y/IbTaT paboThI
C TIOCJIEJTHUM CEPBEPOM.
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zone

Cunrakcuc zone umsa [pasmepl;
Ilo ywmomua- —

HUIO

Konrekcr upstream

3asaer UMs U pa3Mep 30HBI PA3eIsieMOl aMATH, B KOTOPO XPaHSITCSI KOHMUTYpAaIus TPYIIbI U ee
pabodee cocTostHEE, pa3le/seMble MEXKIy PabOINMU IIpOIeccaMu. B OmHOI U TOil »Ke 30He MOryT ObITh
cpa3dy HEeCKOJIbKO TPYIIl. B 3T0M ciydae JOCTATOYHO yKa3aTh pa3Mep TOJIBKO OJUH Pas.

BCTpOEHHbIe nepemMeHHblIe

Moyysib http_upstream mojaepKuBaeT CIeIyONne BCTPOCHHBIE TIEPEMEHHbIE:

$upstream_addr

xpanruT [P-agpec u mopt mm myrs k UNIX-cokery cepBepa rpymmsl. Ecim nmpu 06padboTke 3ampoca ObLIn
¢JleJTaHbl OOpAIeHrsT K HECKOJbKAM CEPBEpPaM, TO UX aJIpeca Pa3JIesIaioTCs 3aIlsITOM, HAIPpUMED:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

Eciu mpousonuio BHyTpeHHee IiepeHanpaBjieHre OT OJHON I'PYIIbl CEPBEPOB Ha JPYIYIO C IIOMOIIBIO
"X-Accel-Redirect" nin error_page, To ajpeca, COOTBETCTBYIOININE PA3HBIM IPYIIIaM CEPBEPOB, pa3Jie-
JISIIOTCST JIBOETOYNEM, HAIIPUMED:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock : 192.168.10.1:80, 192.168.10.2:80

Ecnnu CcepBep HEe MO2KeT OBLITH BbI6paH, TO IIepeMeEeHHasl XpaHUT UMA TPYIIIE CEePBEPOB.

$upstream_bytes_received

qucio 6aiiT, MOJyYeHHBIX OT CepBepa TPYIIbl. SHAYEHUsI HECKOJIBKUX COEJMHEHUN Pa3JIesIsiioTCs 3allsi-
THIME U JIBOCTOYMIMHU IIOJOOHO aJpecaM B nepeMeHHoil $upstream addr.

$upstream_bytes_sent

quciio OaiiT, MepeJaHHBIX Ha CEPpBEP IPYIIbl. JHAYEHUS] HECKOJIBKUX COEINHEHUN PA3JIeISTIOTCS 3AIIAThHIMI
7 JIBOETOUMAME TOJO0HO aaIpecaM B IEPeMeHHon Supstream  addr.

$upstream_cache_status

XPaHUT CTATyC JOCTyIa K K31y orBeToB. Craryc MoxkeT ObITh omuauM u3 MISS, BYPASS, EXPIRED, STALE,
UPDATING, REVALIDATED nsu HIT:

e MISS: OrBer He HailJleH B K3Ille, U 3allpOC IIEpeaH Ha CepBep.
e BYPASS: Ksmr oboiijieH, 1 3a11poc HAIPSIMYIO [EpeaH Ha CepBep.
e EXPIRED: OTBer B K3IIle ycTapes, U HA CEePBEP MEPEeaH HOBBII 3aIpOC /i OOHOBJIEHNS KOHTEHTA.

e STALE: OTBeT B K3IIle yCTapeJ, HO MO-IIPeXKHEMY [TePeIaeTcsl KJIIMEHTaM, TI0Ka, 1epe3 KAKOe-TO BPeMsi
He IIPOon30ii/ieT 0OHOBJIEHIE KOHTEHTA C CEPBEPA.

e UPDATING: OTBerT B K3Ille ycTapes, HO IO-IPEXKHEMY IepeIaeTcs KJIUeHTaM, IOKa yXKe HIyIee
OOHOBJICHIE KOHTEHTA C CEPBEpa HE 3aBEPIIUTCH.
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e REVALIDATED: OTBeT B K3Ille ycTape)i, HO ObLI YCIIEIIHO [TEPEIIPOBEPEH U HE HYKJIAeTCsl B OOHOBJIE-
HHUU C CepBepa.

e HIT: OrBer ObLI B34AT U3 K3IIIA.

Ecau 3amnpoc momen B 06xom Katra 6e3 obpallenns K HeMYy, TepeMeHHasl He yCTAHABIMBAECTCS.

$upstream_connect_time

XPAHUT BpeMs, 3aTPAYEHHOE HA YCTAHOBJIEHHWE COEIMHEHUsI C CEPBEPOM I'DYIIBI; BPEMS XPAHUTCI B Ce-
KyHJ/IaX ¢ TOYHOCTBIO 710 MUJUIHCEKYH . B ciyaae SSL BkiogaeT B cebst BpeMsi, TIOTPAIEHHOE HA PYKO-
nokarue. BpemMeHa HECKOJILKUX COEJIMHEHUN Pa3/Ie/IAIOTC 3aISITBIMUA U JBOCTOUUSIMHE ITOJ00HO aIpecam
B 1epeMennoit Supstream addr.

$upstream_cookie_<wumsa>

cookie ¢ yKasaHHBIM MMeHeM, IlepeJaHHbIil cepBepoM rpymmbl B moje "Set-Cookie" 3arosioBka orsera.
HeobxomMo uMerh B BuLy, 9TO cookie 3alOMUHAIOTCS TOJIBKO U3 OTBETA MOCJIEIHETO CepBepa.

$upstream_header_time

XpaHUT BPEMsi, 3aTPAYEHHOE Ha MOJIyIEHUE 3arojI0OBKAa OTBETa OT CepBepa IPYIIIbI; BPeMs XPAHUTCS B
CEeKYHIaX C TOYHOCTBIO JI0 MIJIJINCEKYH . BpeMeHa HeCKOJIbKUX OTBETOB PA3JIEJIAI0TCS 3AISATHIME U JIBOE-
TOUMSIME TIOJIO0HO aJIpecaM B EpeMeHHoN Supstreamn  addr.

$upstream_http_<mms>

XpaHsT TOJIsT 3ar0JIOBKA OTBEeTa cepBepa. Hampumep, mosie 3arosioBka orsera "Server" mocrymmo B me-
pemennoit $upstream_ http server. IlpaBuia npeoGpa3oBaHus MMEH II0JIEH 3ar0JIOBKA OTBETA B MMEHA
[IEPEMEHHBIX TaKue Ke, KaK Jyisl lepeMeHHbIX ¢ npedukcom "$http ". Heobxomumo umers B BHILY, 9TO
I10JIsl 3ar0JIOBKA, 3AIIOMUHAIOTCS TOJIHKO U3 OTBETA IMOCJEIHErO CePBEPA.

$upstream_queue_time

XpaHUT BpeMsi, MPOBEIEHHOE 3AlPOCOM B ouepedu 0 OYePEHOrO BhIOOpa CepBepa W BBIPAXKEHHOE B
CEeKYHIAX C TOYHOCTHIO JI0 MUJLIACEKYHI. BpemMeHa HECKOJbKHX IOIBITOK PAa3IEISIOTCS 3alsiThIMA 1
JIBOETOUMSIME TIOI00HO aIpecaM B IEpeMeHHon Supstreamn  addr.

$upstream_response_length

XPAHUT JJINHY OTBETA, [TOJIy9I€HHOTO OT CepBepa IPYIIIIbL; JIJIMHA XPAHATCs B Oaiirax. JJIMHbI HECKOIBKUAX
OTBETOB PAa3JIeJISIFOTCsl 3alATBIMU U JIBOETOUUSIMU TIOJOOHO aJpecaM B epeMeHHoit Supstream  addr.
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$upstream_response_time

XPAHUT BpeMs, 3aTPAYEeHHOE Ha IIOJIyYEeHHE OTBETa OT CepBepa I'PYIIIbL; BPeMsl XPAaHUTCS B CEKYHIAX C
TOYHOCTBIO JI0 MUJLIMCEKYHJI. BpeMeHa HEeCKOJIBKUX OTBETOB Pa3/eIiOTCs 3allSIThIMU U JIBOETOYUSIMU
o00HO ajpecaM B IepeMenHoit Supstream addr.

$upstream_status

XPAHHUT CTATYC OTBETAa, IOJIyYeHHOI'O OT cepBepa Ipyiibl. CTaTyCchbl HECKOJIBKUX OTBETOB PA3JIEJIsIIOTCS
3AMSTHIMA U JIBOETOUHSIME TIOJOOHO aJipecaM B mepeMeHHo# Supstream  addr. Ecnu cepBep He MOXKeT
ObITh BbIOpaH, TO nepeMenHas xpanut craryc 502 (Bad Gateway).

$upstream_sticky_status

Craryc IpUBSI3aHHBIX 3AIIPOCOB.

" 3ampoc oTIpaBiIeH B IPYIILY CEPBEPOB, IJle IPUBSI3KA HE BKJIIOUYECHA.

NEW 3ampoc He COoIEepKUT UH(POPMAIMH O IIPUBS3KE K CEPBEPY.

HIT 3amnpoc ¢ MPUBA3KOI OTIIPABJICH Ha YKEJIAEMBII cepBep.

MISS 3ampoc ¢ IpUBA3KO OTIIPABJIEH HA CEPBEP, BRIOPAHHBIN 110 aJrOPUTMY OaJIaHCH-
POBKH.

CraTychl U3 HECKOJBKHUX COCJAMHEHUI Pa3Ie/aIOTCa 3allATBIMA U JBOCTOYNAMH II0J0GHO aJpecaM B IIe-
pemenHoit $upstream addr.

$upstream_trailer_<ums>

XPaHUT I10JIF U3 KOHIIAa OTBETa, II0JIy4eHHOI'0 OT cepBepa I'PYIIILL.

3.5.2 Stream upstream

Mpumep koHurypayun

upstream backend {
hash $remote_addr consistent;
zone backend 1m;

server backendl.example.com:1935 weight=5;
server unix:/tmp/backend3;
server backend3.example.com service=_example._tcp resolve;

server backupl.example.com:1935  backup;

server backup2.example.com:1935  backup;
resolver 127.0.0.53 status_zone=resolver;
server {

listen 1936;
proxy_pass backend;
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AduvpekTunsbi

upstream

CunHTakcuc upstream ums { ... }
IlIo ywmomua- —

HUIO

KonTekcr stream

OmuceiBaer rpytiy cepBepoB. CepBepbl MOI'YT CJIYIIATH Ha PAa3HBIX MopTax. KpoMe Toro, MOXKHO OJIHO-
BPEMEHHO KCIIOJIb30BaTh ceprepsl, ciyinatonie Ha TCP- u UNIX-cokerax.

IIpumep:

upstream backend {
server backendl.example.com:1935 weight=5;
server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend2;
server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

Io ymosr9anuio coeuHeHrs PaCIpeIelIioTCs [0 cepBepaM HukJndecku (B pexkume round-robin) ¢ yde-
TOM BECOB CepBepOB. B BbINenpuBeIeHHOM IpUMepe KaK/ible 7 COeIMHEHU OyIyT pacipeieseHbl TakK: b
coequuennit Ha backendl.example.com:1935 u 1Mo oHOMY COEIMHEHWIO HA BTOPOH U TPETU CepPBEPHI.

Eciu npu nonbrTke paboThl ¢ CepBEpOM MIPOUCXOIUT OIMHMOKA, TO COEIUHEHUE MEPEIAeTCsl CJIeLYONIEMY
cepBepy, U TakK JaJiee J0 TeX IOop, IOoKa He Oy/IyT ompobOBaHBI Bce paboTaroinue cepBepbl. Ecin cBsi3b ¢
cepBepaMu He YIAJIach, COeIUHeHne OyIeT 3aKPhITO.

server
CunTakcuc server adpec [napamempol;
Ilo ymomua- —
HUIO
Konrekcr upstream

3ajiaer ajpec u Apyrue mapamMeTphl cepBepa. Ajpec MoxkeT ObITh YKa3aH B BHUJIE JJOMEHHOI'O MMEHU HJIN
IP-agpeca, u obsizarenpHOro mopra, wim B Buje mytu UNIX-cokera, KOTOPBIl yKa3bIBAETCs IMIOCHIE IIpe-
dukca unix:. JlomenHoe nMsi, KOTOPOMY COOTBETCTBYET HECKOIBKO IP-amgpecos, 3a1aeT cpa3y HECKOIHLKO
CEPBEPOB.

MOFyT OBLITH 3a/1aHbl CJICYIONINE ITapaMeTpPbI:

weight=vucao 3aJ1aeT BeC CepBepa MO YMOTIAHUIO 1.

max_conns=4uc.a0 OI'PaHUINBaECT MaKCHMaJIbHOE YHCJIO OJHOBPEMEHHLIX aKTHUBHBIX COG,D;HHGHI/II‘;I K
[IPOKCUPYEMOMY CepBepy. JHadeHHe 110 yMOJYAHUI0 paBHO O M O3HAYAET, UTO
OrpaHn4e€HNrs HET. EC.HI/I I'PYIIIIa HE HAXOJAUTCA B 30HE pa3,[LeJIHel\lOIU/I InmaMAaTH, TO
orpaHmdeHne paboTaeT OTAEIBHO JJIA KarXKJI0ro pabodero mporecca.

max_fails=vucao — 3a/1aeT YUCJIO HEYJAYHBIX IIOIBITOK CBS3U C CEPBEPOM, KOTOPBIE JIOJIZKHBI IIPOU30UTH
B TeueHne 3amaHHoro fail_ timeout BpeMeHHW it TOTO, YTOOBI CEPBEP CUUTAJICS HEIOCTYIIHBIM; IIOCTIE
9TOro oH Oy/ieT MOBTOPHO IIPOBEPEH UEPE3 TO 2KE CAMOE BPEMH.
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B nannom cirydae HeynadHOI HONBITKOM CYMTAETCH OIMMOKA WJIM TallMayT IIPU YCTAHOBKE COEIMHEHUS C
CepBEPOM.

© IIpumeuannue

Ecnn nupekTnBa server B rpyiine pa3periaeTcs B HECKOJIHKO CEPBEPOB, ee HAcTpoiika max_fails
IpHUMeHsdeTCd K KaXKJIOMy CepBepy OTJIEJIBHO.

Ecnu ocste pazperenust Bcex qUPEKTUB S€rver B allCTPUME OCTAETCs TOJBKO OJIMH CEPBEP, HACTPOMKA
max_fails He jmeicTByeT 1 OYIET MPOUTHOPUPOBAHA.

max_fails=1 YUCJIO HOIBITOK II0 YMOJIYaHUIO
max_fails=0 OTKJIIOYAET y4eT ITOIBITOK

fail_timeout=epemsa — 3a1aeT:

fail_timeout=epemsa — 3a7aeT NEPUOJ, BPEMEHH, B T€UYCHUE KOTOPOI'O JOJIZKHO IPOU3OUTHU OIIPE/IC/ICH-
HOE YUCJIO HEYIAYHBIX IHOIBITOK CBA3M C cepBepoM (max_fails), 4rTobbl cepBep CUUTAIICS HEIOCTYIHBIM.
3areM cepBep OCTAaeTCsl HEIOCTYITHBIM B T€YEHIE TOTO YKe CaMOI'0 BPEMeHH, IIPeXK e 4eM OyJIeT IIpOBEpeH
MOBTOPHO.

Suagenne mo ymosgaHuio — 10 cekyH.

(i ) IIpumeuanue

Ecnu nqupekTnBa server B rpyiimne pa3perraercs B HECKOJIBKO CEPBEPOB, ee HACTPoiika fail_timeout
IIPUMEHAeTCd K KaXKJOMYy CEpPBEPY OTJIEJILHO.

Ecau nocite paspeniennst Bcex IUPEKTUB Server B allCTPUME OCTAETCs TOJIBKO OIUH CepBep, HACTPOITKA
fail_timeout He meiicTByeT u OyJeT IPOUTHOPUPOBAHA.

backup moMedvaeT cepBep Kak 3amacHoit. Ha Hero Oy/iyT mepesaBaThCst 3aIIpOChl B CIIyYae,
€cJiu He PabOTaI0T OCHOBHBIE CEPBEPHI.

down IOMeYaeT cepBep KaK IIOCTOSAHHO HEJOCTYITHBIN.

drain [OMEYAEeT CepBep Kak pasrpykaemblii (draining); 9To 3HAYUT, YTO OH IOJydaer

TOJIBKO 3aIIPOCHI CECCHUil, MPUBSI3aHHBIX paHee 4epes3 sticky. B ocrampHOM mOBe-
JeHne TaKoe Ke, KaK B pexkuMe down.

“* OcropoxHOo

TTapamerp backup Heb3sl HCIIOIH30BATH COBMECTHO C METOJaMK OAJIAHCHUPOBKHM HArpy3Ku hash u
random.

ITapameTpnl down u drain B3aUMHO HUCKJIIOYATOIIIHE.
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resolve

service=uma

ITo3BosisieT oTciiekuBaTh U3MeHEHUsI crincka [P-aapecoB, COOTBETCTBYIONIETO 10~
MEHHOMY MMEHH, 1 OOHOBJIATDH €ro 0e3 mepe3arpysku Koudwuryparmu. [Ipu sTom
TPyIIa JOJKHA HAXOIUTHCS B 30HE PA30eAAEMOT NAMAMU; TAKIKE JTOJKEH ObITh
oImpeiesieH Ipeobpa3oBaTent UMEH B afpeca.
Bxirouaer npeobpaszosanne SRV-zanuceit DNS u 3ajjaer ums cepsuca. [Ipu yka-
3aHUU TOTO apaMeTpa HeOOXOIMMO TaKXKe 3aJaTh IHapaMeTp resolve, He yKa3bl-
Basl IOPT CepBepa IPU UMEHHU XOCTa.
Ecim B nmenn ciryxk06b1 HeT TOUEK, hopmupyercs ums mo crapmapry RFC: k
UMEeHU CJIy2KOBI JT00aBjsteTcs IpeduKe _, 3aTeM depe3 TOUKY /100aBiseTcs _tcp.
Taxk, nms cayk0b1 http mact B pesysiabrare _http._tcp.
Angie paspertaer SRV-3amucu, 06beuHsisi HOpPMAJII30BAHHOE UMSI CITY2KOBI 1 TMST
XOCTa ¥ TOJIyYasi CIIMCOK CEPBEPOB JJIs IOJIydeHHOIH KoMOunarnmu uepe3 DNS,
BMeCTe C UX IPHOPUTETAMHU U BECAMHU.
e SRV-zanucu ¢ HAMBBICHIAM [IPUOPUTETOM (T€, KOTOPbIE UMEIOT MUHUMAJIb-
HOe 3HAYeHUE NPHOPUTETA) PA3PEINATCsl KAK OCHOBHBIE CEPBEPBI, & IIPO-
Yre 3aliCH CTAHOBATCS 3allaCHBIMU cepBepaMu. Eciu backup ycTaHOBIIEHO
¢ server, SRV-3amnucu ¢ HAMBBICIIIM [IPUOPUTETOM PA3PEIIAIOTCT KaK 3a-
[IACHBbIE CepBEPHI, & IPOUUE 3AlUCH UTHOPUPYIOTCS.
e Bec anasiormuen nmapamerpy weight mupektuBbl server. Ecium Bec 3aman
KaK B caMoii JupekTuBe, Tak u B SRV-3amucu, ncnoab3yercs: Bec, yCTaHOB-
JICHHBIII B JJUPEKTUBE.

B srom npumepe BbIONHSETCS TToNCK 3anucu _http._tcp.backend.example. com:

[server backend.example.com service=http resolve;

SlOW_StaI‘t=6p€./VL.ﬂ 3a/laeT BpeMsd BOCCTAHOBJIEHHA BeECa Ce€pBEpa, BO3BPAIIAIOIIETOCA K pa60Te IIpu

GaJIAaHCUPOBKE HATPY3KU MeTOnoM round-robin wim least_conn.

Ecaun mapamerp 3aman m cepsep mocje cOOs CHOBa CUUTAETCS PAOOTAIONIAM C
TOYKM 3peHnd max_fails m upstream_probe, TO Takoil cepBep paBHOMEPHO Ha-
OupaeT yKa3aHHBIN JjIs HETO BeC B TeUeHUE 3aJaHHOTO BPEMEHH.

Ecan mapamerp He 33/1aH, TO B AHAJOTUIHON CUTYAITUU CEPBEP CPa3y HAUUHAET
paboTy € yKa3aHHBIM JIJIsi HETO BECOM.

O IIpumeuannue

Ecnu B ancrpume 3aman To1bKO 07uH server, slow_start He paboraeT u OyIeT UTHOPUPOBATHCH.

state
Cunrakcuc state ¢atin;
Ilo ymomua- —
HUIO
Konrekcr upstream

VkasbiBaeT padlia, e TOCTOSHHO XPAHUTCS CIIHCOK CepBEpOB arcTpuma. [Ipu ycTaHOBKe M3 HAIUX Ia-
KETOB JJIsl XpaHeHus TakuX (hailjioB CIEIMAILHO CO3JaeTcsd Karajor /var/lib/angie/state/ (/var/
db/angie/state/ Bo FreeBSD) ¢ coorBercTByOmuMy IpaBaMu JOCTYIa, U B KOHMDUIYDPAIMHA OCTAETCs
JT00aBUTH JIUIIH UMs (pafiia:
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upstream backend {

zone backend 1m;
state /var/lib/angie/state/<WMS GANINA>;

Crncok cepBepoB 31ech nuMmeeT (opmart, aHasorundusiit s_server. Comepxkumoe dailna n3MeHseTcs Ipu
JII060M M3MEHEHUU cepBepoB B pasjese /config/stream/upstreams/ gepe3 API koudurypanun. Daitn
CUYUTBIBAETCSI IPH 3alrycke Angie miaun nepesarpyske KOHMUTYpAIHH.

“* OcropoxxHo

Yro6b! HCIIOIB30BATH TUPEKTUBY state B GJI0Ke upstream, B HEM He JIOJIKHO ObITH JUPEKTUB Server,
HO Hy»KHa 30Ha pasfiessieMoil mamsaru (zone).

zone
Cunrakcuc zone ums [pasmepl;
Ilo ymomua- —
HUIO
Konrekct upstream

SajaeT UM U pa3zMep 30HBI PA3essieMOil MaMsATH, B KOTOPOH XPaHATCS KOH(MUIypalus IPYIIbI U ee
pabodee cocTosiHUE, pa3le/isieMble MeXKy pPaboYnMU IIporieccaMu. B OfHOI U TOil »Ke 30He MOI'yT ObITh
Ccpa3y HEeCKOJLKO rpymi. B 3ToM ciyvae JIOCTATOYHO yKa3aTh pa3Mep TOJIBKO OJIMH pa3.

feedback

Cunraxcuc feedback nepemMerHan [inverse] [factor=vucao|
[account=ycaosras_nepemennasn];

Ilo ymomua- —

HUIO

Konrekcr upstream

3ajiaer B upstream MexaHu3M OAJIAHCUPOBKU HATPY3KH 110 00paTHOl cBsizu. OH JIUHAMUYECKH KOPPEKTH-
pyeT pelenns mpu 6aJIaHCHPOBKE, YMHOXKast BeC KaXKJ/IOT0 MPOKCAPYEMOrO cepBepa Ha CPe/IHee 3HATECHUE
00pAaTHOI CBA3U, KOTOPOE MEHSIETCsl C TE€YEHWEM BPEMEHH B 3aBHCHMOCTH OT 3HAYEHUS Nepemernol U
[IO/TYNHSAETCS HEOOSI3aTEeTHbHOMY YCIOBHIO.

MOFyT ObITH 3a/1aHbl CJIEAYIOIne ITapaMeTpbI:
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IIepeMeHnHasda

inverse

factor

account

Ilepemennasi, m3 KOTOpOit Gepercs 3HAYEHME 00paTHOM cBst3u. OHA JIOIKHA [TPEe/I-
CTaBJISITH CODOI METPUKY ITPOU3BOIUTETBHOCTU U COCTOSTHUST; IIPEJIITOIArAeTCs,
9TO ee TepeIaeT CepBep.

3HadveHne OIEHUBACTCS MMPU KAXKJIOM OTBETE OT CEPBEPA U YIUTHIBAETCS B CKOJIb-
34IIeM CpeJlHeM COIVIACHO HacTpolikaM inverse u factor.

Ecan napamerp 3a7aH, 3HadeHne 0OpPATHON CBI3U MHTEPIPETUPYETCS HAOOOPOT:
6oJtee HU3KME 3HAYEHUs] YKA3BIBAIOT HA JIYUIIYIO TPOM3BOIUTEHBHOCTD.
Kosddumnuent, mo koropomy 3HaUeHHEe 0OPATHON CBSI3U yUIUTHIBAETCS IIPU PAC-
gere cpexnero. Jlomycrumsel nesbie gncia ot 0 7o 99. Ilo ymomganmo — 90.
Cpefiree paccIuTHIBAETCS IO (DOPMYJIIE SKCIIOHEHITNATHLHOIO CIUIAYKIBAHNS.

Yem Gostbitie KO3MDMUITNEHT, TEM MEHbINIE HOBbIE 3HAUEHUs BJIUSIOT HA CPEJIHEE;
ecsm ykasarb 90, To Oyzmer B3aTo 90 % or npenpiaymero sHadenns u gumb 10 %
OT HOBOTO.

VKa3bIBaeT YCJIOBHYIO IEPEMEHHYI0, KOTOpPas KOHTPOJIMPYET, KAaK COEINHEHUS
YUIUTBIBAIOTCS Tipu pacdere. CpejiHee 3HaYUeHWE OOHOBJISIETCS C y9IeTOM 3HAUe-
HUsT OOpATHON CBSI3M, TOJBKO €CJIM yCJIOBHAs MepeMeHHas He paBHa "" wam "0".

(i ) IIpumeuanue

ITo YMOJITIaHUIO Tpa.CbI/IK OT aKTHUBHBIX IIPOBEPOK HE BKJIIOYACTCA B pacCHUeT,
KOI\/I6I/IH8J_[I/IH HepeMeHHOﬁ $upstream_probe ¢ account mo3BoJigeT BKJIIOYUTH
1 UX WIN JazKe UCKJIIOYUTH BCE OCTaJIbHOE.

IIpumep:

upstream backend {

zone backend 1mj;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com:1935 weight=1;
server backend2.example.com:1935 weight=2;

map $protocol $feedback_value {

IITCPII
IIUDPII
default

100;
75;
10;

map $upstream_probe $condition_value {
"high_priority" "1";

"low_priority"

default

IIOH;
lllll;

DTa KOH(MUIrypalys KaTeropusupyer cepBephl [0 YPOBHSIM OOPATHON CBsI3W HA OCHOBE IIPOTOKOJIOB, UC-
[TOJTb3YEMBIX B OTIEJIbHBIX CECCHUSIX, & TAKXKe 100aBisieT ycjioBue Ha $upstream_probe, 9T00bI yINTHIBATH
TOJIBKO aKTUBHYIO TIPOBEPKY high _priority wam OObIYHBIE KJIMEHTCKHAE CECCUMU.

3.5. Cnpaso4Has undopmanus 42



https://ru.wikipedia.org/wiki/Экспоненциальное_сглаживание

Angie
Software
PykoBopgcteo no akcnnyatauuu, sepcus 0.3.2

hash

Cunrakcuc hash karou [consistent];
Ilo ywmomua- —

HHIO

Konrekcr upstream

3asaer MeTo T OATAHCUPOBKY HATPY3KHU JIJIst TPYIIIIBI, IIPU KOTOPOM COOTBETCTBUE KJIMEHTA, CEPBEPY OIpe-
JIeJIIeTCs IPU ITOMOIIK XIMIAPOBAHHOIO 3HAYEHUS KJIIOYa. B KadecTBe KJII0Ua MOXKET HCIOJIb30BATHCS
TEKCT, [lepeMeHHble 1 uX KoMmOuHanuu. [Ipumep ucnosib3oBaHms:

[hash $remote_addr;

Metron, copmectum ¢ 6ubsmorekoii Perl Cache::Memcached.

Ecin 3ajan napamerp consistent, TO BMECTO BBINIEONMCAHHOTO METOJA OYJIET UCIIOIH30BATHCS METO/I
KOHCHCTEHTHOr0 X3mmupoBanus ketama. Meros rapanTupyeT, 9To Ipu J00aBJIEHUN CEPBEPA B TPYIITY WU
€ro yJaJleHUn Ha JIpyrue cepBepbl Oy/ieT mepepacipeie/ieH0 MUHUMAIbLHOE Jucao Kioueil. [Ipumenenue
MeTOJa JJIsd KIMIUPYIOIINX CEPBEPOB ODeCcIieanBaeT OOJIBINNIL IPOIEHT MONaIanmil B K31, Meros coBme-
crum ¢ 6ubsmorekoit Perl Cache::Memcached::Fast npu 3magenun mapamerpa ketama points pasmbim

160.

least conn
Cunrakcuc least_conn;
Ilo ymomua- —
HUIO
Konrekcr upstream

3ajaeT IS TPYIIIBI METOJT DAJIAHCUPOBKU HATDY3KHU, MPU KOTOPOM COEJIMHEHUE MEPEIaeTCsl CepBepy C
HaMMEHBIITUM YUCJIOM aKTHBHBIX COEIMHEHU, C YI€TOM BECOB CEPBEPOB. EciIn monaxouT cpa3y HECKOJILKO
CepBepoOB, OHU BLIOMPAIOTCs IUKJINYecKH (B pexkume round-robin) ¢ y4eToM uX BecoB.

least _time

Cunrakcuc least_time connect | first_byte | last_byte [factor=number]|
[account=condition_variable];

IlIo ywmomua- —

HHIO

Konrekct upstream

Sajaer Jid TPYIIIbl MeTO GAJAHCUPOBKU HAIDY3KH, [IPU KOTOPOM BEDPOSTHOCTH [IEPeIadi COeMHEHNUS]
AKTUBHOMY CEpBepy O6pATHO MPOIMOPIMOHAJIBHA CPEJIHEMY BPEMEHH €ro OTBEeTa; YeM OHO MEHbIIe, TeM
6OoJIbIIIe CoeIMHEHU T OY/IeT TOIyYaTh cepBep.
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connect JlupekTrBa yUIUTHIBAET CPEJIHEE BPEMsI YCTAHOBKH COEIMHEHUSI.
first_byte JlupekTrBa UCIOJIB3yeT CpellHee BpeMs MTOJIydeHusl IIepBoro baiita oTBera.
last_byte JlupekTrBa UCIOIb3yeT CPEIHEe BPEMs [TOJIYIeHUsT TIOJHOTO OTBETA.
factor Brmomnuser Ty xe dyHKOuio, 9to u response time factor, u mepeompenesisier
€ro, eCJIM mapaMerp 3aJaH.
account VKas3bIBaeT yCJIOBHYIO [TEPEMEHHYI0, KOTOPasi KOHTPOJUPYET, KAKUE COEIUHEHUS

YUIUTBIBaIOTCS 11pu pacdere. Cpeiiee 3HaYMEHNE OOHOBIISIETCSI, TOJIBKO €CJIU YCIIOB-
Has IIepeMeHHad COeJUHeHusd He paBHa "" mium "0".

© IIpumeuannue

Ilo ymosrdanuio akTHBHEE NPOBEPKM HE BKJIIOYAIOTCS B pacder; KOMOMHAIINS
repeMeHHO $upstream_probe c account IO3BOJISET BKJIIOYUTD UX UM JIAZKE
UCKJIIOUUTD BCE OCTAJIbHOE.

Tekymine 3navenus: IpeacTaBIeHbl KaK connect_time, first_byte_time u last_byte_time B obbekTe
health cepsepa cpeau merpuk amncrpuma B API.

least bandwidth

Cunrakcuc

IIo  ywmomua-

HUIO
Konrekcr

least_bandwidth both | upstream | downstream [factor=number|
both

upstream

Momynn 6aancupoBKU HATPY3KHU least_bandwidth B TOTOKOBOM MOJIyJI€ BHIOMPAET MPOKCUPYEMBIH cep-
Bep, KOTOPBIN NCIOJIB3YET HANMEHDIIHH 00beM IIPOIYCKHON CIIOCOOHOCTH, CTPEMSICh PABHOMEPHO pacIipe-
JIETUTH CEeTeBOH TpadUK, HAIPABJIss HOBbIE CECCUU HA CEPBEP C HAMMEHBIITNM MTOTPeOIeHIEeM TTPOITYCKHOIT

CIIOCOOHOCTH.

upstream

downstream

both

factor

JupekTrBa yIUTHIBAET TOJHKO IIPOIYCKHYIO CIIOCOOHOCTD, HCIIOJb3YEMYIO OT
KJIMEHTa K CepBepYy.

JIUpeKTUBa YYUTHIBAET TOJIBKO ITPOIYCKHYIO CIOCOOHOCTH, HCIIOJB3YEMYIO OT
cepBepa K KJIMEHTY.

JlupekTrBa yYUTHIBAET CYyMMY IIPOILYCKHOI CIIOCOOHOCTH, WCIIOJIB3yEeMOl BBEPX
(o KJIMEHTA K cepBepy) M BHHU3 II0 HOTOKY (OT cepBepa K KiueHTy). Pexxkum 110
YMOJTIAHUIO.

HeobsizaTembubiit KOAMOUIMEHT CrIaKUBAHUS JIJIT PACIETa CKOJIL3SIIETO CPe/i-
Hero, B nanaszone ot 0 110 100 (no ymomruanuto 90). Bosee Bbicokuii koaddurpen
o3HadaeT 60JIee MEJJIEHHYIO aallTaIlii0 K N3MEHEHUSIM.

Monynbe nepuoguyecKku BBIYUC/ISIET CPEJIHEE HUCIOJIb30BAHUE IIPOIIYCKHOM CIIOCOOHOCTH JJTst KaXKJIO0TO
IIPOKCAPYEMOTO CEPBEPA, MCIOIb3Ys (DOPMYILY CKOJIB3SAIIET0 CPEIHEr0 M CIUIayKUBAHUsS KOJeOAHMI co
BpemeneM. Korma HaYnHaeTCs HOBas CECCHsl, OH BHIOMPAET IIPOKCUPYEMbI CEPBEP C HAMMEHBIIINM CPE/I-
HUM HCIIOJIb30BAHUEM IIPOIIYCKHO CIIOCODHOCTH, CKOPPEKTUPOBAHHBIM C YYE€TOM BeCa CepBepa, eCJd OH
ykazaH. Eciim HECKOJIbKO cepBEpOB UMEIOT OJMHAKOBOE MUHUMAJIHLHOE CPeIHEee MCIOJIL30BAHIE ITPOITYCK-
HO# CITOCOOHOCTH, IIPUMEHSIETCsT B3BEIIEHHBI MeTo ] round-robin.
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least packets

Cunrakcuc least_packets both | upstream | downstream [factor=number|
Ilo ymosaa- both

HHIO

Konrekcr upstream

Monyne 6anancupoBku Harpy3ku least_packets B MOTOKOBOM MOJIyJI€ BHIOMPAET MPOKCUPYEMBIN cep-
Bep, 00pabaTHIBAOIINI HANMEHBIEe KOJUIECTBO TPadUKa HA OCHOBE KOJMIECTBA IIEPEIAHHBIX TAKETOB,
CTpeMsCh PaBHOMEPHO pacIpeeUTh CeTeBYI0 Harpy3Ky, HallpaBJjidsd HOBBIE CEaHChl Ha CepBep € Hau-
MEHBIIIEl CKOPOCTHIO ITepeIadul IaKETOB.

upstream JupeKTnBa yIUTHIBAET TTOJIHKO IIAKETHI, OTIPABICHHBIE OT KJIMEHTA K CepBe-
py.

downstream JupekTuBa yIuTHIBAET TOIBKO IIAKETHI, OTIPABJICHHbIE OT CEpPBePa K KJIUEHTY .

both JupekTnBa yaIuThHIBAET CYMMY IIAKETOB, OTIPABIEHHBIX BBEPX (OT KIMEHTA K Cep-
Bepy) ¥ BHH3 II0 OTOKY (OT cepBepa K KJIMEHTY ).

factor HeobGst3arenpHblil KOahMUIMEHT CraKuBaHus JJist pacdera CKOIb3SIIEro Cpe/i-

Hero, B nuanazone ot 0 10 100 (o ymosrganuio 90). Bosiee Boicokuii koaddurpent
o3HavaeT 6oJiee MEJJICHHYIO aJalTAIlAI0 K M3MEHEHUSIM.

Moytysib IepuoOgMIecKr OOHOBIISIET CPEIHIOI0 CKOPOCTH HMAKETOB [JIsi KaXKJIOTO IIPOKCHPYEMOro CepBepa,
HCIIONIB3Ysl (POPMYJIy CKOJIB3SIIEr0 CPEIHEro /IS CrylazKuBaHus Kosebanuit co BpemeneM. Korma nunuimn-
pyeTcst HOBBIH ceaHC, OH BHIOMPAET TPOKCUPYEMBIH CEPBEP C HAMMEHBINEH CPeJIHeH CKOPOCTHIO TEPE AT
MMaKETOB, CKOPPEKTUPOBAHHON C yYETOM Beca cepBepa. Ec/in HECKOIbKO CepBEPOB UMEIOT OJTHO M TO YKe
MWHUMAJIbHOE 3HAYEHUE, IIPUMEHSIETCs B3BEIeHHbI MeTo ] round-robin.

random
Cunraxcuc random [twol;
Ilo ymomua- —
HUIO
Konrekcr upstream

Sazaer [yisi TPYINBL METO/T 6AJIAHCUPOBKYU HAIPY3KHU, P KOTOPOM COEJMHEHHE IepeiaeTcs CJIyJailHo
BBIODAHHOMY CEPBEPY, C yIETOM BECOB CEPBEPOB.

Ecin ykazan Heobsi3aTe/bHBIH apaMeTp two, Angie ciydyaifHbIM 00pa30M BLIOUpAET ABa cepBepa, U3 Ko-
TOPBIX BBIOMPAET CepBep, UCIIOJIb3ys YKAa3aHHbIH MeTo . MeTo10M 110 yMOJTIaHuIo saBisieTcst least  conn,
[P KOTOPOM COEJIMHEHUE IIePEIAeTCsl Ha CEePBEP C HAUMEHBIINNM KOJIMYECTBOM AKTUBHBIX COEIMHEHMUIA.

response _time_ factor

Cunrakcuc response_time_factor wucao;
Ilo ywmomua- response_time_factor 90;
HHIO

Konrekct upstream

Sajaer s Merosa OAJTAHCUPOBKM HArpYy3Ku least time KOI(MDMDUIMEHT CrUIaXKUBAHUS MPEIbIAYIIe-
O 3HAYEHUS IIPU BBIMUCIEHUN CPEIHEr0 BPEMEHHU OTBeTa M0 (GOPMYyJIe SKCIOHEHINAILHO B3BEIIIEHHOTO
CKOJIb341Iero cpeaHero.
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YemM GoJIbITIE YKA3AHHOE YUCA0, TEM MEHBITe HOBbIE 3HAUEHUS BAUAIOT HA CpejHee; ec/iu yKa3aTrhb 90, TO
oyzet B3aro 90 % ot npeaplrymiero sHadenns u aumb 10 % ot nosoro. Jomyctumble 3nadenuss — ot 0
10 99 BKJIIOYUTEIHLHO.

Tekyriue pe3yJjbTaThl BHIYUCICHUI IIPEJCTABICHBI KaK connect_time (BpeMsl yCTAHOBJIEHUs COEIUHE-
nus), first_byte_time (Bpems mosydenus epsoro Gaiita orsera) u last_byte_time (Bpems moJryde-
HUs OTBeTa LEJIMKOM) B 06bekTe health cepsepa cpeau merpuk ancrpuma B APL

O IIpumeuannue

HpI/I moacdeTe y9YUuThbIBAlOTCA TOJIBKO YCHENIHbIE OTBETLI; 9TO CHUTATH HEYyCIEIITHBIM OTBETOM, OIIpe-
JeJIAI0T TUPEKTUBBI proxy_next_upstream.

sticky

Cunrakcuc sticky route $variable...;
sticky learn zone=zone create=Jcreate_warl... lookup=9$lookup wvarl... [connect]
[timeout=timel];

Ilo ymomua- —

HUIO

Konrekcr upstream

HacrpauBaeT mpuBsA3Ky KJIUEHTCKUX CECCHil K MPOKCUPYEMBIM CepBEpPaM B PEXKHUME, 33 JaHHOM IE€PBBIM
napaMeTpoM; JUId PasTPy3KU CepPBepOB, Y KOTOPBLIX 3aJaHa JUpPEeKTuBa sticky, MOXKHO MCIOJIb30BaTh
ommuio drain B OJI0Ke server.

A Baumanune

JupekTuBa sticky IMOKHA UCIOIB30BATHCS MOCTE BCEX JUPEKTUB, 3aJIAI0IIIMX TOT WU WHOMW METOJT
06aJIAHCUPOBKHU HATPY3KHU, WHAUe OHA He OyaeT paboTaTh.

PexxkuMm route

DTOT pEXWUM HCIOJB3YET MIPENONpeIeIeHHbIe HICHTU(MUKATOPBI MApPIIPYTOB, KOTOPBIE MOTLYT OBITH
BCTPOEHBI B CBOWCTBa coefuHenus, gocTynabie Angie. O MeHee TMOOK, TaK KaK 3aBHCUT OT IIPEJIONPE-
JIeJIEHHBIX 3HAYEHUN, HO JIy4Ille TOIXOINUT, €CJIU TaKue UICHTU(MUKATOPHI Y2Ke HCIIOIb3yIOTCS.

3/echb NpU yCTAHOBJIEHUH COEJIMHEHUsI IIPOKCUPYEMBIN CepBEP MOXKET HA3HAYUTH KJIMEHTY MapIipyT W
BEPHYTH €ro UIeHTU(MPUKATOP CIIOCOO0M, M3BECTHBIM UM obouM. B KadecTBe niaeHTnduKaTopa MapIipyTa
JOJIZKHO MCIOJIb30BAThCS 3HAUEHUE MTapaMeTpa sid IUPEKTUBHI Server. Y ITUTe, IYTO MapaMeTp JAOMOTHU-
TEJIBHO XIIMIUPYETCs, eC/IN 3a/IaHa TUpeKTuBa sticky secret.

Tlocnenyromue coeuHenns: OT KJIMEHTOB, KEJIAIOIINX UCIOJIH30BATh ITOT MaPIIPYT, JOJKHBI COJIEPXKATH
BBIJIAHHBII cepBEPOM HJIEHTU(DUKATOD, IPUYEM TaK, YTOOBI OH IIOIaJI B IepeMeHHble Angie.

B mapamerpax AupeKTUBBI YKa3BIBAIOTCs IIEPEMEHHBIE I MAPIIPyTU3anu. 1To0bl BRIOPATH CepBep,
Ky/la HAIIPABJISETCs BXOJSINEE COeIMHEHNEe, NCIIOIb3yeTCs IePBast HEIIyCTast IEPEMEHHAsT; OHA 3aTEM CPaB-
HUBaeTCs ¢ mapaMerpoM sid jupekTussl server. Eciu BeIOpATh cepBep He yIaeTCsl UM BRIOPAHHBIH cep-
Bep He MOXKET MPUHSITH COeJMHEeHne, TO OyeT BBIOpAH JIPYroil cepBep COTIACHO HACTPOEHHOMY METOJLY
0aJIAHCUPOBKH.

3nech Angie unier uaeHTHUKATOP MAPIIPYTa B lepeMeHHoil $route, mosydaromieil 3HaueHne Ha OCHOBE
ssl_preread_server_name (ofpaTure BHUMAHUE, YTO HY?KHO BKJIIOYUTH ssl_preread):

stream {
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map $ssl_preread_server_name $route {

a.example.com a;
b.example.com b;
default N

}

upstream backend {

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

}

server {
listen 127.0.0.1:8080;
ssl_preread ;
proxy_pass backend;

}

PexxuMm learn

B srom pexkume nj1d IPUBA3KU KJIMEHTA K KOHKPETHOMY MPOKCHUPYEMOMY CEPBEPY HCIIOJIb3YETCs JIMHA-
MHWYECKU TeHePUPYEMbIil KJI04d; OH O60jiee THOOK, TaK KAK HA3HAYAECT CEPBEPhI HA XOJY, XPAHUT CCAHCHI B
30HE O0IIIEll TAMSATH U O/JIEPKUBAET PA3IMIHBIE CIOCOOBI ITEPEAvn UIACHTU(MUKATOPOB CECCHUI.

3/1eCh ceccrsi CO3/IaeTCsI HA OCHOBE CBOMCTB COeIMHEHMS, HIYIIIX OT IIPOKcupyeMoro cepsepa. C mapamer-
paMu create u lookup NepedHCISIOTCA IIepeMeHHble, YKa3bIBalolue, KaK CO3Jal0TCs HOBble U HITYTCSI
cymectBytomue ceccuu. Oba mapaMerpa MOYKHO HCIIOJIL30BATH 110 HECKOJIBKY Pas3.

W nentudukaropom ceccun CIIyKAT 3HAYEHHE IIEPBON HEITyCTOU IEepEeMEHHO, YKa3aHHOU ¢ create; Ha-
[IpUMep, 9TO MOXKET OBITH UMs IPOKCHUPYEMOTO CepBepa.

Ceccun XpaHATCA B 30HE OOINEH HaMsITH; ee UMsI U pa3Mep 3a1al0Tcs napamMeTrpoM zone. Ecian K ceccun
He ObLIIO ODOpallleHnil B TedeHre BpeMeH! timeout, OHA yAaJisieTcs. JHAYEHUe M0 YMOJTIaHuio — 1 Jac.

Tlocnenyromue coemuHeHNs OT KJIMEHTOB, KEJIAONINX WCIOJIB30BATH CECCHUIO, JIOJIKHBI COJIEPXKATD €€
uaeHTUhUKATOpP, MPUYEM TaK, YTOOBI OH IOMAJ B HEIYCTYIO MEepeMEHHYI0, YKa3aHHyo ¢ lookup; To-
IJIa ero 3HadeHue OyJIeT COMOCTaB/IEHO C CecCUsiMU B 0obIelt mamaTu. Ecan BeIOpaTh cepBep HE yIaeTcst
nJn BLIOPAHHBIN cepBep He MOXKeT 00paboTaTh coejHeHne, To OyIeT BhIOpAH JAPYTroil cepBep COIVIACHO
HACTPOEHHOMY METO/Y OaJIaHCHPOBKU.

ITapamerp connect mo3BosisieT CO3ATh CECCUIO CPa3y MOCJE MOy dYeHNs 3ar0JI0OBKOB OTBETA OT IIPOKCHU-
pyemoro cepBepa. Be3 Hero ceccust co3zaeTcs TOIBKO HOCIE 3aBEPIIEHN 00PADOTKH CO.

B npumepe Angie cozzaer u uImer ceccuu, NCHOIL3Ys epeMennyio $rdp_cookie:

stream {
upstream backend {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;
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server {
listen 127.0.0.1:3389;
ssl_preread 3

proxy_pass backend;

sticky _strict

Cunrakcuc sticky_strict on | off;
ITo ymomua- sticky_strict off;
HUIO

Konrexct upstream

IIpu BriIOUeHUN Angie OyaerT BO3BpAIIATh KJIMEHTY ONUOKY COCIMHEHUS, €CJIN KeJaeMblil cepBep Helo-
CTYIIEH, BMECTO KCIIOJIb30BaHUs JIIOOOI0 JPYroro JOCTYIIHOI'O CepPBepa, KaK 3TO IIPOUCXOJUT, KOIJa B
rpyIIle HeT JIOCTYIHBIX CEPBEPOB.

sticky _secret

Cunrakcuc sticky_secret cmpoka;
IIo ywmomua- —

HUIO

Konrekct upstream

Hobasisiter cmpoxy Kak coyib B dyuknuio MD5-x3mupoBanns i JUPEKTUBDL sticky B pexKuMme route.
Cmpoka MOXKeT cojiepzKaTh IIepeMeHHbIe, Hapumep $remote  addr:

upstream backend {
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;
sticky_secret my_secret.$remote_addr;

J

Couib J106aBJIsIeTCst TIOC/Ie XIIMIMPYEMOT0 3HAYEHUsl; YTOObI HE3ABUCUMO IIPOBEPUTH MEXAHU3M XIIIHMPOBa-
HUS:

[$ echo -n "<VALUE><SALT>" | md5sum ]
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BcTpoeHHble nepemeHHble
Monynb stream_upstream mojjepKuBaeT CJIEIYIONIEe BCTPOEHHbBIE TIepEMEHHbIE:
$upstream_addr

xpauut [P-agpec u mopt mnn nyth k UNIX-cokeTy cepBepa rpynmnbl. Eciu npu mpoKCHpoBaHUM OBLITH
C/IeJIaHbl OOpAIeHNsT K HECKOJIbKAM CepBEpaM, TO UX aJIpeca pas3/esIsioTCs 3aIsITO, HAllpuMep:

192.168.1.1:1935, 192.168.1.2:1935, unix: /tmp/sock"

Ecnu cepsep re MoxkeT ObITH BBIOpAH, TO IIEPEMEHHAS XPAHUT UMA 2DYNNbL CEPBEPOS.

$upstream_bytes_received

qucio 6aiiT, MOJMyYeHHBIX OT CepBepa TPYIIbl. JHAYEHUS HECKOJIbKUX COCIMHEHUN PA3IIEISIOTCS 3allsi-
TBHIMU U JIBOETOUUSIMA TIOIOOHO aJipecaM B lepeMeHHOR Supstream  addr.

$upstream_bytes_sent

quciio OaiiT, MepeJaHHBIX Ha CEPBEP IPYIIbl. 3HAYEHUS] HECKOJIBKUX COEINHEHUIN PA3JIEISTIOTCS 3AIAThHIMI
W JIBOETOUMSIME TOJO0HO aapecaM B IEPeMeHHon Supstream  addr.

$upstream_connect_time

XPaHUT BpeMs, 3aTPadyeHHOE Ha yCTAHOBJIEHWE COEJIMHEHMS C CEPBEPOM TI'DYIIBI; BpEMS XPaHUTCSI B Ce-
KYHJIaX C TOYHOCTBIO JIO MWUIMCEKYHJ. BpemeHa HECKOIbKUX COEJMHEHUIl Pa3Ie/IsIOTCS 3alsSThIMU 1
JIBOETOUMAIME TIOJOOHO aIpecaM B IEPeMEeHHon Supstreamn  addr.

$upstream_first_byte_time

BpEMsI TIOJIyUYeHHsI [E€PBOro OaiiTa JTAHHBIX; BpeMsl XPAHHUTCS B CEKyHJAaX C TOYHOCTHIO JIO MUJIIU-
cekyH/J. BpeMeHa HECKOJIBKHX COEJMHEHUN Pa3/IesdloTcs 3alsThIMUA I[I0JI00HO aJpecaM B IIEPEMEHHO
Supstream__addr.

$upstream_session_time

JUIUTEJIbHOCTh CECCUU B CEKYHJIaX C TOYHOCTHIO JI0 MUJLINCEKYHJ. BpeMeHa HEeCKOJbKUX COEIMHEHUN
Pa3IeIISIOTC 3aAThIME IOJO0HO ajapecaM B nepeMeHHoil $upstream addr.

$upstream_sticky_status

Craryc coeiuHEHU ¢ TPUBA3KOIA.

" CoeuHeHne HAIPABJIEHO B TPYIIIY CEPBEPOB, TJI€ MPUBI3KA HE UCIIOJIb3YETCH.

NEW Coeurenne He COJEPKUT WH(MOPMAIIUU O IPUBI3KE K CEPBEPY.

HIT CoeiuHeHNE € TPUBA3KOM HAIIPABIIEHO HA YKEJIAEMBIl CepBep.

MISS CoeuHeHne ¢ MPUBSI3KO HAIIPABJIEHO HA CEPBEP, BBIOPAHHBINA 110 aJIOPUTMY
6GaJIAHCUPOBKHU.

CraTychl U3 HECKOJBKUX COEIMHEHUI PAa3IeIsIOTC 3allsiThIMA U JIBOETOUNSMHU AHAJOTUIHO AJIPECcaM B
nepeMennoi Supstream_ addr.
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rnABA 4

[nobanbHas banaHcmpoBka

Tnobanbrast GanancupoBka, tak:ke GSLB (Global Server Load Balancing) nim GTM (Global Traffic
Management) — 95T0 cepBHC, KOTOPBIil yupasisier orBetramu Ha DNS-3ampochl Ha OCHOBE JOCTYIIHOCTH
CepBEpPOB IIPHJIOKEHUH ¥ IIPOU3BOAUTENILHOCTH [IEHTPOB 0OPabOTKY JIAHHBIX.

BosmoxuocTu:
e ['mOKOCTH HACTPOMKM: MUCIIOJIF30BAHUE PA3HBIX AJTOPUTMOB OAJIAHCUPOBKHU JIJIsi PA3HBIX 30H.
o OTKA30yCTOMUMBOCTD: OBICTPOE MEPEKJIIOUeHe MeXK, 1y cepBepamu Osaromapst auskomy TTL.

e MacmrabupyeMocTb: Jlerkoe j00aBjIeHNe CEPBEPOB B I'PYIIIIBI U IPABUJI B 30HBI.

Hacmpotixa xondueypayuu

IIpocmomp u pedaxmuposanue Korduypayu

4.1 Hacrtpoiika koHdurypauyum

s BBICOKOYpPOBHEBOI Mapinpyrusaruu peajunsoBana DNS-6aimancuposka ¢ momornsio GSLB. GSLB-
cepBuC Oajancupyer cepsepbl MeTonoM round-robin. Jlajee OyayT HOAIEPKUBATLCS U IPYIUE METOILI
6aJIAHCUPOBKH.

B domoBoM pexknme MPOBOAATCS MPOBEPKHU PabOTOCIIOCOOHOCTH, 33 aHHBIE B KOHPULYPAUUY OGNGHCU-
poswura nazpysku. CepBepbl MOTYT OBITH BPEMEHHO YIAJEHbI U3 ITysia OAJaHCUPOBKH B CIIydae, €CJIu
He Tpomnuin mpoBepky. [lpu HajaHCHpOBKe Tak»Ke yUMTHIBAIOTCS JaHHBbIE [0 BPEMEHH OTBETa CepBepa,
[TOJIy9€HHBIE BO BPEMsl IIPOBEPOK PabOTOCIIOCOOHOCTH.

GSLB macrpaunBaetcst Ha TOM ke BupryaiabHoM cepBepe Angie ADC, aTo u GajaHCUPOBIUK HATDY3KH.
Qaitnpl koudurypamnun moayias GSLB maxomsarcs mo nyTtu /etc/angie-adc-gslb/Corefile u /etc/
angie-adc-gslb/gslbd.yaml.
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4.1.1 Mpumep koHdurypaumun GSLB-moayns

options:
ttl: 1
zones:
www.example.org: # wildcard zone *.example.org
# hostname: www.example.org # for wildcard zone checks
rules:
- rule: rr
servers:

- group: Www

test.example.com:

rules:
- rule: rr
servers:
- server: wwwb
rules:
rr:
type: round_robin
servers:

- server: wwwl
- server: www2

groups:
WWW :
servers:
- server: www3
- server: www4
servers:
wwwl:
addresses:
- 172.22.0.10
# healthpeers: "http://172.22.0.10/apt/http/upstreams/examplecom/peers"
# healthinterval: 10s
# healthtimeout: 2s
WWw2
addresses:
- 172.22.1.10
# healthpeers: "http://172.22.1.10/apt/http/upstreams/examplecom/peers"
# healthinterval: 15s
# healthtimeout: 3s
wWw3:
addresses:
- 172.22.0.10
# healthpeers: "htip://172.22.0.10/apt/http/upstreams/exampleorg/peers"”
# healthinterval: 10s
# healthtimeout: 2s
wwwé :
addresses:
- 172.22.1.10

# healthpeers: "http://172.22.1.10/apt/http/upstreams/exampleoryg/peers"
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# healthinterval: 15s
# healthtimeout: 3s

wwwb :
addresses:
- 172.22.0.10

B srom npumepe 30HbI www. example.org u test.example.com UCHOIBL3YIOT IpaBuso rr (round-robin),
onpenesienHoe B Osioke rules. Ecin onun u3 cepBepoB, 3a/laHHBIX B Servers, CTAHET HEJIOCTYIIHBIM,
3aIPOChl aBTOMATHYECKH IIePEPACIIPEIEIATCA HA OCTABIINECH JOCTYIIHbIE cepBephl. s cepBepoB wwwl,
WWw2, www3 U wwwéd 3a/1aHbl TACCUBHBIE TPOBEPKH PabOTOCIIOCOOHOCTH.

4.1.2 TnobanbHble NnapameTpsbl

options:
ttl: 1

Iapamerp ttl 3amaer 3aadenue TTL (Time to Live) mua DNS-3anuceii — Kak 4acTo JIOJIKHBI OOHOB-
JIITHCH 3AIMCH, 9TO TO3BOJISET OIEHUTH JOCTYIIHOCTH CEPBEPOB. JHadeHHe 1 O3HAYAET, YTO KIMEHTHI U
kammmpyformue DNS-cepBepbl JT0JKHBI OOHOBJISITH 3AIUCH KAXKIYIO CEKYHILY.

4.1.3 HacTtpoiiku 30H

zones:
WWW.example.org:
rules:
- rule: rr
servers:
- group: Www

test.example.com:
rules:
- rule: rr
servers:
- server: wwwb

71 30H www . example . org u test.example . com NCIOJIB3YIOTCs IIPABUJIA, OIIPE/IEJIEHHbIE B OJ10Ke rules.
Ocobennoctu:

o Jljist KaxK0i 30HBI TpeOyeTcsi yKa3aTh XOTsi ObI OHO IpaBmjio rule.

e Eciu cepBepsl Jjis 30HBI HE YKA3aHBI, TO OYIYT B3ATHI CEPBEPHI U3 COOTBETCTBYIONIETO IIPABIIIA.

e Eciu cepBepsl 1 30HBI yKa3aHbl, TO OHU UMEIOT IIPHUOPUTET U OY/IyT HCIOJIb30BATHCS BMECTO TEX,
KOTOpBIE 33/IaHBI B IIPABUJIE.

L] ILHH rule, group, server MOXKHO 3alaBaThb IIPOU3BOJIbHBIC NMECHA.
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4.1.4 lNpaBuna pacnpegeneHust Harpysku

rules:
TEIE'
type: round_robin
servers:

- server: wwwl
- server: www2

IIpaBusio rr:
. Tnn:round_robin(prTOBoepachegeneHHe%
e cepBephbl WWWl M WWw2 IPUHUMAIOT 3aIlpOChI TI0 odepeau 0e3 ydera UX Beca;
e Jij1d rule MOXKHO 33JaTh IIPOU3BOJILHOE UMd;

® B Servers MO2KHO yKa3bIBaTb KaK CEPBEPDLI, TaK U I'PYIIIILI CEPBEPOB.

4.1.5 Npynnbl cepBepoB

groups:
WWW
servers:
- server: www3
- server: www4

3ajiaeT cocTaB rPyIIBI CEPBEPOB:
® JIJIsl group MOXKHO 33/]aTh IIPOU3BOJILHOE MM

® MOXKHO YKa3blBaTh KaK CepBEPHI, TaK U JIpDYT'HE I'PYIIIIHI.

4.1.6 KoHdurypauyus cepsepoB

servers:
wwwl:
addresses:
- 172.22.0.10
# healthpeers: "http://172.22.0.10/apt/http/upstreams/examplecom/peers"”
# healthinterval: 10s
# healthtimeout: 2s
WWW2:
addresses:
- 172.22.1.10
# healthpeers: "http://172.22.1.10/apt/http/upstreams/examplecom/peers"”
# healthinterval: 15s
# healthtimeout: 3s
WWw3:
addresses:
- 172.22.0.10
# healthpeers: "http://172.22.0.10/apt/http/upstreams/exampleorg/peers"
# healthinterval: 10s
# healthtimeout: 2s
wwwé :
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addresses:
- 172.22.1.10
# healthpeers: "http://172.22.1.10/apt/http/upstreams/exampleorg/peers"”
# healthinterval: 15s
# healthtimeout: 3s

wwwb:
addresses:
- 172.22.0.10

3ajiaeT KOH(MUIYPAIUIO CEPBEPOB, UCIOJIb3YEMBbIX JIJIsi OAJIAHCUPOBKY HATPY3KU:
e Ulmsa cepsepa.

e IP-anpec (aapec, Ha KOTOPBI Oy/LyT HAIPABIIATHCH 3aIPOCHL [P HAJAHCUPOBKE, MOXKHO YKa3aTh
HECKOJIBKO a/IPECOB CIIHCKOM).

e [laccuBHbIe MPOBEPKU PAbOTOCIIOCOOHOCTH CEepBeEpa;
— healthpeers — nyrth 10 Angie ADC APIL

— healthinterval — uHTEepBaJ MEXK/y IIPOBEPKAMU; PEKOMEH/IyeMble 3Ha4eHus oT 5s 10 10m B
3aBUCHUMOCTH OT BaIllUX 3aJad; IapaMeTp obs3aTesieH, ecyn yKa3aH napameTp healthpeers.

— healthtimeout — TaiiMayT Ha KaXK/JyIO IIDOBEPKY; PEKOMEHJIyeMble 3HaYeHud OT 1s 110 1m B
3aBHCHMOCTH OT BalllUX 3a/[at; [1apaMeTp o0s3aTelieH, ecii yKa3aH apaMerp healthpeers.

Ecaun xorss 661 onwH amncTpuM MPOXOAUT MPOBEPKY, TO cepBep cumTaeTcs pabodmm. Ilpm Hempo-
XOXKJIEHUH ITPOBEPKHU cepBep Oyer ymajieH u3 Iyja OAJJAHCHPOBKU JI0 YCIENTHOTO ITPOXOXKICHUS
IPOBEPKM.

4.2 lMpocmoTp n pepakTupoBaHue KOHpurypauyumm

Qaiter koudurypamuu monyias GSLB maxomares mo mytu /etc/angie-adc-gslb/Corefile u /etc/
angie-adc-gslb/gslbd.yaml.

Bui Mmoxkere pegakTupoBarh ux B KoHcosin Angie ADC.
Yro6bl u3mennTh KoHGurypanuto GSLB, BeimosiHuTe ciemyomume neiicTBus:
1. Orkpoiire korcoan Angie ADC.
2. B mpaBom BepxHeM yIuIy BbiOepuTe HacTpoiiku — I'nmobanpHas 6ajaHCHpPOBKA.

Orkpoercss KoHuUryparnonusbiii daiiyi Corefile. B srom daiine xpansiTcs 6a30Bble HACTPOUKH
coredns, Ha OCHOBe KOTOpOro nocrpoen cepsuc GSLB.

3. YkaxKwuTe JOMEHbI, JjIT KOTOPBIX Oy1eT HacTpanBaThes cepsuc GSLB, u HaykMuTe CoOXpaHuTsh.

Hampumep:

www.example.org {
gslb
}

4. B pacKkpbIBamoIeMcs CIIICKe B BepXHel YacTu OKHa BbiOepuTe daitin gslbd.yaml.
Orkpoercs daitr ¢ koruduryparueit GSLB 119 ykazaHHBIX JOMEHOB.

5. Brecure HeoOXomuMble n3MeHEHUS 1 HAXKMHUTe COXPaHUThD.
W3menenust 6yIyT MpUMEHEHBI CPa3y.

Tlogpobree o nacrpoitke GSLB cmorpute B cratbe Hacmpotiika konduzypayu.
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FMABA D

ObecneveHune BbICOKOI AOCTYNMHOCTH

Pexxum BoIcOKOI ocTymHOCTH 06ectieunBaercs nporokojamu BGP, OSPF, VRRP, RIP, PBR u nacrpan-
BaeTcsd BpyuHyIio. TakxKe OCTYIHO ncmosib3oBanue nporokosa BED ist ymMenbieHns BpeMeHn peakifinu
Ha COOBITHS.

o BGP-mapwpymusayus

e Pesepsuposanue ¢ nomowpto npomokosa OSPF

e Pesepsuposanue ¢ nomowwto npomoxosas VRRP

o lcnoavaosarue npomokora BFD das ymenvwenus epemeny peakuu

o Hacmpotixa RHI

© IIpumeuanue

B sTom pasmene paccmarpuBaeTcss obecmedeHne BBICOKOH JOCTYIMHOCTH CHCTEMbI OAJIaHCHUPOBKH
Angie ADC. Obfecriedenne 0TKa30yCTONYIUBOCTU COIyTCTBYIOMIEH ceTeBoil MH(MPACTPYKTYPHI BBIXO-
JIUT 38 PaAMKU PEIeHUs .

5.1 BGP-mapwpytunsauyus

o Peotcum pesepsuposarus (Active-Standby)

o Peoicum pacnpedenenus naepysru (Active-Active)
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5.1.1 Pexwum pesepsupoBanus (Active-Standby)

Bsepenune
B srom pazsesie onmcana HacTpoiika BHICOKOI JJOCTYITHOCTH € UCITOJIb30BaHueM mpoTtokosia BGP B pexxume
pesepsupoBanus (Active-Standby). s macrpoiiku ucnosnb3yercs xomaronas cmpoka Angie ADC CLI.

B kavecTBe IpOTOKOJIA THHAMUYIECKONH MapIIpyTu3anuy ucnosib3yercs BGPv4 mis agpecnoro cemeiicrsa
IPv4 unicast. OrkasoycroitunBocTs B pamkax [Pv6 unicast HacTpamBaeTcsi aHAJIOITIHO.

B paccmarpusaemom npumepe Angie ADC #1 BoinosiHsieT (hyHKIMU aKTUBHOM CUCTEMbI OAJIAHCUPOBKH
rpacuka, a Angie ADC #2 ocraercst B pesepse.

Ipumep Tunosoro yuyacrka ceru ¢ cucremamu Oasancupoku Angie ADC (ADC #1 u ADC #2) upen-
CTABJIEH HA CXEMe:

69 _——a
Client #1 ’_@_E ADC #1 ’_@_E Server #1
_— - | [ | - - _
E/ External }/ Internal I
p——t router router [ |
Client #2 ADC #2 Server #2

Bsenem IP-anpecartuio:

e B cermente ceru, Kya nojkiouarorcs External router, ADC #1 u ADC #2, 6yaeT ucroib30BaThCs
nozcers 192.168.0.0/24.

e B cermente cetn, Kyma mojkaodaorcs Internal router, ADC #1 u ADC #2, 6ymer ucrnoib30BaThest
nogcers 192.168.1.0/24.

e YerBepThIil OKTET aJpeca JJlsl KaXKJ0ro yCTpoiHcTBa (B PAMKAX COOTBETCTBYIONIEH IOICEeTH) MOKa-
3aH HA CXeMe HUKeE.

1
|

[EI 192.168.0.0/24 2  — 2 192.168.1.0/24 192.168.2.0/24 2
L=/ y 1 /E'& f /ﬁ

Client #1 /_@ y— ADC #1 '_@ : y— Server #1
— - | i

E/ External I/ Internal —l
S router 3 3 router S m
Client #2 abc #2 Server #2

Ajipecanysi KJIMEHTOB He MPUBOJUTCS, TAK KAK B JAHHOM CJIy4ae MbI OYJIEM CUMTATH, YTO UX ajpeca
dopMaIbHO HE ONPEJIEJIEHBI, TO €CTh OHU MOT'YT IOJIKJIIOYATHCS U3 JII000i CeTH, BKIIOYast CETh HHTEPHET.
st stux nesneit External router 6ymner anoncupoBarsh MappyT 1o ymoadanuto 1o BGP mius ADC #1 u
ADC #2. B mannom JlokyMeHTe Oy1eM UCIOJIb30BATh TOJBKO OJHY aBTOHOMHYIO cucreMy BGP Ne65001.

© IIpumeuannue

Asronomuast cucrema BGP — jorugeckoe 00beiuHEHNE YCTPOMCTB B CETH JIJTsT MAPIIPY TU3AIIH Yepe3
nporokos BGP.
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BGP-ceccuun

VcranapauBaembie BGP-ceccun npescraBiiensr Ha cxeme:

2.2.2.2132
2  e— 2

] 192.168.0.0/24 192.168.1.0/24 192.168.2.0/24
\§¢
A 1
Client #1 S ADC #1 e~ I, Server #
I -
E/ External | Internal

— router = router

Client #2 s 2 Server #2

Kpacupim 1iBeToM Ha cxeMe oTMedeHbl [P-agpeca BEUPTyasbHBIX CepBEpOB. DTO Te aapeca, K KOTOPBIM
[IOIKJTIOYAIOTCS KJINEHTHI CHAPY2KU. CHCTEeMBI HAJIAHCHPOBKY JOJKHBI AHOHCHPOBATH MAPIIPYTHI 10 ITUX
BHUPTYaJIbHBIX CePBEpOB B cTopoHy External router, mpuaem mapiupyT depe3 ADC #1 gosken ObITh GoJtee
[PEIOYTUTENBHBIM. JIOOUTHCSI 9TOr0 MOXKHO Pa3HBIMU CIIOCOOAMHU, MAHUITYJIUDYs aTPUOyTaMu IIyTH B

BGP.

Tak kak Bce BGP-B3anmMmoseiicTBre TPOU3BOIUTCS CTPOTO B PAMKAX OJIHOW ABTOHOMHOW CHCTEMBI, MBI
Gyaem mcnosb3oBath atpubyT Local preference (wem Gousbime, Tem sydme) syis BeIGOpa Hambosee OI-
TUMAJIBHOTO IIyTH. TpaduK OoT cepBepoB B CTOPOHY KJIMEHTA JOJIXKEH IIPOXOIUTH 4epe3 Ty K€ CHUCTEMY
6aJIAHCUPOBKH, YTO U TPadUK OT KJIUEHTOB K cepBepaM. J{0OUThCS 3TOr0 MOXKHO TaKKe IIyTeM MAHMUILY-
JupoBanus 3HadenueM arpubyra Local preference misa npeduxca 0.0.0.0/0.

O6paboTka TMNOBLIX COOEB

Huxke onucansr ciienapuun paborsr Angie ADC npu c6osix.

MonHbin otkaz ADC #1

0l 192,168.0.0124 192.168.1.0124 192.168.2.0/24 2 -l
=
—_
a a "
Client #1 S r— C S Server #1
— i
-
E/ External Internal
PR router - 3 router
Client #2 penC 22 Sevver #2

IIpu mosmom otkase um orkirodenuun or cetu ADC #1 paspeiBaiorcss 0o6e BGP-ceccunm ¢ ADC #1.
Yepes ADC #1 ne npoxomsar Hukakue obbspjenus mMapmpytoB. Ocraercs csasb nmo BGP rosibko ¢
ADC #2. Tlepekmouenne na pezeppuyio cucremy ADC #2 mpoussogurcs aBromatmdyeckun. Hukakue
JIOTIOJTHUTEJIbHBIE HACTPONKY HE TPEOYIOTCH.

OTtka3 BHewHero untepdeiica ADC #1

fm

2 192.168.1.0/24 192.168.2.0/24 2 —l

@ Server #1
Internal

router

i

192.168.0.0/24 xﬁ
A
Client #1 (== =7 ADC #1
=
E/ External
3

_— router

Client #2 2 Server #2

B srom corygae paspoeiBaercsas BGP-ceccust mexiy ADC #1 u External router. ADC #1 renepnb He MOXKeT
00bAIBUTH MaPIIPYT 0 aJpeca BUPTyaJbHOTO cepBepa B ctopony External router. HecmoTps na Hasmane
BGP-ceccun mexiy ADC #1 u Internal router, ADC #1 He ormpasjisier MapiipyT MO0 yMOJYaHUIO B
cropony Internal router, Tak kak cama He mosiydaer ero or External router mz-3za cbost jurka. Takmm
obpazom, Internal router BumuT mMapmpyT mo ymoadanuio Tojbko deped ADC #2, a External router
[OJIy9aeT MapIIpyT JI0 aJpeca BUPTYaJbHOIO cepBepa TOJBKO depe3 MOaHOCThIo paboratomuit ADC #2.
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OTtka3 nuHka mexpy ADC #1 wn Internal router

2.2.2.2/32
_—

[EI 192.168.0.0/24 192.168.1.0/24 192.168.2.0/124 2 _-l
= |. x =
4 4 A
Client #1 (=] ADC #1 SES = Server #1
— - a

p— —

E/ External Internal L]

7 3 3 3 mm

router router
Client #2 2 Server #2

Ecim BGP-ceccus mexxay External router m ADC #1 coxpansiercst, to ADC #1 Gyzmer mpojoJKaTh
AHOHCHPOBATH MAPIIPYT JI0 aJIpeca BUPTYAJIBHOIO cepBepa, XoTs peasbHble cepBepbl 1us ADC #1 yxe
HEJIOCTIKUMBI. TakuMm obpa3omM, MbI mojrydaem Kiaaccudeckuii black hole s rpaduka. Yrobbr n3bexars
9TOr0, AHOHCUPOBAHKE MAPIIPYTOB JI0 BUPTYAJBHBIX CEPBEPOB JO0JIXKHO OBbIThH YCJIOBHBIM, TO ecTh ADC #1
AHOHCHUPYET MAaPIIPyT 0 aJpeca BUPTYAJbHOrO cepBepa, TOJbKO ecaun B BGP-rabsmie mpucyrcrByior
peUKChI, COOTBETCTBYIOIINE TIOJICETSIM PEAJbHBIX CEPBEPOB.

192.168.1.0/24 192.168.2.0/124
—

[i]l 192.168.0.0/24 2 — P —
1 1 1
Client #1 '_@ ADC #1 (= Y-/ Server #1
. |
E/ External I Internal = l
—_— router = =) =

]
router |
Client #2 s 2 Server #2

HacTtpoiika mapwpyTtusauum

IlpuBemem kii04YeBble HACTPOIKM MapripyTuzanuu s External router, Internal router, ADC #1 u

ADC #2.

Kntouesble HacTpoiiku mapwpytusauun gns External router

hostname external

interface GigabitEthernet0/0

ip address 192.168.0.1 255.255.255.0
'luTepdeiic B CTOPOHY cHCTeM b6alaHCHPOBKHU
router bgp 65001

neighbor 192.168.0.2 remote-as 65001
!Ceccua c ADC#1

neighbor 192.168.0.2 default-originate
! AHOHCHpOBaHME MapUPyTa IO YMOIYAHHI
neighbor 192.168.0.3 remote-as 65001
!Ceccusa c ADC#2

neighbor 192.168.0.3 default-originate
! AHOHCHpOBaHME MapIPyTa IO YMOIYAHHIO
end
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Kniouesble HacTpoiku mapwpytusauun gns Internal router

hostname internal

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

'UuTepdeiic B CTOPOHY CHCTeM 6alaHCHPOBKHU

interface GigabitEthernet1/0

ip address 192.168.2.1 255.255.255.0

'VnTepdeiic B CTOPOHY HOLCETH C pPealbHHMU CEepBepaMu
router bgp 65001

network 192.168.2.0 mask 255.255.255.0
!lobaBnerne uHGOPMAIMKX O IOLCETH C peallbHHMU cepBepaMu B BGP
neighbor 192.168.1.2 remote-as 65001

'Ceccusa c ADC#1

neighbor 192.168.1.3 remote-as 65001

!Ceccusa c ADC#2
end

Kntouesble HacTpoiikn mapwpyTtusauun Angie ADC #1

hostname adcl

'MMa ycTpoi#icTBa

ip prefix-list vip seq 5 permit 2.2.2.2/32

'TlpeduKC-IUCT, ONUCHBALIUE aZpeca BUPTYAIbHHX CEPBEPOB

ip prefix-list servers seq 5 permit 192.168.2.0/24

!'llpeduKC-TUCT, ONMUCHBALIME ampeca peallbHHX CEPBEPOB.

interface ens37

ip address 192.168.0.2/24

'MaTepdeiic B cTopory External router

exit

interface ens38

ip address 192.168.1.2/24

'UuTepdeiic B cTopoHy Internal router

exit

interface lo

ip address 2.2.2.2/32

'NaTepdeiic nynber nysa aZpecoB BUPTYAJbHHX CEPBEPOB.

exit

router bgp 65001

neighbor 192.168.0.1 remote-as 65001

!Ceccusa c External router

neighbor 192.168.1.1 remote-as 65001

!Ceccua c Internal router

address-family ipv4 unicast
network 2.2.2.2/32

!lobaBnerne npedukrca Inus agpeca BUPTyallbHOTo cepsepa B BGP
neighbor 192.168.0.1 route-reflector-client

!PaspemaeM nepemavyy IOpeduKCOB MeXny nByMa iBGP-knmerTamm
neighbor 192.168.0.1 route-map fromclients in

'Magunynanuy Hajg MapmpyTaMu, IOJNydYeHHHMH OT External router, mMendeM local preference
neighbor 192.168.0.1 route-map 2clients out

'MaHuDyIAIME Hajg MapUpyTaMu, OTIpPaBldeMbMH B CTOpPoHYy External router, mMensem localj
—preference
neighbor 192.168.0.1 advertise-map 2clients exist-map servers

!YcnoBHas oTmpaBka IpeduKCOB: eciu IpedmkC eCTb B route-map servers, To 6ymeT oTIpaBKa
neighbor 192.168.1.1 route-reflector-client
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!Pa3pemaeM nepemady IpeduKCcoB MeXny nByMa iBGP-knuenTamm
neighbor 192.168.1.1 next-hop-self force
'TlonMeHaeM azpec aTpubyTa next-hop Ha COOCTBeHHHN Haxe AJIA OTPaXEHHHX IPedUKCOB
exit-address-family
exit
route-map 2clients permit 10
match ip address prefix-list vip
set local-preference 150
!Ing npeduKCoB, COOTBETCTBYWIMX aJpecaM BUPTYalbHHX CepBepoB, yBemmumBaeM Local,
—preference
exit
route-map 2clients deny 20
!BokupyeM OTIpaBKy BCEX OCTAIbHHX IPePUKCOB
exit
route-map fromclients permit 10
set local-preference 150
!YBenmumuuBaeM Local preference pns MapmpyToB, IoiydaeMex oT External router
exit
route-map servers permit 10
match ip address prefix-list servers
!YcnoBre mys yCIOBHOHM OTHpaBKu: eciau B BGP-Tabnuile ecTs MapupyT,
!cooTBeTCTBYyLIUH IPedUKC-IUCTy SEervers, TO yCJIOBHE CUUTAETCS BHIIOJIHEHHBM
exit
end

KntoueBble HacTpoiikn mapwpyTtusauun Angie ADC #2

hostname adc2
'Ima ycTpoiicTBa
ip prefix-list vip seq 5 permit 2.2.2.2/32
'TlpeduKC-IUCT, ONUCHBALIUE aZpeca BUPTYAILHHX CEPBEPOB
ip prefix-list servers seq 5 permit 192.168.2.0/24
!'TlpeduKC-IUCT, ONKCHBAMIMUE ampeca PealbHHX CEPBEPOB.
interface ens37
ip address 192.168.0.3/24
'UuTepdeiic B cTopoHy External router
exit
interface ens38
ip address 192.168.1.3/24
'NuTepdeiic B cTopory Internal router
exit
interface lo
ip address 2.2.2.2/32
'UuTepdeiic mynbexk Ansa aZpecoB BUPTYaNbHHX CEPBEPOB.
exit
router bgp 65001
neighbor 192.168.0.1 remote-as 65001
!Ceccua ¢ External router
neighbor 192.168.1.1 remote-as 65001
!Ceccua ¢ Internal router
address-family ipv4 unicast
network 2.2.2.2/32
!lobaBnerre mpedukca Inid agpeca BHPTyalbHOTO cepBepa B BGP
neighbor 192.168.0.1 route-reflector-client
!Pa3pemaeM nepemady IpedumKCOB Mexny IOByMs iBGP-rmmernTamm
neighbor 192.168.0.1 route-map fromclients in
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'Magunynanyy Hajg MapmpyTaMu, IOJNyYeHHHMH OT External router, mMeHsdeM local preference
neighbor 192.168.0.1 route-map 2clients out
'Magunynanuy Hajg MapopyTaMu, OTIpaBisdeMEHMH B CTOpoHYy External router, memsemM local,
—preference
neighbor 192.168.0.1 advertise-map 2clients exist-map servers
!YcinoBHas oTmpaBkKa NIPePHKCOB: €CIM IpeduKC eCTh B route-map servers, To 6yZeT oTHpaBKa
neighbor 192.168.1.1 route-reflector-client
!PaspemaeM mepemady IpeduKCoB MeXny IOByMa iBGP-kmmenTamm
neighbor 192.168.1.1 next-hop-self force
'TlonMeHseM azpec aTpubyTa next-hop Ha COOCTBeHHHN Jaxe IJIA OTPaXEHHHX IPedUKCOB
exit-address-family
exit
route-map 2clients permit 10
match ip address prefix-list vip
set local-preference 50
!lna mpeduKCOB, COOTBETCTBYWIMX aJpecaM BUPTYalbHHX CepBepoB, yMeHbmaeM Localj,
—preference
exit
route-map 2clients deny 20
!BIIOKHMpyeM OTIPaBKy BCEX OCTAalIbHHX NpPePUKCOB
exit
route-map fromclients permit 10
set local-preference 50
!YMenpmaem Local preference pgma MapmpyToB, IolydaeMex OT External router
exit
route-map servers permit 10
match ip address prefix-list servers
!YcimoBue mia ycCioBHOX OTHpaBKu: eciu B BGP-Tabiume ecTs MapumpyT,
!cooTBeTCTByNIUE IpedUKC-IUCTy Servers, TO YCIOBHE CYMTAETCS BHIIOTHEHHHM
exit
end

MpoBsepka paboTbi

BrimostauM poBepKy paboTel cucrembl Mapripytudanuu, koriaa ADC #1 u ADC #2 naxojgarcst B moJt-
HOCTHIO PAbOTOCTIOCOOHOM COCTOSIHUM.

© IIpumeuannue

B smcruHTrax HuKe OTCYTCTBYIOT HPEMUKCHI, HE OTHOCHIIUECS K 0DOCYKIAEMBIM BOIIPOCAM OTKA30-
YCTOMYUBOCTH.

Maprmpytusarop External router BuguT MapmpyT K aJipecy BUPTYaJbHOTO CEpBepa Iepe3 00e CHUCTEMBbI
GaslaHCUPOBKH, OHAKO MapiipyT depe3 ADC #1 siiisiercst GoJiee TPeIIOYTUTETHHBIM:

external#sho ip ro
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override
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Gateway of last resort is not set

2.0.0.0/32 is subnetted, 1 subnets

B 2.2.2.2 [200/0] via 192.168.0.2, 02:06:11

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.0.0/24 is directly connected, GigabitEthernet0/0
L 192.168.0.1/32 is directly connected, GigabitEthernet0/0

external#sho ip bg

BGP table version is 9, local router ID is 11.11.11.11

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
0.0.0.0 0.0.0.0 0 i
*>i 2.2.2.2/32 192.168.0.2 0 150 01i
* i 192.168.0.3 0 50 01i

J

Mapmpyrusarop Internal router BuauT MapmpyT 10 yMOJMaHUIO 4Yepe3 o0e CHUCTEMBI OAJIAHCUPOBKH,
onuako MapmpyT yepes ADC #1 sBisiercst 6oJiee IPeIIoITUTE THHBIM:

internal#sho ip ro
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is 192.168.1.2 to network 0.0.0.0

Bx 0.0.0.0/0 [200/0] via 192.168.1.2, 02:12:37
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

© 192.168.1.0/24 is directly connected, GigabitEthernet0/0

L 192.168.1.1/32 is directly connected, GigabitEthernet0/0
192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.2.0/24 is directly connected, GigabitEthernet1/0

L 192.168.2.1/32 is directly connected, GigabitEthernet1/0

internal#sho ip bgp

BGP table version is 12, local router ID is 33.33.33.33

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>i1 0.0.0.0 192.168.1.2 0 150 01
* i 192.168.1.3 0 50 01i
*> 192.168.2.0/24 0.0.0.0 0 32768 i

Orrimounm teniepb Ha ADC #1 unrepdeiic B cropony Internal router m mpoBepuM MapInpy TH3AIHIIO:
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adcl# sho int brz

Interface Status VRF Addresses
ens37 up default 192.168.0.2/24
ens38 down default 192.168.1.2/24
lo up default 2.2.2.2/32

adcl# conf t
adcl(config) # int ens38
adcl(config-if) # shut
adcl# sho int bre

Interface Status VRF Addresses
ens37 up default 192.168.0.2/24
ens38 down default 192.168.1.2/24
lo up default 2.2.2.2/32

WNazyunm temepn Tabsmity mapmpyTtusanuun u BGP-tabauiy ma mapmpyrusarope External router.
Hecmorpst Ha masmmume BGP-ceccun 110 Kaxki0ii u3 cucreM 6alaHCUPOBKH, TOJBKO IO OHON CECCUU
[puJieTaeT MapIIpyT Ha aJpec BUPTyaJbHOro cepeepa — or ADC #2:

external#sho ip bg su

BGP router identifier 11.11.11.11, local AS number 65001

BGP table version is 8, main routing table version 8

2 network entries using 296 bytes of memory

2 path entries using 128 bytes of memory

2/1 BGP path/bestpath attribute entries using 272 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using O bytes of memory

BGP using 696 total bytes of memory

BGP activity 3/1 prefixes, 4/2 paths, scan interval 60 secs

Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/
—PfxRcd

192.168.0.2 4 1 156 150 8 0 0 00:07:29 0
192.168.0.3 4 1 157 150 8 0 0 00:07:29 1

external#sho ip bg

BGP table version is 8, local router ID is 11.11.11.11

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, ¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
0.0.0.0 0.0.0.0 01i
*>1 2.2.2.2/32 192.168.0.3 0 50 0 i

external#sho ip ro
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override
Gateway of last resort is not set
2.0.0.0/32 is subnetted, 1 subnets
B 2.2.2.2 [200/0] via 192.168.0.3, 00:04:36
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
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G 192.168.0.0/24 is directly connected, GigabitEthernet0/0
L 192.168.0.1/32 is directly connected, GigabitEthernet0/0

U remepn mapmipyTHas nHdopMaIms co cTOpoHbl Internal router:

internal#sho ip bgp

BGP table version is 8, local router ID is 33.33.33.33

Status codes: s suppressed, d damped, h history, * valid, > best, i - internmal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>i 0.0.0.0 192.168.1.3 0 50 01i
*> 192.168.2.0/24 0.0.0.0 0 32768 i

internal#sho ip ro
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override
Gateway of last resort is 192.168.1.3 to network 0.0.0.0
Bx 0.0.0.0/0 [200/0] via 192.168.1.3, 00:00:49
192.168.1.0/24 is directly connected, GigabitEthernet0/0
192.168.1.1/32 is directly connected, GigabitEthernet0/0
192.168.2.0/24 is directly connected, GigabitEthernet1/0
192.168.2.1/32 is directly connected, GigabitEthernet1/0

B Q

Mpumenenue c IP transparency

Bce onucannoe Bbine orHOCUTCs K peskuMy paborsl Angie ADC ¢ BrirouenHoit omrueii IP transparency.
IIpu Brutouennoit onmuu [P Transparency Angie ADC coxpaHsieT MCXOAHBIN ajpec oTipaBuresis B 1P-
rmakerax, [O3BOJIsisi CEPBEpaM Ha CETEBOM yPOBHE Pa3/INdaTh KJIMEHTCKUE TOIKJIIOIEHUS.

Ouenb 9aCTO 8 IMUHACTPATOPBI CHCTEM OAJTAHCHPOBKH OTKJIIOYAIOT 3TY OIIIUIO, B 3ToM cirydae Angie ADC
Oyzaer BoinoaHATh He ToibKo ANAT, Ho SNAT Hax TpaduKoM, IPUXOASINUM OT KJIueHToB. Eciu cucrema
6asancupoBku Angie ADC Beinosiaster SNAT, To B 3TOM Cilydae MapIiipyTH3aIHs HECKOJIBKO YIIPOIIAeTCs,
TaK KaK B 9TOM CjIy4ae HeT HeoDXOJIMMOCTH aHOHCHPOBATh Ha Internal router MappyT Mo yMOJTYaHUIO.
Eciu ADC #1 u ADC #2 semosasior SNAT B pasubie ajipeca, TO B 9TOM CJIydae HET HEOOXOJIUMOCTH
3a00TUTHCS O TOM, ¢ KakuMmu 3HadeHusiMu Local preference (1 unbiMu arpubyramu 1wyTH) MapUIPYTHI 10O
COOTBETCTBYIOIINX aJ[pecoB momagaioT Ha Internal router.
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5.1.2 Pexwum pacnpegenerus Harpysku (Active-Active)

Bsepenune

B sTom pazzese onmcana HacTpoWKa BBICOKOW JIOCTYIIHOCTH C HCIIOJIb30BanueM mporokosia BGP B pe-
KuMe pacnpejenenus Harpysku (Active-Active). Iljisi HACTPOWKHM MCHOJIB3YETCS KOMAHIHAA CMPOKA

Angie ADC CLI.

B kauecTBe npoTokosia JUHAMIYECKO MapIupyTu3anun ucnosb3yercs BGPv4 ms agpecHoro cemeiictsa
IPv4 unicast. OrkasoycroitunBocTs B pamkax [Pv6 unicast HacTpamBaercsi aHAJIOITIHO.

B paccmarpusaemom tpumepe ycrpoiicrBa Angie ADC #1 u Angie ADC #2 Boinosiusior GyHKIMH
AKTUBHON CHCTEMBbl OAJIAaHCUPOBKU TpaduKa OJHOBpeMeHHO. JIJIg JMHAMIYECKOrO UCKJIIOUEHUs OJTHOrO
u3 Angie ADC u3 paborsl B ciaydae c0os (TexHuueckue IPOOJEMbl, HOTEPU CBI3HOCTU M TaK Jajiee)
MOKHO mcrosb3oBaTh MexannsM RHI (Route Health Injection).

IIpumep Tunosoro yuacrka ceru ¢ cucremamu Gasancuposku Angie ADC (ADC #1 u ADC #2) upen-
CTaBJIeH Ha CXeMe:

e Server #1
| -
E/ External Internal

e router router
Client #2 ADC #2 Server #2

Bgeniem IP-anpecaruio:

e B cermenre ceru, Kyia mojkiaodaiorcsa External router, ADC #1 u ADC #2, 6yer uCoib30BaThCst
nozcers 192.168.0.0/24.

e B cermente cetn, Kya nojkiodaiorcs Internal router, ADC #1 u ADC #2, 6yer ucroib30BaThes
nozcers 192.168.1.0/24.

e YerTBepThlil OKTET ajpeca i KaXKI0ro ycTpoiicTBa (B paMKaxX COOTBETCTBYIOIIEH IIOJCETH) IIOKa-
3aH Ha CXeMe HHUXKe.

192.168.0.0/24 192.168.1.0/24 192.168.2.0/124 s _I

— i
B/ External Internal
_— router 2 3 router
Client #2 gec #2 Servar #2

2 —
. /m
Client #1\5 ADC #1 Server #1
_\ﬁ

Ajipecanysi KJIMEHTOB He NPUBOJIUTCHA, TAK KAK B JAHHOM CJIy4ae Mbl OYJIEM CUMTATbH, YTO UX ajpeca
dopMaIbHO HE ONMPEJIENIEHBI, TO €CTh OHU MOT'YT IMOJKJIIOYATHCS U3 JII000H CeTH, BKJIIOYast CETh HHTEPHET.
s srux neneit External router 6ymer anoncuposaTh MapuipyT o ymosrdanuio mo BGP gia ADC #1

u ADC #2.

BGP-ceccuun

VcranasauBaembie BGP-ceccun nipesicraBiiensr Ha cxeme:

222232
192.168.0.0/24 2  —— .2

A A
Client m\g S5 ADC #1 Server #1
i ,— -\ﬂ

‘ External Internal
-—-// router = router
Client #2 a2 Server #2

192.168.1.0/24 192.168.2.0/24

Kpacubim nBerom Ha cxeme ormedenbl [P-ajipeca BUPTyasbHBIX CEPBEPOB. DTO Te ajipeca, K KOTOPBIM
noiKJIro9aoTcst KineHTol cHapyku. ADC #1 u ADC #2 10/2KHBI aHOHCUPOBATH MapIIPYTHI JI0 9TUX BUP-
TyaJIbHBIX CepBepoB B cTropoHy External router, npudem mapmpyTtsl gepe3s ADC #1 u ADC #2 10/KHBI
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UMETh CXOXKHUe aTpuOyThI IyTH, 9TOOBI MapiipyTu3aTop External router Mor BBITTOJTHUTE pacipejie/ieHne
TpaduKa MeXKy HUMU.

Tpaduk BHyTpH HOJB30BATEILCKOI CECCHM OT CEPBEPOB JIOJKEH BO3BPAINATHCA CTPOTO HUepe3 Ty Ke
cucreMy 0aJaHCHPOBKHU, Yepe3 KOTOPYIO OH MPOXOIWJI A0 dTOro. J{oOUThCS 9TOro MOXKHO C IIOMOIIBIO
Mexanusma SNAT, korma aapec KJIUeHTa HOAMEHSIETC Ha aJpec uHTepdeiica cucTeMbl OaJaHCHPOBKH.

O6bpaboTka TuNoBbLIX cooes

Huzke onucanbr crierapuu padotsl Angie ADC npu c6osix.

Monubiii otkaz ADC #1

192.168.0.0/24

CllentM_u

> @ Server #1
@/ External 5 Intemal

router router
Cllent #2 z 2 2 2/32 Server #2

192.168.1.0/24 192.168.2.0/24 2 _I

IIpu nostHOM OTKa3e nin orkiodennn ot cett ADC #1 paspeiBatorcst 06e BGP-ceccun ¢ ADC #1. Yepes
ADC #1 ue npoxomsaT HUKaKue 00bsiBieHnss MapmpyToB. Ocraercs ¢Bs3b 10 BGP Tosbko ¢ ADC #2.
Orkirouenne ADC #1 npoucxoauTt aBroMaTuyecku. Hukakue moIoJHUTEIbHBIE IeiCTBUs He TPeOYyIOTCs.

Ortka3 BHewHero untepceiica ADC #1

@I 192.168.0.0/24 *ﬁ 2 192.168.1.0/24 192.168.2.0/124 2 -l
=
=
A 1
Client #1 ’_@ y— C #1

AD : @ Server #
. .
E/ External Internal
7 3 3

router router

Client #2 eDC 2 Server #2

B s1om cityuae paspsiaercss BGP-ceccust mexkiry ADC #1 u External router. ADC #1 tenepb He MOXKeT
00bSIBUTH MapIIPYT JI0 aJipeca BUPTYaJIbHOTO cepBepa B cTopoHy External router, a mosbp3oBaTesbCKuil
Tpaduk OyIeT pacnpeiensiThes TOJNbKO Ha cucreMy bajancupoBku ADC #2. Tak Kak KJIMEHTCKHUE CECCUU
YCTAHABIUBAIOTCS CHAPYXKU, TPAhUK BCEX BHOBb YCTAHABIMBAEMBIX CECCHI OYIET MPOXOAUTH TOJIHKO

qepe3 ADC #2.

OTtka3 nuHka mexpy ADC #1 wn Internal router

2.2.:2.2/32

I 192.168.0.0/24 22— 192.168.1.0/24 192.168.2.0/124 2 -l
=
. A
Client #1 '_@
I

1 Server #1
E/ External Internal
) 3 3

router router
Client #2 2 Server #2

Ecim BGP-ceccus mexxay External router m ADC #1 coxpansiercst, to ADC #1 Gyzmer mpoioKaTh
AHOHCHPOBaTh MapIIPYyT J0 aJIpeca BUPTYaJbHOTO CepBepa, XOTs peaJibHble cepBepbl it ADC #1 yxke
HEJIOCTIKUMBI. TakuMm obpa3om, MbI ojydaem Kiaaccudeckuii black hole s rpaduka. Yrobbr nzbexarh
9TOr0, AHOHCUPOBAHUE MAPIIPYTOB JO BUPTYAJIBHBIX CEPBEPOB JOJKHO OBITH ycjioBHBIM. To ectb ADC
#1 moykeH OTO3BATh MAPIIPYT JI0 aJpeca BUPTYaJbHOTO cepBepa npu majennn tecroB RHI:
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fm

il
|

—
Internal -
S

%

External

192.168.0.0/24 2 e— 192.168.1.0/24 192.168.2.0/124 2 =|
A o |
Client #1 ’_@ ADC #1 (== p— Server #1
|

—_— router : router
Client #2 S Server #2

Hacrpoiika mapwpyTtusauyumn

IIpu Hacrpoiike BGP-mapimipyTuzainum HeobX0uMO yKa3blBaTh COOCTBEHHBI HOMED aBTOHOMHOI cucTe-
MBI.

© IIpumeuannue

Asronomuast cucrema BGP — jiorugeckoe o0beiuHEHNE YyCTPOMCTB B CETH JIJTsT MAPIIPY TU3AIIH Yepe3
nporokos BGP.

Huzke IIpuBeeHbI IIPUMEPHbI TPEX PAaCIIPOCTPaHEHHBIX TOIIOJIOT Uit HaCTpOfIKI/I MapHmpyTusaliliid BO BHEII-
HEeM CerMeHTe CETH. HaCTpOfIKa MapIIPyTU3allnd BO BHYTPEHHEM CETMEHTE BBIIIOJIHACTCA aHAJIOTUIHO.

-
(5 ) IIpumeuanue

B crnmcok 06si3aTeIbHBIX KOMAH/T JIJII HEKOTOPBIX IIATGOPM HEOOXOAMMO BKJIIOUUTH KOMAHIY 338~
HUsI OTPAHUYEHHs HA MaKCHMAaJIbHOE KOJIMYECTBO ITyTel, MeXKJy KOTOpbiME IpomsBogaurcs ECMP-
6aJIAHCHPOBKA.

[Ipumep Takoit Komauab! it MapiipyTuzaTopos Cisco na 6a3e 10S u I0S-XE:

[platform loadbalance max-paths 2 J

Tononorunsa #1

B ronosorun #1 Bce Tpu ycrpoiicta (External router, ADC #1 u ADC #2) npunajyjiexar omHOi
aBTOHOMHOH CuCTeMe:

Router
ASN:65001

ADC#1 ADC#2
ASN:65001  ASN:65001

Oo6braro Ha ADC #1 He HyKHBI MapIIPYThI, 00bsiBIsieMble cO cToporbl ADC #2. Eciu 1151 KOHKpeTHOI
ceru BaM Hy2KHO, 4T06bl ADC#1 3Ha/ MapmpyTsl, KoTopble 00basiager ADC #2 (uam vaobopor), To
Toryia HA MapiipyTusarope Heobxomumo cosnarb RR-kiacrep (Route Reflector cluster). Dro noszsosut
o0oiiTH orpaHUYeHne Ha Hepesiady npeduKcoB, HakaaabBaeMoe mpasuioM BGP split-horizon.

O IIpumeuannue

IIpauio BGP split-horizon 3anpermaer ornpasiisite mosydentbie o iBGP-cocema mapmpy st B cTo-
pony apyroro iBGP-cocena, 3amurmiast TakuMm 06pa3oM OT 3aIlUKJIUBAHUS MapIIPYTOB.
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Coznanne RR-kjacrepa moMoxker Takzke B CHUTyallud, KOIja Iepes MapuipyTusaropom External router
)
PACIIOJIOXKEH JAPYTOoi MapIIpyTU3aTOP, HAXOAAIUICA B TOHI »Ke caMOil aBTOHOMHOI CuCTeMe.

Kntouesble HacTpoiikn mapuwpyTtusauun gns External router

Ha npumepe mapinpyrusaropa Cisco Systems Ha 6a3e I0S uan I0S-XE:

'MMa ycTpoi#icTBa

hostname external

interface GigabitEthernet0/0

'UuTepdeiic B CTOPOHY cuCTeM 6alaHCHPOBKHU

ip address 192.168.0.1 255.255.255.0

router bgp 65001

!Ceccusa c ADC#1

neighbor 192.168.0.2 remote-as 65001
'Ceccua c ADC#2

neighbor 192.168.0.3 remote-as 65001
address-family ipvé4

| BkoyeHNe cocela

neighbor 192.168.0.2 activate

!BkIoueHne cocena

neighbor 192.168.0.3 activate

! AHOHCHpOBaHNEe MapupyTa IO YMOJIYaHWIO
neighbor 192.168.0.2 default-originate

! AHOHCHpOBaHWE MapmpyTa IO YMOIYaHHUI
neighbor 192.168.0.3 default-originate
!lobaBnenne cocema B RR-knacTep

neighbor 192.168.0.2 route-reflector-client
!TobaBnerue cocema B RR-kmacTep

neighbor 192.168.0.3 route-reflector-client
!YkazaHMe MaKCHUMANbHOTO KonmdecTBa iBGP myTeii, Mexny KOTOpsME O6yIeT BHIIOIHATHCH
—bamaHCcrpoBKa

maximum-paths ibgp 2

end

KntoueBble HacTpoiikn mapuwpyTtusauun Angie ADC #1

'Ma ycTpoi#icTBa

hostname adcl

'UnTepdeiic B cTopory External router

interface ens33

ip address 192.168.0.2/24

exit

'VMuTepdeiic nymbexk mOns ampecoB BUPTYAIbHHX CEPBEpPOB
interface lo

ip address 2.2.2.2/32

ip address 3.3.3.3/32

exit

router bgp 65001

!Ceccua ¢ External router

neighbor 192.168.0.1 remote-as 65001
address-family ipv4 unicast

!IobaBnerre mpedmKca Iyd agpeca BHPTyalIbHOTO cepBepa B BGP
network 2.2.2.2/32

network 3.3.3.3/32

5.1. BGP-mapwpytusauus 68



Angie
Software

PykoBopgcteo no akcnnyatauuu, sepcus 0.3.2

exit-address-family
exit
end

Kntouesble HacTpoiikn mapwpyTtusauun Angie ADC #2

'lma ycTpoiicTBa

hostname adc2

'UuTepdeiic B cTopoHy External router
interface ens33

ip address 192.168.0.3/24

exit

'NaTepdeiic nynber nys ampecoB BUPTYAJbHHX CEPBEPOB
interface lo

ip address 2.2.2.2/32

ip address 4.4.4.4/32

exit

router bgp 65001

!Ceccua ¢ External router

neighbor 192.168.0.1 remote-as 65001
address-family ipv4 unicast
!lobaBnerne npedukrca Inus agpeca BUPTyallbHOTO cepsepa B BGP
network 2.2.2.2/32

network 4.4.4.4/32
exit-address-family

exit

end

Mposepka paboTbi

external#sho ip bgp

BGP table version is 4, local router ID is 192.168.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

x best-external, a additional-path, ¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

0.0.0.0 0.0.0.0 0 i

*mi 2.2.2.2/32 192.168.0.2 0 100 0 i

*>i 192.168.0.3 0 100 0 i

external#sho ip ro

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

2.0.0.0/32 is subnetted, 1 subnets

B 2.2.2.2 [200/0] via 192.168.0.2, 00:12:23

[200/0] via 192.168.0.3, 00:12:23

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
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C 192.168.0.0/24 is directly connected, GigabitEthernet0/0
L 192.168.0.1/32 is directly connected, GigabitEthernet0/0

BoIBombI MPOCMOTPOBBIX KOMAH/ COKpAIEHbI /110 KpaTkocTu. s TectupoBanus paborsl RR-kmactepa

Mol 3aBesin Ha, ADC #1 agpec 3.3.3.3/32, a na ADC #2 — 4.4.4.4/32.

Huzxe npencrasnenst BGP-rabiuna u tabiuna mapriupyruzanuun or ADC #2:

adc2# sho ip bgp
BGP table version is 8, local router ID is 4.4.4.4, vrf id O
Default local pref 100, local AS 65001

Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =

—multipath,

i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: QNNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found
Network Next Hop Metric LocPrf Weight Path

x> 0.0.0.0/0 192.168.0.1 0 100 0 i

x> 2.2.2.2/32 0.0.0.0(adc2) 0 32768 i

* i 192.168.0.2 0 100 O i

x>i 3.3.3.3/32 192.168.0.2 0 100 0 i

x> 4.4.4.4/32 0.0.0.0(adc2) 0 32768 i

Displayed 4 routes and 5 total paths

adc2# sho ip bgp 3.3.3.3

BGP routing table entry for 3.3.3.3/32, version 7
Paths: (1 available, best #1, table default)

Not advertised to any peer

Local

192.168.0.2 from 192.168.0.2 (3.3.3.3)

Origin IGP, metric O, localpref 100, valid, internal, bestpath-from-AS Local, best,

— (First path received)

Originator: 3.3.3.3, Cluster list: 192.168.0.1

Last update: Mon Apr 21 19:47:21 2025

adc2# sho ip ro

Codes: K - kernel route, C - connected, L - local, S - static,

R - RIP, 0 - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, F - PBR,

- OpenFabric, t - Table-Direct,

- selected route, * - FIB route, q - queued, r - rejected, b - backup
trapped, o - offload failure

o vV H
|

0.0.0.0/0 [200/0] via 192.168.0.1, ens33, weight 1, 00:03:35
* 2.2.2.2/32 is directly connected, lo, 00:40:12
C>* 2.2.2.2/32 is directly connected, lo, 00:40:12
B>x 3.3.3.3/32 [200/0] via 192.168.0.2, ens33, weight 1, 00:03:35
L x 4.4.4.4/32 is directly connected, lo, 00:40:12
C>* 4.4.4.4/32 is directly connected, lo, 00:40:12

C>* 192.168.0.0/24 is directly connected, ens33, 00:40:13
L>x 192.168.0.3/32 is directly connected, ens33, 00:40:13
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Tononorns #2

B ronosoruu #2 Bece cucrembr 6anancuposku (Angie ADC #1 u Angie ADC #2) upunajgiexar oo
aBTOHOMHOIT cucTeme, a MapmpyTu3aTtop External router — apyroit:

Router
ASN:65001

ADC#1 ADCH#2
ASN:65002  ASN:65002

Oo6braro Ha ADC #1 He Hy»KHBI MapIIPYThl, 00bsiBiIsieMble cO cTopoHbl ADC #2. Ecin 1151 KOHKPeTHOI
cern BaM HYKHO, uT06bl ADC #1 3Hayg MapmpyTsl, KoTopsle 06bsiBaser ADC #2 (nnmu Haobopor), To
TOr/a HA cucTeMe OAJIAHCUPOBKY HAIPY3KH HAJO PA3PEIInTh IPUEM MapPIIPYTOB, COAEPIKAIINX COOCTBEH-
HBI HOMEp aBTOHOMHOIT cucTeMbl B arpubyTe AS-PATH.

KnioueBble HacTpoiiku mapwpytusauun gns External router

Ha npumepe maprmpyrusaropa Cisco Systems #a 6aze 10S wan I0S-XE:

'MIMa ycTpoiicTBa

hostname external

'lHTepdeiic B CTOPOHY CHCTeM b6alaHCUPOBKHU
interface GigabitEthernet0/0

ip address 192.168.0.1 255.255.255.0
router bgp 65001

!Ceccua ¢ ADC#1

neighbor 192.168.0.2 remote-as 65002
!Ceccua c ADC#2

neighbor 192.168.0.3 remote-as 65002
address-family ipvé4

!BRIoUeHne cocena

neighbor 192.168.0.2 activate

! BRioueHue cocema

neighbor 192.168.0.3 activate

! AHOHCHpOBaHWEe MapmpyTa IO YMOIYaHHUI
neighbor 192.168.0.2 default-originate
! AHOHCHpOBaHNEe MapupyTa IO YMOJIYaHWIO
neighbor 192.168.0.3 default-originate
!YKa3aHme MakCHMalbHOTO KojudecTBa e€BGP myTell, Mexny KOTOpHMH OyZEeT BHIIOIHATHCH
—6bamaECcUpoBKa

maximum-paths 2

end
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Kniouesble HacTpoiiku mapwpytusauun Angie ADC #1

'MIMa ycTpoiicTBa

hostname adcl

'NuTepdeiic B cTopory External router

interface ens33

ip address 192.168.0.2/24

exit

'UuTepdeiic mynbex Iis ampecoB BUPTYAIbHHX CEPBEPOB
interface lo

ip address 2.2.2.2/32

ip address 3.3.3.3/32

exit

router bgp 65002

!Ceccusa c External router

neighbor 192.168.0.1 remote-as 65001

address-family ipv4 unicast

!obaBnerre mpedukca Iy agpeca BHPTyalbHOTO cepBepa B BGP
network 2.2.2.2/32

'lipueM MapupyToB, AS-PATH KOTOpPHX CcOmEepXuUT cobcTBeHH:H ASN
'Onnua origin ykasmwBaeT Ha TO, YTO IPUHMMATBHCA OYIAYT TOJIBKO Te MapUPYTH,
!KOTOphle IOPOXIEHH B aBTOHOMHOHM cucTeMe C cob6cTBeHHEM ASN
neighbor 192.168.0.1 allowas-in origin

exit-address-family

exit

end

Kntouesble HacTpoiikn mapuwpytusauun Angie ADC #2

'MMa ycTpoi#icTBa

hostname adc2

'MuTepdeiic B cTopory External router

interface ens33

ip address 192.168.0.3/24

exit

'UuTepdeiic mynbex Iia ampecoB BUPTYAIBLHHX CEPBEPOB
interface lo

ip address 2.2.2.2/32

ip address 4.4.4.4/32

exit

router bgp 65002

!Ceccusa ¢ External router

neighbor 192.168.0.1 remote-as 65001

address-family ipv4 unicast

!IobaBneHre mpepuKca Iyd ampeca BUPTyalbHOTO cepBepa B BGP
network 2.2.2.2/32

'TipueM MapuwpyToB, AS-PATH KOTOpPHX COZEPXUT cobcTBeHHHH ASN.
!'Onnusa origin ykashBaeT Ha TO, YTO NPUHMMATLCA OYAyT TONBKO Te MapupyThl,
!KOTOphle IOPOXIEHH B aBTOHOMHOH cucTeMe C cobcTBeHHEM ASN
neighbor 192.168.0.1 allowas-in origin

exit-address-family

exit

end
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Mposepka paboTbi

external#sho ip bgp

BGP table version is 11, local router ID is 192.168.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internmal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

0.0.0.0 0.0.0.0 0 i

*> 2.2.2.2/32 192.168.0.2 0 0 65002 i

*m 192.168.0.3 0 0 65002 i

external#sho ip ro

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

2.0.0.0/32 is subnetted, 1 subnets

B 2.2.2.2 [20/0] via 192.168.0.2, 00:13:18

[20/0] via 192.168.0.3, 00:13:18

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernet0/0

L 192.168.0.1/32 is directly connected, GigabitEthernet0/0

BI)IBO,ZLI)I IIPOCMOTPOBBIX KOMAaH/J COKPAaIl€HbI IJId KPAaTKOCTH.

st rectupoBanusi KoMaH bl allowas-in Mbr 3aBesin Ha ADC #1 agpec 3.3.3.3/32, a na ADC #2 —
4.4.4.4/32.

Huxke npencrasienst BGP-tabsuma u tabsmia maprpytusanuu or ADC #2:

adc2# sho ip bgp

BGP table version is 4, local router ID is 2.2.2.2, vrf id O
Default local pref 100, local AS 65002

Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =
—multipath,

i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: QNNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, I invalid, N Not found
Network Next Hop Metric LocPrf Weight Path

x> 0.0.0.0/0 192.168.0.1 0 65001 i

x> 2.2.2.2/32 0.0.0.0(adc2) 0 32768 i

* 192.168.0.2 0 65001 65002 i

x> 3.3.3.3/32 192.168.0.2 0 65001 65002 i

x> 4.4.4.4/32 0.0.0.0(adc2) 0 32768 i

* 192.168.0.1 0 65001 65002 i

Displayed 4 routes and 6 total paths

adc2# sho ip ro

Codes: K - kernel route, C - connected, L - local, S - static,
R - RIP, 0 - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
T - Table, v - VNC, V - VNC-Direct, F - PBR,

f - OpenFabric, t - Table-Direct,
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> - selected route, * - FIB route, q - queued, r - rejected, b - backup
t - trapped, o - offload failure

B 0.0.0.0/0 [20/0] via 192.168.0.1, ens33, weight 1, 00:07:26

L *x 2.2.2.2/32 is directly connected, lo, 00:12:14

C>* 2.2.2.2/32 is directly connected, lo, 00:12:14

B>+ 3.3.3.3/32 [20/0] via 192.168.0.2, ens33, weight 1, 00:01:02

L x 4.4.4.4/32 is directly connected, lo, 00:06:43

C>* 4.4.4.4/32 is directly connected, lo, 00:06:43

C>* 192.168.0.0/24 is directly connected, ens33, 00:12:15

L>* 192.168.0.3/32 is directly connected, ens33, 00:12:15

Tononorns #3

Bce tpu yerpoiicra (External router, ADC #1 u ADC #2) upunajiezkar pasHbIM aBTOHOMHBIM CHUCTE-
MaM:

Router
ASN:65001

ADC#1 ADC#2
ASN:65002  ASN:65003

O6braro mapipytusaropbl Cisco He GajaHCHPYIOT TpadUK 0 MOJACETH, W3BECTHON depe3 cocelieil u3
Pa3HbBIX aBTOHOMHBIX CHUCTEM. 1LITO6I)I O60ﬁTH JaHHOE OI'paHUYICHUE, HeO6XO,ZLI/H\10 U3MEHUTDH IIOBEJICHUE II0
yMoJrganuio Mapripytuzaropa BGP ¢ momotnbio cieryrormeii KoMaH bl

[bgp bestpath as-path multipath-relax }

Kntouesble HacTpoiikn mapuwpytusauun ans External router

Ha npumepe maprmpyrusaropa Cisco Systems wa 6a3e 10S uwan I0S-XE:

'Ma ycTpoi#icTBa

hostname external

'UuTepdeiic B CTOPOHY cuCTeM 6alaHCHPOBKHU
interface GigabitEthernet0/0

ip address 192.168.0.1 255.255.255.0
router bgp 65001

'KomManza, paspelmapilias BHIOIHATL OallaHCHPOBKY MOJId NPePUKCOB, IOIYYEHHHX K3 pa3Hux ASN
bgp bestpath as-path multipath-relax
!Ceccua c ADC#1

neighbor 192.168.0.2 remote-as 65002
!Ceccua c ADC#2

neighbor 192.168.0.3 remote-as 65003
address-family ipv4

! BkioueHne cocena

neighbor 192.168.0.2 activate

| BkIoyeHNe cocela

neighbor 192.168.0.3 activate
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! AHOHCHpOBaHNEe MapupyTa IO YMOJIYaHWIO

neighbor 192.168.0.2 default-originate

! AHOHCHpOBaHWEe MapmpyTa IO YMOIYaHHUI

neighbor 192.168.0.3 default-originate

!YkazaHMe MaKCHUMANbHOTO KoindecTBa eBGP myTeit, Mexnmy KoTopsMu 6yIeT BHIOIHATHCH
—banaHcupoBKa

maximum-paths 2

end

Kntouesble HacTpoiikn mapwpyTtusauun Angie ADC #1

'MIma ycTpoiicTBa

hostname adcl

'NuTepdeiic B cTopory External router

interface ens33

ip address 192.168.0.2/24

exit

'UuTepdeiic mynbex Iis ampecoB BUPTYAIbHHX CEPBEPOB
interface lo

ip address 2.2.2.2/32

exit

router bgp 65002

!Ceccua ¢ External router

neighbor 192.168.0.1 remote-as 65001
address-family ipv4 unicast

!TobaBnerre mpeduKca Ind agpeca BHUPTyalbHOTO cepBepa B BGP
network 2.2.2.2/32

exit-address-family

exit

end

Kntouesble HacTpoiikn mapuwpyTtusauun Angie ADC #2

'MMa ycTpoi#icTBa

hostname adc2

'MuTepdeiic B cTopory External router

interface ens33

ip address 192.168.0.3/24

exit

'UuTepdeiic mynbex Iia ampecoB BUPTYAIbHHX CEPBEpPOB
interface lo

ip address 2.2.2.2/32

exit

router bgp 65003

!Ceccua ¢ External router

neighbor 192.168.0.1 remote-as 65001
address-family ipv4 unicast

!lobaBnenne mpedmkrca Insa agpeca BHPTyallbHOTo cepsepa B BGP
network 2.2.2.2/32

exit-address-family

exit

end
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Mposepka paboTbi

external#sho ip bgp

BGP table version is 11, local router ID is 192.168.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internmal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

0.0.0.0 0.0.0.0 0 i

*> 2.2.2.2/32 192.168.0.2 0 0 65002 i

*m 192.168.0.3 0 0 65003 i

external#sho ip ro

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

2.0.0.0/32 is subnetted, 1 subnets

B 2.2.2.2 [20/0] via 192.168.0.2, 00:10:22

[20/0] via 192.168.0.3, 00:16:07

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernet0/0

L 192.168.0.1/32 is directly connected, GigabitEthernet0/0

BBIBO,ZLI)I IIPOCMOTPOBBIX KOMaH/I COKPaIlll€Hbl JIJId KPATKOCTHU.

Mpumenenue c IP transparency

Bce omnmcannoe Boie orHOCUTCs K peskuMy paborsl Angie ADC ¢ BeiksrouenHOit onueii IP transparency.
B srom cirygae Angie ADC 6yjieT BBIIOJHSATDH TPOKCUPOBAHUE KJINEHTCKUX 3aIIPOCOB € MOJAMEHOH aapecoB
ucrounuka u nojydarens. Ecein Angie ADC nommMensieT ajpec KJIUEHTa, TO IPU MAPIIPYTH3AIMUNA HET
HEOOXOIMMOCTH aHOHCUpOBaTh Ha Internal router mapmpyt no ymosdanuio. Ecaiu ADC #1 u ADC #2
HCTIOJIL3YIOT Pa3Hble aJIpeca Jjis MOJMEHBI ajpeca KJIMEHTa, TO HeT HeOOXOMMMOCTHU 3a00TUTHLCS O TOM,
¢ kakumu 3HadenusiMu Local preference (u mHbIMU arpubyTaMul IyTH) MApIIPYTHL 0 COOTBETCTBYIOMIMX
aJipecoB monaaoT Ha Internal router.

TIpu Brogenun ommuu [P Transparency Angie ADC Gymer coXpaHsITh UCXOAHBIN apec OTIPaBUTES B
[P-nmakerax, 1mo3BoJIsAs cepBepaM Ha CETEBOM YPOBHE Pa3/nyaTh KJIUEHTCKUAE MMOJIKIIOUCHUS.

3akntoyeHne

Cucrema 6asancupoBku Harpysku Angie ADC moxker paborars B JH000#1 M3 IepednC/IEHHBIX TOIOJIO-
ruit. Kaxxaprit BappaHT uMeeT CBOM OCOOEHHOCTH HACTPONKM U PabOThI, O YeM CJIeIyeT IMOMHUTH IIPU
MIPOEKTUPOBAHUN U HACTPOITKEe MHPOPMAIMOHHONW CHCTEMBI.
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5.2 PesepBupoBaHue c nomouibio npotokona OSPF

B sToM pazsesie onmcana HACTPOIKa BBICOKOM JIOCTYIHOCTH € HCIoJb3oBanueM mpoTtokoia OSPF B pe-
»kuMe pesepsuposanus (Active-Standby).

(5 ) IIpumeuanue

ljist HACTPOMKY MCIOJIb3yeTCst Komardras cmpora Angie ADC CLI.

5.2.1 [JdunHamuyeckas mapwpyTmnsaums
B kavecrBe nporokosta JuHaMutieckoit MmapipyTusarun ncnoiab3yercs OSPFv2 mist agpecHoro cemeiicTsa
IPv4 unicast. OrkasoycroitunBocts B pamkax [Pv6 unicast HacTpamBaercsi aHAJIOTTIHO.

B paccmarpuBaemom npumepe GyJieM CIUTaTh, 9TO B HOpMabHOM pexkume paborsl ADC #£1 Beimonnsier
dYHKIMM aKTUBHOI crucTeMbl H6ajiaHcupoBku Tpaduka, Torna kak ADC #2 ocraercss B pe3epse.

HpI/IMep TUIIOBOI'O ydJaCTKa C€THU C CUCTEeMaMNn 6a.HaHCI/IpOBKI/I Angie ADC IIpeJcTaB/IEH Ha CXeMe HU2Ke.

O 5
"/ =
Client #1 ADC# Server #1
! A A—
E/ External Internal I
— router router [
Client #2 ADC #2 Server #2

Bsenem IP-ampecammro:

e B cermenre ceru, Kyia mojkaodaiorcsa External router, ADC #1 u ADC #2, 6yjier UCoIb30BaThCs
nozcers 192.168.0.0/24.

e B cermente cetu, Kyaa nojkaodaiorcs Internal router, ADC #1 u ADC #2, 6yier ucrnoib30BaThes
nogcers 192.168.1.0/24.

e YerBeprhlil OKTET ajpeca JJisd KaXKI0ro ycTpoiicTBa (B paMKax COOTBETCTBYIOIIEH IIOJCETH) IIOKa~
3aH Ha CXeMe HHUXKe.

) 192.168.0.0/24 2 m— 2
= , —

102.168.1.0/24 192.168.2.0/24 2 =|
|

i y_— : A y—
Client #1 -’ @. / - ADC #1 -’ @. ; —_— Server #1
B/ External |/ Internal E.I
—_— router 3 3 router S m
Client #2 ADC #2 Server #2

Ajtpecanyisi KJIMEHTOB He NPUBOJUTCS, TAK KAK B JAHHOM CJIydae MbI OY/I€M CUATATh, YTO UX aJpeca
(dOopMaJIbHO He OIIPeJIeJIEHbI, TO €CTh, OHU MOI'YT IHOJIKJIIOUYATHCS U3 JIFOOON CeTH, BKJIIOYasl CEeTh UHTEPHET.
st atux nesieit External router 6yyier anoncuposaTh MapiipyT 1o ymoadanuio no OSPF s ADC #1
u ADC #2. B pamnom jokymente Oynem wucnojib3oBarb OSPF-momen, Briouatonuit B cebs deTbipe
yerpoiicrBa: External router, Internal router, ADC #1 u ADC #2.
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IP-appeca BuptyanbHbIX cepBepoB

[:]' 192.168.0.0124 2 192.168.1.0/24 192.168.2.0124 2 -'
Client m\g =~ — ADC #!ﬁ ! Server #1
' - | f -
E/ External ' Internal

router router
Cllent #2 Z%nggzz Ser\rer #2

Kpacubim TekcTom Ha cxeme ormedeHbl [P-anpeca BUPTyasibHBIX CEPBEPOB. DTO Te aJpeca, K KOTOPBIM
MIOJIKJTIOYAIOTCS KJIMEHTHI cHapyzku. Cucrembl 6amancupoBku Angie ADC 10/KHBI aHOHCHPOBATH MAPIII-
PYTBI /IO 9TUX BHPTYAJbHBIX CepBEpOB B cTopony External router, mpmaem maprmpyt gepe3 ADC #1
JIOJI2KeH OBITh HoJsiee penodTUTeIbHbIM. JJoOUThCS 3TOro MOXKHO Pa3HBIMH CIIOCODAMU, HAIIPUMED, Ma-
HUIYJIUPYs 3HaUYeHneM MeTpuku BHemrHero mapmipyra B OSPF. Yewm Gosibiie 3HaYeHnE METPUKHU, TEM
MeHee IIPEJIIOYTHTE/BHBI MapHIpyT. B JaHHOM JOKyMeHTe MbI Oy/ileM BPYUHYIO 3a/[aBaTh KOCTBI JIJIsI
nHTePdENCOB CUCTEMBI OATAHCUPOBKH.

Tpaduk or cepBepoB B CTOPOHY KJIMEHTA JIOJIZKEH [IPOXOJIUTH Uepe3 Ty K€ CUCTeMy OaJIaHCUPOBKU, UTO U
TpaduK OT KJINEHTOB K cepBepaM. JIoOUThCS 3TOr0 MOXKHO TaKzKe IIyTeM MaHUIYJINPOBAHUA 3HAYECHUEM
merpukny s npeduxca 0.0.0.0/0. Manumy gy ¢ MapipyToOM [0 YMOJTIAHUIO HY KHBI IIPU BKJIIOYECHUN
onnuu ip transparency. B nporusnom ciyuae Tpaduk u Tak Oy/eT BO3BPAIIATHCH Y€PE3 Ty K€ CUCTEMY
GasaHcupoBKH, Tak Kak nosejgenne ADC nanomunaer oneparnmio sNAT.

MexaHusmbl nepekntoyeHnst Tpadvka Ha pe3epBHYI0 cucTtemMy DanaHCMPOBKKM B ciy4ae cbos

Huxke onmcansr ciieHapun paboThl CHCTEMBI OAJTAHCUPOBKU TIPU COOSIX.
IToauwtit otkaz ADC #1

B stom cirygae o6a OSPF-cocencrBa ¢ ADC #1 paspbiBaiorcst, HUKaKue 00bsIBJIEHIST MAPIIPYTOB Yepe3
ADC #1 ne uposerator. Ocraercst cBsizb 1m0 OSPF tosibko ¢ ADC #2. To ecrb, mepek/itoueHne Ha
PE3EPBHYIO CHCTEMY IIPOU3BOIUTCS ITOJTHOCTHIO aBTOMATHUYECKH, HUKAKKE JIOMOJHUTEbHBIE HACTPONKU
He Tpebdyrorcs. KpacubiMu crpesikamu obosuatuenbl paboune OSPF-cocencrsa.

CllentN

192.168.0.0/24 102.168.1.0/24 192.168.2.0/24 2 -I

A A
—— Server #1
~ -
External Internal
E/

router router

Client #2 B 2 Server #2

.1

Orkas BHernrHero uHtepgeiica Angie ADC #1

Hpe;maraeMaﬂ CXeMa He mMeeT BO3MOXKHOCTHU OTCJ/IE2KHBaHHA W pearupoBaHud Ha YaCTHYIHBIE OTKAa3bI.
HpI/IMep TaKOI'0 OTKa3a IIpe/ICTaBJICH Ha CXeMe HUXKe.

Ol 192.168.0.0/24 e 192.168.1.0/24 192.168.2.0124 2 -
= '\g
A 1
Client it 27 SE V—— ADC #1

g 1 Server #1
Internal

@/ External
e/

router router

Client #2 2";'_32‘:;,?22 Server #2

B ciryuae oboznadennoro Ha cxeme orkasa Jimuka paspbiBaercs OSPF-ceccus mex iy ADC #1 u External
router. ADC #1 Tenepb He MOXKET OOBLSIBATH MAPIIPYT JIO aJpeca BUPTYaJLHOIO CepBepa B CTOPOHY
External router mamnpsimyro. Internal router paccauTbiBaeT MAPIIPYT 110 yMOJIAHUIO TOJIBKO depe3 ADC
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#2, a External router cumraer mMapmpyT 10 aJapeca BUPTYAJIHHOTO CEPBEPA TOJBKO UePe3 MOJHOCTHIO
paboratoruit ADC #2.

Orkas guaka mexxay ADC #1 u Internal router

Orkas ymuka mex iy ADC #1 u Internal router Gostee cioxnas curyanus: ecim OSPF-cocencTso Mex-
ay External router 1 ADC #1 coxpansiercsi, To ADC #1 Gyner mpojoKaTh aHOHCHPOBATH MapIIPYT
JI0 aJipeca BUPTYAJBHOI'O CepBepa, XOTs peasibHble cepBepa i cucteMbl Oajancupoku ADC #1 yike
HEJIOCTIKUMBI. Takum obpa3oM, MbI mojrydaeM Kjiaaccudeckuii black hole st Tpaduka.

2222132

ml 192.168.0.0124 2 192.168.1.0/24 192.168.2.0124 2 _
= /ﬂ'*
——=
A A
Client M F— ADC #1 ’
|

(=) Server #
I - -
External Internal

— router = router
Client #2 2’}3%‘3 Server #2

%
|

Yro0bI n36€2KaTh yKa3aHHOM TPOOJIEMbI, HEOOXOAMMO 00ECIIEINTh OTKA30YCTONINBOE MTOIKJIIOUEHNE XOCTa,
Bupryasusanuu (Ha KoropoMm paboraer ADC) K ceru tak, 9To0bl CUTyalUsl OTKA3a TOJLKO OIHOIO W3
JINHKOB 6I>I.Ha HEBO3MOXKHOIA.

PekomeHtoBarHast cxeMa MOAKII0YEHNs: 00beuHuTh B 0qHy LAG-rpymiy Bce dpusnyueckue uHTEPQENRChHI
XOCTa BUPTYAJU3AIUN U UCIOJb30BATH 9TOT BUpTyaabHbiii LAG-unrepdeiic B KayecTBe TpaHka, TO €CTh
nepesiaBaTh MO0 HEMY TEerMPOBAHHBIMEU HECKOJIBKO BUPTyaJbHbIX cereil: oguua VLAN s external cerwm,
Bropoit VLAN s internal ceru. /st pesepBUpoOBaHUsS KOMMYTATOPOB MOYKHO UCIIOJIH30BATH T€XHOJIO-
ruio vPC ninu crekupoBaHue, IpuMep MpeJcTaBieH Ha cxeMe Hike. V13 coobpaskeHnit IpoCTOThI HA CXeMe
HE 0TOOParKEHO PEe3ePBUPOBAHNE BHENTHETO W BHYTPEHHETO MapIIPy TU3aTOPOB.

External
router

=~

-
Internal
router

ESXI #1 ESXI #2
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5.2.2 Hactpoiiku mapwpyTtusaumm

TIpuBemem Ki0oUeBbIe HACTPOIKYE MapipyTu3armu st External router, Internal router, ADC #1 u ADC

49,

Kntouesble HacTpoiikn mapwpyTtusauun ans External router

hostname external

'Ma ycTpoiicTBa

interface GigabitEthernet0/0

ip address 192.168.0.1 255.255.255.0
'UuTepdeiic B CTOPOHY CHCTeM 6alaHCHPOBKHU
router ospf 1

network 192.168.0.0 0.0.0.255 area 0
!Brmouenne OSPF Ha unTepdelice B CTOPOHY CHCTeM OalaHCHPOBKU
default-information originate always

! AHOHCHpOBaHKEe MapmpyTa IO YMOIYAHUI

end

Kntouesble HacTpoiikn mapuwpyTtusauun ans Internal router

hostname internal

'Ima ycTpoiicTBa

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

'VaTepdeiic B CTOPOHY cuCTeM 6alaHCUPOBKU

interface GigabitEthernet1/0

ip address 192.168.2.1 255.255.255.0

'uTepdeiic B CTOPOHY NOLCETH C pPEANLHHME CEpBEpaMu
router ospf 1

redistribute connected subnets

!nobasnenue B OSPF mmpopManmum o IOILCETH C CepBepaMu
network 192.168.1.0 0.0.0.255 area 0O

!Briouenue OSPF ma mHTeppelice B CTOPOHy cucTeM 6alaHCHDPOBKH
end

KntoueBble HacTpoiikn MmapupyTusauun cuctemsl 6anancuposku ADC #1

hostname adcl
'Ma ycTpoiicTBa
interface ens33
'VuTepdeiic B CTOpOHY MapmpyTmsaTopa external router
description external
ip address 192.168.0.2/24
ip ospf 1 area O
!Briouyernne OSPF ma umHTepdelice
ip ospf cost 10
'HasraueHue cTomMocTu uHTepdeiica B OSPF BpyuHyn
exit
interface ens37
'UnTepdeiic B cTOpoHy MapmpyTumsaTopa internal router
description internal
ip address 192.168.1.2/24
ip ospf 1 area O
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!Briouyerne OSPF ma uHTepdelice

exit

interface lo

'UnTepdeiic mynbex Ina Ha3HAUEHUSA aILpeCOB BUPTYaJbHHX CEpPBEPOB

ip address 2.2.2.2/32

!Alpec TeCTOBOTO BHPTYalIbHOIL'O CepBepa

exit

ip prefix-list c20 seq 5 permit 2.2.2.2/32

'TlpeduKC-NTUCT, KOTOPHH HCIONL3yeTCH Ansa oTbopa mpedburcoB nna mobasnerus B OSPF
route-map c2o permit 10

match ip address prefix-list c2o

'Route-map ¢ moMompo KOTOPO# IpoM3BOIUTCH OTHOp mpedurcoB zmiua mobasineHus B O0SPF
exit
router ospf 1

'HacTpoiiku mpomecca MapmpyTusanuu 0SPF

ospf router-id 2.2.2.2

'HeobxommMo BpydYHYyH 3aIaTh HAeHTHPUKaATOp MapmpyTm3aTropa mis OSPF

'Ecnu 3Toro He chenaTb, TO aBTOMAaTHKa MOXeT BhOpaTh ommHakoBoe anda ADC#1 u ADC#2
redistribute connected metric 10 route-map c2o

!lobaBnerne mHGOpMaIWK O IOINKINYEHHHX ceTax B 0SPF

'MeTpuka 10, 4TOoOH cTaTb 6olee NIpPeNNOYTHTENbHHM next-hop mo cpasHenumo c ADC#2
exit

end

KntoueBble HacTpoiikn mapupyTusauun cuctemsl 6anaHcuposku ADC #2

hostname adc2
Mg ycTpoi#icTBa
interface ens33
'UnTepdeiic B CTOpOHYy MapmpyTusaTopa external router
description external
ip address 192.168.0.3/24
ip ospf 1 area O
!Brmouerue OSPF Ha urTepdeiice
ip ospf cost 100
'Hasnaduenue crouMocTu uHTepdeiica B OSPF BpyuHyH
exit
interface ens37
'UuTepdeiic B CTOPOHY MapmpyTusaTopa internal router
description internal
ip address 192.168.1.3/24
ip ospf 1 area O
!Briouyernue OSPF ma uHTepdelice
exit
interface lo
'MaTepdeiic nymbexk O HasHAYEHHS aJpeCcOoB BUPTYalbHEHX CEPBEPOB
ip address 2.2.2.2/32
!Alpec TeCTOBOTO BHPTYalbHOIL'O CepBepa
exit
ip prefix-list c20 seq 5 permit 2.2.2.2/32
'TlpeduKC-NTUCT, KOTOPHH HCIONL3yeTCH Ansa oTbopa mpedburcoB nng mobasnerus B 0SPF
route-map c2o permit 10
match ip address prefix-list c2o
'Route-map c moMomblo KOTOPOY IPOM3BOAWUTCH OT60p IpedurcoB nnma mobasneHus B 0SPF
exit
router ospf 1
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'HacTpoiiku mpomecca MapmpyTusanuu 0SPF

ospf router-id 22.22.22.22

'HeobxommMo BpydHYyH 3alaTh HOeHTHPHKaTOp MapmpyTm3aTopa nis 0SPF

'Eciuz 3TOro He crejlaTb, TO aBTOMAaTHKa MOXeT BHOpaTh onuHakoBhe maia ADC#1 m ADCH#2
redistribute connected metric 10 route-map c2o

!obaBnerHre WHQOPMAIMK O MOAKMOYEHHHX ceTdax B OSPF

'MeTpuka 20, 4TOOH CTaTh MEeHee IPEIIOYTHTENbHHM next-hop mo cpaBHemmno c ADC#1
exit

end

Mposepka paboTbi

BeoimostauM poBepKy paboThl cuctembl Mapripytudarnuu, korga ADC #1 u ADC #2 naxogarcst B moJi-
HOCTBIO PAbOTOCTIOCOOHOM COCTOSTHUM.

O IIpumeuannue

B smcruHrax HuxKe OTCYTCTBYIOT IIPEMUKCHI, HE OTHOCAIIUECS K 0OCYKIAEMBIM BOIIPOCAM OTKA30-
YCTOMYUBOCTH.

Maprmpytusarop External router BuguT mMapmipyT K aJapecy BUPTYaJIbHOTO CEPBEpa epe3 00e CHUCTEMbI
GaJslaHCUPOBKH, oHAKO MapipyT depe3 ADC #1 siBjisiercst GoJiee TIPeIIOYTUTETHHBIM.

external #sho ip TO0 0S
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, J - next hop override
Gateway of last resort is not set
2.0.0.0/32 is subnetted, 1 subnets
0 E2 2.2.2.2 [110/10] via 192.168.0.2, 00:41:28, GigabitEthernet0/0
external #sho ip os da ex 2.2.2.2
OSPF Router with ID (192.168.0.1) (Process ID 1)
Type-5 AS External Link States
Routing Bit Set on this LSA in topology Base with MTID O

LS age: 898
Options: (No TOS-capability, No DC, Upward)
LS Type: AS External Link
Link State ID: 2.2.2.2 (External Network Number )
Advertising Router: 2.2.2.2
LS Seq Number: 80000003
Checksum: O0xAAOC
Length: 36
Network Mask: /32
Metric Type: 2 (Larger than any link state path)
MTID: O
Metric: 10
Forward Address: 0.0.0.0
External Route Tag: O
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LS age: 885
Options: (No TOS-capability, No DC, Upward)
LS Type: AS External Link
Link State ID: 2.2.2.2 (External Network Number )
Advertising Router: 22.22.22.22
LS Seq Number: 80000003
Checksum: 0xB4A7
Length: 36
Network Mask: /32
Metric Type: 2 (Larger than any link state path)
MTID: O
Metric: 20
Forward Address: 0.0.0.0
External Route Tag: O

J

MapipyTuzarop Internal router Bugur MapmpyT mo ymosdasuio (myts yepes ADC #1 sisasiercs Gosee
PEIIOYTUTE/ILHBIM ).

internal#sho ip To0 o0s
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, 7 - next hop override
Gateway of last resort is 192.168.1.2 to network 0.0.0.0
0xE2 0.0.0.0/0 [110/1] via 192.168.1.2, 00:43:21, GigabitEthernet0/0
internal#sho ip os da ext 0.0.0.0
OSPF Router with ID (192.168.2.1) (Process ID 1)
Type-5 AS External Link States
Routing Bit Set on this LSA in topology Base with MTID O
LS age: 992
Options: (No TOS-capability, DC, Upward)
LS Type: AS External Link
Link State ID: 0.0.0.0 (External Network Number )
Advertising Router: 192.168.0.1
LS Seq Number: 80000003
Checksum: 0x2521
Length: 36
Network Mask: /O
Metric Type: 2 (Larger than any link state path)
MTID: O
Metric: 1
Forward Address: 0.0.0.0
External Route Tag: 1

Orriounm Teriepb ADC #1 HOTHOCTBIO ¥ TPOBEPUM MAPIIPYTUZAIIIO.

Maprpytusarop Internal router:

internal#sho ip TO 0S
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
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ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, 7 - next hop override

Gateway of last resort is 192.168.1.3 to network 0.0.0.0

0*E2 0.0.0.0/0 [110/1] via 192.168.1.3, 00:01:08, GigabitEthernet0/0

Mapmpytusaropa External router:

external #sho ip T0 0S8
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, 7 - next hop override
Gateway of last resort is not set
2.0.0.0/32 is subnetted, 1 subnets
0 E2 2.2.2.2 [110/10] via 192.168.0.3, 00:00:10, GigabitEthernet0/0

J

TTocnie Bo3Bpatenus B crpoii cucreMbl baancupoBku ADC #1 mapuipyrusanusi 4epes3 3T0 yCTPOHRCTBO
BOCCTaHABJINBAETCH.

5.2.3 3aknroueHne

Bce ommcannOoe BbIIIE OTHOCUTCS K PEXKHUMY PAOOTHI CHCTEMBI OAIAHCUPOBKHU TpadUKa C BKJIIOYEHHOI
omrueit [P transparency. I1pu onmuu I[P Transparency Angie ADC coxpaHsieT UCXOIHBII aJpec OTIIpaBU-
tesst B IP-nnakerax, 1o3BoJisis cepBepaM Ha CETEBOM YPOBHE PA3/nvaTh KJIUEHTCKUE MoK roYeHrns. OdeHb
YaCTO aJMUHUCTPATOPHI CUCTEM OAJAHCHPOBKU OTKJIIOYAIOT 3Ty ONIMI0, B 3ToM ciaydae Angie ADC 6y-
et BbinoyHATE He TobKOo ANAT, Ho sSNAT Hax TpadukoM, NPpUXOASIIMM OT KJIMEHTOB. Ecim cucrema
GanancupoBku BbimoaHsgeT sSNAT, To B 3TOM ciiydae MapIIpyTH3AIUsS HECKOJIBKO YIIPOIAETCS, TaK KaK
B 9TOM CJIy4yae HeT HeoOXOJMMOCTH aHOHCHUPOBATH B CTOPOHY Internal router mMapmipyT 1o yMoJrdaHuio.
Eciu ADC #1 u ADC #2 semosasior SNAT B pasubie ajipeca, TO B 9TOM CJIydae HET HEOOXOJUMOCTH
3a00TUTHCS O TOM, C KAKIMU 3HAYCHUSIMU METPUKH MAPIIPYTHI 0 COOTBETCTBYIOMINX JIPECOB MOMAAI0T
Ha MaprpyTu3aTop Internal router, Tax Kak aHOHCHI OYIyT YHUKAJIHHBIMHA.

5.3 Pe3sepBupoBaHune c nomouwbto npotokona VRRP

Ecimm nuramMudeckast MapripyTusaius He MOAXOIUT sl Ballleil CeTH WX IIPOCTO HE HYyXKHA, TO IJIs
OTKA30yCTOMIMBOCTH MOXKHO HCIIOJIB30BATh CTAHIAPTHBIN nmpoTrokoa VRRP.

VRRP (Virtual Router Redundancy Protocol) — 3T0 mpoTokos Jyisi BUPTYaJbHOTO DE3ePBUPOBAHMUSI
ycrpoiictB. VRRP mozsosisier nepeksitounthes Ha pesepHbii Angie ADC, KoTopblil aBrOMaTHIecKu
npuaumaeT Ha cebsa [P-ajpec u poab macrepa, eciu ocHoBHOe ycrpoiictBo Angie ADC orkazajo. Ta-
KM 0O6pa3oM 00eCrednBaeTcsi OTKA30yCTONIMBOCTD ISt TIOJK/TIOUEHHBIX Y3JI0B B CETH MIPU CTATHIECKOM
mapmpyrusaiun. [omnepxusaembie Bepcun: VRRPv2 (g IPv4) u VRRPv3 (ayia IPv4 u IPv6). Ha-
crpoiika VRRP ocytecrBisiercst yepes xomaHoHy0 cmporky.

e Komandv, VRRP
o (Cozdanue u ydasrenue VRRP-2pynn
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5.3.1 Komanabl VRRP

Hacrpoiika VRRP ocymectBisiercst gepes3 xomardnyio cmpoxy.

O6O0O0ITEHHBI TPUMED KOMAH/TBI:

[vrrp n int ens33 command

ITapameTpnr:

e n - nomep VRRP-rpymmsr (tak xke VRID — Virtual Router ID). Ilognep:kusatorcs Homepa ot 1
710 255.

e ens33 - mma duznveckoro muarepdeiica. Eciu Tpebyercss cosmare VRRP-rpymmer gius apyroro
dusnaeckoro mHTEpdEiica, TO B KOMAaHIE HEOOXOIMMO yKa3aTh umMsi 3Toro marepdeiica. VRRP
MO2KHO HE3aBHUCUMO UCIIOJIB30BATD [IJIsi HECKOJIBKUX MHTEPMENCOB 0IHOBPEMEHHO.

e command - komasa VRRP (crmcok nojyiep:kuBaeMbIx KOMaH][ CM. HUXKE).
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KomaHpgbl HacTpoiikn

KomaHnga

Onucanne

3Haye-
HMe no
ymonya-
HUIO

vrrp n int

<interface> ip
<ip-address>

vrrp n int
<interface>
version v

vrrp n int
<interface>

advertisement-inte

i

vrrp n int
<interface>
preempt

vrrp n int
<interface>
priority p

vrrp n int
<interface>
shutdown

vrrp n int
<interface>

Komanna mobasnser IPv4-ampec miaa Angie ADC. loGasienne
[P-agpeca aBTOMaTHYECKU AKTHUBUPYET €ro. 3ajaercs B (opmare
<ip_address>/<subnet_mask>.

(i ) IIpumeuanue

Macka mosnceru [P-agpeca momkHa COOTBETCTBOBATH Macke (hu-
3MYeCKOro mHTepdeiica.

Komanza 3amaer Bepcuto nporokona VRRP (v pasHo 2 mim 3).
Ecyn Bepcust npoToKoJIa He 3aaHa, 10 yMOJYaHNIO UCIIOJIb3YeTCs

VRRPv3.
O IIpumeuannue

Bepcun nporokosia VRRP na jaByx Angie ADC, paGoraromux
BMecTe, JOJIKHBI COBIIIaTh, nHade 0ba Angie ADC VA Gynyr
CYUTATDH CeOST MACTEPOM.

Komanma ycranaBinBaeT 3HAYEHHE WHTEPBAJa OTIPABKHA aHOHCOB
it VRRP-rpymmer n. 3Havenue 3ajaercss B MUJIIUCEKYHIaX, HO
nomkHO ObITh KparHo 10, Tak kak VRRP wmcmosmbsyer emurmires
U3MepeHHst B COTBIX JIOJsAX cekyHabl (1 or 10 mo 40950 B Mc).
Komamga BrirogaeT pexkuM preempt, pa3peniaoninii 3aIrycK BbI00-
poB HOBOro macrtepa. lIpm BKIIIOYeHHOM peXuMe preempt pe3eps-
wbiit Angie ADC MoxKeT aBTOMaTHYeCKH CTaTh MACTEPOM, €CJIU €ro
npuopuTeT Bbile, yeM y Tekyiero Angie ADC ¢ posbio master.

Komanma ycranaBamsaer mpuopurer p gy ycrpoiictsB B VRRP-
rpyuie n Ha uHTepdeiice <interface> (p or 1 mo 254). Suaue-
HUe IIpuopureTa 255 3ape3epBUPOBAHO JJIS TEKYIIEro yCTPOHCTBaA
B posim master, deil ajipec mHTEpdEca COBIAJIAET C BUPTYaJIb-
HBIM aJIPECOM TIpymmbl. 3HadYeHne 255 HeJb3sl 3a/aTh BPYYHYIO.
VCTpoiicTBO ¢ HAUBBICIINM IPHOPUTETOM CTaHOBHUTCH master. Ecium
y HeckoJabKux ycrpoiictB B VRRP-rpytme oqunakossrit mpuopurer
U peXXUM preempt BKJIIOYEH, MacTepPOM CTAHOBUTCS yCTPOUCTBO C
HaubOJIBITIM OCHOBHBIM IP-anapecom.

Komanma Beikmogaer VRRP-rpynmmy n Ha  ummTepdeiice
<interface>. Ucmosp3yiiTe 3Ty KOMaHIYy, €CIU HYKHO 3a-
Bepuiuth pabory VRRP-rpynmer 6e3 ee yaamenusi. Yrodsr o6paTHO
Braounth VRRP s sToit rpymnmbl, HEOOXOAMMO OTMEHUTH
TEKYIILYI0 KOMAHJLy C IIOMOIIBIO No (CM. CJIEIYIONLYIO TabIuILy).

KoMmanga Bk/IIOYaeT HCIOJb30BaHUE IICEBI0-3arojioBka 1Pv4 mpn
pacdere KOHTpOsbHOM cymMmMmbl VRRPV3 myist VRRP-rpymme: n. Dta

checksum-with-ipv4 xomanma He BiuseT Ha VRRPv2 u IPv6.

n/a

1000 mc
(1c)

Enabled
(peskum
preempt
BKJIIO-
YeH)

100

Disabled
(pexxum
shutdown
HEe  aK-
TUBH-
pOBaH,
rpynmna
BKJIIOYE-
Ha)
Enabled
(ucnoss-
30BaHHIE
IICEBJIO-
3ar0JIOBKOB
IPv4

BKJIIO4€e-

o)
HO
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KOMaHp,bI yAaneHna n OTMeEHbI

KomaHga Onucanne

no vrrp n int Komanma ynanser [P-agpec, nacrpoennsiit qiasa VRRP-rpymmsr n.

<interface> ip

<ip-address>

no vrrp n int Komanma ymansier Bce mop30BaTeIbCKIE HACTPOUKH, OTHOCSIINECS K

<interface> VRRP-rpynne n st uarepdeiica <interface>. Bricrasisiiorcs 3Ha-
YeHUs 110 YMOJYAHUIO.

(i ) IIpumeuanue

Cama rpyIma cjaeoM yIajseTcs.

no vrrp n int Komanma ynassier 1moJib30BaTeIbCKYI0 HACTPOMKY HTPUOPUTETA JIJIst
<interface> priority p VRRP-rpymus! n.

no vrrp n int Komanga ynanser sepcuio nporokona VRRP, macrpoemmyio mjis
<interface> version v VRRP-rpynns! n. BeicTaBisercs 3HaYeHHE 110 YMOJTIAHUIO.

no vrrp n int Komana yrasiser 3HadeHre HHTEPBAJIA OTIIPABKYA aHOHCOB, HACTPOEH-
<interface> noe ang VRRP-rpynmer n. BrictaBisercs 3HavMeHne MO YMOJTIaHUIO.
advertisement-interval i

no vrrp n int Komanza Bkiouaer panee Boikiaiouennyio VRRP-rpynmy n na unrep-
<interface> shutdown detice <interface>.

no vrrp n int Komania BbIK/IIO9aeT peXKUM preempt st TPYIIBI 0, BEIOOPHI HE OY-
<interface> preempt JIyT 3aIlyCKaThCs Jake Ipu 60jiee BBICOKOM IIPHOPHUTETE IPYIIILI 1.
no vrrp n int Komana BbIK/IIOUaET HCIIOIB30BaHIE TICEBI0-3ar010BKa [Pv4 nmpu pac-
<interface> gere KOHTPOIbHOI cyMMbl VRRPv3 niis VRRP-rpymmer n.

checksum-with-ipv4-pseudc
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OedontHble kKOMaHAbl AN HACTPOAKN N OTMEHbI

KomaHga Onucanne 3Hauve-
HMe no
ymMonya-
HUIO

vrrp default Komanma ycranaBiuBaer 3nadeHne mHTEpBaJia orupaBku anoHcoB 1000 wmc

advertisement-inte g Bcex HOBbix VRRP-rpymumn npu ux cospanuu. 3uadenue 3amaer- (1 c)

¢ B MUJIJTUCEKYH/JIaX, HO JIOJ2KHO ObITh KpaTHo 10, Tak kak VRRP
UCIOJIB3YET €JIMHUIBI U3MEPeHHsI B COTBIX JIOJIsIX CeKyH b (1 or 10
110 40950 B Mc).
vrrp default Komanma ycranasmuBaer 3nadenne "BBIKIIOUEHO" I71sT BceX HOBBIX  Enabled
shutdown VRRP-rpymum npu ux co3ganuu, TO €CTh IEPEBOJAUT UX B BBIKJIO-  (pPesKUM
YEHHOE COCTOSIHHME Cpaldy Iocje 3arpy3Kd mid npuMeHenusi koH-  default
duryparuu. Pexkum shutdown MoKHO BBIKJTFOUNTB T100asbHO (no  shutdown
vrrp default shutdown). BKJIIO-
9eH,
O Ilpumeuanne HOBBIE
TPYIIIBI
IToce mepesarpysku Angie ADC mpu BKJIIOUEHHOM DPEKUME BBIKITIO-
vrrp default shutdown Bce VRRP-rpynnnsr nepesomsrcs B o)
BBIKJIIOYEHHOE COCTOSHIE, B TOM YHCJIE T€, KOTOPbIe ObLINA BKJIIO-
JeHbl BPYYHYIO. UTOOBI 3aHOBO BKJIIOUUTH KOHKDPETHYIO I'DYII-
Iy TI0CJIe IIepPe3arpy3Ku, BBEIUTE MTOCIEI0BATEIIHLHO CJIE Ly OIINe
JIB€ KOMAH/IBI:
vrrp n int <interface> shutdown
no vrrp n int <interface> shutdown
vrrp default Komanma BkIIO9aeT MCIOMb30BaHME TCeBmo-3aroioBka 1Pv4 mpm  Enabled
checksum-with-ipv4 pacdere koHTpOaBbHON cymmbl VRRPvV3 must Bcex HOBhIX VRRP-  (116-
IPYII [IPA WX CO3J@HUM. DTa KOMaHa He Biauser Ha VRRPvV2 u  doiraoe
IPv6. HUCIOJIb-
30BaHME
BKJIIO'E-
HO)

no vrrp default Komama yiaisier mo/ib30BaTe/IbCKOe 3HaYEHIE MHTEPBaIa OTIPaB- n/a

advertisement-inte Ku aHOHCOB, HACTPOEHHOE JjIsi Bcex HOBBIX Ipynn VRRP. Bricras-

nsiercs 3HadeHue 1o ymosrdanuo 1000 mc (1 cek.).

no vrrp default Komanma orkimodaer HacTpoiiky, mo koropoit Bce noole VRRP- n/a

shutdown rpyuisl co3gaiorcs BeikaodeHabivu. Hoble VRRP-rpynmer 6ymyT

CO3/1aBaThCsI CPA3y BKJIFOUEHHBIMU.
no vrrp default Komanma OTK/II09aeT HaCTPOiiKy, MO0 KOTOPOW sl BCEX HOBBIX 1n/a

checksum-with-ipv4

VRRP-rpynmn npu pacdere KOHTPOJBHON CYMMBI HCIHOJIB3YETCS
[ICEeBI0-3aroJIoBOK IPv4.
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Komangbl gns npocmotpa nHdopmayum

KomaHga Onucanne

show vrrp Komanma nokasbiBaeT mHpOpMANUO 0 cocToganu Bcex VRRP-rpymm
JITst BCceX MHTePdECcoB.

show vrrp int Komanga nokazeiBaer nadopmaruio o Bcex VRRP-rpynmax mist un-

<interface> Tepdeiica <interface>.

show vrrp int Komanna nmokazeBaer madopmamnuio o VRRP-rpynne n s uaTep-

<interface> n deiica <interface> (n or 1 mo 255).

139051

show vrrp n int

<interface>

5.3.2 Co3paHue n yganeHne VRRP-rpynn

VRRP-rpynna — 510 joruvueckast CyIHOCTh, IPUBA3aHHAS K (PU3NIECKOMY UHTEePdECY WU €ro MO IbIH-
tepdeiicy. Cozmanne u yranenne VRRP-rpynn Bpyunyo B Angie ADC ne Tpebyercs. VRRP-rpymnmb
CO3/IaI0TCS ABTOMATHIECKHU [P BBEJIEHNN KOMAH/T, N3MEHSIONNX KOHMUTYPAIIAIO 10 YMOJTIAHUIO, U YA~
JIAIOTCA TaK2Ke aBTOMaTUYI€CKHU, €CJIN JIJIgd I'PYIIIBI HEe OCTaeTCd ITapaMeTPOB, 3HaAY€HNA KOTOPBIX OT/INYa-
FOTCsT OT 3HAYEHUI [I0 YMOJTIYAHIIO. DTO [TO3BOJISIET COXPaHSTh MUHAMAJIbHYIO KoHburypamuo VRRP mo
YMOJTIaHUIO.

Ber moxkere ipocmoTpers crimcok Becex VRRP-rpymm ¢ momorsio komauasr show vrrp.

Huxe npuBesensl mpuMepsb! cutyaruit, B koTopbix VRRP-rpymmna Oyzmer co3mana uin ypaseHa.

Cozpanune VRRP-rpynnbi

Hosaa VRRP-rpymnmna cozmaercs aBroMaTudecKu, ecjii M3MEHSIeTCsT 3HAYEHNE 110 yMOJIIaHUIO JII000ro u3
ee mapaMerpoB.

Hanpumep, ecin miuss VRRP-rpynubsr 10, npussizannoil k uHTepdeiicy ens33, ykasars [P-aapec (1o
YMOJIYAHUIO HE YKa3aH), TO YKa3aHHAas [PYIIIa OYIeT CO3JaHa aBTOMATUICCKU:

[vrrp 10 int ens33 ip 192.168.0.1/24 ]

Ecau nyir VRRP-rpymmst 11, npuBsizanHoit K naTepdeiicy ens33, yKa3aTh 3HaYUEHIE IapaMeTpa preempt
pasubiM disabled (1o ymosganuio enabled), To yKa3aHHas I'DYIINa TakxKe OyJeT CO3/JaHA aBTOMATHYe-
CKH:

[no vrrp 11 int ens33 preempt J

VYpanenue VRRP-rpynnsbi

Pacemorpum mpumep. s unrepdeiica ens33 cozgano a8e VRRP-rpynmsr, ¢ napamerpom preempt co
sHadenueM disabled (BBIKJIIOYEHO):

[no vrrp 10 int ens33 preempt }

[no vrrp 11 int ens33 preempt }

I'pymnma ynansgercs B ciaeayonmx cirydasx:

e AMUHHCTPATOP BBEJ KOMAH/LY, BO3BPAIIAIOIIYIO BCE ITapaMeTPhl IPYIIBl K 3HAYEHUSIM 110 YMOJI-
YaHWIO, B pe3yJibTaTe 4ero rpymnmna yaaasercd. [Ipumep ynasenns rpynnst 10:
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[no vrrp 10 int ens33

e AjMuHHCTpaTOpP BEPHYJI IapaMerp IPYIIbI K 3HAYEHUIO 10 YMOJIYAHUIO, IIPA STOM JpPyIHe IIapa-
MEeTPBI TPYIIIBL y2Ke UMEIOT 3HAUEHUsI 110 yMOJYaHu0. [ pyTima OyIeT aBTOMaTHIeCKH yIaJIeHa, TaK
KaK ee HACTPOIKa OOJIbIIle He COIAEPXKUT HU OHOIO IapaMeTpa, 3HAYEHHEe KOTOPOro OTJIMIAETCS OT
3Ha4YEHHUS 110 YMOJIYAHUIO.

IIpumep ymasenust rpymnsl 11 (mapaMerpy preempt HPHCBAaHBAETCS 3HaYEHHE IO YMOTIAHUIO
enabled):

[vrrp 11 int ens33 preempt ]

5.4 Ncnonb3oBaHue npotokona BFD pgns ymeHnbwweHus sBpemeHun
peakuun

5.4.1 BBepeHue

CranapTHble TaliMephbl IPOTOKOJIOB MaPIIPY TU3AIUH CIUINTKOM BEJIMKN 1 He TOJIXO/ISAT JIJIsi COBPEMEHHBIX
cereil. YMEHBIIUTH BPEMs PEAKIMU IIPOTOKOJA Ha KaKoe-iubo cobbitue (Hempsamoe naenue, indirect
failure) mMoxkHO JBYMS criocobamu:

® 3a CUeT yMEHbIIECHUs 3HAUCHUsl TaiiMepoB (MOXKeT IPUBECTH K YBEJIMYECHUIO HAIDY3KH);
® C IOMOIIBIO CIENUAIN3uPOBaHHOro nporokosa — BFD (npemnournresnbHeil crmocob).

BFD (Bidirectional Forwarding Detection) — 9T0 JIerkoBeCHBIH IIPOTOKOJI, UCIIOIB3YEMbIH J1JIs GBICTPOrO
OOHAPYKEHUS OTKA30B CETEBBIX KAHAJOB MEXK/y AByMsi ycrpoiicrBamu. OH paboTaeT HE3aBUCUMO U KOM-
IJIEMEHTAPHO K ITPOTOKOJIAM MAPITPYTUIAIIMH U TIOMOTAET OBICTPO OMPEIENTh, ITO CBA3D MEXKITY Y3IaMI
HapyieHa. Ecin B mHPpaCTPYKType BaykKHa ObIcTpas peakmus Ha coon, BFD 3naunTebHo ymenbImaer
BpeMsI CXOJIMMOCTHU CETH, TaK KaK ITO3BOJIET MOJIYUYUTh CYOCEKYHIHOE BPEMs PEaKIUu.

Kaxk paboraer BFD?

1. YcraHnoBieHue ceccum: J1Ba CETEBBIX yCTPORCTBA OOMEHUBAIOTCS KOHTPOJIbHbIME TakeTamu BFD mrst
YCTAHOBJICHUS CBSI3U.

2. MOHI/ITOPI/IHI‘Z 0ba y3J1a OTHIPABJIAIOT APy APYry HEOOJIBIINE AKETHI C CbI/IKCI/IpOBaHHI)IM nHrepBa-
JIOM.

3. Obnapy:keHne OTKa3a: €CAW OAWH W3 Y3JIOB IMEPECTAeT IOJIydaTh HMAKEThI OT COCela B TEUCHUE
3aJaHHOTO BpeMeHu, coeauHenne oobsaBisgerca “down”.

4. Peaknus: nMpoTOKOJIBI MapHUIpyTA3AINK OTCJIeKnBaoT cocrosinne BFD-ceccuit n paspeisaior cBon
COEJIMHEHNsI, ITO IIO3BOJISIET HEPEKIIOUUTHCA Ha PE3EePBHBIN KaHAJ MEHee, YeM 3a CEKYHJIy IT0CJIe
cbod.

(5 ) IIpumevuanue

Iljist HACTPOMKM MCIOJIb3yeTcst Komardnas cmpora Angie ADC CLI.
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5.4.2 Hacrtpoiika c OSPF

s mporokosia OSPF momnep:xka BFD aktuBupyercs Ha nnaTepdeiice ¢ moMomnp0 KOMaHIbl ip ospf
bfd.

IIpumep xoudurypanun natepdeiica:

interface ens33

ip address 192.168.0.2/24
ip ospf 1 area O

ip ospf bfd

ip ospf bfd profile test

Ecan mapamerpsr paborsr mporokosa BFD ma kakom-inb0 mHTepdeiice MOMKHB OTINYIATHCA OT CTaH-
JIAPTHBIX, TO HOBBIE MIapaMeTPhl MOXKHO YKa3aTh IIyTEM IIPUBSI3KH TPOMUIIS.

IIporoxos OSPF ocymecrsisier qunaMutieckoe obHapykenue cocesieit Ha naTepdeiice, a 3aTeM IPOTOKOI
BFD mwiTtaercss ycTaHOBUTH ¢ HUMH COCEICTBO:

angie-va# sho bfd peers

BFD Peers:

peer 192.168.0.3 vrf default interface ens33
ID: 192599120

Remote ID: 626157519

Active mode

Status: up

Uptime: 4 second(s)
Diagnostics: ok

Remote diagnostics: ok

Peer Type: dynamic

RTT min/avg/max: 0/0/0 usec
Local timers:
Detect-multiplier: 3

Receive interval: 300ms
Transmission interval: 300ms
Echo receive interval: 50ms
Echo transmission interval: disabled
Remote timers:
Detect-multiplier: 3

Receive interval: 300ms
Transmission interval: 300ms
Echo receive interval: 50ms

IIporokonm BFD moxkeT ycTaHOBUTH CECCHIO C KAKMM-JTUOO COCETOM Uepe3 OIpeIe/eHHbIH nHTepdeiic u
OJIHOBPEMEHHO C 3TUM He YyCTaHOBUTb CECCUIO C JIPYIUM COCEIOM. DTO OXKUIaeMOe TI0BEIEHUE JIJIst Coceel,
He obagaromux noanepxkoit BFD. OSPF-coennnenue npu 3ToM He pa3pbIBaeTCs.

Ecan nporokos BFD cmor ycranosuts ceccuio ¢ kakum-nubo u3 OSPF-coceneil, To 10CTyIHOCTH 9TOrO
coceia OyZeT OmpeesIaThCs ¢ IOMOIIbIo mpoTokoaa BEFD.

Ecsin nporokost BFD we cmor ycranoBuTh ceccuto ¢ Kakum-jin6o uz OSPF-coceeii, To 70CTYIIHOCTH 9TOTO
cocena ByeT ONpeessiThCsl ¢ MOMONIBI0 BerpoeHHbIX MexaHusMoB OSPF (nporokos Hello). TIpu stom
koMania sho bfd peers Gyjer orobpakaTh TAKOro coceia B craryce down:

angie-va# sho bfd peers

BFD Peers:

peer 192.168.0.3 vrf default interface ens33
ID: 192599120

Remote ID: O

Active mode

Status: down
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Downtime: 4 minute(s), O second(s)
Diagnostics: ok

Remote diagnostics: ok

Peer Type: dynamic

RTT min/avg/max: 0/0/0 usec

Local timers:

Detect-multiplier: 3

Receive interval: 300ms
Transmission interval: 300ms

Echo receive interval: 50ms

Echo transmission interval: disabled
Remote timers:

Detect-multiplier: 3

Receive interval: 1000ms
Transmission interval: 1000ms
Echo receive interval: disabled

5.4.3 Hacrtpoiika c BGP

ITo ymomuanuto pu ykazanuun BGP-cocena BFD-ceccust Mmexk ity mMapiipyTusaropaMu He yCTAHABIABA-
ercsl.

IIpumep Takoit KoHpUTypaun:

angie-va# sho run

! YacTe koH}uUra, He oTHocamascs K BGP/BFD, ymameHa O KpPaTKOCTH.
router bgp 3

no bgp ebgp-requires-policy

neighbor 192.168.0.2 remote-as 2

exit

!

angie-va# sho ip bg su

IPv4 Unicast Summary:

BGP router identifier 3.3.3.3, local AS number 3 VRF default vrf-id O
BGP table version O

RIB entries 0, using O bytes of memory

Peers 1, using 24 KiB of memory

Neighbor V' AS  MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/
—PfxRcd  PfxSnt Desc

192.168.0.2 4 2 8 9 0 0 0 00:05:35 U
- 0 0 N/A

! BGP ceccus ycmemHO yCTaHOBIEHA, XOTA Hukakux BFD-coceze#l y cuCTeMH HeET.
Total number of neighbors 1

angie-va# sho bfd pe
BFD Peers:
angie-va#

J

Yrobbl akTuBUpoBaTh ycraHnorjerue BFD-ceccun ¢ BGP-cocemom, ycranoBuTe B ceKIuu HACTPONKU
maprrpyruzaropa BGP ommuro bfd s cocema

router bgp 2

no bgp ebgp-requires-policy
neighbor 192.168.0.3 remote-as 3
neighbor 192.168.0.3 bfd

exit
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Yro6sr BFD-ceccust mogusiiack, HeoO6X0auMO BKIIOUNATE 1oaepkky BFD B HacTpoitkax mporiecca Mapii-
pyrusamuun BGP ¢ obenx cropon. Emie ogaum criocobom siBiisiercst cozganue BFD-cocena Bpyunyio.

BGP-ceccus ycnentto ycranaBanBaeTcss 1 OOHOBJIEHUsT TIEPEIAlOTCs fake B curyanun, korga BFD-ceccus
ne 6bL1a ycranosiena. Oanako, eciim BFD-ceccust 6bL1a ycranoB/ieHa, a 3aTeM pa30pBaHa, TO aBTOMa-
Tudecku Oyjer pazopsBaHa u coorBercrByomas BGP-ceccus (mocse yero 6yyT npepUHSATHL IONBITKI
nepeycranosutb BGP-ceccuro).

angie-va# sho bfd peers

BFD Peers:

peer 192.168.0.3 local-address 192.168.0.2 vrf default interface ens33
ID: 2213541843

Remote ID: O

Active mode

Status: down

Downtime: 5 second(s)

Diagnostics: neighbor signaled session down
Remote diagnostics: neighbor signaled session down
Peer Type: dynamic

RTT min/avg/max: 0/0/0 usec

Local timers:

Detect-multiplier: 3

Receive interval: 300ms

Transmission interval: 300ms

Echo receive interval: 50ms

Echo transmission interval: disabled

Remote timers:

Detect-multiplier: 3

Receive interval: 300ms

Transmission interval: 300ms

Echo receive interval: 50ms

angie-va# sho ip bg su

IPv4 Unicast Summary:

BGP router identifier 2.2.2.2, local AS number 2 VRF default vrf-id O
BGP table version O

RIB entries 0, using O bytes of memory

Peers 1, using 24 KiB of memory

Neighbor v AS  MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/
—PfxRcd  PfxSnt Desc

192.168.0.3 4 S 27 30 0 0 0 00:00:06 U
—~ 0 0 N/A

Total number of neighbors 1
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5.4.4 Hactpoiika c VRRP

Ha nanmubiit MomenT Her wHTerparuu ¢ BFD.

5.4.5 HacTtpoiika co ctatndyecknmun mapipyramum

Angie ADC nojzep:kuBaer ycjioBHOe JOGaBJIeHHE CTATUIECKOro MapmpyTa (B 3aBucumoctu or BFD-
cTaryca cocesia, KOTOPbIH yKasaH B kauecTse next-hop). To ecrs, ecsim BFD-ceccust 1o yerpoiictsa, agpec
KOTOPOTO yKa3aH Kak next-hop, mojHuMaercs, T0 CTaTHIeCKuii MapIpyT J100aBJIseTCsl B TAOJIUILy MapII-
pyrusanuu. Eciau ceccusi ocraercst B craryce down (WM IaJIae€T B MPOIECCE IKCITyaTaKIUN [O3/HEE),
MapIpyT He gobaBigercd (YAAIIeTcs) U3 TabJIUIbl MAPIIPY TU3AIIH.

Jo6aBUTH CTATUYIECKUI MApPIIPYT ¢ MPOBEpKoit moctymuoctu next-hop mo BFD moxkuo, mampumep, ¢
[TOMOIIIBIO CJIE/LYIONIEHl KOMAH IbI:

[ip route 3.3.3.3/32 192.168.0.3 bfd }

Cpasy mocje Cco3/laHusi TAKOIO CTATUYECKOro MapiipyTa coorBercrBymomias BFD-ceccust naxomurest B
craryce down:

angie-va# sho bfd pee

BFD Peers:

peer 192.168.0.3 vrf default
ID: 1753656330

Remote ID: O

Active mode

Status: down

Downtime: 6 second(s)
Diagnostics: ok

Remote diagnostics: ok

Peer Type: dynamic

RTT min/avg/max: 0/0/0 usec
Local timers:
Detect-multiplier: 3

Receive interval: 300ms
Transmission interval: 300ms
Echo receive interval: 50ms
Echo transmission interval: disabled
Remote timers:
Detect-multiplier: 3

Receive interval: 1000ms
Transmission interval: 1000ms
Echo receive interval: disabled

J

YTobb! ceccusi MOHSIACH, HA COCE/IE HYKHO JTUOO HACTPOUTH COOCTBEHHDLIM CTATHYIECKUN MAPIIPYT C
yKa3aHHeM aJipeca UCXOJsIero nurepdeiica B kadecrBe next-hop, mmbo BpydHYyIO CO3/IaTh CTATHIECKUI
[Up, COOTBETCTBYIONIMIA crucTeMe GAJIAHCUPOBKU (CM. HUKE).
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5.4.6 Hactpoiika He3aBucnmoro nupa

Bo Bcex npuBeeHHBIX BBIIIE CIydasiX AP CO3ABAJICS IUHAMUYIECKH 110 TPEOOBAHUIO TPOTOKOJIA, [IMHAMU-
9eCKON MapIIPyTU3AINY WA B MOMEHT CO3J[AHUS COOTBETCTBYIOIIETO CTATUIECKOr0 MapIipyTa. Pydroe
coznanne BFD-tmpa moxkeT morpeboBaThCsl, HAITPUMED, B CUTYAITNH, KOT/1a HEOOXOINMO ITOMEHATD apa-
MeTPBI PAbOTHI KAKOI'0-TO OJHOTIO COCEa M3 IPYIIIbI aBTOMATHYIECKH O0OHADYKEHHBIX.

Tlepexon K co3manmio U HACTPOIKE OTIEILHOIO MUpa U3 PeXKnMa KOH(pUrypupoBaHusi mpoTokosia BED:

angie-va# conf t
angie-va(config)# bfd
angie-va(config-bfd)# peer
A.B.C.D IPv4 peer address
X:X::X:X 1IPv6 peer address
angie-va(config-bfd)# peer

J

Hexkoropble HaCTpOHKN HEOOXOAMMO 3a/1aTh B MOMEHT co3JaHus mupa (uarepdeiic, JOKaIbHbIH ajpec,
multihop u vrf), ocranbable TApaMeTPHl MOXKHO GYJIET U3MEHUTH HOTOM.

angie-va(config-bfd)# peer 192.168.0.3

<cr>

interface Interface information
local-address Configure local address
multihop Configure multihop

vrf Configure VRF

angie-va(config-bfd)# peer 192.168.0.3
angie-va(config-bfd-peer)#
detect-multiplier Configure peer detection multiplier

echo Configure peer echo intervals

echo-interval Configure peer echo intervals

echo-mode Configure echo mode

end End current mode and change to enable mode
exit Exit current mode and down to previous mode
find Find CLI command matching a regular expression
list Print command list

minimum-ttl Expect packets with at least this TTL

no Negate a command or set its defaults

output Direct vtysh output to file

passive-mode Don't attempt to start sessions

profile Use BFD profile settings

quit Exit current mode and down to previous mode
receive-interval Configure peer receive interval

shutdown Disable BFD peer

transmit-interval Configure peer transmit interval

TTocste Toro, Kax ¢ OJIHON U3 CTOPOH TAKOI MTUP CKOH(MUTYPUPOBAH, OH Oy/eT HAXOIUTHCS B cTaryce down,
[10Ka, He OyJ/IeT CO3/IaH CUMMETPUYHBIA Up ¢ "IIPOTUBOIIO/IOXKHOI" CTOPOHDI.
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5.4.7 Mpodunb

YT00BI CO31aTh HOBBII TPOMUIIb, OTPETAKTUPOBATH WU YIAJIATH CYIIECTBYIOMUN TPOMUIIb, HEOOX0IUMO
repeiiTu u3 pekuMa riIo0aTbHON KOH(MUIYPAIME B PEXKUM HACTpOiiku mpoTokosa BFD, a mambine yxe
00 yAAJIATH TPOGMUIDL, JTUOO0 MTEPEXOINTH B PEXKUM CO3/IAHNS WM HACTPONRKN KOHKPETHOTO MPOMUIIS.

angie-va(config)# bfd
angie-va(config-bfd)#

end End current mode and change to enable mode
exit Exit current mode and down to previous mode
find Find CLI command matching a regular expression
list Print command list

no Negate a command or set its defaults

output Direct vtysh output to file

peer Configure peer

profile BFD profile.

quit Exit current mode and down to previous mode

angie-va(config-bfd)# profile

BFDPROF BFD profile name.

test

angie-va(config-bfd)# no profile test
angie-va(config-bfd)# profile test_new
angie-va(config-bfd-profile)#

detect-multiplier Configure peer detection multiplier

echo Configure peer echo intervals

echo-interval Configure peer echo interval

echo-mode Configure echo mode

end End current mode and change to enable mode
exit Exit current mode and down to previous mode
find Find CLI command matching a regular expression
list Print command list

minimum-ttl Expect packets with at least this TTL

no Negate a command or set its defaults

output Direct vtysh output to file

passive-mode Don't attempt to start sessions

quit Exit current mode and down to previous mode
receive-interval Configure peer receive interval

shutdown Disable BFD peer

transmit-interval Configure peer transmit interval
angie-va(config-bfd-profile)#

5.5 Hacrtpoiika RHI

RHI (Route Health Injection) mossosisier {uHAMUYECKU YIIPABJIATH MAPIIPYTAME, AHOHCUPYEMBIMU IIPO-
TOKOJIAMU JIMHAMIIecKoit mapipyTusarun, Hanpumep BGP u OSPF,| #a ocHOBe maHHBIX 0 COCTOSHUNT al-
crpuMoB B 6ajiaHcuposiuke Harpysku. RHI mosBosisier aproMaTndecku OT3bIBaTh IpeUKCHI IPU HE0-
CTYIHOCTH aIllCTPUMOB, MUHUMU3UDYsT BO3MOKHBIE TIUKJIBI O0bIBACHUN U OT3LIBOB. ATICTPUM CUHUTAETCA
HEJIOCTYIHBIM, €CJIM BCEe ero GIKEHJIbI He mpolm nposepku paborocnocobroctu (health probes).

g padorsr RHI meobxomumo:

1. Hacrpours BGP mwin OSPF B 3aBucumoctn ot cBOficTB cetn (4epe3 KOMaHIHYIO CTPOKY, IPUMEDDI
CM. HUXKE).

2. Bagarp nposepku paborocnocobHocTu i GasaHcupoBIuKa Harpysku (B koucosu Angie ADC,
UpUMep CM. HUKE).

3. 3anars xoudwuryparmio RHI (B koncosn Angie ADC, HHCTPYKIMIO CM. HUXKE).
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5.5.1 Hactpoiika BGP

Hacrpoiika BGP mpoBomurcst wepes xomandnyio cmpory.

Mpumep

hostname angie-va
no ipv6 forwarding
ip prefix-list myappl_pair seq 5 permit 2.2.2.2/32
interface lo
ip address 2.2.2.2/32
exit
router bgp 1
no bgp ebgp-requires-policy
neighbor 10.0.0.1 remote-as 2
address-family ipv4 unicast
redistribute connected route-map myappl_pair
exit-address-family
exit
route-map myappl_pair permit 10
match ip address prefix-list myappl_pair
exit

MpoBepka

Angie ADC no/KeH yBUIETH CBOU OO'bsIBJIEHUS:

angie-va# sh ip bgp
BGP table version is 14, local router ID is 2.2.2.2, vrf id O
Default local pref 100, local AS 1

Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =

—multipath,

i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
x> 2.2.2.2/32 0.0.0.0 0 32768 7

Displayed 1 routes and 1 total paths

Cocenuii MapIpyTu3aTop I0JKeH yBHUIeTh 00bsiBienus: or Angie ADC:

abstract-router# sh ip bgp
BGP table version is 14, local router ID is 10.0.0.1, vrf id O
Default local pref 100, local AS 2

Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =

—multipath,

i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
x> 2.2.2.2/32 10.21.20.6 0 017
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Displayed 1 routes and 1 total paths J

B cityuae eciin 0ObsiBjIeHsT He BUJIHBI, MOXKHO ITOIIPoOoBaTh copocuth ceccuio BGP Ha oboux mapiipy-
TU3aTOPaX:

[clear ip bgp * soft ]

O73b1B npechukcos

OT3bIB IPE(PUKCOB PEATM30BAH U€pe3 aBTOMATHIECKOe M3MEHEHNEe TPePUKC-IICTOB.

Hampuwmep:

[ip prefix-list myappl_pair seq 5 deny 2.2.2.2/32 }

O6bsaBneHve npedMkcoB nocne BOCCTaHOBAEHUS paboTbl ancTpuma

IIpu BoccTanoBaeHUNM PabOTOCIIOCOOHOCTH AIICTPUMOB IMPEMUKC-IUCTHI HE MEHSIOTCS aBTOMATHIECKU.

robbl BPYYHYIO BEPpHYTH Hpe(l)I/IKC—JII/ICT K N3HaA49aJIbHOMY BH/TY, BBIIIOJTHUTE KOMaH/IbI:

conf t
ip prefix-list myappl_pair seq 5 permit 2.2.2.2/32

© IIpumeuannue

JII BBl XOTHUTE, YTOOBI II UKCBI aBTOMAaTUYECKH aHOHCHUPOBAJINACH IOCJIE BOCCTAHOBJICHUS AICT-
Ec oTuTe, IT00 e Cbl aBTOMATUYECKN AHOHCHUPOBAJIUCH II0CJIE BOCCTAHOBJIE armc
puMOB, ycraHoBuTe (piiakoK 06bABIATH NPePUKCH NPU BOCCTAHOBIIEHWH ANCTPUMOB B HACTPOIKAX
kouduryparun RHI.

5.5.2 Hactpoiika OSPF

Hacrpoiika OSPF takxxke mpoBomuTcst uepes komaroHyo cmpoxy.

Mpumep

hostname angie-va
no ipv6 forwarding

ip prefix-list myappl_pair seq 5 permit 2.2.2.2/32
interface ens33

ip address 192.168.0.20/24

ip ospf 1 area O

exit

interface lo

ip address 2.2.2.2/32
exit
router ospf 1

ospf router-id 192.168.0.20

redistribute connected route-map myappl_pair
exit
route-map myappl_pair permit 10

5.56. Hacrtpoiika RHI 98



Angie
Software

PykoBopgcteo no akcnnyatauuu, sepcus 0.3.2

match ip address prefix-list myappl_pair
exit

MpoBepka

Eciu cepBepnl B 69KeH 1€ HOCTYITHBIL:

angie-va#sho i1p ospf 1 database external self-originate
OSPF Instance: 1
OSPF Router with ID (2.2.2.2)
AS External Link States
LS age: 28
Optioms: 0x2 : *|-|-|-|-[-|E|-
LS Flags: Oxb
LS Type: AS-external-LSA
Link State ID: 2.2.2.2 (External Network Number)
Advertising Router: 192.168.0.20
LS Seq Number: 80000001
Checksum: 0x139b
Length: 36
Network Mask: /32
Metric Type: 2 (Larger than any link state path)
TOS: O
Metric: 20
Forward Address: 0.0.0.0
External Route Tag: O

Ecnu cepepnl B 69KeH1€ HETOCTYITHBL:

angie-va#sho tp ospf 1 database external self-originate
OSPF Instance: 1
OSPF Router with ID (192.168.0.20)
AS External Link States
LS age: 3600
Optioms: 0x2 : *|-|-|-|-|-|E|-
LS Flags: 0x8b
LS Type: AS-external-LSA
Link State ID: 2.2.2.2 (External Network Number)
Advertising Router: 2.2.2.2
LS Seq Number: 80000001
Checksum: 0x139b
Length: 36
Network Mask: /32
Metric Type: 2 (Larger than any link state path)
TOS: O
Metric: 20
Forward Address: 0.0.0.0
External Route Tag: O
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O73b1B npechukcos
Or3eiB mapmpyta B OSPF npoucxoaut ciegyromum obpasom: mocite ynaiteans npedurca OSPF uzmens-

er 3uadenune Bo3pacra LSA B mose LS age ma 3600, undopmupys cocegieit, aro LSA ycrapena u HyKHO
[IepecTaThb ee MCI0JIb30BaTh. depes HekoTopoe BpeMsi ata LSA Oymer nosHocThio yiamena n3 LSDB.

O0bsiBneHne npedmkcoB Nocne BOCCTaHOBMEHUS paboTbl ancTpuma

IIpu BoccTanoBsleHnN PAOOTOCIOCOOHOCTH AIICTPUMOB ITPEUKC-JTUCTHI HE MEHSIOTCS aBTOMATHIECKH.

YT00bI BPYYHYIO BEPHYTH NPeUKC-TUCT K U3HAYATHHOMY BUJLY, BBHITOJTHUTE KOMAH/IBI:

conf t
ip prefix-list myappl_pair seq 5 permit 2.2.2.2/32

(i ) IIpumeuanue

Ecim Bl x0THTE, ITOOBI TPE(UKCH ABTOMATUIECKH AHOHCUPOBAJIUCH [TOCJE BOCCTAHOBJICHHS AICT-
puMoB, ycraHoBuTe (iakok 06bABIATh IPeUKCH IIpX BOCCTAHOBIEHWW AlCTPUMOB B HACTPOHKAX
kouduryparmun RHI.

5.5.3 HacTtpoiika 6GanaHcupoBLnKa Harpysku

Kouduryparus 6ajaHCHpOBIIMKa HAIPY3KH HacTpauBaercsa B Koncosm Angie ADC (cm. uncmpyruyuio).
st paborsr RHI Heo6xoamMo HACTPOUTD CJIEIYIONINE ITapaMeTPh:
o upstream_ probe;

® IapaMeTphI JJIs IOy 9eHnsT HHMOPMAIIUN O COCTOAHNN OAJTAHCHPOBIINKA HATPY3KH.

Mpumep

IIpuBeeHbr TOMBKO CTPOKH, 106aB/IEHHBIE B 1eDOITHYIO KOH(PUTYPAIIHTO.

### Yacme KoHu2ypayuu onywyera OAA KDPAMKOCMU
}
### BaKkeHObl
upstream myappl {
zone myappl 1m;
server serverl;
server server?2;
}
### Ilepemennas 0asa health probe
map $upstream_status $good {
200 TilWe
}
server {
### Yacme KoHPu2Yypayuu onywuyera OASL Kpamkocmu
location / {
proxy_pass http://myappl;
# Ancmpum-npobet
upstream_probe myappl_probe
interval=1s
test=$good
essential
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mode=always;

}
### Yacme KoHu2ypayuu onywyera OAA KDPAMKOCMU
}
b

5.5.4 Hactpoiika koHcurypauyun RHI

Kondurypanus RHI nacrpausaercsa B korcomm Angie ADC.
YT006bI HACTPOUTH KOH(MUTYPAITUIO, BBITIOJIHUTE CJIEAYIONNE AefiCTBUS:
1. Orkpoiire korcob Angie ADC.
2. B npaBowm BepxHeMm yri1y BbiOepuTe HacTpoiiku — Koxpuryparnus RHI.
Orkpoercst OKHO HAcTpoiiku Koudwuryparun RHI.
3. Bagaiire npedukcel. st aroro Haxkmure Jo6aBUTh U yKaXKHUTE CJIELyIONINE TapaMeTPhL:

e VIP-azgpec (CIDR) — BupryaJsbnbiii IP-anpec mist ancrpuma. YkasbiBaercs B popmare X.X.
X.X/mask.

(5 ) IIpumeuanue

BHa‘{eHI/Ie JOJIZKHO OBITH YHUKaJIBHBIM B paMKaX OJIHOI'O IIperI/IKC—J'II/ICTa.

e [lpmopuTeT — HOMED INOCIEIOBATEBHOCTH, OIPEIEISIONNI MOPsAI0K 00pabOTKU IMPaBUII.
MapmipyT ¢ MEHBIIINM IIPUOPUTETOM 00PadATHIBACTCS TEPBBIM.

(5 ) IIpumeuanue

BHa‘{eHI/Ie JTOJIZKHO OBITH YHUKaJIBHBIM B paMKaX OJ/IHOI'O IIperI/IKC—J'II/ICTa.

o lMsa Hpe@HKC—HHCTa — UM< Hpe(l)I/IKC—JII/ICTa JUId MapHaIpyTU3allun.

e llMs amcTpuMa — AICTPUM, /I KOTOPOI'O HACTPAWBAETCS OT3BIB IpeduKca.

@ Baxno

Ha mamvbIi MOMEHT peajn30BaHa BO3MOXKHOCTDL JI00ABJISTH TOJILKO OJUH NPEMUKC-JIUCT JIJIs
arcrpuma. Mb1 paboraem Haj paciupeHreM (DYHKIIMOHAJBHOCTH U BBIIIYCTHM OOHOBJIEHUE B
CJIEIYIONIEM DeJIn3e.

4. Ycranosute diaxxok 06bABIATH NPedUKCH NpH BOCCTAHOBIEHWN ANCTPUMOB, €CJIM XOTHUTE, UTO-
661 Angie ADC aBromMaTuyecKn aHOHCUPOBAJ TPE(MUKCHI B MAPIIPYTU3UPYEMYIO CETh IIPU BOCCTa-
HOBJIEHHNU paboTocnocobHocTn ancTpuMoB. 1lo ymomaanuio duiazkok CHT.

5. Haxxymre CoxpaHuTh.

Hacrpoitku RHI 6ymyT coxpanens! u cpa3y npuMeHEHBI.
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Ypanenue npecukcos

Bur moxkere ynammuTs Hencmosbdyemble mpedukcsl n3 kouduryparmuun RHI, Haxkap Ha 3HAYOK yrHaeHus
HaIIPOTUB ITUX TMPEPUKCOB.

(5 ) IIpumeuanue

IIpu ynanenun npedpukcos depes koucosib Angie ADC onu yiassitorcst u3 6a3bl JAHHBIX U IEPECTAIOT
BJIUSATHb Ha OOBSBJIEHHE W OT3bIB MAPIIPYyTOB, HO COXPAHSIIOTCSI B CIUCKAaX, OTOOPaXKAEMBIX Uepes
KOMAaH/THYIO CTPOKY.

YT00b! TTOTHOCTHIO YAAJIUTH MPEMPUKC-IUCT, HEOOXOINMO BBITIOJTHUTD CJIEIYIOMIINEe KOMAHIDI:

conf t
no ip prefix-list <uma mpedurc-iucTa>

DT0 moBejieHNE OYIeT CKOPPEKTUPOBAHO B CJEIYIOMNX PEIn3ax.
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rIABA O

VnpaBneHue n MOHUTOPUHT

JocTynHbl ciemyomnue crrocodbl TPOCMOTPa HH(MOPMAIIMY U YIIPABJICHUS:
Beb-koucosabs Angie ADC
B Be6-koncosm Angie ADC BbI MOXKeTe IPOCMOTPETh:
® CTAaTHCTUKY pabOThI OAIAHCHPOBIIUKA HAIDY3KH;
o koHMUrypanuo 6aJTaAHCUPOBIINKA HADY3KH;
o koudurypamuo GSLB.
Taxzke B Be6-rKoHCOMM Angie ADC nocrynna HacTpoiika MOJIyJIEH U yIIpaBJIEHUE MOJIb30BATEISIMU.
Beb6-komcosb Console Light

Ber moxere nepeittu B Beb-roHCONMBL Console Light w3 xkoncosm Angie ADC mo kuomke "Ilepeiitn k
nHTepakTuBHOMY MoHuTOpuHry". B Console Light MoxkHO IIpocMOTpeTh JleTaIbHYI0 CTATUCTUKY pabOThI
CEPBEPOB B PEXKMMe PEaJIbHOIO BPEMEHU.

KomanagHasi cTpoka
Yepes komannyio crpoky Angie ADC CLI Bl Mmoxkere ynpasiarh dyaknusavu Angie ADC, nanpumep:
® 3a2pYdicamv cepmuduKramvL sl BKIIOYEHUsT 6E30MIACHOTO COEINHEHST;

® HACTPAUBATND MAPULPYMUSAUUIO.

Ipocmomp cmamucmury 6aAGHCUPOBULUKG HA2PY3KU
Ipocmomp kongueyparuy, 6aNaGHCUPOSUUKA HAZDY3KU
Ipocmomp xongdueypayuu GSLB

Paboma ¢ noavsosamenamu

3anyck xKomandnot cmpoku

Hrmepgeiic seb-konconru Angie ADC

Morumopune u cmamucmuka 6 Console Light
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6.1 lNpocmoTp cTaTucTukM BanaHCMpPOBLLUKA HaArpy3Ku

Y106bI TPOCMOTPETH CTATUCTUKY JJIs1 OAJTAHCUPOBINNUKA HATPY3KH, BBITIOJHUTE CJIEIYIONIIE JTeHCTBUS:
1. Orkpoiite korcob Angie ADC.

2. Ha BKJIaJIKe [Tarens MOHHUTODHHT A BI)I6epI/ITe Hy)KHbeI BaM 6aJIaHCI/IpOBL[II/IK Harpy3kKu 1 HazKMUTE
Ha COOTBeCTByIOHII/Iﬁ BUJIZKET.

OTKpoercst 9KpaH MOHMUTODPHHIA, IIPEJIOCTABJISIONINNA JOCTYII K JeTAJU3UPOBAHHBIM I'PadUKaM CO
cratuctukoit. [logpobuee cMm. sxpar, monumopumaa 6aAGHCUPOSULUKA HA2PYSKU.

6.2 lNMpocmoTp kKoHdUrypauum GanaHCUpoOBLUUKA HArpy3Kn

Y100l TPOCMOTPETH KOHMUTYPAINIO OATAHCUPOBIIUKA HAIDY3KH, BBIIOJHUTE CJIELYIONINE NeHCTBUS:
1. Orkpoiire komcoan Angie ADC.
2. Ha Bkiajike [laHeqs MOHHTOPHHTA HAXKMUTE HA BUJZKET OAIAHCHPOBINUKA HATDY3KU.
OTKpoeTcst 9KpaH CO CTATUCTUKON JIJIsl 3TOr0 DATIAHCHPOBIIIKA.
3. Haxxmure kuONKy KoHbmryparus B BepxXHEH IPaBOil 9aCTH SKPAHA.
Orkpoercst KOHMUTYPATMOHHBIN (Dailsl GaJTaHCHPOBIIKA HAIDY3KH.

ITonpobGuee o HacTpoiike OaJlAHCHPOBIIUKA HATPY3KU CMOTPUTE B cTarbe Hacmpolka Kongpuzypayuls.

6.3 lNpocmoTp koHdurypauum GSLB

Qaiter koudurypamuu moxyias GSLB maxomares mo mytu /etc/angie-adc-gslb/Corefile u /etc/
angie-adc-gslb/gslbd.yaml. Bel MoXKeTe IPOCMATPUBATH U peJaKTUPOBATh uX B KoHcon Angie ADC.

Yr06bI IPOCMOTPETh WU W3MeHUTh KoHdurypamnuio GSLB, BbIoJIHUTE ClleIytomye JeficTBus:
1. Orkpoiire korcoas Angie ADC.
2. B mpaBom BepxHeM yriIy BbeiOepuTe HacTpoliku -> I'mobanbHas 6anmaHCHpOBKA.

Orkpoercs kouduryparmonnbiii ¢air Corefile. B atom daite xpansitcs 6a30Bble HACTPONKH
coredns, Ha OCHOBe KoTOporo noctpoen cepsuc GSLB.

3. Ykaxure JIOMEHBI, JJIsi KOTOPBIX Oyner HacrpauBaThesi ceppuc GSLB, u Haxkmure CoXxpaHUTE.

Hampuwmep:

www.example.org {
gslb
}

4. B packpsIBaionieMcsi CHUCKe B BEPXHel 4acTu OKHA Bblbepure daiin gslbd.yaml.
Orkpoercs daits ¢ kouduryparueit GSLB 17151 yKazaHHBIX JOMEHOB.

5. Brecure HEOOXOMMMBIEC U3MEHEHUS 1 HAXKMUTE COXPaHUTD.
Wzmenenns OyayT mpuMeHEHBI Cpasy.

TTonpobree o Hacrpoiitke GSLB cmorpute B cratbe Hacmpotika konduzypayu.
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6.4 VYnpaBneHue nonb3oBaTensamu

6.4.1 TpebosaHus
e Jlorma — JOMyCKAarOTCs JIATUHCKIE OYKBBI, IUMPHI, & TAKXKE CIIEIUAJbHbIE CHMBOJIBL: _ - . @ ! #
$h - &x*x () =+

e ITaponp — momyckaroTcst JiaTuHCKue OyKBbI, IIU@PHI, & TAKXKe CIEIUAJIbHbIE CUMBOJIBL: _ - . @ !
#8h " &x () =+

MuHuMYM BOCEMBb CHMBOJIOB.
o Vlms — momycKaroTCst TOIBKO OyKBbI JIATHHUITHI U KUPUJLIUITEL, & TaKXKe fgeduc u mpodes.

o PamMunsag — JOMYCKAIOTCS TOJTBKO OYKBBI JJATUHUITHI M KHPUJLIAIGI, 8 TaKXKe JeduC 1 Ipodet.

6.4.2 [JobaBneHue HOBOro nosib3oBaTesnsi

Yro06bI 106aBUTH HOBOTO TOJIB30BATE ST KOHCOJIM, BBIIOJTHUTE CJIELYIONINE TeHCTBUS:
1. Orkpoiire korcoan Angie ADC.
2. Ha Branke Ilonp30BaTenu HaKMUTE KHONKY + [106aBUTH IOJIH30BATEIA.

3. B oTKpbIBITIEMCS OKHE YKaXKUTE JIOTUH, TAPOJIb, UMs U (DAMUJIUIO HOBOT'O TIOJIL30BATE ST U HAKMUTE
Job6aBuTs.

Hosprit mosib3oBaTes oTobpa3urcs B TabdJmiie.

6.4.3 VI3meHeHMe yYeTHbIX JaHHbIX CYLLECTBYIOLLLEro nosb3oBaTens

Y1066l MI3MEHUTD JAHHBIE CYIIECTBYIONIErO MOJIb30BATEN ST KOHCOJIH, BBIIIOJHUTE CJIEAYIONHe JeiCTBHS:
1. Orkpoiire koucons Angie ADC.

2. Ha Bruiajike [lonp3oBaTenu HAXKMUTE HA ... (Tpoeroune) — U3MEHWUTH DsIJIOM C [OJIH30BATEJEM,
JaHHble KOTOPOI'O BBl XOTUTE U3MEHUTb.

3. B OTKPbLIBIIEMCs OKHE YKa2KUT€ HOBbIC JJTaHHbIC 1 HA2KMUTE COXpaHHTb.

Jlanuble mosb30BaTeNIs OY/IyT OOHOBJIEHBL.

6.4.4 NI3meHeHMe cTaTyca CyuLeCTBYIOLEro Nosib3oBaTens

BosmoxkHBI ciaeayromuyue CTaTyChbl IIOJIb30BaTEJIA:
e AXTUBHHE — II0JIb30BATE/Ib UMEET JAOCTYII K CUCTEME.

e HeaKTuBHHE — y II0JIb30BaTe/Isl BDEMEHHO OTKJIIOYEH JIOCTYI K CHCTEeMe, HallpuMep, Ha BpeMs OT-
IIycKa.

e YmaneH — Ipu BBIOOPE STOTO CTATYCA MOJIH30BATETD OYIeT yaaaeH U He OyaeT 60IbIne 0TOOParKaThCs
B CIIMCKE MOJIb30BATE e KOHCOJIH.

YT106BI UIBMEHUTDH CTATYC CYIIECTBYIOIIEr0 MOAb30BATE ISl KOHCOJIU, BEIOJHUTE CJIEAYIONe JeHCTBUS:
1. Orkpoiire koucoas Angie ADC.

2. Ha Bruiajike llonp3oBaTenu HaXKMUTE HA ... (Tpoeroune) — U3MEHUTH DsIJIOM C [OJIH30BATEJIEM,
JaHHble KOTOPOI'O Bbl XOTUTE U3MEHUTb.

3. B OTKPBIBIIEMCA OKHE IOMEHANTE CTaTyC II0JIb30BaTEJId U HA2KMUTE COXpaHI/I'I‘b.

Jlanuble nosp30BaTeNs Oy/IyT OOHOBJIEHEL.
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6.4.5 VYpaneHue nonb3oBaTens

YT006b! yIa uTh CYIIECTBYIONIEro MOJb30BATE IS KOHCOJIH, BBIIOJHUTE CJIEAYIONE TeHCTBUS:
1. Orkpoiire komcoan Angie ADC.

2. Ha Bruajike Ilonmb3oBaTenu HaXKMHUTE Ha ... (Tpoeroune) — YOANUTH PSIIOM C TI0JB30BATENEM,
3alliCh O KOTOPOM BBI XOTUTE yIAJUTh.

ITonbzoBaTes b OyIET yaaaeH U3 CIUCKa MOJIb30BaTe el KOHCOMN. B maabHeleM Bbl CMOXKeTe IPO-
CMOTPETDH CIUCOK yAAJEeHHBIX MOJb30BaTe el TP ayUTe CUCTEMBI.

6.5 3anyck komaHaHOW CTpoOKM

Yepes komanaayio crpoky Angie ADC CLI Bbl Moxete yupasisarh dyarmusaymu Angie ADC, nanpumep:
® 3arpyKarb cepTuUKATHI s BKIIOUEHUs OE30IaCHOTO COEIMHEHUS;
® HACTPAWBATL MAPIIPYTU3AIUIO.

IIpu 3amycke Angie ADC unTepdeiic komanmgHoi crpoku Angie ADC CLI 6yner mocrymnen mo SSH-
poTokosy Ha nopty 2022. JlocTyIl OCyIIeCcTBIISIETCS ¢ IIOMOINBIO YTHJIMNTHI vtysh.

© IIpumeuannue

Eciu SSH-cepep 3amyineH, To B xKypHaJjie orobpa3urcs coobienne starting ssh server on port
<HOMEp mopTa>.

Yrobsl 3amycturh KoMmauiaHyio crpoky Angie ADC CLI mo SSH-uporTokoJiy, BBIIOJHUTE CJIELYIONIHe
JIeiCTBUS:

1. Toakiountecs kK SSH-cepeepy. Hanpumep, myist mopra 2022 BBITIOJHUTE CIIEIYIOITYI0 KOMAHILY:

[ssh user@localhost -p 2022

Ilocsie MoK MIOYEeHUsT CePBEP 3aMPOCUT MTAPOJIb JIJIsT ABTOPU3AINN.

2. Beemure mapouib:

user@localhost's password:
#

Eciu aBropusarus npormuia ycrnemao, orkpoercss repmuaai Angie ADC CLI. Capaska jgocTyrHa
o 7.

3. YUTo0bI mepeiiT B HACTPONKHU, BBITIOJIHUTE CJIEJYIONTYI0 KOMAHILY:

[vtysh

KOMaHLLa IEepeKJII0IUT BaC B KOHd)HpraL[HOHHbeI pexKuM, rjae MO2KHO BHOCUTb U3MEHEHNA.
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6.6 UNHtepdeiic Beb-koHconn Angie ADC

Beb-koncoms Angie ADC mpencrasiisier coboit eIMHBIN 9KpaH ¢ HADOPOM BKJIAJIOK, KayKJasi U3 KOTOPBIX

COIEPKUT PeAJI BUJIZKETOB C JJAHHBIMU MOHUTOPUHIA HAI'DY3KHU.

Tak>ke B BEO-KOHCOJIM BBl MOYKETE ynpasaams nNoAb306aAMEAAMU KOHCOAU, HACTPaUBATb 6(L./IﬂHCUpOGUﬂM{?

naepysku u 2a00arvhyio banarcuposky (GSLB).

B pasnpesnax muzke ommcanus 3jieMeHTOB nHTepdeiica TaHbl B IOPAIKE CJIEBA HAIIPABO.

6.6.1 DkpaH "Bxoa"

Bxop

Torun

Mapons

BoiTn

YT00BI BOWTH B KOHCOJIb U MOJIYYUATH JOCTYII K €€ (PyHKIUAM, 371eCh HEOOXOIMMO BBECTHU JIOTWH U IIAPOJIb.
PekBusuTh! jj1s1 IEPBOTO BXOJ/Ia TIPEIOCTABIISIOTCS IO 3apOCy. PeKOMEHIyeTcsi CMEHUTh MApOJib MOCTe

[IEPBOI'0 BXOJA.

DaemenTbl nHTEPdEiica:

Jlorun ITone mrst BBOMIA JTOTHHA,
Mapons Tlone mist BBOMA TApOIs
BoiiTu Kmonka Bxoma

6.6.2 Bknagka "lNaHenb moHntoputra'

|[ANGIE] Manens Harpysku  Monbiosatenn 06 Angie ADC
A > Nanens MoHuTOpUHra
MaHenb MOHUTOPUHIa
BATAHCUPOBLLUMK HATPY3KWN
local-lb

http://127.0.0.1

HacTpoiiku v ¢ A

ITaresrs MOHUTOPHWHTA MPETOCTABISET JOCTYI K GyHKIHOoHATRHOCTH MoHUTOpuHTa Angie ADC. 3aech

[IpEeJICTAaBJIEHBI OAJIAHCUPOBIIUKN HAIDY3KU, HACTPOEHHBIE B CUCTEME.
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DyemenTbl nHTEPDEIica:

[laHesnb MOHUTOPUHTA Tekyras BKaaIKa

BayraHCcupOoBLUKY Briajika 6a1aHCUPOBIIIMKOB HADY3KHU

Harpy3KZ

llons30BaTEN® Bkitajika mosibzoBaredieit

06 Angie ADC Bkrajka ceemenmuit

BayraHCcupoBmUK Buker baraHCHPOBIIUKA HATDY3KH

Harpy3KZ

HacTpoiiku Kunonka nepexona k pegakropy kKouduryparnun GSLB

Buauok "cosane-nyna"  [lepeksouaTesib TEMHOTO U CBETJIONO PEXKUMOB nHTEpdeiica
WMuunman nonb3osBare- KOHTEKCTHOE MEHIO IOJIB30BaTEsI, B TOM 4uce KoMmaHa "Boiru"
Jist

Bupgxet "Banancuposuwmk Harpy3ku"

BATAHCUPOBLUWUK HAFPY3KU
local-lb

http://127.0.0.1

3/1ech PUBEJIEH CBOJIHBIN TpadUK HAIPY3KH OAJAHCUPOBIIIKA B HCTOPUIECKON MEPCIIEKTUBE, TPU HABE-
JEHNM yKa3aTesd MBI Ha KOTOPLIH IOABJSETCA IJIaBalollasd MOJCKa3Ka C JaTOi U COOTBETCTBYIONIUM
BBIOPAHHOMY ITOKA3aTeJI0 YNCiIa 3arpocoB. Takzke 3/1ech yKa3aH aJpec cepBepa-0aJIaHCHPOBIITUKA.

HpI/I oie/I9Ke OTKPBIBACTCA dKpaH MOHUTOPUHTA 6a.Ha,HCI/IpOBH_H/IKa.

6.6.3 DkpaH moHuTopuHra "BanaHcupoBumk Harpysku"

|[ANGIE] A > Mawens MonuTopura > local-Ib /' KoHdurypauus A MepeiiT K UHTEPaKTUBHOMY MOHUTOPUHTY | 3a 6 Yaco v

CepBepHble 30Hbl V'

3anpochbl

1,0

0
12AM 12AM

HTTP-oTBeThI 1xX/2XX/3XX HTTP-oTBeTHI 4XX/5XX

10 1,0
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DKpaH MpeJIoCTaBIIseT JOCTYI K JIeTAJIM3NPOBAHHBIM T'PAMUKAM CO CTATUCTHKON 10 OTIEJIbHOMY Oasran-

CHUPOBIIHKY.

DnemenTbl nHTEPdEiica:

CepBepHEE 30HH
30HH ancTPHMOB
Cruucok Bce

Cmucok 3a 6 gacos

PackpriBatommuiicss BUIKET ¢ TpadUKaMU CEPBEPHDBIX 30H
PackpriBatornuiicst BujzkeT ¢ rpaduKaMiu 30H allCTPUMOB
PackppiBatomnuiicst CIHCOK [1JIsI BBIOOPa BCEX MJIN OTJEJIBHBIX CEPBEPOB IIPH
[MOKAa3€ CTATUCTUKU

PackpbiBatomnuiicst crimcok Jjisi BBIOOpa BPEMEHHOTO TEPUOJIa MU MOKa3e
crarnctukn (30 muHyT, 3 aca, 6 4acoB)

Bupgxet "CepsepHble 30HbI"

31ech cobOpaHa CTATUCTHUKA 10 CEPBEPHBIM 30HAM PAa3JIeJIsieMOil ITaMsITH.

DaemenTsl nHTEPdEiica:

3ampocs
HTTP-oTBeTH

OTmpaBleHHbE IaHHHE
[lony4erHble IaHHEHE

Ycmemusre
SSL-pykomoxaTus
Heynmaunte
SSL-pykonoxaTus
CepBepHbIe 30HH

3oHH myTei
(Location)

I'paduk gmcra 3apocoB ¢ pa3iejeHneM 0 OTIEIbHBIM CepBEPaM
I'padpuku waucia HTTP-orBeToB ¢ ompemeseHHBIME KOJAMHU COCTOSTHHUS C
paszesieHreM 110 TpynnaM Kojos (1xx, 2xx, 3xx u 4xx, Hxx)

I'paduk 06beMa OTIIPABIIEHHBIX JTAHHBIX C PA3JIETEHUEM 10 OTIETBHBIM Cep-
BepaMm

I'paduk obbeMa MOTYyIEHHBIX JTaHHBIX C Pa3Ie/eHUEM 0 OTAEIbHBIM Cep-
BepaM

I'pacduk umciia ycremsbix SSL-pyKono)aTuii ¢ pa3aejeHreM 0 OTAeTbHBIM
cepBepam

I'paduk wmcma meymagrbix SSL-pyKOmoOXKATHI ¢ PA3/IETEHUEM IO OTIEIb-
HBIM CepBeEpaM

Tabauna cepBepHBIX 30H CO CTATHUCTUKON 3aIIPOCOB, OTBETOB M JIAHHBIX C
pa3/IeJIeHueM 10 OT/IEIbHBIM 30HAM

Tabsmma 30u location co craTucTUKON 3aIPOCOB, OTBETOB U JAHHBIX C pa3-
JIeJIEHUEM TI0 OT/IeJIbHBIM location

Bupgxet "3oHbl anctpumos”

31ech cobpaHa CTATUCTUKA 110 30HAM PA3EJISIeMOi MaMSATH JJIsI AIICTPUMOB.

DiemeHTHI HHTEpdEiica:

3ampocs
HTTP-oTBeTH

OTHpaBJIeHHBIe OaHHbIe

HonyquHHe OaHHbIe

I'paduk umcira 3ampocoB ¢ pa3ieaeHneM Mo OTIAETbHBIM CepBEPaM
I'paduku wucaa HTTP-orBeToB ¢ ompeneseHHBIME KOJAMH COCTOSTHHUS C
pasjiesieHueM 110 rpynnaMm KoioB (1xx, 2xx, 3xx u 4xx, 5xx)

I'pacduk o6beMa OTIPaBIIEHHBIX JIAHHBIX C PA3JIEJIEHUEM 10 OTIEIbHBIM Cep-
BepaMm

I'pacduk oObema MOTYyIEHHBIX JAHHBIX C PA3JMIEJEHUEM I10 OTEJbHBIM Cep-
BepaMm

6.6. WNnTepdpeiic Beb-koHconn Angie ADC
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Knonka "lMepentn kK n"HTEpaKTUBHOMY MOHUTOPUHTY"

Haxkarue knonku oTkpbiBaeT xkorncoas Console Light mjist 3T0r0 6aIaHCHPOBIIIKA.

Knonka "Kondurypauyusa"

Hazxkarne xkaonku OTKpPbIBaET I/IHTepaKTI/IBHbeI peaaKToOp KOH(I)I/IpraL[I/II/I 6aJIaHCHpOBHLHKa, e MOXKHO
IIPOCMOTPETHL BCE HaCTpOfIKPI B CBOJHOM TEKCTOBOM BHJIC U IIPpU HeO6XO,ZLI/Il\IOCTI/I U3MEHUTH UX BPYYIHYIO.

6.6.4 DkpaH "KoHdpurypauma"

[ANGIE] Nariens moknTopura

BanaHcUpoBlMKY Harpysku  Monbaosatenu 06 Angie ADC HacTpoiikn v ¢ A

A > Naxenb MoHuTopuHra > local-lb > Komgurypauws

WcTtopusa

rr

error_log /var/log/angie-lb/error.log notice;

pid run/angie-1b. pid;

Tlog_format main

Ha sTroM 3Kpane MOXKHO IpOCMOTpPeTh (baityi KoHdurypanuu 0aJJaHCUPOBIIUKA HAI'PY3KUA U OTPEIaKTHU-
poBaThb ero. Takke JIOCTYIIHA UCTOPHUs CO CIIMCKOM BCEX BEPCHil KOH(UTYPAIUH.

DyiemeHTHI HHTEpdEiica:

VcTopusa

Cébpocurs

CoxpaHuUThH

[lpyMeHUTH IIOCIIEeIHIOD
pabouyn Bepcuo

CchlIKa Ha CIIMCOK COXPaHEHHBIX (DailJloB KOH(MUIyparuu 0ajJIaHCUPOBIIIKA,
Harpy3ku. [lo3BojisieT BBIOpATh MPOM3BOJIBHYIO BEPCUI0 KOHMUIYpAIUU U
NPUMEHHUTD €e.

Kromka cOpoca n3MeHeHunit B KOHMDUTYPAIUT TIPU PEIAKTUPOBAHNM.
Kuonka coxpaneHnst n3MeHeHUl B KOH(MDUTYPAIMU TIPYA PETAKTHPOBAHUN.
KHornka, 1103BoJIsIIoIas MIPUMEHUTD IIOCIEIHION Pabodyio BepCUio KOHQU-
rypaluu.
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6.6.5 dkpan "Vctopusa"

|[ANGIE] MaHens MOHWTOPUHra  BanaHCWpOBLMKM Harpysku  Monbsosatenu 06 Angie ADC HacTpoiiku  ~ ¢ A

A > Manens MoHuTopurra > local-lo > Kogurypauus > Mctopus

CoxpaHeHHble KOHpUrypawmm
[Nata cospanns Bepcus Angie ADC CTaTyc KoHpUrypaLmum Tern KommeHTapmit Mocneatee nsmetexne

angie-Ib, 33c8d699-
15.05.2025 14:01:15 ade-v0.3.0-SNAPSHOT Hepatouas 71d1-4d65-937f- test 15.05.2025 14:01:47

aca73d2 4f2a24d5fcdb

angie-Ib, 33c8d699-
15.05.2025 14:00:39 2de-vOS0SNAPSHOT™ b o 71d1-4d65-937f- 15.05.2025 14:00:39

aca73d2
4f2a24d5fcdb

adc-v0.3.0-SNAPSHOT- angie-Ib, 33c8d639-
15.05.2025 11:55:00 Pabouas 71d1-4d65-937f- 15.05.2025 11:55:00

aca73d2
4f2a24d5fcdb

Ha sToMm sKpatie MOXKHO TPOCMOTPETH TaOJINILY CO CIIMCKOM BCEX BEpCHil KOHMUTYpaIny OaTaHCHPOBITNKA,
HArPY3KH.

DaemenTbl nHTEPdEiica:

Jllata cosganus Jara co3manns KOH(MUTYpaIun

Bepcusa Angie ADC Bepcust Angie ADC, Ha KoTOpoii 6bLI1a CO3/1aHa KOH(PUTY PAIIUST

Cratyc xompurypamuu Pabouas mim Hepabouas

Teru angie-1b (rer mogyss Gasmancuposku) u UUID koudurypanun
KoMmenTapuit Tosb30BaTebCKUil KOMMEHTAPUil (3ANPAIMBAETCS IIPU yKa3aHUU Hepabo-

9Yero craryca KOHMUrypanyn)
llocnenHee mamMenerme JlaTa mociieHEro M3MeHeHUsT KOH(MUTYPAIN
(Tpoeroume) KoHTekcTHOE MEHIO ¢ KOMaH 1aMu:

o [[pUMEHUTH IIPUMEHSIET BHIOPAHHYI0 KOH(DUITY PALIIO

o [loMeTUTH KaK Hepabuyw IO3BOJIET IIOMETHTDH, YTO KOHMUTYDAIUs
HepaboIast

o [loMeTHTh KAk pabouyn IIO3BOJIAET BEPHYTH PAOOUUIl CTATYC /1)1 KOH-
durypanyun

6.6.6 Bknagka "BanaHcupoBuwmnkn Harpy3skn"

[ANG £ [, 06 Angie ADC Hacrponcn ~ | & A

R p—

BanaHCUPOBLLMKMN Harpy3Kku

Vs

local-Ib

Tabnuna Ha 3TOI BKJIAJKE COIAEPXKUT CIHCOK OAJAHCHPOBIIMKOB HATIPY3KH, 3aPErHCTPUPOBAHHBIX B

Angie ADC.

DaemenThl nHTEPDEiica:
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Uma I/IMSI7 JaHHOE€ B CUCTEME 6aJIaHCI/IpOBH_[I/IKy; IIEeJTI0K 3TOU CCHLIIKHI OTKPBLIBaET
9KPpaH U3MEHEHUA CBOWCTB 6aJIa,HCI/IpOBH_II/IKa
(Tpoeroune) KoHTekcTHOE MEHIO ¢ KOMAaHIOI:

o [lepefiTH K MOHUTODHHIY OTKPbIBAET dKPAH MOHUTODHHIA OAaJIaHCHU-
DOBIIKKA

6.6.7 Bknaaka "lNonb3sosatenn"

A > Nonbsosatenn

Monesoarteny

Norux

admin

Vs amnnus Cratyc KommeHTapwit

+/ aKTUBHbIN

Tabsiunia Ha 9TOM BKJIAIKE COJEPKUT CIIMCOK TOJb30BaTesell, 3aperucrpupoBanibix B Angie ADC, u
[TO3BOJISIET YIPABIATH KaK UX COCTABOM, TAK U CBOMCTBAMHU OTJEJIHHBIX MMOJIH30BATEJIEH.

DiemeHTh HHTEPDETica:

+ Jlo6aBUTH
NIOJNIb30BaTENA
Jlorun

NMa

Samunusa

Cratyc

KoMMeHTapuit
(Tpoeroune)

Hazkarune sToit KHOIKEI OTKPBIBAECT dKPaH ,ILO6&BJ'I€HI/IH HOBOT'O ITIOJIb30BATEJIA

VYdeTHas 3ammch MOI30BATE/S B CUCTEME; METIO0K 9TOI CCHIIKNA OTKPBHIBACT
SKpaH U3MEHEHUs JIAHHBIX I10JIb30BATEJISI
CobCTBEHHOE MMSI TIOJIH30BATEIST
DaMuans I0JIb30BATEIIS
Craryc nosib3oBaress B cucreMe (aKTUBHHYR, HeaKTUBHHH, yAaleH)
IIpumeaanue
KonTekcTHOE MEHIO ¢ IBYMS KOMAHIAMU:
e /I3MEeHHUTH OTKPBIBAET KPAH U3MEHEHUs JAHHBIX IT0JIb30BaTEIsI
e YIajmuTh yAaJdeT 3alliCh O IOJIb30BaTee

6.6.8 dkpan "JobasneHue nonbsosatens"

[loGaBneHne HoBoOro nonb3osaTens

3anonHuTe BCe o6s3aTesNbHbIe NoNs

Norun * Naponb *

Nms * Gamunna *

KommeHTapuin

CGpocuTb

SKpaH npeaocTraB/IdeT BO3MOXKHOCTD ,H‘O63,BI/ITI> 3alliCh O II0JIb30BaTeJie B CUCTeMe.
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DyemenTbl nHTEPDEIica:

Jlorun Jlorun mosb30BaTENS B CHCTEME

Mlapoxns Iaposb nosb3oBaressa B cucreMe (IIpoOBEpbTe BBOAUMOE 3HadYeHue!)
Vmsa CobCTBEHHOE UMSI TI0JIb30BATEJISI

Qamunus DaMuIs [10JIb30BATE IS

KoMMeHTapwmit IIpumeuanne

CbpocuTs Kronka cOpoca JaHHBIX

Io6aBuTh Kionka mobaBieHnst moab30BaTe T

6.6.9 dkpaH "M3meHeHue aaHHbIX nosb3oBatens"

SKpaH IpeaoCcTaB/IdACT BOSMOXKHOCTb USMCHUTDL CYIIECTBYIOIIYIO 3aIllCh O IIOJIb30BaTEJI€ B CHCTEME.

DjiemeHTHl nHTEpdeiica aHAJOIUYHBI T€M, YTO IIpeJCTaB/ieHbl Ha 3KpaHe "JlobaBiieHne HOBOIO II0JIb30-
Baresisi", 3a uckrodeHrneM KHONKYU "CoxpaHuTh", U3MEHSIOIIEH JaHHbBIE II0JIb30BATEIS.

6.6.10 dkpaH "lnobanbHas GanaHcmupoeka"

EIEE MNaxens a Harpysku Monb3osatenu 06 Angie ADC HacTpoitku v ¢ A

A > TnoGanbhas 6anaHcuposka

mple. con {

Ha sTom skpane moxxuO mpocmorpers daiinsr kordurypamuun GSLB u orpenaktupoBars ux.

DuemenTbl nHTEPDEiica:

PackpoiBaroruiicst IlozBosster BoIOpaTh daitn koudurypamuun GSLB mis npocmorpa u perax-
CIIMCOK  (aityToB KOH- THPOBAHUS

duryparmmn

Cbpocuts Kuonka copoca n3menenuit

CoxpaHuTh Kxomnka coxpaHeHust n3MeHEHU B KOHMUIYpaIluu
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6.6.11 dDkpaH "KoHdurypauyms RHI"

ﬁ > KoHurypaumsa RHI

KoHpurypaums RHI

3anonHuTe BCce ob6a3aTeNlbHble MONs.

WHTepBan onpoca (mc)

O6bABNATL NPedUKChI NPU BOCCTAHOBNEHUU ancTPUMOB

Mpedukcobl

VIP-agpec (CIDR) *
2.2.2.2/32

VIP-agpec (CIDR) *
3.3.3.3/32

VIP-agpec (CIDR) *

4.4.4.4/32

4+ [oGasutb
MpuopureTt * Wms npepukc-nucra * Wms anctpuma *
5 < myappl_pair myapp1 i
MpuopwuteT * Nmsa npepukc-nucra * WNmsa anctpuma *
4 S myappl_pair myapp1 i
MpunopureTt * Wms npepukc-nucra * Wmsa anctpuma *
7 5 u2_pair u2 i

DKpaH IpeoCTaB/IsIeT BO3MOXKHOCTh HaCTpouTh KoHpurypanuto RHI.

DaemenTsl nHTEpdEiica:

VuTepBan ompoca

06baBNIATEL IPEePUKCH
IPX BOCCTAHOBJIEHHH
aICcTPHMOB

HobaBuTn

VIP-agpec (CIDR)

[lpuoputeT

NMa npepurc-mucTa
Ma ancTpmMa
CoxpaHUTB

Sua4uok " YaaauTs"

WNudopmarimonHoe 1oJe, OIpeIeIsoniee YacTOTy OIIPOCa AIICTPUMOB. Y Ka-
3BIBAETCS B MC. YCTaHOBJIEHHOE 3HaUeHne — 1000 mc. [losie HemocTymHO 15t
M3MEHEHUSI.

IIpu ycramoBke duraxkka OoTO3BaHHBIE NPEMUKCHl OyIyT ABTOMATHIECKU
AHOHCHPOBATHCH B MAPHIPYyTU3UPYEMYIO CETh IIPU BOCCTAHOBJIEHUH PAOOTO-
criocobrocTu arcTpumoB. [lo ymomdanuio haarzKok CHSIT.

Kuonka mobaBiieHnst HOBOro mpeduKca B KOH(MUTY PAIIHIO.

Bupryasnbasriit [P-agpec mqis ancrpuma. YkasbiBaercs B popmare X.X.X. X/
Macka. 3HAYEHUE JIOJKHO OBITh YHUKAJBHBIM B PAMKAX OJHOTO MpeduKc-
JIACTA.

Howmep mociieioBaTeIbHOCTH, OMPEIETAIONINI TOPIIOK 00pabOTKY MTPABHUII.
MapiuipyT ¢ MeHBIIMM IIPUOPUTETOM OOpabATHIBAETCS IEPBBIM. JHAUEHUE
[IPUOPHUTETA JIOJXKHO OBITH YHUKAJBHBIM B PAMKAX OJIHOTO ITPEMOUKC-JIUCTA.
Nwms npedukc-aucTa [y MapIipy TH3aIun.

Arnictpum, JUTsT KOTOPOrO HACTPAUBAETCSI OT3BIB MPEMUKCA.

Kronka coxpanenuss m3aMeHeHn B KOH(PUTYpAITHN.

Vnanenune npedurca n3 Tabdbsmnpl kKonourypamun RHI.
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6.6.12 Bknagka "O6 Angie ADC"

XEE TMaHenb MOHUTOPUHra  BanaHCUpOBUWKM Harpysku  MMonbsosatenu 06 Angie ADC HacTpoitkn ¢ A

A > 06 Angie ADC

Angle ADC — komnnekcHoe nporpammHoe obecneyenme [4is GanaHCUpoBKy
Harpysku u ynpasneHus ceTeBbiM Tpadukom 9 CO3/1aHNA MTMGKOMN, NPOU3BOAUTENBbHOM N

PY; ynp pag A A P A CucTema GanaHcuposky
6e30MacHoi MHOPACTPYKTYPbI. MOCTaBAAETCS Kak BUPTYasbHOE YCTPONCTBO ot Angie Software
(Virtual Appliance). Peructpauus B peectpe M0 Homep 24972 ot 27.11.2024. (000 «Be6-Cepaep»)

®

Bepcus: 0.3.0

Angie ADC

Ha sroit Bkiajgke mpusegeno kparkoe onucanust pertenust Angie ADC u cBesenust 06 HCIOJIb3yeMOi
BepCUH.

6.7 MoHuntopudr n ctratuctuka B Console Light

Console Light — 910 KOHCOJIB JIJIsi MOHUTOPUHIA AKTUBHOCTU B PEAJIBHOM BPEMEHU, OTOOPAXKAIOIIAS
KJTIOYUEBbBIE TIOKA3ATE U HAIPY3KU U ITPOU3BOJIUTEIHLHOCTU cepBepa. KOHCOIbL OCHOBAHA HA BO3MOYKHOCTSIX
API-unrepdeiica Angie ADC; nanHble MOHUTOPUHIa AKTUBHOCTH M€HEPUPYIOTCS B PEALHOM BPEMEHH.

IIpumep pa3BepHyTOl U HACTPOEHHON KOHCOJM: https://console.angie.software/

IIpu ncnonwpzoBanmnu B cocrase npogaykra Angie ADC xoncosis Console Light ycranasiuBaercst u nacrpa-
MBAETCS] ABTOMATHYECKU.

6.7.1 lMepexoa B Console Light

1. Orkpoiire korcoan Angie ADC.

2. Ha Bkiajxe [laHens MOHWTOpPHHTA INEJKHUTE BUKET OATAHCUPOBINNKA HAPY3KU.
OTKpoeTcst 9KpaH €O CTATUCTUKOM JIjisi 3TOr0 GATAHCUPOBIIUKA.

3. B Bepxwneit wacTu sKpaHa HAXKMUTE KHONKY [lepefiTy XK MHTEPAKTUBHOMY MOHUTOPHUHTY.

Orkpoercs obiterdernnast Koncostb Console Light ¢ qaHHBIME MOHUTOPHHTAE AKTUBHOCTH B PEATHHOM
BPEMEHHU [IJIsl TOTO HAJTAHCUPOBIIUKA.

6.7.2 NnTtepdeiic

Console Light npemcrasisier coboil eunbIil SKpaH ¢ HADOPOM BKJIAJIOK, KaXKasl U3 KOTOPBIX COJIEPIKUT
PSAL BUJIZKETOB C JJAHHBIMA MOHUTOPHWHTA.

Q IToackaszka

B pa3aesax HU>XKe OIIMCAaHHA 9JIEMEHTOB HHTepCbefIC& JIaHbI B IIOPAJKE CJIeBa HAIIPpaBO.
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Bknapgka "Angie"

ANGIE|

1.6.1

Koturypauus

CoeauHeHUA

HTTP-30Hb!

Kawm

0O6Luyie 30HbI

Agdpec: 10.21.20.17

Nocnegwsn Tekywme MpuHaTo/cek. AKTUBHbIE Mpocransaowme C6polleHHble

nepesarpyska: 3 11 1 2 0

HTTP-30HbI HTTP-ancTpumbl TCP/UDP-30HbI TCP/UDP-ancTpumMb! Kawn DNS-pesonsepb!

Bcero Npo6nem Bcero  [Mpo6nem Coea. Beero: 0 Bcero  [lpo6nem Bcero Mpeaynpexa. Bcero  lMpo6nem
Coega,. Tekywmx: 0

65 / 17 A T 2/ "/ 1/
Coep./cek.: 0

Tpaduk CepBepbl Tpadumk CepBepsl CocTosiHne Tpaduk

Bxoasume: 0 Bcero: 2 / AKTUBHbIE: 2 Bxoaswue: 0 Bcero: 4/ AKTuBHble: 4 Fopsunii: 11 3anp./cek.: 0

Ucxoasawwme: 0 Mpo6nem: 0 Wcxoaawpme: 0 Mpo6nem: 0 # XonoaHblii: 0 OtB./cek.: 0

DTO OCHOBHasl BKJIaJKa, IJie B CBOJHOM BHJE OTOOPAXKAIOTCS OCHOBHBIE IIOKA3aTEJ M MOHHUTOPWHIA
Angie ADC, cBejieHHbBIE Ha OCHOBE JAHHBIX U3 HECKOJbKUX pas3zesos API.

6.7.3 Buaxet "<Bepcus>"

3necsy BoiBoguTca HOMep Bepcum Console Light co cchlakoii HA COOTBETCTBYIONMIYIO JTOKYMEHTAIUIO, &
TaKXKe aJIpec cepBepa U BpeMs MOCTeIHel mepe3arpy3Ku KOH(MUTYpaIlii.

Ccpuika KoHUTypamus OTKpBIBAET CHHCOK (hailyioB KOHMUTYpAIiH, 3arPyKEHHBIX Ha CepBepe. 3areM
KaXK I pailjl MOXKHO IIPOCMOTPETH B KOMIIAKTHOM BHUJIE C IIOJICBETKON CHUHTAKCUCA.

6.7.4 Buaxet "CoegunHenuns"

3/iech mpejicTaBIeHa OCHOBHAsSI CTATUCTHKA CEPBEPHBIX COeMUHEHU, hbopMupyeMast Ha OCHOBE pa3Jiena

API /status/connections/:

Tekymue TekyIee KOIMIECTBO COEIMHEHMIT
llpuaaTo/cex. YHucio MpUHUMAEMBIX 33 CEKYHJLY CO€IMHEHM
AxTUBHEE Yurc10 aKTUBHBIX COEINHEHUA
[lpocTauBanmue Yucsio coeIuHeHN B COCTOSIHUN OXKU QA HMS
CbpomeHHbIe KoanaecTBo cOpPOIIEHHBIX COETUHEHUIT

Takke mocTymHO:

[lpuraTo

OO6i1iee 9NCIO COEIMHEHNI, IPUHSATHIX C MTOCJIEIHEN TIepe3arpy3Ku cepBepa

6.7.5 Bugxet "HTTP-30HbI"

3iech IpejcTaBIeHa CTATUCTUKA 30H pPa3/esIsieMoil maMsTH KoHTeKcTa http, dopMmupyemast Ha ocHOBe
pazmena API /status/http/server_zones/:

Bcero O06111ee KOIUIECTBO 30H
[lpo6iem KommaecTBo 30H ¢ KakuMu-1u60 npobsemaMu
Tpadux O61mumit 06beM BXOIAINIETN0 W UCXOISIIEro TpaduKa,
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6.7.6 Bugxetr "HTTP-anctpumb"

3/tech TpeJIcTaBIeHA CTATHCTHAKA AlCTPIMOB KOHTEKCTa http, dopmupyemass Ha ocHOBe paszaena API
/status/http/upstreams/:

Bcero O06111ee KOJIMIECTBO aIICTPUMOB
[lpobmeM KosmmaecTBo amncTpuMoB ¢ KaKUMU-JIHOO TTPOOIEMaMM
CepBepH Craructuka cepBepoB ¢ Pa3eJIeHIEM [0 COCTOSHITIO

6.7.7 Bupxet "TCP/UDP-30HbI"

31ech TpeCcTaB/IeHa CTATUCTUKA 30H Pa3e/iseMOoil MaMsITH KOHTeKCTa stream, ¢popMupyeMasi Ha OCHOBE
pasnesna API /status/stream/server_zones/:

Coen. BCero Ob111ee KOTMIECTBO KJIMEHTCKUX COEIMHEHMI
Coen. Terymux Tekyiriee KOMMIECTBO KIUEHTCKUX COETUHEHUN
Coern./cex. KommaecTtBo 06pabaTbIiBaeMbIX B CEKYH/Ly COEIUHEHU

6.7.8 Bupyxxet "TCP/UDP-anctpumsb!"

3/1ech TpeJIcTaBIeHA CTATHCTHKA AlCTPUMOB KOHTEKCTa Stream, ¢popMupyemasi Ha ocHOBe pasmaena API
/status/stream/upstreams/:

Bcero OO6i1iee KOJIMIECTBO aIICTPUMOB
[lpobmeM KosmmaecTBo ancTpuMoB ¢ KAaKUMU-JIHOO TTPOOIEMAaMM
CepBeps Craructuka cepBepoB € Pa3eIeHIEM [0 COCTOSHITIO

Bknagka "HTTP-30Hb1"

6.7.9 Pasgen "CepBepHble 30HbI"

m HTTP-30HbI HTTP-ancTpumbl TCP/UDP-30HbI TCP/UDP-ancTpuMmbl Kswm  O6Lime 30HbI DNS-pe3sonsepbl

CepBepHble 30HbI

3oHa 3anpocsbl OTBeThI Tpaduk SSL

MoBTOpHIX VicTekno spems HeyaauHbIx

Texyuwe Beero  3anp/cec. Txx 20 3x<  4xx  5xx  Beero  Omp/cex  Momyu/cex.  Ompasnewo  Monyuewo  Pykonoxamii % X
ucnonkosanui oxwgarn pyKonoxamii

== Russia 0 0 0 NaN 0 0 0 0 0 0 0 0
= India 0 0 0 NaN 0 0 0 0 0 0 0 0
@ China 0 0 0 NaN 0 0 0 0 0 0 0 0
B= South Africa 0 0 0 NaN 0 0 0 0 0 0 0 0
= Argentina 0 0 0 NaN 0 0 0 0 0 0 0 0
il = Egypt 0 0 0 NaN 0 0 0 0 0 0 0 0
o= Ethiopia 0 0 0 NaN 0 0 0 0 0 0 0 0
= Iran 0 0 0 NaN 0 0 0 0 0 0 0 0
& Saudi Arabia 0 0 0 NaN 0 0 0 0 0 0 0 0

= UAE 0 0 0 NaN 0 0 0 0 0 0 0 0

3/1eCh B CBOJIHOM BH/JI€ OTOOPAYKAECTCS CTATUCTUKA MOHUTOPUHTA 30H PA3/IEISIEMOi TAMSITH JIJIsT KOHTEKCTa
server B http, dopmupyemas ua ocuoBe pazjena APl /status/http/server_zones/. g kaxoit
30HBI TIPEJICTABJIEHBI CJIEJIYIONINE JTaHHBIE:
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3oxa Wwms 3oHbBI
© ITonckaszka
[MlenkHUTE CTPEIKY PSIIOM C IIYHKTOM 30Ha, YTOOBI OTCOPTUPOBATH 30HbI
10 aJI(PaBUTY WJIU MOPSIIKY B KOH(MUTYpAITUN.
3ampock O0111ee KOJTMIECTBO 3aIIPOCOB, & TAKXKe YUCJIO 3AIIPOCOB B CEKYHJLY
OTBeTH KommaecTBo 0TBeTOB ¢ pasdbmeHneM 110 KOJaM CTaTyca, a TaKyKe UX oDIee
KOJITIECTBO
Tpaduk CKOpOCTh MCXOMSIIErO M BXOJISIIETO TpaduKa, & TaKXKe 00Ime 00beMbl uc-
XOJIAMIETO U BXOJSIIEro Tpaduka
SSL CyMMapHBIe MOKA3ATeJN KOJMIECTBa: YCIEMHbIX SSL-pyKomoxkaTuii; mo-

BTOPHBIX HCIIOJIb30BaHmii SSL-ceccuit; SSL-pyKomoXKaTuii ¢ MCTEKIIUM Taji-
MayTOM; HeyCIemHbx SSL-pyKomoxKaTuii

6.7.10 Pa3zgen "3oHbl nyTteit (Location)"

3oHbI nyTeln (Location)

3oHa 3anpocb! OTBeThbl Tpaduk

Beero 3anp./cex. 1xx 2x¢ 3xx axx 5xx Bcero Ornp./cex. Nonyu./cex. OrnpasneHo Monyueo

Brasilia &1 0 0 NaN 0 0 0 0
Diadema =1 0 0 NaN 0 0 0 o
Porto Alegre &1 0 0 NaN 0 0 0 o

Salvador =1 0 0 NaN 0 0 0 0

31eCchb B CBOIHOM BH/JI€ OTOOPaXKAETCsI CTATUCTUKA MOHUTOPWHTA 30H PA3/IE/ISIEMOI TAMSITH JIjIs KOHTEKCTa,
location B http, popmupyemast Ha octoBe pasiena AP /status/http/location_zones/. s kax o
30HBI TIPEJICTABJICHBI CJICIYIONINE TaHHbIE:

30Ha Wms 30HBI
© ITonckaska

IITesikaUTE CTPEIIKY PSIIOM C IIyHKTOM 30HA, 9TOOBI OTCOPTUPOBATH 30HBI
10 aJI(PaBUTY WJIH MOPSIAKY B KOH(PUTYpAITUH.

3ampocs O0111ee KOTMIECTBO 3aIIPOCOB, & TAKXKe YUCJIO 3AIIPOCOB B CEKYHJLY

OTBeTH KommaecTBo 0TBETOB ¢ pa3bueHmeM IO KOJaM CTaTyca, a TaKxKe UxX obIee
KOJIMIECTBO

Tpadux CKOpOCTh MCXOJSIIErO M BXOJISIIEr0 TpaduKa, a TaK»Ke 0bImue 00beMbl nc-

XOJIAIIEr0 W BXOJSIIEro TpaduKa

6.7.11 Paspen "3oHbl orpannyenns coegurernii (Limit Conn)"

30HbI OrpaHuyeHns coegmHeHui (Limit Conn)

3oHa NepepaHo OTKNOHEHO C6polueHo MponyweHo

|~/ limit-conn-http 0 0 0 0

31ech MpUBEJIEHA CTATUCTUKA 30H 1imit_conn B KoHTekcTe http, hopmupyemasi Ha ocHoBe pasnena API
/status/http/limit_conns/. JIjs1 KaxK70il 30HBI IPEJCTABICHBI CJIEIYIONINE JTAHHBIE:
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3oxa Wwms 3oHbBI
IToackaska

[MlenkuuTE 3HAYOK PAJOM C IMIYHKTOM 30HA, 9TOOBI OTKPBLITH WA 3a-

KPBITh I'padUK CO CIIEAYIONUMU TOKA3ATEISIMHU.
[lepenano Ob111ee KOTMIECTBO TPOKCUPOBAHHBIX COEIMHEHUI
OTKIIOHEHO 001116 KOTTMIECTBO COPOIIEHHBIX COETUHEHU
CépomeHo Ob111ee KOJIUIECTBO COEIMHEHM, COPONIECHHBIX U3-3a [IE€PEIIOJTHEHUS XPAHU-

JIUITIA 30HDI

[lporrymexo O0111ee KOJUIECTBO COEIMHEHUI, TEPEIAHHBIX C HYJIEBBIM WJIU IIPEBOCXO/Is-

myM 255 6aiT KIIFOUYOM

6.7.12 Pasgen "3oHbl orpaHnyerus 3anpocos (Limit Req)"

30HbI OrpaHu14YeHns 3anpocos (Limit Req)

3oHa MNepepano 3apepxaHo OTKNOHEHO C6poLueHo MponyweHo

|~/ limit-req-http 0 0 0 0 0

3Jiech IpUBEJIEHA CTATUCTUKA 30H 1imit_reqs B KoHTekcTe http, (hopmupyemas Ha ocHose pasuena API
/status/http/limit_reqs/. s kaxk10#f 30HBI IPEJICTABIIEHBI CJIEIYIONINE TAHHBIE:

3oHa Wmsa 30HBI
ITonckazka

[IeskaUTE 3HAYOK DPAIOM C IMYHKTOM 30HA, YTOOBI OTKPBHITH WU 3a-
KPBITh T'padUK CO CIIEAYIONUMI TOKA3ATEISIMHE.

[lepenano Ob111ee KOTMIECTBO MPOKCUPOBAHHBIX COEIMHEHUIT

3azepxaHo OO6I11ee KOIUYIECTBO 3a/I€PKAHHBIX COeJIMHEHMIA

OTKIOHEHO O06I1iee KOJIMIECTBO COPOIIEHHBIX COEIUHEHM

C6pomeHo OO611iee KOJMIECTBO COEIUHEHI, COPOINEHHBIX N3-3a [IEPEIIOJTHEHUS] XPAHU-
JIUIIIA 30HBI

[lpomrymexo Ob11ee KOJUIECTBO COEIMHEHUI, TePEIAHHBIX C HYJIEBBIM WJIU IIPEBOCXO/Is-

muM 255 6aiT KIIFOUOM

Bknagka "HTTP-anctrpumb"

m HTTP-30HbI HTTP-ancTpumbl TCP/UDP-30Hb! TCP/UDP-ancTpume! Kawm  Obuyme 30HsI DNS-pesonsepb!

H P-aHCTleMbl Toka3aTb CMCOK aNCTPUMOB TonbKo nNpobieMHble

black Noxasars sce 6
Cepsep 3anpocsb! OTBeThI CoepeHeHus Tpaduk MpoBepku cepsepa

Vv Mpoctoii  Bec Beero 3anp/cek. .. axx 5xx  Acie.  Orp. Otnp./cex.  Monyu./cex. Ornpasneto MonyueHo Oumbok HegocTynHo

127.0.0.1:4000
127.0.0.1:4000

0mc. 1 0 0 0 10 0 0 0 0 0 0

10.19.127.2:80
10.19.127.2

Ha sroit BKIa/IKE B CBOIHOM BUIE OTOOPaXKaeTCsl CTATUCTUKA MOHUTOPHUHT, AlICTPUMOB KOHTEKCTa http,
dopmupyemast Ha ocHoBe pasnena APl /status/http/upstreams/.
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o Knonka [lokasaTb CIMCOK aICTPUMOB IIEPEK/IIOYAET KPATKHUI CIIMCOK aIlCTPUMOB C yKa3aHUEM
qucjia MPOOJIEMHBIX ATICTPUMOB ¥ ITHPOB.

(] HepeK.HIO‘IaTG.HL Tompko HpO6JIeMHBIe IIepEeKJ/II0IacT PEKUM BbIBOJa CTATUCTUKU IIO HpO6J’IeMHbIM

alICTpUMaM.

e KHomka pelak THPOBAHUs IIEPEKJIIOYaeT HHTEPGENC pefakKTUPOBAHUA ANCTPUMA.

e PackpbIBaroOmuiicsi CIIMCOK C IPABOil CTOPOHBI TAOJIUIBI KAXKIOTO AllCTPUMA [TO3BOJISIET OT(UIBTPO-
BaTh CEPBEPHI B OIPEIEJCHHOM cocTosuun (AxTusHbie, lIpobnemuse, Ha nposepke, HemocTynmne,

3aHaThe).

Jl1a KaXK/Ioro ancTpuMa, OMUMO UMEHU U 3arPY3KU 30HBI PA3/IesIsIeMOil TAMSATH, IIPEJICTABIEHDI CIIEIY-

Ionye JaHHbIe:

Cepsep

3anpock
OTBeTH
CoemuHeHUs
Tpadux

[lpoBepku cepBepa

[lpoBepkru;
paboTocmocobHOCTH

Nmena, BpeMst MPOCTOA W BECa CEPBEPOB AIICTPUMAa

© TIoxnckaska

IITesknuTEe CTPENKY PsAOM C IIyHKTOM CepBep, YTOOBI OTCOPTUPOBATH
CepBepHI 110 WX COCTOSIHUIO MJIA TOPSIJAKY B KOH(DUI'Y DAL,

O06I1ee KOJIMIECTBO U CKOPOCTH 0OpabOTKU 3aIIpOCOB

KosmaecTBo 0TBETOB ¢ pasdbueHneM o KOJaM CTaTyca

KomumaecTBO aKTUBHBIX COEIMHEHUI U UX MAKCUMAJIBHBINA [IPEIE)T, €CJIi OH
3aJ1aH

CKOpOCTh MCXOMMAIIErO U BXOISIIEro TpaduKa, a TaK»Ke 00IIue 00beMbI HC-
XOJISIIIIEr0 U BXOMSIIEro Tpaduka

KosmuecTBo HeycIenHbix 0OpaleHuil K cepBepy U 9HC/IO pas3, KOraa cepBep
cunTAJICS HEJOCTYNHBIM (06bekT health B APT)

Ob111eE KOJIMIECTBO MPOBEPOK CEPBEPA, KOJUIECTBO HEYCIENTHBIX TPOBEPOK,
a TakKe BPeMsl MOCJeHEN TPOBEPKU

6.7.13 PepakTupoBaHue ancTpumos

PH,ZI;OM C KazKJIbIM aIlICTPUMOM €CTHb KHOIIKa PE€JaKTUPOBaHUA; IIPU HaKaTUX OHa BBIBOIUT €IIE JIBE€ KHOII-

KH:
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Pe,ﬂ;aK’I‘HpOBaTB PeﬂaKTI/IpOBaHI/Ie BbI6paHHI>IX CE€pBEPOB B COCTaBe allICTpHUMaA. TlozBossieT oI~
BHOpaHHbIE HOBPEMEHHO 3aJaTh JJI BCeX CJeayIolye TapaMeTphel: Bec, MaKCUMaJIbHbII

upezies1 coeuuennti (Max_conns), MAKCUMAJIbHBIN TIpejies ¢60eB, IIePeBOIs-
muii cepsep B Hegocrynnble (Max_fails), BpeMeHHOE OKHO IOjCUeTa cOoeB
LI MaKCUMaJIbHOTO npenesa cboes (Fail_timeout), cocrosinue (aRTUBHEIR
— BKJIIOUEH, HeIO CTYNIHM — BHIKJIIOUEH UJIU Pa3TPyXaeMblil — [10JIydaeT TOJIb-
KO 3aIIPOCHhI CECCUil, IPUBA3aHHBbIX paHee depes3 sticky).

Takke 371€Ch MOXKHO YIAJATH BEIODAHHBIE CEPBEPHI.

PepakTpoBaHye cepsepa "backend"

Bbi6paHHble cepBepbl

77.88.44.55:80 5.255.255.77:80 77.88.55.88:80

Bec Max_conns Max_fails Fail_timeout

CocTosHne AKTVBHBbIA HepoctynHblii Pasrpyxaemblit

[cope | [onam |

Jo6baBuTe cepsep Iobasienne cepepa B amcrpuM. llo3BosisieT 3a7aTh CJIEIyIONIHE Iapa-
METPBL: aJipec, 3allaCHOl cepBep WM HeT, Bec, MaKCHUMaJIbHBII Ipees
coeJInHEeHNT (Max_conns)7 MaKCUMaJbHBIN Tpeaen cO0eB, IEePEeBOISIIIIL
cepBep B HEJOCTYIIHBbIE (Max_fails)7 BpPEeMEHHOE OKHO TIOJICYeTa CcOOEB
(Fail_timeout), cocrosiHue (aKTUBHEHR — BKIIIOUEH, HELOCTYIIHEM — BBIKJIIO-

YEeH WM PasTpyXaeMbit — [MOJIy9YaeT TOJIBKO 3alPOChI CeCCHUi, IPUBI3AHHBIX
panee 4epe3 sticky).

[lo6asneHue cepsepa B "backend"

Appec cepeepa

[o6aBuTk Kak 3anacHoi

Bec Max_conns Max_fails Fail_timeout

CocTosiHne AKTUBHBI HegoctynHblil Pasrpyxaemblit

[Jlo6aBuTb ‘ | OTmeHa

Bknagka "TCP/UDP-30Hb1"

6.7.14 Paspgen "TCP/UDP-30HbI"

TCP/UDP-30HBbI

3o0Ha CoepnHeHUs Ceccun Tpaduk SSL

HeyaauHbIx MOBTOPHBLIX

Tekywwmx Bcero Coep./cek. 2xx  4xx 5xx Bcero Otnp./cek. Monyy./cek. OTnpaBneHo MonyyeHo  Pykoroxarwii o o
pyKOMOXaTuii  MCMONb30BaHNi

sing_chorus 3 403 0 372 0 28 400 0 0 4.41Tb 6.51 Mb 375 0 180

31ech B CBOJIHOM BHjEe OTODPAXKAETCsl CTATUCTUKA MOHUTOPHUHIA 30H pa3/e/isdeMOil MaMsiTh KOHTEKCTa
server B stream, popmupyemas Ha ocHOBe pazjena APl /status/stream/server_zones/. s kaxaoit
30HBI [TPEJICTABJICHBI CJIEJIYIONINE JTAHHbIE:
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3oxa Nmsa 30HEBI

CoepuneHns Tekyiree n obIIee KOJUIECTBO COCTUHEHNN, & TAKXKe UNCJIO COEJUHEHUN B
CEKyHJLY

Ceccun KommaecTBo ceccuit ¢ pasbmenneM MO KoJaM CTaTyca, a TaKKe WX 0bIee
9UCIIO

Tpaduk CKOPOCTh MCXOJISINET0 U BXOJAIIEro TpaduKa, a TakxkKe o0Inue 00beMbl nc-
XOJIAIIET0 U BXOJSAIIETo Tpaduka

SSL CyMMapHBIE IIOKa3aTeJn KOJMIeCTBa: ycremHblx SSL-pykomoxkarwuii;

HeycrnenmHbx SSL-pyKkomnoxkaTuii; moOBTOPHBIX UCIOIb30Banuit SSL-ceccnit

6.7.15 Pazgen "3oHbl orpannyerus coegurernii (Limit Conn)"

30HbI OrpaHuyeHusa coegmHeruii (Limit Conn)

3oHa Nepepano OTKNOHEHO C6poLueHo MNponyueHo

[~/ limit-conn-stream 403 0 0 0

31ech IpUBEeHA CTATUCTUKA 30H limit_conn B KOHTEKCTe stream, (popMupyeMasi HA OCHOBE DPA3JIeJia
API /status/stream/limit_conns/. st KaxK/10il 30HBI IIPEICTABJIEHBI CAEAYOMNE TAHHbIE:

30Ha Wmst 30HBI
© ITonckaska

[MlenkuuTE 3HAYOK PAJOM C IIYHKTOM 30HA, 9TOOBI OTKPBLITH WA 3a-
KPBITh TPadUK CO CJIEIYIONNMI TOKA3ATEISIMU.

[lepenano Ob111ee KOTMIECTBO MPOKCUPOBAHHBIX COEIMHEHUIT

OTKIOHEHO OO6I1iee KOIUIECTBO COPOIIEHHBIX COEIUHEHMIT

C6pomeHo OO0I1ee KOJMYIECTBO COeIUHEHN, COPOINIEHHBIX U3-3a [MEPEIOJIHEHUS] XPAHU-
JINIIA 30HBI

[lponymeno Ob111ee KOJIUIECTBO COEIMHEHUI, TEPETAHHBIX C HYJIEBBIM UJIU IIPEBOCXO/IsI-

muM 255 6aiT KIIFOUOM

Bknagka "TCP/UDP-anctpums"

m HTTP-anctpumsl TCP/UDP-anctpumbl 0O6LLme 30HbI DNS-pe3onsepbl
TCP/UDP—aﬂCTpMMb| MokasaTk CNVICOK ancTpUMOB Tonbko npo6nemHble
upstream-arioso Nokasars sce €

Cepeep CoepnHeHns Tpaduk Npoeepku cepeepa

Vv Mpocroii  Bec Beero Coen/cex. AkTuBHEIX Orpanientbix Ommp./cex. Monys./cex. Ommpasnero Monyuero Oumbox Heaocrynvo
10.19.127.1:80 Omc. 1 0 0 0 - 0 0 0 0 0 0

10.19.127.2:80 0 mc. 1 0 0 0 B 0 0 0 o 0 0

Ha »sroit Bkagke B CBOZHOM BHiie OTOOPAXKAETCsl CTATUCTUKA MOHUTODHUHTA AIlCTPUMOB KOHTEKCTa,
stream, (hopmupyemast Ha ocHoBe pazjena API /status/stream/upstreams/.

e Knomnka [lokasaTh CHOMCOK anCTPUMOB IIEPEKJIIOYAET 0TOOpaKeHne KPaTKOro CIUCKA allCTPUMOB C
yKa3aHUeM YHC/Ia TPOOJIEMHBIX allCTPUMOB U TTUPOB.

L] HepeK.HIO‘IaTGJ'H) Tonpko npo6neMHme BKJIIOYa€T WU OTKJ/IIOYaeT PEeKHUM BBIBOJaA CTATHUCTUKU IIO IIPO-
OJIeMHBIM aIlICTpuMaM.
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e Knomka PeAaKTHUPpOBaHUA OTKPbIBAECT BUJ/2KET PENLAaKTHUPOBAHULA AlICTPHUMA.

e PackpbIBaroOmuiics CMCOK C IPABOl CTOPOHBI TAOJIUIIBI KAXKIOIO AllCTPUMA TI03BOJISIET OTMOUIBTPO-
BaTh CEPBEPHI B ONPEJIEJEHHOM cOocTOosiHnu (AkTuBHbe, lIpobneMusie, Ha mposepke, HemocTynHsle,
3aHaTHE).

st Ka2KI0ro arcTpuMa, IIPEeJCTABIEHBI CIEIYIONne JaHHbIe:

Cepsep Hmena, BpeMsi IpOCTOsT U BECa CEPBEPOB AIICTPUMAa,

© ITonckaszka

[MTenkuuTe cTpeEsKy PsAOM ¢ MyHKTOM CepBep, 4TOOBI OTCOPTHPOBATH
CepBEPHI 110 X COCTOSHUIO MJIN HOPSAIKY B KOH(MUI'YPAIHH.

CoenuneHUsa KonmmyecTBO aKTUBHBIX COEIMHEHUIT U UX MAKCHUMAJIHHBIN IIPees, eCau OH
3a/1aH

Tpadux CKOpOCTh MCXOMSIIErO M BXOJSIIETO TPadUKa, & TAKXKe 00IIre 00beMbl UC-
XOMIAIIET0 W BXOSINEro TpaduKa,

[lpoBepku cepsepa KommaecTBo Heycmemubix oOpalineHuit K cepBepy M 9HCJIO pa3, KOrIa cepBep

cunTasICs HeAOoCTYyNHBIM (00bekT health B API)

6.7.16 PepakTtunpoBaHue anctpnmos

PH,H,OI\I C KazKJIbIM aIlICTPUMOM €CTHb KHOIIKa PE€JaKTUPOBaHUsA; IIPU HazKaTUX OHa BBIBOIUT €IIle JIB€ KHOII-
KH:
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Pe,ﬂ;aK’I‘HpOBaTB PeﬂaKTI/IpOBaHI/Ie BbI6paHHI>IX CE€pBEPOB B COCTaBe allICTpHUMaA. TlozBossieT oI~
BHOpaHHbIE HOBPEMEHHO 3aJaTh JJI BCeX CJeayIolye TapaMeTphel: Bec, MaKCUMaJIbHbII

Zlobasums cepsep

upezies1 coeuuennti (Max_conns), MAKCUMAJIbHBIN TIpejies ¢60eB, IIePeBOIs-
muii cepsep B Hegocrynnble (Max_fails), BpeMeHHOE OKHO IOjCUeTa cOoeB
LI MaKCUMaJIbHOTO npenesa cboes (Fail_timeout), cocrosinue (aRTUBHEIR
— BKJIIOUEH, HeIO CTYNIHM — BHIKJIIOUEH UJIU Pa3TPyXaeMblil — [10JIydaeT TOJIb-
KO 3aIIPOCHhI CECCUil, IPUBA3aHHBbIX paHee depes3 sticky).

Takke 371€Ch MOXKHO YIAJATH BEIODAHHBIE CEPBEPHI.

PepakTpoBaHye cepsepa "backend"

Bbi6paHHble cepBepbl

77.88.44.55:80 5.255.255.77:80 77.88.55.88:80

Bec Max_conns Max_fails Fail_timeout

CocTosHne AKTVBHBbIA HepoctynHblii Pasrpyxaemblit

Iobasienne cepepa B amcrpuM. llo3BosisieT 3a7aTh CJIEIyIONIHE Iapa-
METPBL: aJipec, 3allaCHOl cepBep WM HeT, Bec, MaKCHUMaJIbHBII Ipees
coeJInHEeHNT (Max_conns)7 MaKCUMaJbHBIN Tpeaen cO0eB, IEePEeBOISIIIIL
cepBep B HEJOCTYIIHBbIE (Max_fails)7 BpPEeMEHHOE OKHO TIOJICYeTa CcOOEB
(Fail_timeout), cocrosiHue (aKTUBHEHR — BKIIIOUEH, HELOCTYIIHEM — BBIKJIIO-
4eH WIM pasTpyXaeMblil — IOIydaeT TOJIbKO 3aIIPOChl CECCHil, IPUBI3aHHbBIX
panee 4epe3 sticky).

‘ CoxpaHnTb ‘ | OTtmeHa ‘

[lo6asneHue cepsepa B "backend"

Appec cepeepa
[o6aBuTk Kak 3anacHoi
Bec Max_conns Max_fails Fail_timeout
CocTosiHne AKTUBHBI HegoctynHblil Pasrpyxaemblit
[Jlo6aBuTb ‘ | OTmeHa

Bknagka "Kawun"

m @ HTTP-30HbI @ HTTP-anctpumb! TCP/UDP-30HbI TCP/UDP-ancTpuMb! Kawm  O6Live 30HbI ® DNS-p P
Kawim
3oHa CocTosiHMe 3arpyska namatv  Makc. o6beM Mcnonb3oBaHo Mcnonb3oBaHO Aucka Tpaduk Koa¢ppuumeHT nonaganms

cache-argentina

4 cache-brazil

MpegocTasneo  3anucaqo Mumo

64.0 Mub 32.6 Mub 51% 118wk 388rub 38.8Tub 2%

(3 R - - 1076 37.6Tub  37.6Tub

2%

cache-china

NyTb CocTosHne Makc. o6em Wc WUc Ancka
Ivar gie/proxy_ il-hot 64.0 MuB 5.72 Mub Bw
Ivar/ ie/proxy_cac il-short 64.0 M1 11.7 Mub EE%
Ivar gie/proxy._ il-long 64.0 MuB 12.0 MuB [ 1907
fw 64.0 Mub 10.0 MuB EGw 250Mvb  180Tvb  18.0uB %
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Ha sToit BKIajiKe B CBOIHOM BHUJE OTOOPAYKAETCs CTATUCTUKA MOHUTOPUHTA 30H proxy_cache KOHTEKCTa
http, bopmupyemas Ha octose pazjeia API /status/http/caches/. st KaxK 101 30HbBI TIPEJICTABIECHBI

cJeIyIoNe JTanable:

30Ha

CocTosHEE

3arpyska naMaTn
Maxc. pasmep
Hcnonp3oBaHo
3arpyska mOucKa
Tpadux

KoaddumuenT
IoIafaHus

msa 30HBI
© ITonckaszka

IITeskaUTE 3HAYOK DPAIOM C IMYHKTOM 30HA, YTOOBI OTKPBHITH WU 3a-
KPBITh CIIMCKU WapZOB JIJIsi BCEX 30H, TJEe OHU €CTh.

Cocrosinue KalIa: XOJIOAHDI (MeTaJaHHble 3arpyKaroTcd B HAMATb) UK
ropsiuuii (MerajlaHHbIE 3arDy7KEeHbI)

Kosdbdumnuent ncmob30Banms maMaTH

MaxkcuMabHBIT 00beM TTaMsSITH

Vcnonb30BaHHbBIl 00bEM TTAMSITH

Kosddbumnuenr ucnonbzoBanns TuCKOBOH maMsiTu

Ilepemamnablit u3 Ka11a, 3aMMCAHHBIN B KA1 U BO3BPAIIEHHDBIN B 00X0 KIIIIA,
TpadukK

Kosdbdurment nonaganust B K31 (OTHOIMIEHAE MEPEIAHHOIO M3 K3IIA Tpa-
duxka x obimemy obbemy)

Ecnu s 308b1 BRITIOUEH wapduHe, TO OHA 0003HAYEHA KAK PACKPBIBAIOIIANCS CIIUCOK, B KOTOPOM IIepe-
9UCJIEHBI OTIEJIbHBIE IIapIbl:

[lyTs
CocTosHUME

Makc. pasmep
Vcmonp3oBano
3arpyska mOucKa

IIyTs mapaa na gucke

Cocrognue mapja: XOJIOAHbIH (MeTaJaHHBIE 3aIrPYKAIOTC B IAMATD) UJIK
ropsiunii (MeTaJaHHbIE 3arPyYKEeHbI)

MaxkcumaabHBIIT 00bEM TTAMATH

Vcnonb30Bannbiil 00beM TAMSATH

Kosddumnuent ncrnonb3oBanns JUCKOBON MaMITH

Bknaagka "O6uine 30HbI"

ANGIE]

O6LLme 30HbI
3oHa Bcero cTpaHUL NaMATA
cache-argentina 2544
cache-brazil 2544
cache-china 2544
cache-egypt 2544
cache-ethiopia 2544
cache-india 2544

]} cache-iran 2544
cache-russia 2544
cache-saudi-arabia 2544

cache-south-africa 2544

HTTP-30HbI HTTP-ancTpumbl TCP/UDP-30HbI TCP/UDP-ancTpumb! Kawm  O6Lme 30HbI DNS-pesonsepsl

McnoneL30BaHo CTPaHML, NaMATH  3arpysKka namaTi

2 fw
2 fw
2 e
2 e
2 L3
2 s
2 s
2 s
2 fw
2 fiw

Ha sroit BKIaKe B CBOIHOM BHUJI€ 0TOOPArKaeTCsl CTATUCTUKA MOHUTOPHUHTA BCEX 30H Pa3/ie/isgeMoii ma-
MSITH JIJIT BCeX KOHTEKCTOB. [l KarK/10i1 30HBI IIPEJICTABICHBI CJICIYIONINE JIAHHbBIE:
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3oxa Nmsa 30HEBI
© ITonckaszka
[MTenkHuTE CTPETIKY PAAOM C IIYHKTOM 30HA, YTOOBI OTCOPTUPOBATH 30HBI
10 Pa3MepPy WJIU MOPSIKY B KOH(MDUIYDAIHN.
Bcero cTpasur O6111e€ KOTMIECTBO CTPAHUI HAMSITH
[IaMaTH
Vcmonb30BaHO KomuaecTBo ncnob3yeMbIX CTPAHUI] TAMATH
CTpaHuI, IaMATH
3arpyska IaMsaTH Koadbdunuent ncronp3oBanns maMsTh J1Jisl 30HBI

Bknagka "DNS-pe3zonsepb"

DNS-pe3onsepsbl

AMM SRV PTR  Ycnewnse Oumbox dopwara Cepeep He 3asepwin 3anpoc Ouwmbok nviern 3anpoc He noaaepxvisaeTcs 3anpoc oTkokeH Heu3gecTheix ownbok Vcrexo spews oxuaarns

[ 3oHa 3anpocbl OTBeTbI

resolver 72021 0 0 54017 0 0 18004 0 0 0 0

Ha sroit BkIagKe B CBOIHOM BHjie OTOOParKaeTCs CTATHCTUKA 3AIIPOCOB B 30HAX PA3MEJIsIEMO TaMATH
DNS, dopmupyemast na ocuose pazpesna APl /status/resolvers/. s KaxKJI0# 30HBI IIPEJICTABICHBI
CJIeJTYIONIHE JTaHHbBIE:

3oHa ms 30HBI

© TIoxckaska

ITlenkHuTE CTPETIKY PASOM C IIYHKTOM 30HA, YTOOBI OTCOPTUPOBATEH 30HbI
10 COCTOSIHUIO WJIM IMOPSIJIKY B KOH(MUIYpaIUu.

3amnpocs KosmuectBo 3anpocos tuna A u AAAA, SRV, PTR

OTBeTH KomngecTBo o0OTBeTOB € pasnmesleHMEM IO COOTBETCTBYIONIUM  KOJaM
(Ycmemmsie, Omubox dopmaTta, CepBep He 3aBepmun 3ampoc, Omubox
UMeHHM, 3aIpoC He NOINepXUBAETCS, 3alpOC OTKIIOHEH U IIPOYMX)

Bugxert "Hacrtpoinkn"

Hacrpoiiku

O6HOBAATL KaxAble 1 cex.
MoporoBoe 3HayeHWe oWwnbok Ansi 4xx 30 %
Bbluncnate 3a nocnegHve 300 cek.
Moporosoe 3HayeHwe olwn6ok DNS 3 %
SA3bIK  pycckuii 4

3akpbiTs

TlozBossteT HacTpoUTH OOIIME TTAPAMETDPBI KOHCOJIU:

e YacroTy OOHOBJICHHS JAHHBIX. JHAYEHUE [0 YMOTIAHUIO — 1 CeK.
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e IToporosoe coornomienne crarycoB 4xx. [lo mocTmkennu mopora B COOTBETCTBYIOIINX PA3/ieiax, Mo-
CBSIIIIEHHBIX OTBETaM CEPBEPA, MOSABJISIIOTCS " yKeyIThie" TIpeynpexK ieHrsi. SHAYEHMe 110 YMOJTIAHIIO

— 7%.

e Bpemennoe oKHO /1151 BBIYUCIEHUS COOTHOIEHNST YCIEITHBIX TOMAIaHIl B K. SHATEHNE 110 YMOJI-
gauno — 300 cex.

o Ilopor yuera omubok Jjs1 pe3osisepa. Ilo mocTrkeHNn yKa3aHHOIO IIOPOra Pe30JIBep CTaHeT "Kpac-
ueiM". 3nadenue 1o ymosrdanuio — 3%.

e 3wk muTepdeiica kKoucosn. JlocTynHbIe BApHAHTHE: aHTIUACKUI 1 pycckuit. [lo ymMomganuio s3bk
KOHCOJIU BBIOMPAETCsl Ha OCHOBE JIOKAJIM, YCTAHOBJIEHHOI B Gpaysepe.

Manens ynpaBsieHNA KOHCOJ1bIO

Ha Bcex BKJIaJIKaX B CEpearuHe JIEBOIT 9acTn CTPAHUIIBI €CTH BBIJIBUTAIOMIAACA TaHeJ b C JIBYMsI KHOIIKaMU

u . BerHSIH IIpUOCTaHaB/JINBa€T U BHOBL 3allyCKaeT OOHOBJICHUE JaHHBIX U3 API, a HUZKHAA II03BOJIAET

OOHOBUTH JTaHHBIE BPYYHYIO, KOI/Ia OOHOBJIEHUE IIPUOCTAHOBJIEHO.
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FMABA [

TwvnoBble 3aa4n 1 NprMepbl

B srom paszmene cobpanbr npumeps HacTpoiiku Angie ADC moj, pasnbie 3a1a9u.
Hacmpotixa HTTPS
Hacmpotixa odnopykozo pescuma (one-armed mode)
Hacmpotirxa 1Pv6
Hacmpotixa ECMP
Hacmpotixa nyra SNAT

7.1 Hactpoivika HTTPS

Bbr Moxkere 3arpyxarth ceprudukarbl (crt) u sakpeiTele Kiaoun (key) uepes Angie ADC CLI st
ayTeHTUMOUKAIUN U MMA(GPOBAHUST JTaAHHBIX.

Tlocne ycmermuoro mobaBieHms, 3arpy3Kn U BKIIOUCHUS CePTUMUKATA HAPSAY C KJIIOYOM B (aiiie KOH-
duryparuu Angie ADC /etc/angie/http.d/default.conf B 6itoke http H06aBUTCS PEIUPEKT:

listen 8080;
listen [::]1:8080;
server_name localhost;

return 301 https://$host:8443%request_uri;

Taxkeke mosgBuUTCS paszesn KoHMUryparuu cepsepa ¢ https.
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7.1.1 3arpyska ¢aiinos TLS-ceptucukara

Yrobsl 3arpy3utsh daiibl qis TLS-ceprudukara, BRIIOTHATE CIIEAYIONNE TEACTBUS:
1. Hoakiounrech k Angie ADC CLI no uncmpyruyuu.

2. Boiigure B pexxum 3arpy3ku TLS-cepTudukaToB, MoodepeiHo BBeIs CAEAYIOINe KOMAH IbI:

cert-config
tls-upload

OTrobpasuTcst MpurjalieHue:

[(cert—config—tls—upload)# }

3. Barpysure daiis ceprudurara;

[management crt }

Byner BoiBemeHo coobienme:

insert the certificate line by line at the end of the input, add an empty linej
—or enter end

B nosiBuBIIieMcst mosie BBeuTe cojepkuMoe crt-daita.

IIpumep:

MIIDFDCCAfwCCQCq3AlavrbijjANBgkqhkiGOwOBAQsFADBMMQswCQYDVQQGEwWJV,,
—UzELMAkGA1UECAwCQOEXF jAUBgNVBAcCMDVNhbiBGcmFuY21zY28xGDAWBgNVBAMM,
—D2FwcC51eGFtcGx1LmNvbTAeFwOyMDAzM jMyMzIwNDNaFwOyMzAzMjMyMzIwNDNa,
—MEwxCzAJBgNVBAYTA1VTMQswCQYDVQQIDAJDQTEWMBQGA1UEBwwNU2FuIEZyYW5]
—aXNjbzEYMBYGA1UEAwwPYXBwLmV4YW1wbGUuY29tMIIBI jANBgkghkiGOwOBAQEF
—AAOCAQBAMIIBCgKCAQEA2BEXYGROFHh7e01Yqx+VDs3G3+THrLFT/7DPQDBY3kzC /
—hfZkX+wOmM6D5EOn+1iiVSaQiP2mZ4P770iGGEwrk62txD9pza8394/ZJ1yCGWgT
—+CcVPEYnLcBKsI4LrKIgmhYROR3sYdcGRAIrVPVe5ETBY5gU4DhaO6NPB+j+f+I+Z aXb/
—2TAzBa4z31jHC86jePy1LvIFkibcr6q+1DdyzIqqldD6/St8CkwpINhiBPaa,
—KYgVUwMtQPbok5pQfmS+t884wR3GSLESVLQ082brabDwzhHjis99IDhsmKtSyV9s icImzytpglyaM/
—sXHQAOImQInQmyh2zGuXXSCIdDkQIDAQABMAOGCSqGSIb3DQEB
—CwUAA4IBAQCK1VHNgY9TvKioWoKovYBvsQ2f+raN8BpucCrtoFmy5G3pb3Si0NwZ AvrxmJn/
—GylkrJLpiAP5yCA4b6ciX2tFkzPFhITVJESAx9ihAvYfpMARue j3oG7e
—wWLpBMbRyF1rXWoMYEAO11WBnxtPAvXKf8IVFa4RH8sWRIHOx3hEv5mCuTf2SE84C,
—b6scKvwloBANUX1WEVUalfz/kYfAkYktvriWbTq6SX1hutIaf8XF3IC+/luox3e8L OApAPTN1gBp99/
—gs+8001kaJd5NezNyIyxRuKI39CZLnBoNbi3vQXcSsD+XSiX0G pEgN3mr/
—1Fk89VLHCaNy2+0j26tyjbrW

4. 3arpysure KJrod:

{management key J

Byner BoiBesieno coobienne:

insert the certificate line by line at the end of the input, add an empty linej
—or enter end

B nosiBuBmemcst mosie BBeguTe comepkumoe key-caita.

TIpumep:
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MIIEvgIBADANBgkqhkiGOwOBAQEFAASCBKgwggSkAgEAA0IBAQDYETFgZE4UeHt47VirH5U0zcbf5MessVP/

—SMIAMF jeTML+F9mR{7D2YzoPkQ6£6KIVIpCI/aZng/vuilYZ/
—CuTra3EP2nNrzf3j9knXI1ZaBP5xU8RictwEqwjgusoiCaFhHRHexh1wZF0itU9V7kRMF jmBTgOFrToOBHEP5/
—43j51pdv/ZMDMFr jPfWMcLzqN4/
—LUu8gWTVtyvqr7UN3LMiqqVOPro9K3wKTCnO2HUE9popiBVTAy1A9uiTm1B+Z1.63zz jBHcZIsTxUtCjzZutrkPDOEe0Kz3
—8+jWFc4gT8IheOFmGEIBY0zXX/00z01WHxYx60ynYJ2q00KQJOp9b91 jbQPdh/
—fT7a+EatG6MPYk4nqHF7kAsrclEz6He/

—hLz6ddI2u7dLF0zBStB39X1Qg+gRsN+m9x5KQUMv12Ko j7KshDzZ38naJ7yl182phAWYFgONdysFPQnktZiMILNnQc7NyK
—a690A+jUSTRMmVrN/

—FyXZLXkW90cqVOQmO4L3+HLr1SBNTVK96SZUOm7V5b0216gxKgI+rObndtNFMD/
—1gp81vRMqIHxfSyJ8Hz1K5b0IgiJqDhs+pJY6f/+HW6uBFr7sFKyqmYHBP4H/
—At10yKxEcOqWk1e0kB1cMH1tX4pzkCgYEA2gp8CTS5XZ3LIdP7 c5HzCKVOsOXKXF6£f2LsrX0VVZNbB7SHKS190HSeVT1ws'
—rXV6hqtyGDi88ilYzKapAzuywoE7Nq1BiwfXIDPy905GF5qX5qTxCsIcHr j6gmWOFUAhhKYPp4qwRLwlLfBlwubVhn7r7:
—+piz6KM2CR9aJESGfHpZwml+5trErOaX1j141dqY9Jv0k3vqUk6khym8TRMfm8cxnFVGS31wIZLijf9igvIwJZBpEhI/
—h07zuAZbFahpGXLUBRPRr jSqQCMHCUOpJVMkHeKB5X jqt06nUQKBgCIPzTysbn8MoWAViHBxROutUJkPqBbYaE77BRBBOW
—/qrFNoUXrkqKixNNOqc+ywCOb0IZGqrTXnc8r3FGDVeeb9AikMM2kpdalNhrgi/11ZaoYfTM/Bdk6/
—HRA0GBAJqsNaYc16rUscO3PL21WPcsFvqdb7HBr jERFHEw44VKv1Yq+FVbsM7QSAVulWYeplFAJCc7+HKub41kXQ3TdwR j:
—xxLdA76znZbXv9yqxgMUcMVpddnJLUfoPUVuu7KKeUU7M3HnT JQ+krWmmLkiIR

5. Haxxmure Enter wim BBeaure end wu  HakmuTe Enter, d9ToObI  BEpHYTbCA B
cert-config-tls-upload.

6. BBejnre KomMaHy exit, 4TobObI 1epeiiTu B cert-config.

7. YTobbl IPUMEHUTH HACTPOWKN tls-management, BBeINTEe KOMAHIY:

{enable management J

Daiiyibr 6yIyT TPUMEHEHHI.

© IIpumeuannue

s orriirouenust TLS ucrosib3yiiTe KOMaHIbI:

cert-config
disable management

7.1.2 3arpyska ¢ainos TLS-Tpacuka

st 3arpysku ceprucukaros u Kirodeit TLS-Tpaduka mporecc anajgornyen:

o Ceprudukar:

{traffic crt J
o Kimrou:
[traffic key }
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7.1.3 lNpoBepka 3arpy>XeHHbIX AaHHbIX

ITocite 3arpy3ku aityibl 61y T COXPAHEHBI [0 CJIE/LYIONUM IIyTSIM:

o TLS-ceprudukar:

/etc/angie/crt/cp.crt # (crt)
/etc/angie/crt/cp.key # (key)

o TLS-tpaduk:

/etc/angie-1b/crt/cp.crt # (crt)
/etc/angie-1b/crt/cp.key # (key)

7.2 Hactpoiika ogHopykoro pexuma (one-armed mode)

7.2.1 BBepeHue

Onnopykuii pexkum (one-armed mode, ogHonnTepdeiicHbI pezKIM) — 910 c1I0c00 6ANAHCUPOBKA HAIDY 3~
KU, IPH KOTOPOM BECh BXOZAIIUI 1 ucxoagamuii Tpaduk (MeK1y KJIMEHTaMH U CHCTeMOi 6aaHCUPOBKH,
MeXK/Ly CHCTeMO}i GAaHCUPOBKU U Upstream-cepsepamm) OPOXOJUT U€PE3 OJMH JIOTHdecKuii narepdeiic.
B orsnune ot pexkuma paboTsl ¢ gByMst uHTepdeiicamu (two-armed mode, ABypyKuit pexkum), B 0JHO-
PYKOM pexxuMe 0aJIAHCHPOBIIAK PAb0OTAET KAK IMIPOMEXKYTOYHOE 3BEHO, UCIOJIb3Ysl ONH nHTEepdeiic 1jis
Iepeiavn JAHHBIX B 000MX HAIPABJICHUSIX.

DTOT pexKUM TOAXOJAUT JJIsl UCIOIB30BAHUS B BUPTYAJIU30BAHHBIX CPEJax U OOJAYHBIX PEIIEeHUsX, TIe
MOZKeT OBIThH CJIOZKHO pa3flelIuTh ceTeBble nHTepdeiichl 6alaHcHpOBIIMKA: OH MPOIe HACTPauBaeTCs, He
TpebyeT CyIIeCTBeHHbIX N3MEHEHHI B CeTU U MOXKET HCIIOJIb30BATLCA B Y2Ke CYIIEeCTBYIONIEH HHpPaCTPyK-
Type. Tak:Ke 3TOT peskuM MOJIXOJUT I CIieHapues ¢ SSL-repMuHanmell mim KammposanneM. K Mumy-
caM MOXKHO OTHECTH MOBBINIEHHYIO HATPY3Ky Ha mHTepdeiic 6aJIaHCHPOBIIKA U BO3MOKHOCTE MTPOOJIEM
¢ acMMMeTpUYHOi Mapipytusaipeil (eciau orkmouants SNAT).

7.2.2 Cxema paboTbl

Tunosast cxema, JJId OTHOPYKOI'O pexXHUMa IpeJCTaB/JIEHa HUZKE:

ADC #1

y
10 | &
@l

Cllent #1 Server #1
E/ l 202
Client #2 192.168.0.0/24 Server #2

3/ech KJIUEHTHI, CEPBEPHI U caMa CUCTeMa OAJIAHCHPOBKM PacIiojiaralorcst B ofHoii mojceru. [P-aapeca
BUPTYAJbHBIX CEPBEPOB, TPahUK KOTOPLIX OAJAHCUPYETCs, TOJIKHBI MPUHAJIEKATH ITOH K€ TOJICETH.
Ha s10it cxeme Bce ycTpoiicTBa UCHOB3YIOT aipeca u3 mojaceru 192.168.0.0/24. 3Hadenne mMOCIETHETO
okTera [P-ajgpeca ycrpoiicTBa mpescraBiieHO Ha cxeme. 3eJeHbIM YKa3aH aJpeC BUPTYAJIbHOIO CepBEpA.
s yuporenust OyjieM pacCMaTpPUBATh TOJBKO OJIMH BUPTYAJIBHBIN cepBep ¢ omgamm [P-amgpecom.

Kument mojkiiodaercst K pecypcy 0 aJ[pecy BUPTYaJIbHOIO cepBepa (B JaHHOM ciiydae 310 192.168.
0.50). Cucrema GaJlaHCUPOBKH C MOMOIIBIO HACTPOEHHOIO MeTO/a OAJAHCUPOBKU BBIOMPAET CEPBEp, K
KOTOPOMY TOJKJOUaercs. JIjas mpumepa OyleM CYUTaTh, 9TO MOIKIIOUYEHHEe WHUIMUPYET YCTPOMCTBO
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Client #1, a Harpyska OblLIa paciipejejieHa Ha cepBep Server #1. B urore Mbl 1ojiydaem jiBe He3aBUCH-
mble TCP-ceccun: niepBasi ceccust yCTaHABINBaeTCS MeXK 1y ajpecamu 192.168.0.101 u 192.168.0.50, a
BTOpas — Mexk 1y ajgpecamu 192.168.0.10 u 192.168.0.201. Cucrema 6aIaHCUPOBKY «IIEPEKJIAIBIBAET »
nmauubie u3 oxgaoit TCP-ceccun B npyryro:

ADC #1

Pl
o By

=| 201
(=]
Server #1

=| .202
[=]

Client #2 Server #2

Ilpu Takoii cxeMe coeJMHEHUIT cepBep He MOXKET TOYHO yCTAHOBHUTL 10 1P-ajipecy OTIIpaBUTENs TTaKeTa,
KaKOil KJIMEHT K HEMY TOIKJIIOUAETCS, TO €CTh, TI0 CyTH, BuimoymgeTca SNAT, mosTomy o6paTHBIil Tpadbuk
OT cepBepa BO3BPAIAETCS B CHCTEMY GATAHCHPOBKH, a He Hampsimyto kimenTy. Omrmms SNAT orkimioua-
eMag, OJIHaKO B JIAHHOM CJIydae ee OTKJIIOYEHHE MIPUBEJET K TOMY, 9To obpaTHblil Tpaduk (oT cepsepa K
KJIMEHTY) OyJIeT TIEePe/IaBaThCsl HAIPAMYIO, 9TO TIPUBEJET K HEBO3MOXKHOCTH yYCTAHOBJIEHUS COEIMHEHNUS,
rak Kak Angie ADC ne nomgepxkusaer DSR (Direct Server Response).

ADC #1
0 | 50

o 201

A_’! 3 a-l
Client #1 Server #1

E/ I 202

ey A0

Client #2 Server #2

Angie ADC moxer niepesiath cepsepy urdopmanuio o6 [P-ajpece kiauenTa JByMst cocobamu:
o ¢ nomomrpio XFF-3arosnoska (X-Forwarded-For) mis nporokona HTTP;

e ¢ nomoibio nporokosa PROXY.

7.2.3 ObGecneyveHne 0TKa30yCTONYNBOCTH

OTKa30yCTONINBOCTh MOYXKHO OOECIEIUTh HECKOJBKUMU CTAHIAPTHBIMU CIOCOOAMM: C ITOMOIIBIO IIPOTO-
kojia VRRP, nmubo myTem mcnon30Banust IPpOTOKOJIOB nuHaMudeckoit mapripytusarnun OSPF wim BGP.
JLj1st TUTIOBOIT CXeMBI BBIIIIE MOYKHO IIPUMEHSITh PE3ePBUPOBaHUE ¢ MOMOIIBI0 mporokoia VRRP. Aspeca
BUPTYAJbHBIX CEPBEPOB B 3TOM ciaydae HasHadatorTcss VRRP-unTepdeiicy:

ADC #1
i<
o =| 201
Client #1 e Server #1
- =
fovrreres o [S]
— 102 |E =L
Client #2 =N _’4 A1 Server #2
L
ADC #2
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O6parabrit Tpaduk (0T cepBepa K KJIMEHTY) BO3BPAIAETCS Uepe3 Ty Ke CUCTeMY OATaHCUPOBKH, Uepe3
KOTOPYIO TpoInes TpaduK B MPIMOM HaIPaBJIeHUH. DTO JOCTUraeTcs 3a cuer npumeHerns SNAT.

ITpu npumenenun Angie ADC B KpUTHYIECKH BaXKHBIX CEIMEHTAX CETU MOYKHO 3ape3epPBUPOBATH HE TOJIhb-
KO BCIO CHCTeMy OAaJIAHCHPOBKHU IIEJUKOM, HO U (pusmdeckue nHTePdENCh, KOTOPBIMHA OHA ITO/IKJII0IACT-
¢ K ceru. Takoe pe3epBUPOBAHUE TO3BOJIAT HE TOJIBKO MOBLICUTH JOCTYIIHOCTH CHUCTEMBI, HO TAKXKe U
YBEJIMYUAT IIPOU3BOUTEILHOCTD CETEBOI MHPPACTPYKTYPHI. OJHOPYKU PEXXUM pabOTHI IOApa3yMeBaeT
WCIOJIB30BaHUE OJHOIO Jiormueckoro mHrepdeiica B data-plane, Torma kak dusnaeckunx nHTEpdENRCOB,
BXO/ISIIIIAX B COCTAB TOT'0 JIOTMIECKOro uHTepdeiica, MOXKeT ObITh HECKOJIbKO. Pusndyeckue mHTEPRHENHCHI
B 9TOM ciaydae obbemunsorcs B rpyuiy (Bundle, LAG, Port-Channel, EtherChannel). IP-agpec nasua-
qaeTcs Ha TaKOW JIOTHIECKuit murepdeiic:

,!Lclient #2
——

Client #1 !L
—

Server #1 EI ﬁl Server #2
|| |
ESXi #2
||!
|

g obecriedeHnsT MaKCUMAJIBLHON TOCTYIIHOCTH B TaKOH CETH CJIEIyeT TAKXKe 3ape3epBHPOBATH KOMMY-
TATOP 110 JIFOOOM JOCTYITHOM TeXHOJIoruu: creK, pupryaibhblil crek, VPC, VSS, mLAG, VLT u . 1.

7.2.4 MacwTabupoBaHue

Bol MozkeTEe rOpU30HTAIBHO MacITabupoBaTh cucremy Oasancuposku Angie ADC, paGorarolyio B OHO-
DPYKOM pekume, opranu3oBas pabory Heckoabkux Angie ADC B pexkume 1iceBio active-active ¢ moMoIIbio
npumerennss multigroup VRRP. CyTb Takoro mojixosga COCTOMT B TOM, YTO MEXKJy CHUCTEeMaMu OajiaH-
cupoBu Angie ADC noganmaercs Heckoabko VRRP-rpymm, kaxkiaast u3 KOTOPBIX UMeeT COOCTBEHHBIH
YHUKAJIbHBII HAOOD a/IpeCOB BUPTYaJIbHBIX CepBEpPOB. lJIsi OHOM I'PYIIIBI POJIb MacTePa IOJIyYaeT [TepBast
cucreMa DAJTAHCUPOBKHU, TOTJIA KAK JJIsi BTOPOW I'PYIIIBI POJIb MacTepa I0JIyIaeT BTOpasi CUCTEMA.

Ha cxeme nuzke npescrasienst nse VRRP-rpymmet (1 u 2). Tlepsoii rpyiie HazHaueH BUPTYaJbHBIH ajpec
192.168.0.50, Torna xkak BTOpoit — 192.168.0.51.

ADC #1
R

— 10
O | =

Master

.201

\

Client #1 ‘1§k Server #1
"~ o 202
—y 02 % .11% [ [
Client #2 | > |& = Server #2
ADC #2
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7.2.5 lNpoune cxembl

O6cyxmaemasi cxeMa — He €JJMHCTBEHHAS C TOYKHU 3PEHUsI B3ANMHOIO PACIIOJIOXKEHNsT KJIUEHTOB, CEPBEPOB
u cucreMm GasancupoBku. CepBepbl U KJIMEHTHI MOI'YT PACIOJIAraThCsS KAK B OJHOM CETEBOM CErMEHTE C
cucTeMoil OaJIAHCUPOBKY, TAK U B PA3HBIX.

Ha cxeme nuxe npeacTraBJieH IIpuMep CeTH, KOI'Zla KJIMEHTbI U CepBepPbl PacCIIOJIO?KEHbI B OT/IEJIbHBIX
cerMeHTax:

& a7 — -

p_ | ADC #1 |

cnenm\gy == = Server #1
|

I -
(—_— =
P |
Client #2 Server #2

7.2.6 3aknto4eHune

Ilpu BBIGOpE pexkuMa PabOThl CHUCTEMbI GATAHCUPOBKHU (OAHOPYKMiL, one-armed wiu ABYypyKuit, two-
armed) cielyer onuparThCs Ha OCOOEHHOCTH Ju3aiiHa ceru, TpeboBanus OTe s MHMOPMAIUOHHON 6e3-
OTIACHOCTH, a TaKKe IMpovre BHyTpeHHMe mpasmia u persamedTsl. Angie ADC moiep:kuBaer 06a pexku-
Ma.

7.3 Hactpoiika IPv6

IPv6 B Angie ADC nacTpanBaeTcst Ha TPEX yPOBHSIX:
e Hacrpoiika mocryna K korconn Angie ADC (management plane).
e Hacrpoiika ceTeBbx IIPOTOKOJI0B MapmpyTusamuu (control plane).

e Hacrpoiiku myist nepenadn u o6paborku kiauenrckoro rpaduka (data plane).

7.3.1 Joctyn k koHconu Angie ADC
Koncosp Angie ADC omnoBpemenno nomepzxkubaer IPv4 u ¢ IPv6. ynsa mocryna kK koncosm ¢ IPv6-
ajipecom 2001:db8: : 10 BBeuTEe B Opaysepe:

e http://[2001:db8::10]:8080

e https://[2001:db8::10]:8443 (ecsiu Tpebyercs Ge30IaCHOE IIOJKIIIOUEHHE).

Ecim ectb DNS-3anmch jist ajpeca 2001:db8: : 10, MOKHO 00palaThbCst K KOHCOJIM 110 UMEHHU.

7.3.2 HacTtpoiika ceTeBbliXx NPOTOKOJIOB MapLUIpyTU3aumum
Lt maprrpyTusanuu [Pv6 moaxoasar Bce cTaHAAPTHBIE W BCIIOMOTATEIbHBIE ITPOTOKOBI MAPIIPYTU3a-
AU:

e BGPv4;

e OSPEv3 (aus IPv6 Tonbko OSPEV3, B orymmune ot IPv4);

e BFD;

e VRRPv3.
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(i ) IIpumeuanue

Cocen mist nporokosia BGP u nup gyis BFD ykaseiBatorcest B popmare IPv6-amgpeca.

IIpumep macrpoiiku OSPFv3:

router ospf6
ospf6 router-id 2.2.2.2
log-adjacency-changes
redistribute connected
exit

Taxzke Heobxoanmo BrIounTh OSPFV3 Ha Beex muTepdeiicax:

interface ens33
description internal
ipv6 address 2001:db8::2/64
ipv6 ospf6 area 0

exit

7.3.3 lNepepaya n obpaboTka kAnMeHTCKoro Tpaduka

g nonpepxku IPv6:
e DBsKkeHj-cepBephl JI0JKHBI OBITh HACTPOEHBI Ha IIPUEM IOJKJIIOUYEeHUI 110 IPoToKoJy IPV6.

e B konduryparuu 6a;1aHCHPOBIIUKA HAIPY3KH HEOOXOINMO BKJIIOUUTH rpueM Tpaduka mo [Pv6:

server {
listen 80;
listen [::]1:80;
location / {

ITocse sroro 6aaHCUPOBIIMK CMOXKET IPUHUMATD HMOJKJIOUeHus 110 [Pv6.

e Taxxke Heobxomumo mob6asutTh AAAA-3anucu 8 DNS, 94T06bI KANEHTHI MOIVIM HAXOJUTL OaJIaHCH-
poBmuk 1o IPv6-aapecy.

o i mapmipyTu3anuu Tpaduka K O9KeHJ-CepBepaM B CEKIMHM upstream JO/2KHBI OBITh yKA3AHBI
IPv6-ampeca.

B npumepe nmke onun ceprep 3aaH agpecom IPv4, a sropoit — IPv6:

http {
upstream myappl {
server 192.168.0.128:80;
server [2001:db8::4]:80;
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7.3.4 TNoppep>xka cMmewaHHbIx nogkntodeHunii IPv4 v IPv6 B Angie ADC
Angie ADC nogyiepkuBaeT rubKyio MapiIpyTH3anuio Tpaduka MK Iy KJIUCHTaAMU U O3KEH I-CepBepaMu
C Pa3HBIMU KOH(DUTYPAIUIMHA.
Bakeni-cepBepbl MOTYT OBITH TPEX THIIOB:
e ToJibKO IPV4;
e ToJsibKO IPV6;
o dual-stack (osHOBpeMEHHO HOJJEPKUBAIOTCS 06a IPOTOKOJIA).
IIpumep:

K HekoropoMmy pecypcy mojKIO9aTcst IPv4-KianeHTbl (OTMedeHB! 3eeHbIM 11BeToM) U IPv6-KitneHTh
(oTMEUEHBI KPACHBIM I[BETOM).

erver #1

_ i |ADc # E..I
E]| 1Pv6 MM /-
= s

)
Client #1 — 5'
| [
@ =| Server #2
—_— |

Client #2 Server #3

Toabko IPv4

IPv4-ceccun ycranopsensl Mexxiy Angie ADC u 63keH I-cepBepaMu ¢ HOIePKKoit [Pv4:

=|
a— =
[
—‘_'E]lf Server #1
— —
Client mg? . El
| [
E/ g.l Server #2
—_— |

Client #2 Server #3

Toabko IPv6

IPv6-ceccun ycranosiensr mexxay Angie ADC u 63kenj-cepsepamu ¢ momiepKkoii IPv6:

1
a IPV6 IADC # ﬁ'l
—— Server #1
—— =

E/ g.l Server #2
—_— ||
Client #2 Server #3

CMelriaHHbIe IIOAKJ/IIOYEHU A

Angie ADC moxer npokcuposath Bxojgmue IPv4-nonkiouenns B mobble ceccun (Kak IPv4, tak u IPv6)
B CTOPOHY 03KeH-cepBepoB. AHajorudno u jyist IPv6-noakrouenuii.

g
— =
=
—EI Server #1

2 I~
Client #1 ﬁ > ﬁ

I Sorver #2

—_— |

Client #2 Server #3
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Takum obpasom, Angie ADC mosBoJisier THOKO IIPOKCHPOBaTh TPadUK MEXKLy Pa3IHIHBIMU IIPOTOKOJIa~
MH.

IIpenmymecTBa TaKO# CXEMBI:

o IIpakTuueckun MruoBeHHas mybsukarus B cetu [Pv6-cepBuca 6e3 momumepxkku IPv6 ma Osxems-
cepBepax.

o [locrenennsrii mepexo st 69keHI-nHGPACTPYKTYPbI Ha IPv6 Ge3 morepu JOCTYITHOCTH CEPBUCOB CHa-
pyxku o [Pv4, T.e. Boamoxkua murpamus ¢ [Pv4 #a [Pv6 ¢ MuHUMa IbHBIMEA U3MEHEHUSIMU UHPPa-

CTPYKTYPBHI.

7.3.5 Hacrtpoiika ip6tables

IIpaBuna yupasnenusi goctymnom s IPv6 moxoxku Ha mpasmia jisd [Pv4, HO JOKHBI HACTPAUBATHCS
OTJEJIbHO BPYYHYIO.

IIpumep Tumosoit HacTpoitku iptables

[root@angie-va angie-val# iptables -S

-P INPUT DROP

-P FORWARD DROP

-P OUTPUT ACCEPT

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 8080 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 443 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 53 -j ACCEPT
-A INPUT -p udp -m state --state NEW -m udp --dport 53 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 2022 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 179 -j ACCEPT
-A INPUT -p ospf -j ACCEPT

-A INPUT -p udp -m state --state NEW -m udp --dport 520 -j ACCEPT
-A INPUT -p eigrp -j ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

Lt IPv6 cooTBeTcTBYyIOMAs HACTPOUKA MPOU3BOJIUTCS C IIOMOIIBIO ip6tables:

[root@angie-va angie-val# ip6tables -S

-P INPUT DROP

-P FORWARD DROP

-P OUTPUT ACCEPT

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 8080 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 443 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 53 -j ACCEPT
-A INPUT -p udp -m state --state NEW -m udp --dport 53 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 2022 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 179 -j ACCEPT
-A INPUT -p ipv6-icmp -j ACCEPT

-A INPUT -p ospf -j ACCEPT

-A INPUT
-A INPUT

udp -m state --state
REJECT --reject-with

NEW -m udp --dport 521 -j ACCEPT
icmp6-adm-prohibited
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7.3.6 GSLB

K cepsucy GSLB moxuO obpamarhest mo nporokosy IPv6, o momyants AA A A-3anmcu moka HEBO3MOK-
mo. OyHKIIMOHAIBHOCTH B Pa3paboTKe.

C:>nslookup www.example.com 2001:db8::11
Server: gslb.example.com
Address: 2001:db8::11

Name : WWw.example.com
Address: 172.20.0.10

7.4 Hactpoiika ECMP

B sroii crarne paccMaTpuBaeTCA:

o ECMP-pacmpesnenenne TpaduKa cO CTOPOHBI CETEBOTO O0OPY/IOBAHMS MEK/Ty HECKOJIBKUMU y3JIaMU
Angie ADC,;

e pacripejiesienne Tpaduka camoit cucremoii 6asmancuposku Angie ADC Mex /Ty HECKOJIBKUMU Iy TSIMA
B CTOPOHY KJINEHTOB UJIH CEPBEPOB.

B komnre rakxke Gymer paccmorpena BozmoxkuocTh UCMP-6aancuposku.

ECMP (Equal-Cost Multi-Path) — ar0 MexanusMm, KOTOPBIil 03B0JIIET PABHOMEPHO DPACIIPEIENISATh TPa-
buK MexK/ly HECKOJbKUMU ILyTsSMU, €CJId OHU UMEIOT OJUHAKOBYIO CTOMMOCTBH (Merpuky). B xoHTexcre
Angie ADC 310 o3HaudaeT, 4TO BXOAAIUI TpadUK MOXKET IPUXOIUTh Ha pasHble y3iabl Angie ADC,
a Takxke cama crucreMa basancuposku Angie ADC MoxkeT OTHpaB/saTh TpaduK depe3 pasHble IyTH C
OJINHAKOBOM CTOUMOCTBIO.

Taxoit T0IX0T MOXKET HCIOIB30BATHCS:

e Ecin HeobXoauMo pacipeensaTh TpaduK B CTOPOHY CEPBEPOB UJIN KJIMEHTOB MEXKY HECKOJIHKUMU
JOCTYITHBIMHU ITY TSIMHU.

e [Ipu ropuzonrtasbuoMm Mmacmrabuposanun Angie ADC, korga Tpaduk pacnpeiessieTcss MeXLy
neckosibkuMu y3iaamu Angie ADC ¢ momonpio cereBoro obopy/oBanusi, a 3areM y3iael Angie ADC
PACTIPEIEIISIIOT MOJIB30BATENBCKAE CECCUN MEKY KOHEUHBIMH CEPBEPAMMU.

Angie ADC nomuepxxuaer ECMP-6asiancupoBKy mMexry 64 1wy TsiMu.

7.4.1 PacnpegeneHue Tpadmka mexxay Heckonbkumu Angie ADC

Yrobsr Tpaduk ycnemno nepegasaics B Angie ADC o HECKOJIBKUM Iy TSM C OJUHAKOBOW CTOMMOCTBIO,
y3ibl Angie ADC 10/KHBI «BHIETH» BCIO CECCHIO TOTHOCTBIO. To ecTh, Bech MpsMoit Tpaduk B pamMKax
oHOM ceccur (IEPBBIA OTOK) JIOJIZKEH HOIAJIATh Ha OAHY cucreMy GajancupoBku. O6parHbiil Tpadbuk
TaK»Ke JIOJIZKEH BO3BPAIAThCA Ha Hee, OJ1arojapsi UCIIOJIb30BAHUIO0 ajipecoB win mysioB SNAT.

Tpaduk BTOpPOii ceccun (BTOPOIl MOTOK) MOXKET PACIIPEAEIUTHCI Ha JPYTYI0 CUCTEMY OAJIAHCUPOBKHU, HO
OyIeT MOJHOCTBIO 00PadaTHIBATHCH B HEl.

IIpumep:
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/ Client #2

7 Edge router #2
Sivitch #1 :

ADG #2 |ADC "
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./
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ADC #4
S

Swltch #2 /

D,l

/

A a—
[ |Anc "

I
L]
Server #1 Server #2
| |
- -
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A yF_____ 4

Client 11 / Client #2

i { : ’ Edge router #2
editch \

Edge router #1 \
A
L |ADc " rﬂ';wc w2 ADC " Anc "

Swm.‘.h #2

Server #1 Server #2

IlepBas ceccust mokazana OpaHKeBOIl CTPEJIKOIL, BTopas — 3esieHoi. Bropoit Angie ADC moxker BeIOpaTh
TOT 2Ke WJIN JPYTOil O9KEeH I-cepBep /it 00pabOTKH MOJIH30BATEILCKOTO 3aIIPOCa.
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7.4.2 BHewHee xpaHunuuwe sticky

Korma KpuTHYHBIM SBJISIETCST pAClpeiesIeHIe BCeX CECCHil OT OJHOrO KJIMEHTa Ha OJUH O3KEHJ-CepBep,
ucnosib3yercs Mexaum3Mm sticky. Angie ADC 3amomunaet, Kysa ObLJIO OTIIPABJIEHO MEPBOE COEMHEHUE
OT KJIMEHTA, U BCE TOCJIEJIYIONIHe MOKIIOUEeHUsI OTIIPABJISeT Ha ITOT Ke ceppep. Kcjm Bropas ceccust
obpabareiBaercs apyrum Angie ADC, koropsiii He 0018 1aeT nHMOpMalueii o sticky, To jyist sticky MoxkHO
UCIIO/Ib30BATh BHEITHee XpaHWInIle uHpopMannn. B KadecTBe TaKOrO XPAHWJININA MOXKET BBICTYIATH
UCIIONIb3yeMbIil Wiin BbiIeseHHbIi y3en Angie ADC.

AJtropuT™ HCIIONIB30BaHUsl BHEITHErN0 XpaHuiuiia jiyist sticky 6ymer Takum:

1.

Ilorpanuynblii MapHUIpyTHA3ATOD PAaCHpeesiseT BXONMAINee IOJKJIOUYEeHNe Ha OJWH U3 Y3JI0B

Angie ADC.

IMonyuus nonszoBaTebekuii 3ampoc, Angie ADC #1 BwiOupaer cepBep Jjisl IepEHAIIPABJICHUST 3a-
upoca (B COOTBETCTBUM C HACTPOEHHBIM METOJOM OAJAHCUPOBKU) U OTIPABJIsIeT COOOIIEHHE B XPa-
umnie sticky. Tak Kax 910 mepBoe mojkJoYenne co cToponsl Kiuenta, Angie ADC #1 coxpamsier
sticky B XpaHWJIMIIE U [TOJTBEPKIAET [IPABUIBHOCTD PACIIPEIEIEHUSI.

Angie ADC #1 ycranaBiuBaer BTOPYIO YacTh HOJAKJIOUeHUs (10 GokeH-cepepa). Ternephb mosib-
30BaTEIbCKOE COCIUHEHHE MIOJIHOCTBIO YCTAHOBJIEHO U FOTOBO K padote.

Kument ycranaBimBaer BTOpyto ceccuio, koropas momnajaer na Angie ADC #3.

Angie ADC #£3 BoiGupaer cepBep [JIst TIEPEHAIIPABJIEHHs] 3a1pOca (B COOTBETCTBUN ¢ HACTPOECHHBIM
MeTo7I0M GaJIAHCUPOBKH) U OTIIpaBJIsieT coolIenne B Xxpanusuine sticky. Eciu cepsep, Ha KOTOpBIit
[peJIaraeTcs PacpeleuTh HArpy3Ky, COBIIAIACT ¢ TeM, KOTOPBINA 3allUCaH B XPAHWJIUIIE, TO Xpa-
HUJTUIINE TOATBEPXKIAET BHIOOP CUCTEMBI OaJaHCUPOBKHU. K/ peijIoKeH bl cepBep He COBIAIaeT
€ BAIMCAHHBIM, TO XPAHWJIUIIE BO3BPALIAET X3M-CyMMYy <IIPABHJIBHOIO» CEPBEpA.

Cucrema 6asancuposku Angie ADC #3 ycraHOBUT HOBYIO CECCHIO B COOTBETCTBHU C OTBETOM,
[IOJIYYEHHBIM OT XPAHUJIUIIA.

Takum 00pazom, KJIMEHT Beerga OyIeT yCTAHABIUBATH COEIMHEHUsI C OJHUM M T€M Ke O9KEeHJI-CEPBEPOM.

ITpumep (CTpesiKK IPOHYMEPOBAHBI B COOTBETCTBUM C INAIAMU BbIIIE):

) )

Client #2

Client #1

Edge router #1

Edge router #2

ADC #4

Server #2

Server #1 Persistency storage

7.4.
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)
i——

Client #1 Client #2

Edge router #1 Edge router #2

ADC #4

Server #1 Persistency storage Server #2

7.4.3 Pacnpepenenue Tpadmka MeXXAay HECKONbKMMWU MapLupyTu3aTopamu

Huzke mpuBesen npumep HEOOJBINON KOPIOPATHBHON CETH, T/e U3 COOOPaKeHUW OTKA30yCTONINBOCTH
I JIJTsl TIPEOJIOJIEHUsI ONPAHMYEHUI TPOM3BOIUTE/IbHOCTA IMPAHUYHBIX MAPIIPYyTU3aTOPOB PEAJIM30BaHA
CcXeMa C JIByMsl HE3aBHCHMBIMY KaHaJaMHU B WHTEPHET, KOTOPble TEPMUHUPYIOTCS HA JIBYX HE3aBUCHUMBIX
MapIIPy TU3aTOPAX.

Client #1 Client #2

Edge router #1

0.0.0.

Edge router #2
ﬁo 0.0/0
’ OSPF
: 192.0.2.1/32
192.0.2.11 32/ Switch #1 M

|ADC #1 ‘ADC #2 ADC #3 |ADC #4

19202132

Switch #2

vIP=192.0.2.1

Server #1 Persistency storage Server #2

Kaxkmas uz cucrem 6asancuposku Angie ADC moydaer MapuipyT 1o yMOJTYAHUIO OT KasKJ0r0 U3 I'pa-
HUYHBIX MapIIPyTU3aTopoB. Ecau mapamerpst a1ux MapinpyTos oguiakossl (st OSPF s1o tuns mapi-
pyroB u Merpuku), To Angie ADC Gyier paBHOMEPHO pacupeiesaTh TpabuK MexK /1y IPAHUIHBIMEA MapIil-
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pyTHU3aTOopaMu, TO eCcThb OyieT BbnoJHATE ECMP-6aiancupoBKy.

Huke npuseien npumep JByX MapIIpyTOB II0 YMOJTYAHUIO, MIOJIYUYEHHBIX ¢ IIOMOIIBIO mpoTokoja OSPFE:

~

angie-adcl# sho ip ro os~
Codes: K - kernel route, C - connected, L - local, S - static,’

R - RIP, 0 - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,"

T - Table, v - VNC, V - VNC-Direct, F - PBR,"

f - OpenFabric, t - Table-Direct,”

> - selected route, * - FIB route, q - queued, r - rejected, b - backup”
t - trapped, o - offload failure~

0[1]>* 0.0.0.0/0 [110/1] via 192.168.0.201, ens33, weight 1, 00:00:32°
* via 192.168.0.202, ens33, weight 1, 00:00:32°

B omepanmonmoit cucreme 3TOT 2Ke MapPIIPYT BUJEH TaK:

[root@angie-adcl angie-adcl]# ip r

default nhid 23 proto ospf metric 20
nexthop via 192.168.0.202 dev ens33 weight 1
nexthop via 192.168.0.201 dev ens33 weight 1

7.4.4 UCMP-banaHcupoBka

HexkoTopble IPOTOKOJIBI AuHaMuUecKoil MapimpyTusanuu (Hanpumep, EIGRP, BGP, IS-IS) noxnep:kusa-
10T GaJaHCUPOBKY 10 nyTaM ¢ pasuoil croumoctbio — UCMP (Unequal Cost Multi-Path). B npumepe
HIKE TIPUBEJEH CIeHApHil, peam3oBanublil ¢ momorisio BGP ¢ ucnonpsosarnmem Extended Community

Bandwidth:

angie-adcl# sho ip bgp

BGP table version is 23, local router ID is 192.168.0.153, vrf id O
Default local pref 100, local AS 1

Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =
—multipath,

i internal, r RIB-failure, S Stale, R Removed

Nexthop codes: Q@NNN nexthop's vrf id, < announce-nh-self

Origin codes: i - IGP, e - EGP, 7 - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

x> 192.0.2.1/32 192.168.0.201 0 0 65002 i

*=  192.168.0.202 0 0 65002 i

Displayed 1 routes and 2 total paths

angie-adcl# sho ip bg 192.0.2.1/32

BGP routing table entry for 192.0.2.1/32, version 23

Paths: (2 available, best #1, table default)

Advertised to non peer-group peers:

192.168.0.201 192.168.0.201

2

192.168.0.202 from 192.168.0.202 (192.168.0.202)

Origin IGP, metric O, valid, external, multipath, bestpath-from-AS 2, best (0Older(
—Path)

Extended Community: LB:1:12500000 (100.000 Mbps)

Last update: Fri Feb 28 17:59:16 2025

2

192.168.0.201 from 192.168.0.201 (192.168.0.201)

Origin IGP, metric O, valid, external, multipath

Extended Community: LB:1:6250000 (50.000 Mbps)

Last update: Fri Feb 28 17:59:16 2025
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IIpumep rTectuposasics Ha RedOS Bepcum 7.3. Ha nanubiii MmomenT UCMP He momuepkuBaercs: 910
OTIEPAIIMOHHOM CHCTEMOI, TO €CTh cO CTOPOHBI data-plane MOTYT OLITDH B UCXOA:

e MapmpyT 6yzaer ycranosieH B RIB ¢ 6anancuposkoit ECMP;

e MmapripyT He Oyjer ycranossieHd B RIB, uro 3aBucur or apyrux macrpoek mnporokosia BGP.

angie-adcl# sho ip ro

Codes: K - kernel route, C - connected, L - local, S - static,

- RIP, 0 - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

- Table, v - VNC, V - VNC-Direct, F - PBR,

- OpenFabric, t - Table-Direct,

- selected route, * - FIB route, q - queued, r - rejected, b - backup
- trapped, o - offload failure

K>* 0.0.0.0/0 [0/100] via 192.168.0.2, ens33, src 192.168.0.153, 01:30:36
B>x 192.0.2.1/32 [20/0] via 192.168.0.201, ens33, weight 1, 00:42:48

* via 192.168.0.202, ens33, weight 1, 00:42:48
C>* 192.168.0.0/24 is directly connected, ens33, 01:30:36

L>x 192.168.0.153/32 is directly connected, ens33, 01:30:36

c V Hh 3

Ecmm mapmipyT ycranasmmBaercs B RIB, To co cropomb! omeparinonnoii cucreMbl Tab/IHIIa, MaPIIPY TH3a~
nuu OyJeT BBIIJISJIETH TaK:

[root@angie-adcl etcl# ip r

default via 192.168.0.2 dev ens33 proto dhcp src 192.168.0.153 metric 100
192.0.2.1 nhid 37 proto bgp metric 20

nexthop via 192.168.0.202 dev ens33 weight 1

nexthop via 192.168.0.201 dev ens33 weight 1

192.168.0.0/24 dev ens33 proto kernel scope link src 192.168.0.153 metric 100

Ha mannsrit moment Angie ADC ne nojgepxkusaer UCMP-6aiancupoBKy Ha ypoBHE Tepeadn JAHHBIX
(data-plane), romsko ECMP. Onnaxo, ecim cereBas nadpactpykrypa nogaepxkusaer UCMP, o Takas
cxeMa pacupejesieHns: TpaduKa MOXKeT UCHo/b30BaTbest. UCMP-6aiaHCHPOBKa B TAKOM CJIydae MOXKeT
OBITH ITIOJIE3HOMN, HAIIPUMED, KOIJA €CTh 3HAYUTEJNbHDLIN IIePEKOC B MOIMHOCTAX CHCTEM OAJIAHCUPOBKH,
YYIACTBYIOIINX B 00paboTKe Tpaduka:

Edge router #1 < 7 Edge router #2
\

Server farm

7.4. Hacrpoiika ECMP 143




Angie
Software
PykoBopgcteo no akcnnyatauuu, sepcus 0.3.2

7.5 Hacrpoiika nyna SNAT (SNAT Pool)

7.5.1 BBepeHue

ITyn SNAT (SNAT Pool, Source Network Address Translation Pool) — aro na6op IP-aapecos, koropbie
Angie ADC ucnosib3yer Jijisl MOMEHbI HCXOTHBIX [P-a1pecoB KJIMEHTOB Ipu mepejade Tpaduka Ha cepBe-
pbl. SNAT-11y/ibI TPUMEHSIIOTCST B BBICOKOHATDYYKEHHBIX CpejiaX ¢ GOJIBITNM KOJUIECTBOM OJJHOBPEMEHHO
OTKPBITHIX ceccuit. OHU MO3BOJIAIOT ODOMTH OrpAHUYEHNE HA KOJIMIECTBO OJHOBPEMEHHBIX OIKJIIOUCHIH
(oxouo 65000 Ha oquH IP-anpec). Orpannderne CBA3aHO ¢ KOJINIECTBOM JOCTYIIHBIX KJIMEHTCKUX COKETOB
(TCP- u UDP-nopToB), HCHOJIB3YeMbIX il yCTaHOBKHU coefuuenuii. SN AT-11y/ibl MOy T HCIIOJIB30BATHCS
KaK Jyist L4-, tak u s L7-6amancupoBku.

(5 ) IIpumeuanue

Takrke BOZMOYKEH I10JIX0J, OCHOBAHHBIN Ha TOPU30HTAJIHLHOM MACHITAOMPOBAHUU 34 CUET YCTAHOBKU
rHeckobKux Angie ADC u pacnpesesienust Tpaduka MeXKIy HUMUA. DTOT MOJXOJ, MTO3BOJISIET PEIUTh
1pobJyieMy He TOJIBKO C OIPAaHHYEHNEM KOJIMYECTBA CECCHUU, HO M CHSITh OUPAHUYEHNE Ha IIPOU3BO/IU-
TEJIbHOCTh CHCTEMBI, HAIPUMED KOTJa IPHU 00abmux o0bemax Tpaduka HeoOXommMo 0O6padaThIBATD
JIaHHBIE Ha cKopocTsx Gosee 10 I'Gur/c.

—
| ° |server#1
 — |
| — |

Angie ADC #1
Angie ADC #2

0

Edge router Internal router

[
Server#z
—_
=

7.5.2 PyyHas nacTtpoiika SNAT-nynos

Hactpoiika Bpyunyio cozmaBaeMbix SNAT-1y10B TPOUCXOJAUT B TPU ITala:
1. Beibop mysa aapecoB u mx HACTPOUKA.
2. Hactpoiika mMapmpyTU3aIum.
3. Hacrpoiika npasmni 6a1aHCUPOBKH.

IIpumep npocroit cxembr ¢ ogaum Angie ADC npejicraBiien Ha PUCYHKE HUXKE:

[
Server#1
=
_A—
— & TS =

- < | Do "

Edge router Angie ADC Internal router n Server #2
—
L —

1. Bbibop nyna agpecos n ux HacTpoiika

Pasmep mysa ajpecoB HAIPsIMyHO 3aBUCUT OT KOJIMYECTBA CECCUU, KOTOpPbIE TPEOYETCs OTHOBPEMEHHO
oJiepKuBaTh. deM OoJIbIle ceccuil TOIKHO paboTaTh OJHOBpEMEHHO, TeM Oostbite IP-anpecos mo/KHO
BXOJUTH B IYJI.

Bribop agpecoB ycaoBHO CBOOOMHBIN, MOXKHO MCIIOJIB30BAThH apeca M3 Pas3HbIX mojcereit. Mbl He peko-
MEH/TyeM HCIIOJIb30BATDh Uy2KHe BAJUIHBIE a/Ipeca, 9TO0bI n306e2KaTh CAyIalHbIX IIepecedeHuil ¢ aapecaMu
kJimeHTOB. TakxKe Jjiydie BbIOMpATH ajpeca He U3 IIPOU3BOJILHOTO JIMAIA30HA, & BBLIEIUTh KOHKPETHYIO
[IOJICEeTh, KOTOPasi Oy/IeT MOJHOCTHIO UCIOJb30BATHCS B IIyJE. DTO YIPOCTUT TAJTHHEHIIYI0 HACTPONKY
MapIIpy TU3AIH.

B npumepe HmXke MBI Oy/IeM HCIOIbB30BATH MOaceTh 192.168.12.20/30, BKIIOYAIONIYIO B ce0s YeThIpE
anpeca. Tak Kak Bce 4eTwIpe ajipeca OyJIyT HCIIOJIb30BATHCH B KAaUeCTBE aJIPECOB OTHPABUTEJIS TIAKETOB
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Ha ydacTtke cetn Mexkiay Angie ADC u ancrpumamu, TO HEOOXOMMO BCE 3TH U€THIPE aJIpeca HA3HAYUTD
Ha ceTeBoil mHTEpdEiic cucrembl, HapuMmep Ha loopback.

IIpumep KouduUryparmu mpeacTapieH Hmke. AJpeca HA3HAYAIOTCS ¢ MACKOi /32. DTO HYKHO, ITOOBI
cucreMa 00pabaThIBaIa BO3BPAIIAIONIANICS OT CePBEPOB TPAMUK U YCTAHABINBAJIA IOJHOIEHHBIE COEIU-
HEHUs.

angie-va#

angie-va# conf t

angie-va(config)# int lo
angie-va(config-if)# ip add 192.168.12.20/32
angie-va(config-if)# ip add 192.168.12.21/32
angie-va(config-if)# ip add 192.168.12.22/32
angie-va(config-if)# ip add 192.168.12.23/32

(i ) IIpumeuanue

B srom mpumepe mexay ancrpumamu u Angie ADC pasmemnen mapripytuzarop. Curyarust, KOrjaa
arcTpuMbl U ofuH u3 uaTepdeiicos Angie ADC pasmerniensl B OJHOI mojiceTw, OyJIeT pacCMOTpPEHA
OTZETBHO (CM. 3akatouerue HUKE).

2. Hacrtpoiika mapwpyTtumsauymm

B sTom mpumepe mbr Oysiem mcnosib3oBaTh nmporokoia BGP st qunammyeckoit mapripyrusanuu. Ha-
CTPOIiKa JAPYyruX IIPOTOKOJIOB JUHAMUYECKON MapIIPyTU3AINNA BBIIOJHSIETCS aHAJOTUYHO.

B BGP M0:KHO aHOHCHPOBATDH BCE YETBHIPE aJpeca U3 IIyJia He3aBUCUMO (deTbipe mnpedukca ¢ Mackoii /
32). Oxraxo BGP mo3Bossier npon3BoanTh CyMMapu3anuio (arperupoBanne) aHOHCUPYEMBIX TPEhUKCOB,
[I03TOMY €CTB CIIOCO0 JIyHIIie — BBIOJHUTH AHOHC BCETO ITyJIa IEJIMKOM B BH/JIE OJIHOTO ITpeduKca ¢ MacKOi
/30.

Coza M arperupoBaHHbIl MAPIIPYT JJIsl BCEll MOJICETH, UCIOIb3yeMoil B KadecTse mysia SNAT:

angie-va# conf t

angie-va(config)# ip route 192.168.12.20/30 NullO

angie-va(config)# exi

angie-va# sho ip ro sta

Codes: K - kernel route, C - connected, L - local, S - static,

R - RIP, O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, F - PBR,

f - OpenFabric, t - Table-Direct,

> - selected route, * - FIB route, q - queued, r - rejected, b - backup
t - trapped, o - offload failure

S>*% 192.168.12.20/30 [1/0] unreachable (blackhole), weight 1, 00:01:21

Tlosygusriuiicss MapipyT HEOOXOIUMO AaHOHCUPOBATH 110 POTOKOy BGP:

angie-va# conf t

angie-va(config)# router bg 1
angie-va(config-router)# add ipv4 un
angie-va(config-router-af)# red sta
angie-va(config-router-af)# end
angie-va#

J

Hacrpoiiky BGP-coceneit omycrum s Kpatkoctu (nogpoGuee o Hacrpoiike BGP cm. BGP-
MAPUWPYMUSAUUA).
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(5 ) IIpumeuanue

Ha npencrasiiennoii Beimre cxeme BGP-cocemom moszken crath MapiipyrusaTop Internal router, tak
KakK TpaduK OT cepBepoB Oy/ieT BO3BPAIATHCS Yepe3 Hero.

Yoemumcs, uro BGP-cocenn mosryuaroT KOppeKTHBIN MapIIpyT:

internal_router#sho ip bg

BGP table version is 6, local router ID is 192.168.0.150

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

*>i 192.168.12.20/30 192.168.0.147 0 100 0 7

internal _router#

3. Hacrpoiika npasun banaHcMpoBku

st pactpejiesieHnst KJIMEHTOB TI0 aIpecaM U3 IIyJia MOXKHO UCIOIb30BATh PA3IUTHBIE MOYJIN, HAIPAMED
Geo, Geo IP, Map, Split Clients. PaccMOTpuM HECKOIBKO THUIIOBBIX CIIEHAPHUEB C OIHCAHUEM HUCIIOJIb3Ye-
MBIX MOZYJIEH.

Cuenapuii A: ncnons3osanne moaynsa Split Clients

CranmaprHas curyamusi, koriga Ha Angie ADC nomazarmoT MOJKJIIOUeHHs T10JIb30BaTe el U3 WHTEPHETa
Hanpsimyto. [Ipesrosiaraercst, 9To IOJIB30BATEIN PACIPEIEISIOTCS PABHOMEPHO 110 BCEMY IIPOCTPAHCTBY
anpecoB. B aToM ciiydae jijig HaCTPOMKU MOXKHO KCIIOJIB30BaTh MoAysab Split Clients (mpumensiercs B
KOoHTeKcTe http). Split_clients paboraer kak npu L7-, Tak u npu L4-Gasancuposke.

[Tpumep xoudwuryparmm:

split_clients "${remote_addr}AAA" $variant {
25% 192.168.12.20;
25% 192.168.12.21;
25% 192.168.12.22;
25% 192.168.12.23;

© IIpumeuanue

K amgpecy kiamenta g06aBiieH TeKCT AAA. DTO HYXKHO /I U3MEHEHNs 3HAYEHNSI, BHIIABAEMOr0O X3III-
dbyuknueii. Eciin morpedyercst IOMEHATH pacupesesieHre KINEHTOB 110 aJIpecaM U3 IIyJia, MOXKHO I10-
MEHSTD J00aBISIEMBII TEKCT.
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Cuenapuii B: ucnonb3sosaxHne mogyns Map

Bosmoxkna curyarust, korma nepes Angie ADC ¢ Toukn 3pennsi TpaduKa, UIYIIEro OT KJIUEHTOB, Pac-
TIOJIOXKEH JIPYTOil GATaHCUPOBIIUK:

-
Server #1
 m— |
{e— |

y 7 yF_ /7
(=) — — | P .~
- S |_‘ 5 - -
Edge router Third party Angie ADC Internal router

[
S
load balancer - Server #2

=
=

Eciu sror 6anancuposiuk ucnosbdyer SNAT-mysr, To nmepemennast remote_addr MOXKeT He 0OECIEIUTD
JIOCTATOYHOTO PA3HOOOPa3usi. ITO MOXKET IMPUBECTU K KOJITM3UIM — IIEPEKOCY B PACIIPEJICJICHIN KJTHeH-
ToB 10 ajpecam u3 myiaa SNAT. Pemurh ykazaHHyO 1pobeMy MOYKHO, HAIPUMED, MCIIOJIb3YsT MOJLYJIb
Map, ¢ moMOIIbI0 KOTOPOTO MOXKHO B SIBHOM BHUJIE 33JIaTh COOTBETCTBHE «CTAPOr0» M «HOBOI'O» aJPECOB
ormpasuTejisi. Meroy map paboraer kak mpu L7-, Tak u npu L4-6amancupoBke.

Ipumep koudurypanuu (BoceMb apeCcOB U3 IIPEAbIAYIIEro IIyJia IPUBA3BIBAIOTCH K YETHIPEM aJIpecam

mysna SNAT):

map $remote_addr $variant {
"10.10.10.0" "192.168.12.20";
"10.10.10.1" "192.168.12.20";
"10.10.10.2" "192.168.12.21";
"10.10.10.3" "192.168.12.21";
"10.10.10.4" "192.168.12.22";
"10.10.10.5" "192.168.12.22";
"10.10.10.6" "192.168.12.23";
"10.10.10.7" "192.168.12.23";

Cuenapuii C: moayns Split Clients n xaw nepementoii $request _id

g 6anancuposku HTTP-rpaduka MOXKHO MCIIOJIB30BATH IIOIXO/I, IIPU KOTOPOM HE BaKHO, UCIIOJIB3Y-
ercs yin Kakoii-mbo NAT/PAT unm npokcn mexay peanbubiM kiauenTom u Angie ADC. nga pacupe-
JleJIeHdsi KJIMEHTOB OyzeT mcrmosib3oBaTbes Moy b Split Clients m xsm or nmepementoit $request_id.
3HadyeHNe EePEMEHHON MeHEePUPYETCS ABTOMATHYECKH U, [0 CYTH, SIBJISETCS CIyYalHBIM JHCJIOM. DTOT
MEeTOJ] IMeeT OIPAHUYEHHYIO 00JacTh nHpuMeHeHus — L7-6amancuposka s nporokoiaa HTTP.

IIpumep xouduryparmn:

split_clients "${request_id}" $variant {
25% 192.168.12.20;
25% 192.168.12.21;
25% 192.168.12.22;
25% 192.168.12.23;

(i ) IIpumeuanue

IIpu ucrop30BaHUT STOTO METOA PA3HBIE CECCUH OTHOTO M TOT'O K€ KJINEHTA MOTYT IPUBA3BIBATHCS K
PA3JIMIHBIM aJIpecaM U3 IyJia. DTO HE JOJKHO ObITH GOJIBINOI TPOOIEMOii, TAK KaK COBPEMEHHbIE BeO-
CUCTEMBI UCIIOJIB3YIOT 3arojioBOK X-Forwarded-For jyig onpenesieHnd aapeca KJIMEHTa U He CMOTPAT
Ha ajpec orupasutesis B [P-nakere.
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Teneps ¢ momonb0 MUPEKTUBHI proxy bind ykaxkeMm, I/ie U KaK HCIIOJIb30BATH YKA3aHHOE PACIIPE/IETICHIIE
KJINEHTOB. /IMpEeKTUBY MOXKHO 3a/IaTh B KOHTEKCTax http, server uiam location.

[Ipumep:

location / {

proxy_pass http://backend ;
proxy_bind ${variant};

}

7.5.3 3aknroueHne

IIpeioxKeHHbIE BBhIlIe ClIOCOOBI py4YHOro co3ganust SNAT-y/a 03BOJIAT YBEPEHHO IepelIarHyTh orpa-
audenne B 65000 oHOBpeMeHHBIX ceccuit Kak jiyis L4-, tak u miist L7-6aancuposku. O 1HAKO cieryeT Bce
JKe TIOHUMATh, YTO OFPAHUYEHNE KOJINIECTBA, OTHOBPEMEHHO MOIIEPKUBAEMBIX CECCHIl 3aBUCUT HE TOJIBKO
OT KOJIMYIECTBA COKETOB, HO U OT 0ObEMOB UCIOJb30BAHUS IEJIOT0 PAa APYTUX CHCTEMHBIX PECYPCOB.

Yr0o6bl aanTUPOBATh UCHOJIB3YEMBIH TOJIX0/, K CATyallnu, KOorja onuH u3 uaTepdeiicoB Angie ADC
PACITIOJIO’KEH B OJHOI MOJICETH C aIllCTPUM-CEPBEPAMHU, TIOTPEOYeTCsI CIe Iy IoIee:

® HE HCIIOJIb30BaTh JUHAMUYICCKYIO MapIIPYyTU3aIIAIO;

® HACTDOUTH aJ(peca U3 IyJa Ha dusndeckoMm unrepdeiice, a ne ua loopback (azpeca mo/KHBL GBITH
u3 roit ke IP-niozcern, B KOTOPOIl PacOIOKeHbl CEPBEPHI);

e 151 o0ecIiedeHnsl OTKAa30yCTONYNBOCTH MOYKHO UCIOJIb30BaTh HeckobKo Angie ADC, a IP-axpeca
U3 IyJia yKa3aTh KaK BUPTYyaJbHbBIE JOMOJHUTE/IbHBIE ajipeca it VRRP, BMecTo Toro urobnr Ha-
3HAYATh UX HEIMOCPEICTBEHHO Ha (hU3MIeCcKnii nHTepdeiic.
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FABA 8

[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Jlokymenranust Ha mporpaMMHbiii mpoaykT Angie ADC sBisiercss MHTEIIEKTYATbHOW COOCTBEHHOCTHIO

00O «Beb-Cepsep».
Copyright (©) 2025, 000 «Be6-Cepsep». Bee npasa samuiieHs.
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