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rNABA 1

AHHoTaums

Angie Ingress Controller (ANIC) — npusiozkeHue, KOTOpOe 3aIlyCKaeTCsd B KJIACTEPE U YIPABJISIET
6aIAHCUPOBIIMKOM HAIPY3KH.

ANIC wucnonssyer B cpoeit pabore Angie PRO — 3dpexkTuBHbIil, MOIIHBIA M MACIITAOUPYEMBI
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Buecén B Eunbiii peecTp pocCUACKUX IPOrpaMM JJIsl 3JIEKTPOHHBIX BHITUCIATETEHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwue cBepgeHus

Angie Ingress Controller (ANIC) - aro pemenue g yipasienus TpadbUKOM KOHTEHAHEPUZUPOBAHHBIX
npuwiroxkenuit B8 Kubernetes.

ANIC pasBeprbiBaeTcst U paboraer B Kjacrepe, YIpapids QyHKIHUIMA Ingress ¢ BO3MOXKHOCTBHIO
HaCTPOKHK paBui 00paborku Tpaduka. IIpoaykr 6asupyercs Ha Angie PRO, 4rTo mossoJisier crpouTh
Ge301acHbIe MACIITAOMPYEMBbIE BHICOKOIIPOM3BOIUTE/IbHBIE OKPYZKEHISI, UCIIOJIb3Ysl POCCUICKOE PerteHne
¢ TpodeCCHOHAIBHBIMI CEPBUCAMY MUTDAINN U TEXHUIECKON MMO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonpayer mupokuit nabop dyuknumit Ingress:

o Banancuposka naepysku TCP, UDP, TLS, HTTP, gRPC'": T'ubkoe pacupeenenne Tpaduka u ero
ILJIABHOT'O MEPEHOCA IPU OOHOBJICHUAX TIPUJIOKEHU

o Tepmunuposanue ceccuti TLS: TlomTBep:KmeHusl MOIIUHHOCTH CEPBUCOB M 3aIlUTLI OHJIANH-
TPaH3aKIUi

o Hacmpotixu 2ubkozo ao2uposarus: Y IPABIEHIE COBPEMEHHBIMY JTUHAMUYECKIME ITPUIOKEHUSIMA

o Pacwupennas mapwpymusdayus mpagpura: Paznenenne Tpaduka u paciupeHHas Mapuipy TH3aIHs
Ha OCHOBE COJEPKUMOTO

o Ozpanunernue nocmynarousezo mpadura: [1o pazauaHbIM KPUTEPHUAM JIJIsT 3AIMMTATHI TPUJIOXKEHUIA OT

DDoS



https://wbsrv.ru/angie-pro/
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o Modugurayus omsemos na 3anpocv,: Ha yposre 6ajancuposiuka HTTP

1.2 CucremHble TpeboBaHus

Crucok nogzepxkuBaeMbix OC u apXuTekTyp:

0oC Bepcun  ApxutekTypbl

Alpine Linux 3.17 x86 64, arm64
Alt Linux 10 x86 64, arm64
Debian 11 x86 64, arm64

1.2. Cucremuble TpeboBaHus 2
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FABA 2

Kak pabotaet Angie Ingress Controller

DToTr JOKyMeHT onuckiBaeT pabory Angie Ingress Controller, tak:ke ANIC, TOCTPOEHHOTO Ha BO3-
MOXKHOCTSIX Beb-cepBepa Angie.

Mpr ipemiosiaraeM, 9To YUTATEb 3HAKOM ¢ OCHOBHBIME KomterusMu Kubernetes, takuvu kax Pod,
Deployment, Service u Endpoints.

2.1 Y7o Takoe Ingress Controller

Ingress Controller - aTo kommnonenT B Kitacrepe Kubernetes, Koropslit HacTpanBaeT 6aJIaHCUPOBITUK
narpy3ku HTTP B cooTBeTcTBUU ¢ pecypcamu Ingress, co3maHHbBIME MTOTH30BATEIEM KIacTePA.

Yrtobsl y3HATH OOJIBIIIE O pecypcax Ingress, obparurech K OMUITHAILHON JIOKYMEHTAIINN
Kubernetes.

2.2 Angie Ingress Controller Ha BbicokoM ypoBHe

Hagaiite naanem ¢ obmero nzydenuns ANIC. Pacemorpum npumep toro, kak ANIC npeocrasisier
KJIMEHTaM B WHTEpPHETe JOCTYI K JIBYM BeG-TIPUIOXKEHUIM, 3allyIIeHHbIM B Kiaacrepe Kubernetes.

B cxeme yuacTByroT:
e Knacrep Kubernetes.

o [losib30Baresnn Kiracrepa: adMUHUCMPAMOP, NOAB30BAMEAL A N N0OAB308aMEAD B, KOTOPBIE UCTIOTH-
3ytor kjaacrep uepes API Kubernetes.

o Kauenmwv, A m xauenmov, B, KOTOpbIE MOJAKJIIOYAIOTCA K Npusodcenusm A 1 npusosicenuam B,
Pa3BEPHYTHIM COOTBETCTBYIONIMMHI MOJTH30BATEISIMU.

o ANIC, pazsepHyThIit anmuuucTparopoM B Pod B mpocTpaHcTBe UMEH angie-ingress M HACTPOCHHBIN
¢ omotpio pecypca ConfigMap angie-ingress. st mpocToThl MBI H306pa3uan ToJILKO ogua Pod
ANIC, ogHako admurucmpamop 0OBITHO pa3BepTHIBAET 110 KpaiiHeil Mepe nBa Pod st obectiedenns
uzbbrrounoctu. ANIC ucnonwszyer API Kubernetes 1isi oJiydeHusl MOCIEIHUX pecypcoB Ingress,
CO3JIAHHBIX B KJIACTEpe, & 3aTeM HacTpanBaeT Angie B COOTBETCTBHUU C ITHMHU PECYPCAMU.



https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/services-networking/ingress/
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o [Ipunoorcenue A c neyms Pod, passepHyTbiMu B npocmparcmee umen A nosvsosamesem A. Irobb
[PEJIOCTABATH JIOCTYI NIPUIOXKEHUIO K ero KimeHTaM (kauenmanm A) depe3 XocT a.example.com ,
noavzosamensv A cosmaer pecype Ingress A.

e [Ipunooicenue B ¢ omnum Pod, pazsepuyThiM B npocmparcmee umen B noavsosamesem B. ITobbI
IPEJIOCTABUTD JOCTYII K IIPUJIOYKEHUIO ero KimeHTaM (kauenmam B) depes xocr b.example.com,
noavaosamensv B coznaer pecypc VirtualServer B.

o Obwedocmyntasn Kowewnas mouka, Koropas Haxomurces nepern Pod-amu ANIC. O6wsraso sto TCP-
6aJIAHCUPOBIIUK HAIPY3KH (00Ia9HbBIA, IPOrPAMMHEBII MJIU AIIAPATHBINA) UM KOMOMHAIMS TAKOTO
GasaHcupoBIMKa HArpy3ku ¢ cepsucom NodePort. Kauenmor A u xauenwmo, B TOAKIIIOIAIOTCS K
CBOUM IIPUJIOYKEHHUSAM YePe3 00W,edoCYNHY0 KOHEUYHYH MOUKY.

st IpoCTOTHI HEe yduTeHbl MHOIMe HeoOxoauMmble pecypcbl Kubernetes, takume kak Deployment u
Service, KOTOpbIE aMUHUCTPATOPY U MOJb30BATE/ISM TaK¥XKe HEOOXOIUMO CO3/ATh.

Hasee uccienyem Pod ANIC.

2.3 Pod ANIC

Pod ANIC cocrout u3 oHOro KOHTeliHepa, KOTOPbIii, B CBOIO OYepe/ib, BKJIIOYAET B cedsl CJIe Iy ollee:

e [Ipoyecc ANIC, xoropuiii HacrpauBaeT Angie B coorBercTBuu ¢ Ingress m JApyruMu pecypcamm,
CO3JJaHHBIMU B KJIACTEPE.

o [nasnwil npouecc Angie, KOTOPBI# ypaBiiser padbodumu mnporeccamu Angie.

e Pabovue npoyeccv, Angie, KoTopble 06pabaTHIBAIOT KJIMEHTCKUI TpaduK U DaJaHCUPYIOT HAIPY3KY
Ha CE€PBEPHBIE IIPUJIOXKEHUSI.

B npuBenenmoit Huke TabIUIE OMUCAHO KaXKI0€ COCTUHEHNE C YKA3aHUEeM €ro THUIA:

2.3. Pod ANIC 4
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Ne Twun Onucatxne
coeanHe-
HUS
1 HTTP Prometheus nzsiekaer merpuku ANIC u Angie yepes koneunyio Touxky HTTP,
’ KoTopyto mpegocrapiser ANIC.
O IIpumeuannue
Prometheus ue tpebyercs st ANIC, u 9Ty KOHEUHYIO TOYKY MOYKHO OT-
KJIFOUHTh.
HTTPS  ANIC obpamaerca k API Kubernetes, 9To0bl MOJIYYUTh TOCIEIHUE BEPCUU
2. pecypcoB B KiacTepe, u BbinoJiaser 3amuch B APl s obnossienusi crarycon
00pabaThIBAEMBIX PECYPCOB U BBIJIAYN COOBITHIA.
HTTP Kubelet mposepsier roropaoctb ANIC (3HaveHume mo ymomdanuto : 8081/
3. angie-ready), uTo6b! onpegenuTs roropaocts Pod ANIC.
4 Daii- Korma ANIC 3amyckaercs, OH CIUTHIBAET 3 (PailyIoBOW CHCTEMBI wWabA0HDL
’ JIOBBI KoHPuypayuu, HeoOXoauMbIe JjIs reHepaluu Koudurypamnun. [11absiorsr pac-
BBOJI- IIOJIO’KEHBI B KaTaJjiore / KOHTeHepa U UMEIOT paciiupenue .tmpl.
BBIBO/T
Dait- ANIC zanuceiBaeT B cBOM TOTOKM stdout u stderr »KypHAJbBI, KOTOPbIE COOU-
3 JIOBBII paroTCa Cpesoil BBIIOJIHEHNA KOHTEHHEPOB.
BBOJI-
BBIBOJL
Daii- ANIC renepupyer kongueyparyuro Angie Ha OCHOBE PECypCOB, CO3/IAHHBIX B
& JIOBBI KJIacTepe U 3alnchiBaeT ee B dailoByio cucreMy B nanke /etc/angie. @aityibt
BBOJI- KOH(DUIYpAIUKA UMEIOT pacimpenue . conf.
BBIBOJL
. Daii- ANIC 3zanuceiBaer TLS-cepmugpuramor u karouyu u3 Beex cexkperos TLS, Ha
’ JIOBBIIA KOTOPBIE CCHLIAIOTCS Pecypchl Ingress u npyrue pecypcsl, B QailIoByIo CHCTEMY.
BBOJI-
BBIBOJT
HTTP ANIC wusBnekaer merpukn Angie gyeped UNIX-coker unix:/var/lib/angie/
< angie-status.socket u npeobpasdyer ux B ¢opmar Prometheus, ncnosbsye-
MBI B 11.1.
9 HTTP Yro0bl yOeIuThCSI B YCIEIIHOCTH IePe3arpy3Ku KOHd)I/IpraLLI/II/I., ANIC npo-
‘ BepsieT, UTO MO KpaiHeil Mepe y OJHOro pabouezo npouecca Angie ecTb HOBast
koudurypamusi. s sroro ANIC tipoBepsieT KOHKPETHYIO KOHEYHYIO TOUKY
uepe3 UNIX-coker unix:/var/lib/angie/angie-config-version.sock.
1 N/A Yrobsl 3ammyctursh Angie, ANIC 3amyckaer KOMaH/y angie, KOTOpasi 3aIlyCKaeT
0. 2na6HbLI npoyecc Angie.
1 Curnan  Yrob6sr nepesarpy3utb Angie, ANIC BoimosHsier KOMaHy angie -s reload,
’ KOTOpasI IIPOBEPsIET KOHMUTYPAIIUIO U OTIIPABJISET CUTHAJ IIePe3arPy3KH 2406~
Homy mpoueccy Angie.
Curuman  Yrober BeikTIOUnTb Angie, ANIC BbINOTHSIET KOMaHIy angie -s quit, KOTO-
12. pasi OTIIPABJISET CUTHAJ TJIABHOTO BBIKJIIOUEHUS 24a46HOMY npoueccy Angie.
13 Daii- Laasnoiti npouece Angie oTpaBiisieT Ky pPHAJIBHBIN BBIBOJ] B CBOH ITOTOKH Stdout
‘ JIOBBIA u stderr, KOTOpble COOMPAIOTCS CPEION BBIIOTHEHNS] KOHTEHHEPOB.
BBOJI-
BBIBOJT
14 Daii- Inasnvid npouyece Angie canrbiBaer TLS-cepmuguram u kaouu, yKa3aHHbBIE
’ JIOBBI B KOH(MUI'YpAIUH, [IPH 3aIIyCKe UJIH IIepe3arpy3Ke.
BBOJI-
BBIBO/T
Daii- Lrasnwiti npouece Angie CINTBHIBAET KOHPUYPAUUOHHDIE Pallab, TIPU 3aILyCKe
= JIOBBIIA WU BO BPeMsl TIepe3arpy3KH.
BBOJI-
BBIBOA;
2.3. Pod AMICian  asnwi npouecc Angie YUpaBisieT KUZHEHHBIM UYUKAOM PAOOYUT npoueccoe5
e Angie. On cozmaer paboune IPOIECChl ¢ HOBOW KOHMUTypanueil 1 OTKII09aeT
MIPOIECCHI CO CTAPOIi.
Daii- Pabowuti npouecc Angie oTIpaBIsieT XKy pHAJIBHBIA BHIBOJ B CBOM IIOTOKHU Stdout


https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#pod-conditions
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://wbsrv.ru/angie-pro/docs/http_stub_status/#stub-status
https://wbsrv.ru/angie-pro/docs/http_stub_status/#stub-status
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2.4 TMpouecc ANIC

B sTom paszgene paccmarpuBaercs apxutektypa mnporecca ANIC, Brirodast cyreyromue BOmpoch:
o Kak ANIC ob6pabarbiBaer HOBBIN pecypc Ingress, CO3JaHHBI TOJIH30BATEIEM.
o Kparkoe omucanue toro, kKak ANIC paboraer u Kak OH COOTHOCUTCsI ¢ KOHTpoJiiepamu Kubernetes.

e Pazymunbie kommoneHTs! mporecca ANIC.

2.4.1 OGpaboTka HoBOro pecypca Ingress

Huzke pacckazano, kak ANIC obpabarsiBaet HOBBII pecypce Ingress. JIjist mpocToThl MBI TIPEICTAB-
JisieM TJIaBHBIN u pabounit mporeccl Angie B Bujie enunoro 6j0ka Angie. Takxke obparure BHUMAaHUE,
qaro pecypceel VirtualServer u VirtualServerRoute o6pabarbiBaroTcst aHAJIOTUIHO.

Ob6paborka HOBOrO pecypca Ingress Bkiodaer B cebsl CJIe/IyIONINE IATH:
1. Hoavzosamens co3maeT HOBLIN pecypc Ingress.

2. TIpornece ANIC mnogiepuBaeT ksui pecypcoB B Kiacrtepe. Koui COJEPKUT TOJBKO T€ PECYPCHI,
koropsie uarepecyior ANIC, takue kax Ingress. Kow cuuxponusupyercs ¢ APT Kubernetes, or-
CJIe2KrBasd U3MEHEHUs B pecypcax.

3. Kax ToJIbKO B Kawe HOSBISETCS HOBBIA pecypc Ingress, oH yBeIOMIISIET KOHMYP YNpasieHus 00
U3MEHEHHOM PeCypce.

4. Konwmyp ynpasierus TOJIyYIaeT IMOCTEIHIO Bepcuio pecypca Ingress u3 xswa. Ilockosbky pecypc
Ingress ccpuraercst Ha Jpyrue pecypcebl, Takue Kak cekperol TLS, xonmyp ynpasaerus takxke mo-
JIydaeT MOCJIeJHIE BEPCUU JIIOOBIX PECYPCOB, HA KOTOPBIE BEJYT TaKHe CCHLIKH.

5. Kowmyp ynpasaenus reaepupyer TLS-ceprudukarsr u kioun u3 cekperoB TLS u 3anucbiBaeT ux
B BalyIOBYIO CHCTEMY.

6. Konmyp ynpasaenus TeHEPUPYET U 3AIUCHIBAET Konduzypayuormnse datias, Angie, Koropbie cooT-
BETCTBYIOT pecypcy Ingress, u 3anucbiBaeT ux B (ailjIoOByIO CUCTEMY.

7. Konwmyp ynpassenus mepesarpyxkaer Angie m OXKUJaeT yCIeIHON mepe3arpy3ku Angie. B xome
epe3arpys3Ku:

e Angie caurbiBaer TLS-cepmuguramo, u ka0uu.
e Angie cuuThiBaeT Kongpuaypayuorrsie Patiiovl.

8. Koumyp ynpasaenus remepupyer cobbitme mis pecypca Ingress m obHOBsieT ero craryc. Fem
repe3arpys3Ka 3aBepInaeTcs Heymadeil, coobITre OyIeT coaepKaTh COODIIEHne 00 OITHOKe.

2.4.2 ANIC — 310 koHTponnep Kubernetes
OCHOBBIBasICh Ha IIPUMEPE U3 IPEIBbIAYIIEro pa3jesa, Mbl MOXKeM O0OOHIUTH NMPUHIUIBI pabOThI
Ingress:

ANIC nocmosanmo obpabamuleaem Kak HOGbLE PECYPChL, MK U USMEHEHUS 8 CYUWELCMBYIOUWUL PeCyp-
caxr kaacmepa. B pesysvmame xongueypayus Angie ocmaemcs axmyaavholl 048 PECYPCO8 KAacmepa.

ANIC saBasiercss npumepom kouTpoJiepa Kubernetes: ANIC zamyckaer KOHTYp yIpaBjIeHHs, KO-
TopbIil rapaHTuUpyer, uro Angie Bcerna GyeT HACTPOEH B COOTBETCTBHUU C KeJAEMBIM COCTOSIHHEM (3TO
pecypenl Ingress u gpyrue pecypenbt).

ZKestaemoe cocTosiHre COCPeIOTOYEHO B CJIEYIOIUX BCTPOEHHBIX U nosb3oBareabekux (CR) pecyp-
cax Kubernetes:

o Konduryparmusa 6ajlaHCUPOBKN HArpy3KH YPOBHS 7:

— Pecypcor Ingress

2.4. Npouecc ANIC 6


https://kubernetes.io/docs/reference/using-api/api-concepts/#efficient-detection-of-changes
https://kubernetes.io/docs/reference/using-api/api-concepts/#efficient-detection-of-changes
https://kubernetes.io/docs/concepts/architecture/controller/
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— Pecypcnr VirtualServer (CR)
— Pecypcnr VirtualServerRoute (CR)
o [lomuTuku ypoBHs 7:

— Pecypcsr Policy (CR)

Kondwuryparus 6anaHCcHpOBKI HATPY3KH YPOBHS 4:

— Pecypcenr TransportServer (CR)

Obnapy:keHne CepBUCOB:
— Pecypcsr Service
— Pecypcest Endpoint
— Pecypcer Pod

Kondwuryparmmus cekperon:

— Pecypcnr Secret

I'mobasibHast KoHUTyparmsi:
— Pecypc ConfigMap (Tosibko omus pecypc)
— Pecypc GlobalConfiguration (CR, Tosbko omus pecypc)

B ciieyromnem pasiesie Mbl pacCMOTPUM pa3jIndHble KOMIIOHEHTHI mporiecca ANIC.

2.5 KomnoHeHTbl npouecca ANIC

B srom pazgesie mbr onumiem koMmioseHTHI riporiecca ANIC u 1o, Kak OHU B3aUMOJIEHCTBYIOT, BKJIIO-
das CJIEAYIOIINe BOIIPOCHL:

1. To, kak ANIC cieauT 3a U3MEHEHUSIMU PECYPCOB.

2. OcHOBHBIE KOMIIOHEHTHI KOHTYpa yrupasierus ANIC.

3. Kak 3T KOMIIOHEHTBI 00padaThIBAIOT U3MEHEHUE Pecypca.
4

. HeckoabKoO JOMOMHATETHHBIX KOMIIOHEHTOB, KOTOPhIE NMEIOT pelalolee 3HadeHne i1 00paboTKu
N3MEHEeHNH.

ANIC nanucan Ha go U B 3HAYUTEJIbHOI creneHn 3aBucuT ot Kinenta Go st Kubernetes.

2.5.1 Kswwn pecypcos

B pasznene O6pabomxa nosozo pecypca Ingress mbl ynomunau, 4ro ANIC moiepKuBaeT K31 pe-
CypCOB B KJjacrepe, KoTopblii cuaxpouusupyercs: ¢ API Kubernetes, orciieskuBast uameHenus B pecypcax.
MpsI Tak:Ke YyIOMHHAJM, 9TO KAaK TOJBKO K31 OOHOBJISIETCs, OH YBEIOMJIsSeT KOHTYD yIpaBjeHus 00 m3-
MEHEHHOM pecypce.

K»sm Ha camoM Jiesie mpeacTaBiser coboit Habop ungopmepos. Hastee paccka3aHo, KaK U3MEHEHUS B
pecypcax obpabareiBarorcs ANIC.

e Jlna kaxkjaoro tuma pecypca, koropbwiii orciaexkuBaer ANIC, cosmaercs wundopmep. Ungopmep
BKJIIOYAET B Ce0S ITPaHusuwe, B KOTOPOM XPAHATCA PECYPCHI 9TOrO THUTA. UTOOBI CHHXPOHU3U-
pPOBATH 3TO IPAGHUAUWE C TOCTEIHUMU BEPCUSIMH PECYPCOB B KJIACTEDE, UMPBOPMED HUCIOIB3YET
A PI-unmepgeticor nabarodenus u nepevucaerus Kubernetes mjst 5T0ro TUa pecypcos.

e Korzma B kjacrepe npoucxoaur u3MeHenue (HAIPUMED, CO3IaeTcs HOBBIA pecypc), ungpopmep 06-
HOBJISIET CBOE TPGHUAUULE U BBI3BIBAET 00PAOOTINKI JJI STOTO UHPBOPMEDQ.

2.5. KomnoueHnTtbl npouyecca ANIC 7


https://golang.org/
https://github.com/kubernetes/client-go
https://pkg.go.dev/k8s.io/client-go@v0.21.0/tools/cache#SharedInformer
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e ANIC perucrpupyer o6paboOTUYnKN I KazKI0ro un@opmepa. B GosbiuHCTBE CiiydaeB 06pabom-
YUK CO3MIAET 3alliCh JIJIsl 3aTPOHYTOTO pecypca B paboueli ouepedu, TLie SJeMeHT pabodeil ouepen
BKJIIOYAET THUII PECYPCA, €r0 MPOCTPAHCTBO UMEH U HA3BAHUE.

e Pabouas ouepedv Bcerma MbITAETC OCBOOOIUTD caMy cebsi: eCiin B ee HAvdaJIe eCTh JIEMEHT, O9epelb
YJIQJIAT €r0 U OTIPABUT €r0 KOHMPOAAEPY, UCTIOTH3YsT (DYHKIHIO 00PATHOTO BBI30BA.

o Konmpoanep siBisiercsi ocHoBHBIM KoMmiioHeHTOM B ANIC, KoTOpBIil 1 peajin3yer KOHTYD yIIpaBJie-
Husi. Onucanue KOMIIOHEHTOB CM. B pazjese Kowmyp ynpasaenus. Iloka mocTarodHO 3HATH, UTO
Uit 00pabOTKM 3jIeMeHTa paboueil ouepenn KOHMmpoaiep MOLydaeT MOCTAETHIO BEPCHIO pecypca
U3 TPOHUAUWA, TIEpEHACTpanBaeT Angie B COOTBETCTBUU C PECYPCOM, ODHOBJISIET CTATYC Pecypca u
ormpasJsier cobbrrue yepes API Kubernetes.

2.5.2 KoHTyp ynpaBneHus
B srom pasmene paccmarpuparorcst ocHoBHble KOMoHeHTH! ANIC, M3 KOTOPBIX COCTOUT KOHTYD
yIIPABJICHUS:
e Konrpomnep:
— 3amyckaer KoHTYp yupasienuss ANIC.

— Cosmaer 3K3eMILISIPbL  uH@opmepos, 0bpabomuukos, paboueti ouepedu ¥ JTOMOJTHUTEIBHBIX
BCIIOMOTATEIbHBIX KOMIIOHEHTOB.

— Bruniouaer mMeToz cuHXpOHU3AMA (CM. CIIEAYIONMI Pa31en), KOTOPbIi BBI3bIBAET pafouas ove-
pedv 1t 00PabOTKKM N3MEHEHHOI'O Pecypca.

— Ilepemaer n3MeHEeHHBIE PECYPCHI B KoH@uzypamop Jjis epeHacTpoiiku Angie.
o Kondwuryparop:

— Tlenepupyer daitnnr kouduryparmuu Angie, kimouan TLS u ceprudurarsr Ha 0CHOBE pecypca
Kubernetes.

— Ucnonbayer wmenedscep it 3alIUCH CreHEPUPOBAHHBIX (DailioB U mepe3arpys3ku Angie.
o Memnekep:
— Vupasisier »KU3HEHHBIM 1UKJIOM Angie (3allyck, 1epe3arpy3ka, 3apepiieHue paboThl).

— YupasisieT KoHpUrypannoHHabiMu daityiamu, Kiarodamu TLS u ceprudukaramu.

BcnomorarenbHbie KOMMNOHEHTbI

Ecrb n1Ba JIOMOTHUTEBHBIX BCIOMOTATEIBHBIX KOMIIOHEHTA, MMEIOIUX PeIlaiolnee 3HaYeHue JIJIst
obpaborku usMmenenuit: Konguzypayus u Jokasvhoe TparusuULEe CEXPEMOS.

KoHdpurypauus

Konduryparust comepKuT mocjiegHee JIOIyCTUMOE COCTOSHHE PEeCypCoB KOHMUTYpAIUM OaTaHCH-
posku Harpysku ANIC, kak To: pecypcer Ingress, VirtualServer, VirtualServerRoute, TransportServer u
GlobalConfiguration.

Kongueypayus noamep:kupaer onepaiuu 106asienus ([1jis 100aBIeHus Wi OOHOBJICHHs) U yIaJ1e-
nusa pecypcos. Korga Bol mobaBisieTe, OOHOBIISIETE WIN YAAJSETEe PECYPC B KOH(MUTYPAITUU, OHA EIaeT
CIIeIyIoITIee:

1. TIposepsier 06beKT (B ciaydae JoGaBJIeHUs NN OOHOBJIEHUS ).

2. Bprauciisier n3MeHeHUs B 3aTPOHYTHIX PECypPcax, KOTOPbIe HEOOXOINMO TIepeIaTh B KOHMUTY PAITUIO
Angie, Bo3Bpalas n3MeHeHUsI BBI3LIBAIOIIEH CTOPOHE.

2.5. KomnoueHnTtbl npouyecca ANIC 8
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Hampumep, xorja Bbl mobasiisiere HOBBI pecypce Ingress, xondueypayus BO3BpalaeT M3MeHEHUE,
tpebytommee or ANIC mobapjenusi KOH(pUIypaluu JJjisl 9TOT0 pecypca B KOH(UIYpAIMOHHBIE (hailiibl
Angie. [Ipyroii npumep: ecjm Bbl clejaeTe CyIeCTBYONMi pecypc Ingress HemelCTBUTENbHBIM, KOH-
Puezypayus BepHer usmenenue, Tpedyomee or ANIC yraauTh KOHMUrypanuo Jjis 9TOro pecypca u3
KOoH(MUI'ypamoHHbIX (daiiyioB Angie.

Kpowme Toro, xondueypayus rapaHTHpyeT, 4TO TOJBKO oauH pecypc Ingress, VirtualServer wmiu
TransportServer (TLS Passthrough) comepkut onpenesenssiii xoct (Hanpumep, mysite.example.com),
u TosbKo onun pecypce TransportServer (TCP, UDP) comepKuT onpenesieHHbIi TPOCIyIIuBaTe/Ib (Ha-
upumep, 1opt 53 gy UDP). Dro rapanrupyer, uro B koudurypamnuun Angie He npousoiiger Koammu3uit
MEZKJYy XOCTOM W TIPOCJIYITUBATEIEM.

B koneunom cuere, ANIC rapantupyer, ato kKoudurypamnus Angie B ¢ailyioBoit cucreme oTpazkaer
COCTOsIHUE OOBEKTOB B KOHPULYPAUUY B JIIO00H MOMEHT BPEMEHH.

JlokanbHoe xpaHuUNULLE CEKPETOB

JIokaJibHOE XpaHUJIUINE CEKPETOB COJIEPXKUT JIOIYCTUMbIE CEKPETHBbIE PEeCYPChl U CHHXPOHU3UPYET
C HUMHU COOTBeTCTByIOIe (daityibl B daitoBoii cucreme. CeKperhbl UCIONB3YIOTCA [JIsi XPAHEHUS Cep-
tucdukaros u kimodeit TLS (tun kubernetes.io/tls), eHTPOB cepTudUKAMU, a TAKXKE KIMEHTCKUX
cexperoB mposaitaepa OIDC.

Korna xonmpoasep obpabaTbiBaeT M3MEHEHHE B pecypce KOH(MUIYDAIUH, TAKOM Kak Ingress, oH
CO31aeT PACIIIPEHHYIO BEPCHIO PECYPCa, KOTOPas BKJIIOUACT 3aBUCUMOCTHU, TAKHE KAK CECKPETLI, HeOOXO-
JUMBle [T TeHepanun Komdurypamun Angie. JIokaivHoe TpaHuAUWE CeKPemoe TO3BOJIAET KOHMPOALe-
PY HOJIy9UTh CCBUIKY Ha (GailloBylo cHCTeMy JIIs CeKpeTa ¢ HOMOIIBIO KJIFoda CeKpeTa (IIPOCTPAHCTBO
UMeH /UM ).

2.6 lNepe3sarpyska Angie

B ciremyromenm pasmene paccMaTpUBaeTCd mepe3arpy3ka Angie B IIeJIOM U, B 9aCTHOCTH, €€ PEaJIn3a-
musa B ANIC.

2.6.1 [lepe3arpyska B uenom
Ilepesarpyska Angie Heo6xoauMa JJIsl IIPUMEHEHUsST HOBOM KOHMUTYpaIii U BKJIIOYAET B cebs cie-
AyIolue neiicTBud:

1. Apmunucrparop orupasiser curnain HUP (3aBucanue) ruiaBaomy mporeccy Angie, urobbl 3airy-
CTUTH II€pPe3arpy3Ky.

2. T'maBHBI TIpoliece 3aBepiaeT paboTy pabodmMx IPOIECCOB CO CTAPOil KOH(pUrypalueil u 3ammyckaer
paboure mpoIecchl ¢ HOBOI KOH(MUTYpaIuei.

3. AMuHECTPATOD MPOBEPSIET, UTO Tepe3arpy3Ka yCIEeITHO 3aBePIIeHA.

O IIpumeuannue

O6parurech K JIoKyMeHTannn Angie st moJrydenust 60jiee moapobHoil nHGOpMAIMKE O ITepe3a-
rpy3Ke.

2.6. Mepesarpyska Angie 9
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Kak BbINONHUTL nepesarpysky
JBoununbiii daitn Angie (angie) momiepKuBaeT Olepanuio epe3arpy3ku ¢ mapaMerpoM -s reload.
Korma BbI ucriosp3yere 9Ty OMIHUIO:

1. TIporuecc nposepsier HOBYO KoH(puryparmuo Angie u 3apepinaer paboTy, ecjii OHa HeJlefiCTBUTEIbHA,
BBIBO/Is cO0DIIeHnst 06 omubKkax B stderr.

2. On moceutaer curaan HUP rmaBroMy mporeccy Angie n 3aBepmaer pabory.

B kauecTtBe asbrepHaTuBbl BhI MoOKeTe ornpaBuTh curnag HUP memocpeacTtsenno riiaBHOMY mpO-
eccy Angie.

Kak ybeautbcs B ycnexe nepesarpy3ku

Komanga angie -s reload He joXKujgaercs 3aBeplieHus nepesarpy3ku Angie. B pesynbrare nmen-
HO aIMIHICTPATOD HECET OTBETCTBEHHOCTD 33 [MOITBEPXKICHIE €€ YCIEeNHOCTH. ECTh HeCKOJIBKO BapHUaH-
TOB:

e [IpoBepbTe, CO3/1aJT JIU TJIABHBII IIPOIECC HOBBIE pabotue mporecchbl. Hampumep, 3amycTuB ps win
npounTtas GailIoByio cucreMmy /proc.

e Ormpasbre HTTP-3anpoc B Angie, u ecjiv 0OTBETUT HOBBIN pabOYHil IIPOTIECC, B OyIere 3HATH, ITO
Angie ycrernao nepesarpy3uiics.

O IIpumeuannue

st 3T0ro Tpebyercs JOMOJHUTEIbHAS HACTPOiiKa Angie.

Ilepesarpyska 3anuMaer HeKoe BpeMsi, 06br9HO He MeHee 200 MC. DTO BpeMsi 3aBHCHT OT pa3Me-
pa koudurypamnuu, Koandectsa TLS-cepTudukaTtoB n Kiodeil, BKIOYEHHBIX MOJyJel, MoIpobHOCTEH
KOHMUryparuu u JocTynHbix pecypcos IIT.

Moren LunanabHble I'lp06J'IEM bl

B GosbmmmucTBe cirydaes, ecim KoMmMaHIa angie -s reload 3aBepIaeTcs YCIENIHO, Iepe3arpy3Ka
TakKe OyZeT ycremHoi. B peakux cirydasx mepesarpyska 3aBepliaeTcs Heyadeil, U TJIABHBIH IIPOIecC
Angie nobaBut coobienre 06 ommbKe B »KypHaJ omubok. Harpumep:

2022/07/09 00:56:42 [emerg] 1353#1353: limit_req "one" uses the
"$remote_addr" key while previously it used the "$binary_remote_addr" key

Omnepariust BBITIOJIHSIETCS [LJIABHO; Tlepe3arpy3Ka He MPUBOIUT K morepe Tpaduka Angie. OaHako da-
CTBIE [IEePe3arpy3Ku MOI'YT IPUBECTH K IMOBBIIIEHHON 3arpy3Ke MaMsITH U IOTEHIIUAJIbHOM ocTaHOBKe Angie
¢ ommbkoit OOM (mexBarTKa IaMsTH), YTO IPUBEIET K HoTepe TpaduKa. ITO MOKET IIPOU30UTH, €C/iu
Bbl 1) npokcupyere TpaduK, KOTOPBIHA UCIIOIB3YeT JOJIrOKUBYIKe coefuuenns (nanpumep, Websockets,
gRPC) u 2) wacro nepesarpyxkaere KOHGUTypanuio. B 3ToM cirydae BBl MOKETE CTOJKHYTHCS ¢ HECKOJIb-
KM [TOKOJIEHUSIMU 3aBepIIamux pabory pabounx mporeccos Angie (crapsie paboune mporeccsl Angie
He OyIIyT 3aBepIIaThCd 0 TEX IOp, MOKA BCE COEIWHEHUsl He Oy/yT IpepBaHbl OO0 KJIUEHTAMH, JTUOO
[IPOKCAPYEMBIMHU CEPBEPAMMU, €CJIM TOJBKO Bbl He HacTpouTe worker shutdown timeout, aro 3acraBur
crapble pafo4ne MPOLECChl 3aBepliaTh paboTy Iocie TafiM-ayra). B KoneuHnom cuere Bce atu pabodme
IIPOIIECCHI MOTYT MCYEPIIaTh JOCTYIHYIO CUCTEMHYIO HaMsTh.

TTockoibKy Kak crapble, TaK U HOBBII pabodme mporecchl Angie coCyIecTBYIOT BO BpeMsi Iepe3a-
IPY3KH, OHA MOYKET IIPUBECTH K PE3KOMY yBEJIUUIEHUIO MCIIOIH30BAHUSI MIAMSITH BILIOTH JI0 JBYKPATHOTO.
W3-3a HexXBaTKU JOCTYIHON MAMATH TJIABHBIN mporiece Angie MOXKET JIMITATHCS BO3MOXKHOCTH CO3/[aBaTh
HOBBIE pabOtIne TMPOIECCHI.

2.6. Nepe3sarpy3ka Angie 10
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FABA 3

OT4eTbl O COCTOSIHUN PecypcoB

3.1 Pecypchbl Ingress

Pecypc Ingress moxer nmersb cocrostane, Kyaa Bxoqutr anpec (IP-ampec nnmm DNS-umst), uepes Ko-
TOPBII CTAHOBATCsT OOIIEIOCTYIIHBIMU Y3JIbI 9TOr0 pecypca Ingress. Ajipec MOXKHO BUJETH B BBIXOJIHBIX
JIAaHHBIX KOMaHJIBI kubectl get ingress B croabie ADDRESS, kak mokasano Huke:

$ kubectl get ingresses

NAME HOSTS ADDRESS PORTS AGE
myapp-ingress myapp.example.com  12.13.23.123 80, 443 2m

ANIC moszken 6bITH CKOH(MUTYPUPOBAH TAKUM 0O6pa30M, IYTOOBI COODIIATEL O cocTosiHUE Ingress:
1. Ucnonws3yiiTe diar KOMaHIHON CTPOKH -report-ingress-status.
2. OmpemenuTe UCTOYHUK JIJIsi BHEITHETO 3JIPeca. JTO MOKET OBbITh:

e OnpeneseHHblii IIOJTb30BaTEJIEM aJjpec, YKa3aHHBIN B KJTIO'e ConfigMap
external -status-address.

e Cuyx6a tuna LoadBalancer, nactpoennast ¢ BuemunM [P-ajipecom miim 63 Hero u ykazaHHast
C TIOMOIIBIO jiara KOMaHIHONW CTPOKK -external-service.

Cwm. mokymenTanuio mo kiodam ConfigMap n aprymeHTaMm KOMaHIHONW CTPOKH.

(i ) IIpumeuanue

IIpu 3aBepinennn padorsr ANIC He ouminaer craryc pecypcos Ingress.

11
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3.2 Pecypcobl VirtualServer n VirtualServerRoute

Pecypc VirtualServer man VirtualServerRoute comepkur mosie cocrostausi ¢ uHpoOpMaImeit o co-
crosiunu pecypca u IP-ajgpec, depe3 KOTOpBIf CTAHOBATCS OOIIEIOCTYIIHBIME Y3JIbI 3TOTO pecypca. Bui
MOXKeTe yBUJIeTh COCTOsIHUE B BBIXOJAHBIX JIAHHBIX KOMaH kubectl get virtualservers mam kubectl
get virtualserverroutes, KaK IOKAa3aHO HUXKE:

$ kubectl get virtualservers

NAME STATE HOST IP PORTS AGE
myapp Valid myapp.example.com 12.13.23.123 [80,443] 34s

Yr06bI TPOCMOTPETH BHEITHHIT aj[pec UMEHU y3Jia, CBSI3aHHBIN ¢ pecypcom VirtualServer, wmcrmosib-
3yliTe nmapaMerp -o wide:

$ kubectl get virtualservers -o wide

NAME  STATE  HOST IP EXTERNALHOSTNAME U
o PORTS AGE
mysite Valid mysite.example.com ae430f41a1a0042908655abcdefghi jkl-

12345678 .eu-west-2.elb.amazonaws.com [80,443] 106s

(5 ) IIpumeuanne

IIpu HaMYMN HECKOJIBKUX a/IPeCcOB 0TOOParKaeTCsl TOJIBKO NEPBBIN U3 HUX.

YT06bI IPOCMOTPETH JIOIOJHUTEIHHBIE aJ[Peca UK JIOMOJIHUATEIbHYI0 HH(DOPMAIIIIO O cmamyce pe-
cypca, UCTIOJIB3YHTe CIeTYIONTyI0 KOMAHLY:

$ kubectl describe virtualserver <NAME>

Status:

External Endpoints:
Ip: 12.13.23.123
Ports: [80,443]

Message: Configuration for myapp/myapp was added or updated
Reason: AddedOrUpdated
State: Valid

3.2.1 Cneuudmkaynsa coctosHus

Caemyromue moJist oTobpazkaroTes Kak B ctaryce VirtualServer, rak u B craryce VirtualServerRoute:

[Mone Onucaxne Tun

State Texymee cocrosinme pecypca. Bo3moxkuble 3HaudeHus: Valid (;LOHyCTI/IMO), string
Warning (BHumanue) u Invalid (HemomycTumo). JIoHONHUTENBHBIE CBEJEHMUSI
CM. B [0JIe message.

Reason [Iprunna nocseiHero 0OHOBJIEHUSI. string

Message lomosuuresbHAast HHMOPMAIUS O COCTOSTHUN. string

Externall Cumcok BHEIIHMX KOHEYHBIX TOYEK, JJisi KOTOPBIX XOCTBI pecypca siBisiorcs [[externalEndpoint
OOIITETOCTYITHBIMU.

Cremyroliee 1moJjie 0Tobpazkaercsi ToJIbKO B coctosinuu VirtualServerRoute:

3.2. Pecypcbi VirtualServer n VirtualServerRoute 12
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[Mone Onucanne Tun

Reference¢ VirtualServer, koropsrit cceutaercs mwa 3ToT VirtualServerRoute. @opmar: string
IIPOCTPAHCTBO WMEH/UMS.

3.2.2 ExternalEndpoint

lNone Onucatve Tun

IP Bremnwuit IP-agpec. string
Hostname Ajpec umenu ysia BHemrHero 6ayancuposiuka LoadBalancer. string
Ports Cumcox BHEIHUX IOPTOB. string

ANIC mosrken 6bITH HACTPOEH TaKUM 00pa30M, 9ToObI coobmaTh o cocrosgaun VirtualServer wmim
VirtualServerRoute.

Ecim B xorure, yrobb1 ANIC coob11a/1 0 BHEWHUX KOHEYHHX TOYKaX, OIPEe/IMTe UCTOYHUK JIJIst
BHEIITHETO aPeca. JTO MOXKET ObITh:

e OmpeneneHHbIH IIOJTb30BaTEIEM aJjpec, YKa3aHHbBII B KJTIO'e ConfigMap
external-status-address.

e Cuyxx0a tuna LoadBalancer, Hacrpoennasi ¢ BHemHuM IP-ajipecoM wmim 06e3 HEro m ykasaHHas C
ITOMOIIBIO0 (bjrara KOMaH/THON CTPOKHU -external-service.

Cwm. mokymenTanuio mo kiaodam ConfigMap n aprymerTamMm KOMaHIHONW CTPOKH.

OcraJibHble 10JIst OY/IyT BKJIIOYATHCS B OTYET U 6€3 HACTPOEHHOTO BHEIIHETO aj[pPeca.

O IIpumeuanne

Ilpu saBepmiennu paborer ANIC He oummaer craryc pecypcoB VirtualServer wu
VirtualServerRoute.

3.3 Pecypcbl Policy

Pecypc Policy Briogaer B cebst moJie craryca ¢ wHGOpMaIueir 0 COCTOSHUN pecypca. Bol moxkere
YBHAJETb CTATyC B BBIXOJAHBIX JAHHBIX KOMaH/Ibl kubectl get policy, Kak IIOKa3aHO HUZKe:

$ kubectl get policy

NAME STATE  AGE
webapp-policy Valid 30s

Y100l TPOCMOTPETH JAOMOJTHUTEIBHBIE aIPECA WU JIOTOJHATEIBHYI0 HH(MOPMAIIIO O CMAMYCce Pe-
cypca, UCHOJIb3YHTe CJIeTyIONyI0 KOMaHIy:

$ kubectl describe policy <NAME>

Status:
Message: Configuration for default/webapp-policy was added or updated
Reason: AddedOrUpdated
State: Valid

3.3. Pecypchbi Policy 13
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3.3.1 Cneuudmkayns coctosHus

B cocrosinun Policy oTobpaxkatorces cieayioniye moJst:

lNone Onucatne Tun

State Tekymee cocrosguue pecypca. Bosamoxkubre 3nadenus: Valid (;LOHyCTI/IMo) nim  string
Invalid (HemomycTuMO). JIOmOMHNTENbHbIE CBEIEHNS CM. B IIOJIE Message.

Reason [Iprunna nocsie/iHero 0OHOBJIEHUSI. string

Message lomosuuresbHast HHMOPMAIUS O COCTOSIHUN. string

3.4 Pecypcbl TransportServer

Pecypc TransportServer BkiogaeT B cebsi MoJI€ COCTOSTHUS ¢ MHGMOPMAIEH O COCTOSHUU DPECypCa.
Bur Mo2KeTe yBUIETH €10 B BBIXOHBIX JAHHBIX KOMaH bl kubectl get transportserver, Kak IMOKa3aHO
HUKE:

$ kubectl get transportserver

NAME STATE  REASON AGE
dns-tcp Valid  AddedOrUpdated 47m

YT00BbI TPOCMOTPETH JAOMOJTHUTEIBHBIE aIPECA WJIH JIOTOJHATEIHHYIO NH(MOPMAIIIO O CMAMYCce Pe-
cypca, UCIOIb3YHUTe CJIeTYIONLYI0 KOMaHILYy:

$ kubectl describe transportserver <NAME>

Status:
Message: Configuration for default/dns-tcp was added or updated
Reason: AddedOrUpdated
State: Valid

3.4.1 Cneuundukaums cocTosiHus

B cocrosinun TransportServer orobpazkaroTcsi CJIELYIONIUE [TOJIsT:

[Mone Onucaxne Tun

State Tekymee cocrosinme pecypca. Boamoxkuble 3Hadenus: Valid (momycrmmo), string
Warning (BHumanue) u Invalid (HemomycTumo). JIOMONHUTENBHBIE CBEIEHMUSI
CM. B IIOJIe message.
Reason ITpuuwmaa mocseHero 06HOB/IEHUS . string
Message lomomuuTresbHast HHMOPMAIUS O COCTOSTHUN. string

3.4. Pecypcbi TransportServer 14
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[lpocMoTp cocTosiHus cepsepa

Angie mocrasiisieTcst co crpanurieii craryca Stub Status, koropast 0TOOparXKaeT 0OCHOBHBIE METPUKH,
u ¢ Bed-mamnennio mornunTopunra Console Light, koropast oTobpazkaeT KI0UeBble METPUKH OAJIAHCHPOBKHI
HATPY3KU U [TPOU3BOUTETHLHOCTH.

4.1 Ooctyn k Stub Status

Heobxomumbre ycroBust:

1. Stub Status mosKeH OBITH BKJIIOUEH MO yMOJIAHUIO. ¥YOEIUTECh, 9TO APryMEHT KOMAaHHON CTPOKI
angie-status ycTaHOBJICH B 3HaYCHHUNU true.

2. Stub Status mocrynen Ha mopry 8080 mo ymosrdanuio. [fopT MOXKHO M3MEHUTH C ITOMOIIBIO apry-
MeHTa KOMaHJIHOH CcTpokmu angie-status-port. Ecim Bam mopt orimyaercs or 8080, m3meHHTE
xomany kubectl proxy mmxe.

YT06bI OTKPBITH CTPAHUILY CTATYCA, BBIIIOJHUTE CJIEIYIONINE IeHCTBUS:

1. Mcnonwzyiite komanay kubectl port-forward, 4ToOBI IIepeHANIPABUTE coequHeHns ¢ mopra 8080
Ha BaIlleM JIOKaJIbHOM KoMIbiorepe Ha mopt 8080 moma ANIC (3amenute <angie-ingress-pod> Ha
dakTuueckoe nMsg 110/1a):

[kubectl port-forward <angie-ingress-pod> 8080:8080 --namespace=angie-ingress ]

2. Orkpoitte 6paysep o ajgpecy http://127.0.0.1:8080 /stub _status.

Yrobbl nostyunth mocryn K stub status ussme (6e3 kubectl port-forward), soionnure ciemyonume
JIeICTBUS:

1. Hacrpoiite aprymenT KoMaHHOIl CTpOKK -angie-status-allow-cidrs ¢ 6uokamu IP/CIDR, mis
KOTODBIX BBl XOTUTE PA3PENIUTh JOCTYI K crarycy. 1lo ymomaanuio Joctyn pasperreH st 127.0.
0.1,::1.

2. Ucnonsayiire IP /nopr, yepes koropsiii gocrynen 1mog ANIC, 4ro6bl MOAKJIIOUATHCS K CTPAHUIIE
craryca o myTu /stub_status.
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4.2 [octyn k Beb-naHenn moHutopuHra Console Light

Heobxommmbre ycmoBust:

1. Beb-nanesn MOHUTOPUHI'a JOJIZKHa ObITh BKJIIOYEHA II0 YMOJ/I9aHUIO. B,6eLLI/ITer7 9TO aprymMeHT
KOMaH,[LHOfI CTPOKH angie-status yYCTaHOBJIEH B 3HA9YCHUU true.

2. Beb-maness mMouHumTOpHHTa jgocTymHa Ha mopTy 8080 mo ymosdanuio. [lopr MOXKHO u3MEHUTH C
IIOMOIIBIO aPryMeHTa KOMAHIHON CTPOKH angie-status-port. Ecim Bam mopr ommmuaercs ot
8080, mamenute komany kubectl proxy mHuxke.

Yrobbl OTKPBITH IIaHEJIb MOHUTOPUHT'A, BBIIIOJTHUTE CJICIYIOITHEe ﬂeflCTBI/IHZ

1. Ucnosb3yiite komauay kubectl port-forward, 9yToObl mepeHApaBuTh coequueHus ¢ nopra 8080
Ha, BaIlleM JIOKaJIbHOM KoMiibiorepe Ha opT 8080 moga ANIC (3amenute <angie-ingress-pod> Ha
dakTrueckoe uMs 110/1a):

[kubectl port-forward <angie-ingress-pod> 8080:8080 --namespace=angie-ingress ]

2. Otkpoiite 6paysep mo amgpecy http://127.0.0.1:8080 /dashboard.html.

Yro6bl MOTyInTh JOCTYI K BeG-IaHeIn MOHUTOPUHTA n3BHe (Ge3 kubectl port-forward), BBIIOJ-
HUTE CJIeAylomue aeficTBud:

1. Hacrpoiite aprymMeHT KOMaHIHON CTpOKY -angie-status-allow-cidrs c 6iokamu IP/CIDR, njist
KOTOPBIX BBl XOTHTE PA3PEIINTh JOCTYII K BeO-11anesm MoHUTOpHHTa. [l0o yMosdanuio goctym pas-
pemen g 127.0.0.1,::1.

2. Ucnous3yiite IP /mopr, epes koropsiii mgocryuen 1oz ANIC, 4To6bl HOIKIIOUATHC K BeG-IIaHE I
MOHHUTOpHHTa 110 1yTH /dashboard.html.

© IIpumeuanue

API, koTopoe UCIo/Ib3yeTcst BeO-11aHeIbI0 MOHUTOPUHTA JJIsI ITOJIy IeHUsI METPUK, TaK2Ke JTOCTYII-
HO 10 1IyTH /api.
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rMABA D

BeneHue xypHana

B ANIC BbI MokeTe niocMoTpers Jjioru nporecca Ingress Controller (nporecca, KoTopblil renepupyer
koudurypanuio Angie u nepesarpyzkaer Angie jjist ee IpUMEHEHHUsI ), 8 TAKXKE YKy PHAJ JOCTYIIA ¥ 2Ky PHAJ
ommbok Angie. Bee jioru uayT B cTaHIapTHBII BBIBOI M CTAHIAPTHBIN IMOTOK OMIUOOK IIporiecca Ingress
Controller. Yro6b1 TpoCcMOTPETH JIOT'H, BBl MOYKETE BBIITOJHATH KOMAaHIy kubectl logs st moma ANIC.

Hampuwmep:

[kubectl logs <angie-ingress-pod> -n angie-ingress J

5.1 Jloru npouecca Ingress Controller

Jloru mpormecca Ingress Controller MOXXHO HACTPOUTH € TOMOIIBIO APTYMEHTA KOMAHIHOW CTPOKHU
-V, KOTODBI 3a/[a€T yPOBEHDb JETAJU3AINU JIOTOB. JHAYEHUE [0 YMOJIYAHUIO — 1, IPU 9TOM 3HAYCHUH
3AITUCHIBACTCS MUHUMAJIBHOE KOJIMYECTBO JIOTOB. 3HaYeHUEe 3 TOJIE3HO JJI YCTPAHEHWST HEMOJIAIOK: BBI
cMoxKeTe yBHIeTh, Kak Ingress Controller mosyuaer obuopserusi or Kubernetes API, renepupyer KoH-
duryparmio Angie n nepezarpyzkaer Angie.

5.2 Jlorn Angie

Angie BKJIIOUAET JiBa XKypHAJA!

o XKypnas docmyna. B sTor )xypHan Angie 3amucbiBaeT MHGOPMAIIUIO O 3alIpPOCaX KJIUEHTOB CPa3y
rocsie 06paboTku 3ampoca. 2KypHas mocryia nHactpanBaercs depe3 kimodan ConfigMap: log-format
mist HI'TP- uw HTTPS-tpaduka n stream-log-format jmsa cksosuoro rtpaduxka TCP, UDP
u TLS. omosHuTeabHO, BBl MOYXKETE OTKJIIOYUTDH 3alHCh JIOTOB JIOCTYIA C MOMOIIBIO KJIOYa
access-log-off.

o 2Kyprasa owubox. B aror xxypuaa Angie zanucbiBaeT nHGOPMAIUIO O BOZHUKIIUX TPObIeMax pas-
JINYHOTO yPOBHS KPUTUIHOCTU. IDTOT KYyPHAJ HACTPAUBAETCH Yepe3 K04 error-log-level B
ConfigMap. YTo6bl BKJIIOYATH OTJIAJI0IHOE JIOTHPOBAHNE, YCTAHOBUTE 3HadYeHrne debug, a Takike
3aJ1aiiTe apryMeHT KOMaHJIHOM CTpOKHU -angie-debug. Angie Oyjer 3alyIen ¢ OTJIaI09H0i BepCH-
eit bunapuoro (aitia angie-debug.
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rIABA O

[Monb3oBaTenbckme WwabnoHsbi

ANIC ucnonb3yer mabioHbl 71 reneparun koudurypamnun Angie 1y pecypcos Ingress, pecypcos
VirtualServer u ocuoBroro daitna koudurypamun Angie. Bel MoxkeTe HACTPOUTH COOCTBEHHBIE TMAOIOHBI
" IpuMeHuTh ux ¢ nmomorbio ConfigMap.
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