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AHHoTaums

Hacrosimuit moKyMeHT cOoIepzKUT MOIAroByIo MHCTPYKIHIO 1o pa3BeprhiBanmio Angie ADC.

Angie ADC — nporpammuoe obecriedenne Kiacca "KOHTPOJLIED JOCTABKY PUJIOXKeHU" | KoTopoe mpe/I-
craBjisier coboil cucremMy OajaHCUPOBKH, BKJjrodatomee DNS-0ajaHCUPOBKY, a TaKXKe II03BOJIAIOIIEE
MapIIpyTU3UPOBATH U HAJAHCUPOBATH CETEBBIE 3AIIPOCHI, UCIIOJIB3Ysl ITPOTOKOJIBI MAPIIPY TH3AIUN BHEIII-
HEr0 W BHYTPEHHErO IILII03a.
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Obuyme ceepeHus

Angie ADC — xkoMmILIeKCHOE TIporpaMMHOe obecriedeHue st GaJaHCUPOBKY HATPY3KH WM YIIPABJICHUS
CeTEeBbIM TPAMUKOM JJIsI CO3aHUs THOKOH, MPOU3BOAUTEILHON 1 6€30IAaCHON NHPPACTPYKTYPHI.

Ocobennocru:
e DajaHCHpOBIIUK HArpy3kKu Ha ypoBHaAX L4-L7.

e Iiobasnbuas DNS-6anancuposka (GSLB).

IP-mapmpyTuzarms.
[ ] PGH_IBHI/IH JJ1L O6eCHeq€HI/IH BBICOKOM JOCTYIIHOCTH.
e [Ipucyrcrsue B peectpe poccuiickoro 110.

Angie ADC umeer yno6ubliii BeG-unrepdeiic, komanauyio crpoky (CLI) u API mia unrerparuu ¢ BHer-
HUME CHCTEMAMHE, YTO 0OECIEYNBAET IOHITHBIA M HAIEKHBIA MOHUTOPUHT U yIpaBjeHne (byHKIUSIMU.

Angie ADC nocrasssiercst Kak BupryasnabHoe yerpoiictso (Virtual Appliance).
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YcTaHoBKa U 0bHOBAEHME

Pemenue Angie ADC nocrasiisiercs Kak Bupryasbhoe ycrpoiicrso (Virtual Appliance).
Bor Moxkere BBIOpaTH [IJIsI yCTAHOBKU O/iMH U3 ABYX 06pa3oB Angie ADC:

e OVA (Open Virtual Appliance VMWare) aus VMware ESXi;

o gcow? (QEMU Copy-On-Write v2) miga Linux-cpe.

Ob6passl cobpanbl Ha H6a3e onepanmonnoit cucremsr PEJT OC 8.0.2.

3.1 AnnapaTtHble U nporpamMmmMHble TpeboBaHus

MunumaabHbIE alapaTHble TPEOOBAHUS I 3allyCKa BUPTyaabHOro ycrpoiictea Angie ADC:
e 2 vCPU
¢ 2Tb RAM
e 50 I'b HDD
TlomuepkuBaemble IATGOPMBI BUPTYAJIU3AIINN:
e KVM (QEMU)
e OpenStack
o VMware

B srom pazmedre:
e 3Bazpyska ducmpubymusa
e Pazsepmuwisanue 06pasa qcow?2
e Pazsepmusanue obpaza OVA

Ob6nosaerue Angie ADC

o Vemanoska ¢ nomouyvro cloud-init
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3.1.1 3arpys3ka guctpubyTtuea

TTocne mokynku pemennst Angie ADC win nosrydenust mpoOHO Bepcuu Ha Ballly MOYTY MPUIET MTUCHMO
C apxXmBOM, cojepKarM daitst angie-adc-repo.pl2 /ya cKadnBaHus AUCTpUOyTUBa Yepe3 Opaysep, a
TakK>Ke C OTJAeIbHBIMU (aifizamMu cepTuduKaTa U KJ04a, eC/id Bbl IJIAHUPYyeTe UCI0JIb30BaTh curl.

Bo1i Moxkere BBIOpaTh JjIs yCTAaHOBKHU OJMH U3 ABYyX 00pa3oB Angie ADC u3 Halllero pernosuropus:
e OVA (Open Virtual Appliance VMWare) mgyis VMware vSphere, ESXi, VirtualBox;
e gcow?2 (QEMU Copy-On-Write v2) mia Linux-cpe.

st 3arpy3ku 1ucTpubyTUBa depe3 6pay3ep BaM HEOOXOINMO:
e UMIIOPTUPOBATHL (hailin angie-adc-repo.pl2 B Gpaysep ¢ HapoJieM, yKa3aHHBIM B IIHCbME;

® OTKDBITH perno3uTopuii mo cchuike https://download.angie.software/adc/ u 3arpy3urh auctpubdy-
THB.

IIpumep xKomamBI A1 curl:

$ curl -0 https://download.angie.software/adc/angie-adc-0.8.0-x86_64.cloud-init.qcow2,
<\

--cert angie-adc-repo.crt \

--key angie-adc-repo.key

© IIpumeuannue

JIX BBIXOJ[ B MHTEPHET TBJISIETCS | [IPOKCH, TO HEOOXOIAM BUTH JIOMEH PEIO3UTO-
Ec 0, €pHET OCYIIEC eTcs Yepe3 MPOKCH, TO HEOOXO, 0 106a OMEH PEITO3UTO
pus B white-list, 6o 3arpyxarh AUCTPUOYTUB HANIPIMYIO O€3 MCIIOIb30BAHUS ITPOKCH.

3.1.2 Pa3BepTbiBaHue obpasa qcow?2

PassepreiBanne Angie ADC cocrouT u3 CJIeyIOIX STAl0B:
® [IO/INOTOBKA, CPEJIbI;
® CKAYMBAHUE JTUCTPUOYTHBA;
e pasBepThiBaHue 06pa3a (COW2 U IEpBOHAYAJIbHAsI HACTPOIiKa cereBoil koudurypamuu Angie ADC.

Huzke npuBejieHbI MHCTPYKIME TI0 JIOKAJILHOMY Pa3BEPTHIBAHUIO BUPTYyasbHON Marmmuabl Angie ADC.

MoaroTtoBka cpeapbl
st paboThl HEOOXoAMMa, CICTeMa BUPTyaJn3alnu, Hanpumep qemu. Ilepesa ee ucrnosb3oBanmem ybean-
TeCh, 9TO Y BaC YCTAHOBJIEHBI CJIEAYIOIINE YTUIUTHI:

e virsh;

e virt-install;

e gemu;

libvirt;
e libguestfs-tools;
e virt-viewer.

Vcranoska gemu Ha Fedora:

[$ sudo dnf install gemu libvirt libguestfs-tools libguestfs virt-viewer virt-install ]

3.1. AnnapartHble u nporpammHbie TpeboBaHus 4
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Vcranoska gemu Ha Ubuntu u Debian:

$ sudo apt update

$ sudo apt install -y \
gemu-kvm gemu-system-x86 gemu-utils \
libvirt-daemon-system libvirt-clients virtinst virt-manager \
ovmf cpu-checker

Tlocne ycranoBku HEOOXOMMMO JOOABUTH CBOETO MOJIH30BATENS B COOTBETCTBYIOIINE TDYIIIIBL:

$ sudo usermod -aG libvirt USER
$ sudo usermod -aG kvm USER

CkauumBaHune guctpmnbyrtusa

Ckauaiite obpa3 Angie ADC us penosumopus.

Pa33epr|Baﬂme

Yro6b! pa3BepHyTh 00pa3 (COW2, BLITTOJIHUTE CJIECAYIONINE TeHCTBUS:

1. TIpoBepbTe cocTOsiHIE BUPTYaIbHOM CeTH:

[$ sudo virsh net-list --all

2. Banycrure pucrpubytus Angie ADC.

IIpumep KOMaAHTBI:

$ sudo mv angie-adc-0.8.0-x86_64.cloud-init.qcow2 /var/lib/libvirt/images/
$ sudo virt-install --name angie-adc-0.8.0 --ram 2048 --disk /var/lib/libvirt/
—images/angie-adc-0.8.0-x86_64.cloud-init.qcow2 --os-variant generic --import

3. Ilepeiiure B KOHCOb BUPTyaJabHONW MAmUHb. OTKPOETCS OKHO BXOJA B MaCTEp MEPBOHAYAIBLHOM
nacrpoiiku Angie ADC.

4. BBemure jormH setup u maposib setup. OTKpoercss MacTep MEepBOHAYAJBHON HACTPOIKH

Angie ADC.

5. BeimosauTe HEOOX0OAMMbIE HACTPOiiKY ceTeBoit Korduryparuu Angie ADC u naskmure exit, 9T00bI
BBIITH U3 MacTepa HACTPONKU.

Tloapobuee cm. Macmep nepeorauaivrotl Hacmpotixy.

@ Baxkno

IIpu macrpoiike Yepe3 MacTep HEOOXOAMMO CHAYAJIa IIEPEOIPEE/INTh aJpec OCHOBHOI'O HHTEP-
delica, yepe3 KOTOpBIN BbIOJIHAETCH yipasiaenue (Bpyunyio wim ¢ nomompbio DHCP), unage
9TOT MHTEpdEiic He OyIeT JOCTYIIeH.

6. Ilepetimure B BeG-KOHCONL Angie ADC mo caenmyiommemy ajpecy: http://<IP-azpec
KoHcoam>:8080. IP-ajgpec KOHCOM MOXKHO IIOCMOTpeTb B KoHcosiu BM wmimm 1mo KomaHje
sudo virsh net-dhcp-leases default.

Orkpoercs cTpanuiia Bxoja B Beb-kKoHCOb Angie ADC.

7. Asropusyiitecs B Be6-koHcom Angie ADC. PekBu3uThI Jijisi TIEPBOIO BXOJIA IIPEIOCTABIISIIOTCS 110~
cJie TIOKYTIKK PelieHns. PeKOMEHyeTcss CMEHUTh apoJib MOC/IE TIEPBOr0 BXOJIA.

3.1. AnnapartHble u nporpammubie TpeboBaHus 5
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B Be6-koncon Angie ADC Bbl MmoxKeTe HacTpauBaTh GyHkinuu Angie ADC u npocmarpuBarh cra-
THCTHUKY PabOTHI OAJAHCUPOBIIIKA HAPY3KU.

3.1.3 PasBepTbiBaHue obpasza OVA

PaszsepreiBanne Angie ADC cocrout u3 CieAyonux 3Tamnos:
® II0JITOTOBKA CPEJIBI;
e CKaYMBAHUE JUCTPUOYTHUBA;

e passeprhiBanue obpasza OVA u nepBoHavaibHas HacTpoiika cereBoii Koudurypanuun Angie ADC.

(5 ) IIpumevuanue

O6paz OVA cobpan gyist VMware ESXi 7. Ilpu passeproianun za 6osiee HoBbix Bepcusx ESXi (8, 9)
dyukuu Angie ADC GyayT paboTarh 10 COBMECTUMOCTH.

MoproTtoBka cpeapbl

s pazsepreiBanus obpaza OVA meobxoauma cucreMa BupTyaausanuu, zHanpumep VMware ESXi.

CkaumBaHue guctpmnbyrtusa

Ckauaiite obpa3 Angie ADC uz penosumopus.

Pa3sepTbiBaHue

Yro6sr pazsepuyTh 06pa3 OVA uepes BeG-untepdeiic VMware ESXi, BoimosiHuTE CjIetytomme eiiCTBIs:
1. Boiigure B BeG-unTepdeiic VMware ESXi uepes Gpaysep.
2. B konTexkcTHOM MeHIO cepBepa BbibepuTe Deploy OVF template.
Orkpoercst MacTep pa3BepPTLIBAHUSI.
3. Cuenyiite yKazanusM mMacTepa, 9To0bl HadaTh uMopT obpasa Angie ADC.
B pesysibrare Ha cepBepe MOsIBUTCSI HOBasi BUPTYaJIbHAsT MAITUHA.
4. Banycrure BupryanbHyo mamuay Angie ADC u nepefinure B Korcoas BM.
OTKpoercst OKHO BXOJ[a B MacTep IepBoHadaabHOU HacTpoitku Angie ADC.

5. Beemure sormH setup u maposb setup. OTKpoercad MacTep IIE€PBOHAYAJIBHON HACTPOUKH

Angie ADC.

6. BormosiauTe HEOOXOMMbBIE HACTPOIKH ceTeBoii KoHdurypanuu Angie ADC u Haxxmure exit, 9T00bI
BBIIITH U3 MacTepa HACTPONKU.

Tloapobuee cm. Macmep nepeora asvrotl Hacmpotixy.

@ Baxkno

IIpu macTpoiike depe3 MacTep HEOOXOAMMO CHAYAJA MEPEOINPEIETUTD aIPEC OCHOBHOIO MHTEP-
deiica, yepe3 KOTOpBIN BbINOJIHAETC yipasienue (Bpyunyio wiu c¢ nomoinbio DHCP), unade
3TOT mHTEpdeiic He OyIeT JOCTYIIeH.

3.1. AnnapartHble u nporpammHbie TpeboBaHus 6
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7. Ilepeitqure B BeOG-koHcoab Angie ADC mno caexnyromemy ajpecy: http://<IP-azpec
KoHcoau>:8080. IP-ajgpec KOHCOM MOXKHO IIOCMOTpeTb B KoHcosm BM mimm mo KomaHje
sudo virsh net-dhcp-leases default.

Orkpoercs crpanuna Bxoja B Beb-koHcob Angie ADC.

8. Apropusyiirech B BeO-koHcom Angie ADC. PekBu3uThl jijisi IEPBOrO BXO/IA MIPEIOCTABJISIIOTCS 110~
cJie TOKYTIKK PelieHns. PeKOMEHyeTcs CMEHUTh apoJib MOC/IE MIEPBOr0 BXOJA.

B Be6-korcomm Angie ADC Bb1 Moxkere HacTpauBaTh dyukiun Angie ADC u npocMaTpuBarh cra-
THCTUKY PabOThI DATAHCUPOBIINKA HATDY3KH.

3.1.4 MacTep nepBoHa4aNbHOW HACTPOWKN
Macrep nepBOHAYAJIBHON HACTPONKYU HO3BOJISIET 38/1aTh MUHUMaJIbHYI0 KoHurypauto Angie ADC. Tja
BXOJ[a B MacTep HeOOXOMMO BBECTHU IPEJYCTAHOBJIEHHBIE JIOTHH Setup U IapoJib setup.
OcHOBHOE MEHIO MacTepa epBoHadaabHol HacTpoilku Angie ADC comepKuT Cieayonue KOMaH b
e info — npocmorp obmeit nudopmarmu 06 Angie ADC.

e interfaces — Imepexoj K IIPOCMOTPY M HACTPOIiKe cereBbIX uHTepdeiicoB, 6oHmoB 1 VLAN-
nHTEpEHCOB.

e bond — mepexo K CO3JaHUI0, IPOCMOTPY U Y/IAJEHUIO CETEBBIX OOHJIOB.

e vlan — mepexoj K CO3/anuio, mpocMoTpy u yaajienuio VLAN-unrepdeiicos.
e hostname — cMmeHa UMEHU yCTPOMCTBA.

e diagnostics — npocMoTp KoHbuUrypamnun nuHTepdencos.

e ping — BBIIOJIHEHHUE Ping-3ampoca.

e exit — BBIXO/] U3 MacTepa.

@ Baxno

s mansueiineit paborer ¢ Angie ADC HeobX0oauMo mepeonpeie/iuTh aapec OCHOBHOrO nurepdeiica,
Yepe3 KOTOPDIi BBIIOJIHSAETCs ylpasienue (Bpyunyio uwiu ¢ nomoinsio DHCP), unade sror unrepdeiic
He OyIeT JTOCTYIIEH.

Hacrtpotiika ceteBbix nHtepdeiicos

Yrober HACTpOUTH ceTeBble nHTEpdeiickl Angie ADC, BrIIOTHAUTE ClIeIyoNTe TefHCTBHSI:
1. BoibepuTe B 0CHOBHOM MeHIO interfaces.
OTKpoeTcsl CIIUCOK JIOCTYIHBIX HHTEPGENCcoB.

2. Bwibepure unTepdeiic u nepeiiiure B €ro MeHIO. B MEHIO JOCTYIHBI CJIEJYIONIIE JeHCTBIS:
e show — mpocMoTrp mHopMarun 06 uHTepdeiice.
e config — mepexoJ K pyuHoii nacrpoiike IP-azpeca u nunosa (Gateway).
e dhcp — Hacrpoiika aBromaTudeckoro nosyqdenust IP-agpeca ¢ DHCP-cepsepa.
e mtu — nepexo/ K HacTpoitke MTU.

e clear — cOpoc Bcex 3aJaHHbIX HacTpoeK mHTepdeiica, kpome MTU. Hacrpoitku MTU, 3a-
JIaHHBIE BPYYIHYIO, He COPACHIBAIOTCS.

e back — BBIXOJI U3 MEHIO UHTepdeiica.

3. BrimosiHuTe HEOOXOMMMBIE HACTPOUKN U COXPAHUTE M3MEHEHUSI.

3.1. AnnapartHble u nporpammubie TpeboBaHus 7
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Co3patune boHpos
Ipu cozpanuu 601108 ucnosbayercs nporokos LACP (802.3ad) u pexxum active (uarepdeiic ununuupyer
CO3JIaHME ArPErMPOBAHHOIO KAHAJIA).

Yrobbl 06beMHATH HECKOIBKO dbusnaecknx nHTepdeicoB B oauH jorndeckuii narepdeiic (60Hm), BbI-
[TOJTHUTE CJIELYIOIIUE JIeHCTBUS:

1. Beibepure B ocHOBHOM MeHIO bond.
OTKpoeTcsl CIUCOK JTIOCTYIHBIX JIeHCTBUIA:
e list — mpocMOTp crucKa OOHIOB.
e create — mepexoj| K CO3/IaHUIO HOBOTO OOHJIA.
e back — BBIXO/[ U3 MeHIO bond.

2. Beibepure create, ykaxkure HOMep OOHJa (110 yMOJTUAHUIO OyIeT IIPE/JIOXKeH [ePBbIii CBOOOIHBII
HOMep 110 Bo3pacranuio) u Haxkmure OK.

3. Bribepure nunrepdeiicbl, KOTOpble HEOOXOIUMO OObEIUHUTH (MaKCI/IMyM 8 HHTepcbeﬁCOB), 1 Ha>KMH-
Te OK.

@ Baxno

Pekomenryercst 00beTUHATH B OOH/T HEHACTPOEHHDBIE CEeTeBbIe MHTEPGEHCHI.

4. B oTkpbIBIIEMCSI OKHE ¢ KOH(MUTYypaIueil moaTrBepauTe Co31anne HOBOro OOH Ia.
IIpocmoTp cBoiicTB 6OHIA U €ro yIajIeHne JOCTYIIHBI Yepe3 OCHOBHOE MeHIo bond — 1ist — <bond_name>.

Hactpoitka ©6oHza mocTymHa tdepe3 OCHOBHOE MEHIO HACTpoOiiku wuHTepdeiicoB: interfaces —
<bond_name>.

Cozganue VLAN-untepdeiicos

Yrober nacrpouts VLAN-unTepdeiic, BBITOJIHATE CIIEIYIONNE TeHCTBUS:
1. Beibepute B OCHOBHOM MEHIO vlan.
OTKpoeTcst CIIUCOK JIOCTYIHBIX JAeCTBUIL:
e list — mpocmotrp cnucka VLAN-unTepdeiicos.
e create — mepexoj K cozmanuio HoBoro VLAN-unTepdeiica.
e back — BBIXOJ U3 MeHIO vlan.

2. Bruibepure create, ykaxkure poaurensekuit uarepdeiic, VLAN ID ays wosoro VLAN u naxkmure
OK.

Byner coznan Hoewiit VLAN-unrepdeiic.

IIpocmorp cpoiicte VLAN u ero yuajeHwe JOCTYIIHBI dYepe3 OCHOBHOE MeHIO vlan — list —
<vlan_name>.

Hactpoitka VLAN jocrymna depe3 OCHOBHOE MeEHIO HacTpoilku wuHTepdeiicoB: interfaces —
<vlan_name>.

3.1. AnnapartHble u nporpammubie TpeboBaHus 8
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AwarHoctuka
Yrob6s! ipocMoTpeTh KoHduryparnuio systemd-networkd miist uarepdeiica, 6ouga wian VLAN, BemosauTe
cJeayonye 1eiicTBUL:
1. Bribepure B ocHoBHOM MeHIO diagnostics.
OTKpoercst CIUCOK JIOCTYIHBIX WHTEPQENRCOB.
2. Beibepure HyKHBIIT mHTEPDEIIC.

Orkpoercst OKHO ¢ HacTpoiikamu systemd-networkd jist aroro nunrepdeiica.

Bbixog 13 macrtepa

Yrob6b! BRITH U3 MacTepa nepBoHavYabHOM HacTpoiiku Angie ADC, HaskMuTe exit B OCHOBHOM MEHIO.

3.1.5 O6Hosnexnune Angie ADC

TonnepxkuBaercst obnosnenne Angie ADC cieryronux Bepcwii:
e ¢ Bepcunu 0.4.0 1o Bepcun 0.5.0;
e ¢ Bepcunu 0.5.0 10 Bepcum 0.5.2;
e ¢ Bepcun 0.5.x 70 Bepcun 0.6.0;
e c Bepcuu 0.6.0 do sepcuu 0.7.3;

e c Bepcuu (.7.z do 0.7.5.

O6Hosnenune c sepcun 0.6.0 go sepcumn 0.7.3
Oobunosnenne Angie ADC ¢ Bepcun 0.6.0 mo Bepcuu 0.7.3 BBIIOTHSETCS MOCTIEIOBATEIHHO C TOMOIIBIO
JABYX (ailioB OOHOBJIEHUS:

e adc-update-0.6.0-to-0.7.3.stagel.angie;

e adc-update-0.6.0-to-0.7.3.stage2.angie.

@ Baxno

Cuauasa HeOOXOMUMO 3aIlyCTUTH NEpBbIi daiin o6HOBIeHUs (Mo 3amycka BToporo daitna), mHaue
OOHOBJIEHUE 3aBEPIIUTCS OIINOKOI.

MpeaBapurtensHbie aeicTeus

e Ckauaiite aitsibl obHoBIeHnsi adc-update-0.6.0-t0-0.7.3.stagel.angie u adc-update-0.
6.0-t0-0.7.3.stage2.angie u3 penosuropus mo cceiike https://download.angie.software/adc/
updates/.

e Y6emurech, uro dbailjibl OGHOBJIEHHS UMEIOT [paBa 755, T.e. HOJIHBIA HA0CTYI (YTeHUe, 3allUCh, Bbl-
[OJIHEHUE) €CTh TOJILKO y BJIAJENIbIa, a y IPYIIbl U OCTAJIbHBIX — JOCTYII HA YT€HHE U 3AILYCK.

e PacdopmupyiiTe mapy BBICOKO#l JIOCTYIIHOCTHU, €CJIM OHa ObLIa CO3/aHa, WHaYe OOHOBJIEHME Iapbl
3aBEPIINUTCS OITUOKOIA.
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LLlarn obHoBneHus

1. Bamycrure unmepgetic Komarndnoti cmpoku Ha nopry 2222 u ckonmpyiite (ailjbl OOHOBJIEHUS B
kopHeByto nanky Angie ADC, coxpanss npasa daiiios

[$ scp -p -P 2222 adc-update-0.6.0-to-0.7.3.stage* admin@adc.example.com:/

(i ) IIpumeuanue

Ecan HeT BO3MOXKHOCTH CKOTMPOBATD (haityibl OOHOBJIEHUS C COXPAHEHNEM MIPaB, TO IIPaBa MOXKHO
CKOPPEKTUPOBATh Ha LIeJIeBOil cucremMe KjmeHToM sftp.

IIpumep mrs adc-update-0.6.0-to-0.7.3.stagel.angie:

sftp -P 2222 admin@adc.example.com

admin@adc.example.com's password:

Connected to adc.example.com.

sftp> 1s -1

—————————— 10 0 379487220 Jan 30 10:07 adc-update-0.6.0-to-
—0.7.3.stagel.angie

sftp> chmod 755 adc-update-0.6.0-to-0.7.3.stagel.angie

Changing mode on /adc-update-0.6.0-to-0.7.3.stagel.angie

sftp> 1s -1

-IrWXr-Xr-X 10 0 379487220 Jan 30 10:07 adc-update-0.6.0-to-
—0.7.3.stagel.angie

sftp>

2. 3amycrure nepsbiii aiis obnoBsenns adc-update-0.6.0-to-0.7.3.stagel.angie:

rssh -p 2222 admin@adc.example.com

admin@adc.example.com's password:

$$ system

(system)$$ upgrade adc-update-0.6.0-to-0.7.3.stagel.angie

WARNING!

You are about to upgrade the ADC system.
This operation may cause service interruption.
IMPORTANT: Once started, the upgrade process CANNOT be interrupted!
Please make sure you have:
1. Scheduled maintenance window
2. Backed up your data
3. Notified relevant stakeholders

Do you want to proceed with the upgrade? [y/N] y
Checking script signature...

Verified OK

[2026-01-30 10:32:23] ADC Update Package

L

3. Bamycrure BrOpoit daitsn odbHoBenus adc-update-0.6.0-to-0.7.3.stage2.angie

ssh -p 2222 admin@adc.example.com

admin@adc.example.com's password:

$$ system

(system)$$ upgrade adc-update-0.6.0-to-0.7.3.stage2.angie
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WARNING!

You are about to upgrade the ADC system.
This operation may cause service interruption.
IMPORTANT: Once started, the upgrade process CANNOT be interrupted!
Please make sure you have:
1. Scheduled maintenance window
2. Backed up your data
3. Notified relevant stakeholders

Do you want to proceed with the upgrade? [y/N] y
Checking script signature...

Verified OK

[2026-01-30 10:42:23] ADC Update Package

L J

B mnporecce obuosnenusi coequnenne ¢ CLI Angie ADC moxker npepsarbcsi. B TakoMm ciydae depes
HECKOJIbKO MUHYT 3aHOBO noakodnTech K CLI

YT006BI TPOCMOTPETH TPOTIECC OOHOBJIEHUS, TEpEeHINTE B 2KYPHAJ cOObITHIT 06HOBIeHUsI. Kcan B coobre-
HUAX ecTh cTpoka Upgrade completed successfully, To 06HOBJIEHUE MIPOIILIO YCIIEITHO:

$$ logs
(logs)$$ upgrade

[2026-01-30 11:43:17] Upgrade completed successfully
[2026-01-30 11:43:17] WARNING: All cli sessions may be terminated within the next 3,
—minutes to complete the upgrade procedure.

(logs)$$

O6Hoenenune c sepcun 0.7.x go sepcun 0.7.3
Oo6uosnenne Angie ADC ¢ Bepcun 0.7.x 710 Bepcuu 0.7.3 BBIIOJHSAETCS € IOMOIIBIO OHOTO haiijia 06HOB-
JIEHUST:

e adc-update-0.7.x-to-0.7.3.angie.

MpepBapuTenbHbie JencTens

e Ckauaiite daitn obHoBieHust adc-update-0.7.x-to-0.7.3.angie W3 PENO3UTOPHUS IO CCHLIKE
https://download.angie.software /adc/updates/.

e Y6eaurech, uro daiia 06HOBJIEHHs UMeeT IpaBa 755, T.e. MOJIHbIH J0CTyl (UTeHre, 3aliCh, BLIIOJI-
HEHHE) eCTh TOJBKO Yy BJIAJEIbIA, & Y IPYIILL U OCTAJLHBIX — JOCTYI HA YTEHUE U 3AILYCK.

e PacdhopmupyiiTe mapy BBICOKOI TOCTYIIHOCTH, €CJAU OHa ObLIa CO37daHa, WHATe OOHOBJIEHUE MaPBI
3aBEPIIATCS OITUOKOIA.

3.1. AnnapartHble u nporpammubie TpeboBaHus 11


https://download.angie.software/adc/updates/

Angie
Software

PykoBogcteo no ycraHoske, sepcus 0.8.0

LLlarn obHoBneHus

1. Bamycrure unmepgpeiic xomandnol cmpoku Ha mopry 2222 u ckonupyiire aits 0OHOBJIEHUS B

kopHeByto nanky Angie ADC, coxpanss npasa daiiios

[$ scp -p -P 2222 adc-update-0.7.x-to-0.7.3.angie admin@adc.example.com:/

(i ) IIpumeuanue

Ecs mer BosamoxkHOCTH CKOIITMPpOBaThb (ba.ﬂﬂbl OOHOBJICHUS C COXpaHEHHUEM IIpaB, TO IIpaBa MOXKHO

CKOPPEKTUPOBATh Ha LIeJIeBOil cucremMe KJmeHToM sftp.

IIpumep mrst adc-update-0.7.x-to-0.7.3.angie

sftp -P 2222 admin@adc.example.com

admin@adc.example.com's password:

Connected to adc.example.com.

sftp> 1s -1

—————————— 10 0 379487220 Jan 30 10:07 adc-update-0.7.x-to-
—0.7.3.angie

sftp> chmod 755 adc-update-0.7.x-to-0.7.3.angie

Changing mode on /adc-update-0.7.x-to-0.7.3.angie

sftp> 1s -1

-IYWXr-Xr-Xx 10 0 379487220 Jan 30 10:07 adc-update-0.7.x-to-
—0.7.3.angie

sftp>

2. Bamycrure daitsr obnoBsenns adc-update-0.7.x-t0-0.7.3.angie:

rssh -p 2222 admin@adc.example.com
admin@adc.example.com's password:

$$ system

(system)$$ upgrade adc-update-0.7.x-to-0.7.3.angie

WARNING!

You are about to upgrade the ADC system.
This operation may cause service interruption.
IMPORTANT: Once started, the upgrade process CANNOT be interrupted!
Please make sure you have:
1. Scheduled maintenance window
2. Backed up your data
3. Notified relevant stakeholders

Do you want to proceed with the upgrade? [y/N] y
Checking script signature...

Verified OK

[2026-01-30 10:32:23] ADC Update Package

L

J

B mporecce obrosnenusi coequuenune ¢ CLI Angie ADC moxker mpepBaTbcst. B Takom ciiydae depes

HECKOJIbKO MUHYT 3aHOBO TojikJounTech K CLIL

YT06bI TPOCMOTPETH IIPOTIECC OOHOBJIEHUS, TTEpEeHINTe B 2KYPHAJ cOObITHIT 06HOBIeHUsI. Kcan B coobre-

HusX ecTb cTpoka Upgrade completed successfully, To 0OHOBJIEHHE IIPOIIIO YCIIENTHO:

$$ logs
(logs) $$ upgrade

3.1. AnnapartHble u nporpammubie TpeboBaHus
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[2026-01-30 11:43:17] Upgrade completed successfully
[2026-01-30 11:43:17] WARNING: All cli sessions may be terminated within,
—the next 3 minutes to complete the upgrade procedure.

(logs)$$

3.1.6 YcraHoska c nomoubto cloud-init

@ Baxmno

Yceranoska ¢ nmomorisio cloud-init ucnonsdyercs st Angie ADC mo Bepcun 0.5.2 BKIIIOYATEIBHO.

B srom paszmeire:
e Paszsepmusanue obpasa qecow? ¢ cloud-init
e Passepmumsarue obpasza OVA c¢ cloud-init

e Hacmpotixa atisa network-config das cloud-init

PasBseptbiBaHue obpasa qcow?2 c cloud-init

PassepreiBanue Angie ADC cocrouT u3 CJIeyIOIX STAIl0B:
® [OJI'OTOBKA CPEJIBI;
e moaroroBka [SO-ob6pasza cloud-init ¢ MuHMMAIBHON KOHMUTYpanueit ceTu;
e CKauMBaHWe IUCTPUOYTHUBA;
e pasBepThIBaHUE 06pa3a (Ccow2.

Huzke npuBeseHbl MHCTPYKIMU 110 JIOKAJBHOMY Pa3BepThIBAHUIO BUpTyaabHoi mammubl Angie ADC c
ucrob3oBanueM [SO-o6pa3a cloud-init /s TECTUPOBAHUS PEIICHUS.

IIpu pasBepThIBAHUU C TIOMOIIBIO CUCTEMbBI BUPTYAJIN3aIliN TaKKe HeOOXOanMa Mo/ IepKKa cloud-init
9TOI CHCTEMOI], T.K. TIepBOHAYAIbHAs HacTpoiika Kouduryparyn Angie ADC Bo3MOXKHA TOJIBKO C UCIIOTb-
zoBanneM cloud-init. B Oymymux pesmsax miaHupyercs 100aBUTH BO3MOXKHOCTB 3aiycka Angie ADC
6e3 cloud-init.

MoproTtoBka cpeapbl

s paboThl HEOOXOMMMA CUCTEMa BUpTyau3aruu, HanpuMep emu. Ilepern ee ucnosib3oBanuem yoeam-
Tech, YTO y BaC YCTAHOBJICHBI CJIEIYIONINE yTUINTHL:

e virsh;
e virt-install;

e gemu;

libvirt;
e libguestfs-tools;
e virt-viewer.

VYcranoska gemu Ha Fedora:
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[$ sudo dnf install gemu libvirt libguestfs-tools libguestfs virt-viewer virt-install ]

Vcranoska gemu Ha Ubuntu u Debian:

$ sudo apt update

$ sudo apt install -y \
gemu-kvm gemu-system-x86 gemu-utils \
libvirt-daemon-system libvirt-clients virtinst virt-manager \
ovmf cpu-checker

Ilocne ycranoBku HEOOXOAMMO JOOABUTH CBOETO IIOJIH30BATEJNSA B COOTBETCTBYIOIINE IPYIIIIbL:

$ sudo usermod -aG libvirt USER
$ sudo usermod -aG kvm USER

Moarotoeka 1ISO-o6pa3za

s pazseproianust Angie ADC nyxen ISO-06pa3 cloud-init ¢ MuUHUMAJIBHOM KOHMUTYpalueil ceTu.
Cloud-init sBJsIeTCS CTAHIAPTHBIM areHTOM WHUITHAJIU3AINKN JJId BAPTYaJbHBIX MamwH Linux. [Ipn
3aIlyCKe BUPTYaJbHOI MamuHbl cloud-init mosydaer koudwuryparmio n3 [ISO-obpasa B Buje paHee 3a-
JIAHHBIX MeTa-JaHHbIX U HacTpauBaer Angie ADC.

@ Baxno

Pekomenyercs Bcerga 3amyckarh BUpTYaibHyo mamuay ¢ 1SO-o6pazom cloud-init. Orcyrcrsue
ISO-06pasza mpuseser K 3aMe IEHIIO 3allycKa u cOpocy cereBbix HacTpoek Angie ADC.

JJ1st TOATOTOBKU KOHMDUTYPAITMH HEOOXOIUMBI CJIETYIOITHe (DaiIb:
e meta-data
e user-data

e network-config

O IIpumeuannue

Eciin HeoOxommMo 3a7aTh JOMOJTHUTENbHBIE HACTPONKH, MOXKHO CO31aTh (aiia
vendor-data u yka3aTb UX B HEM.

ITaru moxrorosku ISO-o6pasa:

1. Cospnaiite daiii meta-data m ykaxkure B HeM 0a30BYI0 MH(MOPMAIMIO O BUPTYAJBHONW MAaIlldHE

Angie ADC.
TIpumep:

instance-id: my-adcl # YHUKAAbHbIL UOEeHRMUPUKAmOp SUPMYAAbHOU MAWUHb!
local-hostname: my-server # uma Tocma eupmyanbHOU MAWUHbL

2. Cozpnaiite daiin network-config u 3ajaiite B HeM KOHMUrypanuio cetu. [Ipumepst mjist pa3Hbix
THUIIOB BUPTYAJIU3AIUN CMOTPUTE 30€Ch.

Ecau 8o ucnonszyere DHCP, to daiin network-config MOKHO ocTaBuTh IycThiM. Jljis Bcex nH-
TepdeiicoB OyIeT NIpUMEHEH aBTOMATHIECKUN CIIOCOD MOy IeHHs aJIPECa.

3. Cosnaiite daiin user-data. B daitne HeobxommMo yKa3aTh:
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#cloud-config
{3

B ocrasnbrOM comepxkumoe daiisia OyaeT HrHOPUPOBATHCS, MMOITOMY MOYKHO €ro He 3aIl0JHSTh.

4. TlpoBepbre KOHMDUTYPAIMIO /s KaXKI0r0 daitia:

[cloud—init schema --config-file user-data }
[ya.mllint meta-data ]
[cloud—init schema --config-file network-config --schema-type network-config }

Ecmu kondwurypamnus koppekTHa, B BbIBO/e 0TobpasuTca coobienne Valid schema <daitn>.
5. Cozpnaiite [SO-06pa3, Koropsiii cloud-init OyaeT UCHOJB30BATH IIPU 3alIlyCKe.

IIpumep:

0

genisoimage -output seed.iso -volid cidata -joliet -rock meta-data user-data
—network-config

CkaumnBaHue JJ.MCTpVI6yTI/I Ba

Ckauaiite obpa3 Angie ADC uz penosumopus.

Pa3Bepr|Baﬂme

Y1066 pa3BepHYTH 00pa3 (COW2, BLITTOJIHUATE CJIEAYIOIINE JTeHCTBUS:

1. IlpoBepbTe cocTosiHME BUPTYAJIBHON CETH:

[$ sudo virsh net-list --all ]

2. 3amycrure BupTyasbHyo Mamuay ¢ ISO-o6pasom. [luck ¢ koudwuryparmeit seed.iso HE0OX0UMO
mogksirounTh kKak CD-ROM mpu 3amycke.

IIpumep KoManabl s 3amycka BupTyasibHoit Mammabl Ha KVM (QEMU) ¢ ucnonbzoBanuem
virt-install:

virt-install \
--virt-type kvm \
--name adc \
--ram 2048 \
--vcpus 2 \
--disk angie-adc-0.5.2-x86_64.cloud-init.qcow2,format=qcow2 \
--disk seed.iso,device=cdrom \
--network=bridge:virbr0 \
--graphics vnc,listen=0.0.0.0 \
--os-variant=centos8 \
--import

Tlocsie BBITTOHEHNST KOMAHIBI OTKPOETCS KOHCOJH BUPTYAJIBLHOTO YCTPOMCTBA B IPUIOKEHUN
virt-viewer.

3. IMocmorpure IP-anpec BeG-koncom Angie ADC:
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[$ sudo virsh net-dhcp-leases default

4. Otkpoiite B 6pay3epe ajpec http://<azpec_koxconu>:8080. OTKpoeTcs: cTpaHUIA BXOIa B BeO-
koucob Angie ADC. PekBU3uTBI Jijisi IEPBOTO BXOJa MIPEIOCTABJISIIOTCS TIOCJIE TIOKYIIKU PEIIeHUSI.
Pekomentyercsi cMeHUTD 1TApOJIb MOCJIE TIEPBOTO BXO/IA.

B Beb6-koncomm Angie ADC BbI MokeTe HacTpauBarh Gyukinn Angie ADC u mpocMaTpuBaTh CTATUCTHKY
paboThl GaIAHCUPOBIUKA HArPY3KH. TakzKe JOCTYIIHO yIpaBJIeHne depe3 urmeppetic KomaHoHol cmpoku

(CLI).

© IIpumeuannue

Cepsuc SSH 1o ymonyanuto He 3amyiieH. [Ipu 3airycke BHyTpeHHee UMsi BUPTYaJbHOIO yCTPONCTBA
OyJer 3aaH0 Kak angie-va. Bbl MOXKeTe M3MEHUTH UM XOCTa U HACTPOHKHU (CeTh, IaCOBOH MOC)
qepe3 [SO-06pa3 cloud-init mwiam B mporpaMmax, mojaepKuBamomux cloud-init Bamreit crucTeMbr
BUPTYaJIA3AIIAN.

PasBseptbiBaHue obpasa OVA c cloud-init

PassepreiBanne Angie ADC cocTout u3 cieyionux 3Tamos:
® TIOJTOTOBKA CPEJIHI;
e noxaroroska [SO-obpa3a cloud-init ¢ MUHMMAILHON KOH(DUTYpAIUel ceTH;
® CKauMBaHUE JIUCTPUOYTUBA;
e pasBeprhiBanue obpasza OVA.

IIpu pasBepThIBAHUU C ITOMOIIBIO CHCTEMbI BUPTyaIU3aIlnyd HeoOXOoaumMa MOaepKKa cloud-init 3Toit
CHUCTEMOIl, T.K. ITIepBOHaYa/IbHas HacTpoiika KoHpurypaiuu Angie ADC BO3MOXKHA TOJBKO C HUCIOJIB30-
BanueM cloud-init. B Oynymux penuzax miaHupyercs J100aBUTh BO3MOXKHOCTH 3amycka Angie ADC 6e3
cloud-init.

© IIpumeuannue

O6paz OVA cobpan jqyist VMware ESXi 7. Ilpu passeproianuu za 6osiee HoBbix Bepcusx ESXi (8, 9)
dyukmun Angie ADC GyayT paboTarh M0 COBMECTUMOCTH.

MoproTtoBka cpeapbl

s pazseproiBanus obpaza OVA meobxoauma cucreMa BuptTyaaunsanuu, Hanpumep VMware ESXi.

Hacrpoiika ISO-o6paza cloud-init somosnsercs B Linux-cpese (Fedora, Ubuntu, Debian).

MopgroTtoeka ISO-obpasa

s pazseproiBanus Angie ADC nyxen ISO-06pa3 cloud-init ¢ MUHHMAJIbHOM KOHMUTYpalneil ceTu.
Cloud-init sBJsIeTCS CTAHAAPTHLIM AreéHTOM WHUIUAJU3AIMEA JJIs BUPTYAJBHBIX MamuH Linux. IIpn
3allyCKe BUPTYaJIbHOI MammHbl cloud-init nmonmydaer koudurypamuio u3s [SO-obpa3a B Buze paHee 3a-
JIAHHBIX MeTa-JaHHbIX U HacTpauBaeT Angie ADC.
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@ Baxno

Pexomenryercst Beerpa 3amyckarb BupTyasbHyto MammHy ¢ [SO-obpasom cloud-init. OrcyrcrBue
ISO-06pasza npuseser K 3aMeJIEHUIO 3aIlycKa U cOpocy cereBbix HacTpoek Angie ADC.

st TOATOTOBKU KOH(MUTYPAIIH HEOOXOINMBI CJIETYIONTHE (DA
e meta-data
e user-data

e network-config

(5 ) IIpumeuanue

Ecan nHeobxoamMo 3aJaTh JIOMOJHUTEIbHBIE HACTPOWKH, MOXKHO CO3JaThb daiiia
vendor-data u yka3arTb UX B HEM.

ITaru moarorosku ISO-o6paza:

1. Coznaiire daitn meta-data u ykaxkure B HeM 0a30BYI0 MHGOPMAIMIO O BUPTYAJILHONW MAIIUHE

Angie ADC.
IIpumep:

instance-id: my-adcl # YHUKAAbHbIL UOeHmMuPuKamop eUpmyasbHOU MAWUHb!
local-hostname: my-server # uma Tocma UPMYAsbHOU MAWUHbL

2. Cozpnaiite daitn network-config u 3ajaiite B HeM KoHMUrypanuio cetu. [Ipumeps! st pasHbix
THUIIOB BUPTYAJU3AIUN CMOTPUTE 30€CD.

Eciu ot uconszyere DHCP, o daitn network-config MOXKHO OCTaBUTH IMycThiM. Jjis Bcex wH-
TepdeiicoB OyjieT pUMEHEH aBTOMATHIECKUN CIIOCO0 MOJIyYeHUs aJIPECA.

3. Coznaiite daiisr user-data. B daiine HeoOXoauMo yKa3aTh:

#cloud-config

{3

B ocrasnbrOM comepxumoe daitia OyaeT HrHOPUPOBATHCS, MOITOMY MOYKHO €r0 He 3AIl0JHSTh.

4. IlpoBepbre KOHMDUIYPAIMIO /U5 KaXKI0r0 aitia:

Lcloud—init schema --config-file user-data }
[ya.mllint meta-data ]
[cloud—init schema --config-file network-config --schema-type network-config }

Eciu kondwurypamnus koppekTna, B BbIBOze 0TobpasuTcs coobinenne Valid schema <daitn>.
5. Cozpnaiite [SO-06pa3, Koropsiii cloud-init Gyer UCIOJIb30BATh IIPU 3aIlyCKe.

IIpumep:

genisoimage -output seed.iso -volid cidata -joliet -rock meta-data user-data
—network-config
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CkaumBaHune guctpmnbyrtusa

Cxkauaiite obpa3 Angie ADC us penosumopus.

Pa3BepTbiBaHue

Yrobsl pazsepayTh 00pa3 OVA uepes Beb-untepdeiic VMware ESXi, BeimonauTe coreayronume geicTBus:

1.
2.

Boitaure B Beb-unTepdeiic VMware ESXi gepes 6paysep.

B komrTekcraHoM MeHio cepBepa BeiOepute Deploy OVF template.
OTKpoercst MacTep pa3BEPTHIBAHUSI.

Crenyiite ykazanusiMm Mactepa, 9robbl HadaTh UMIopT obpa3a Angie ADC.
B pesysibraTe Ha cepBepe MOSBUTCA HOBasl BUPTYaJIbHAS MAINHA.

Brirounre CD/DVD-ROM u noakmounre Kk Hemy [SO-06pa3 mjig nepBoHAYAJIbLHON HACTPORKM
cetu B Angie ADC.

Htst aTOTO:

4.1. Tlepeitnure B HACTPONKHU OOOPY/IOBaHUSI BUPTyaIbHON MalMHbI 1 BbibepuTe Edit Settings.
4.2. Boibepure Add New Device — CD/DVD Drive.

4.3. Boibepure ucrounuk Client Device u ykaxkure myTh K daitiay ISO (maupumep seed.iso).
4.4. YcranoBure duraxkok Connect at power on, 4TOOBI BKJIIOYUTH aBTOIOIKIIOYEHIIE.

4.5. Coxpanure HacTpOiiku, HaxkaB OK.

3amycTuTe CO3MAHHYI0 BUPTYAJIbHYIO MAIIUHY.

B komcosn co3nmannoil BupTyaspbHOil Mammubl mocMorpuTe [P-anpec Be6-xkoncosm Angie ADC.

ITepeiture B Beb-KOHCOJIb. i1t aTOr0O OTKpOiiTe B Opaysepe http://<azgpec_korconu>:8080. Ot-
KpoeTcs cTpaHuia Bxona B Beb-KoHcoMb Angie ADC. PekBu3uThI j1j1s EPBOro BXOJa MIPEI0CTaB-
JIAIOTCSI TIOCJTE TIOKYTIKU PelleHns. PEKOMEHIyeTCsT CMEHUTD MTapoJib IOCje MePBOTO BXOIA.

B Be6-koncomm Angie ADC BbI MokeTe HacTpauBarh Gyukinu Angie ADC u mpocMaTpuBaTh CTATUCTHKY
paboThl GaTAHCUPOBIIUKA HArPY3KH. TakzKe JOCTYIIHO yIIpaBIeHne depe3 urmeppeic KoMmaHoHot cmpoku

(CLI).

© IIpumeuannue

Cepsuc SSH 1o ymonyanuto He 3amyiieH. [Ipu 3aiycke BHyTpeHHee UMsi BUPTYaJbHOIO yCTPONCTBA
OyJer 3aJaH0 Kak angie-va. Bbl MOXKeTe M3MEHUTh UM XOCTa U HACTPOHKHU (CeTh, YaCOBOH MOC)
qepe3 [SO-06pa3 cloud-init mwiam B mporpaMmax, mojaepKuBamomux cloud-init Bamreit crucTeMbr
BUPTYaJIU3AINAN.

Hacrpoiika caiina network-config gns cloud-init

B daiie network-config 3asaercs kondurypanus ceru. Hirke nprBe/ieHbl IPUMEPHI /I8 PA3HBIX THIIOB
BUPTYaJIU3AIAHN.

(5 ) IIpumeuanune

Eciu Bo1 ucnosisdyere DHCP, To daiitn network-config MoKHO ocTaBUTh 1ycThiM. Jlj1st Bcex nuTEp-
deiicoB OyieT NIpUMEHEH aBTOMATUYECKUI CIIOCOD MOJIyYeHUsl aJIPeca.
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Oobpas OVA
CerveBoin gpaiisep E1000
Craruyeckue ajpeca HacTpamBaioTcs Ha mHTepdeticax or 1 10 3. mena unarepdeiicos: ens33, ens37

ens38.

IIpumep:

#cloud-config
network:
version: 2
ethernets:
ens33:
dhcp4: false
addresses:

- 192.168.100.155/24
gateway4: 192.168.100.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

ens37:
dhcp4: false
addresses:

- 192.168.110.155/24
gateway4: 192.168.110.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

ens38:
dhcp4: false
addresses:

- 192.168.120.155/24
gateway4: 192.168.120.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

CereBon gpasep VMXNET

Crartuyeckue agpeca HacTpanBaloTcs Ha uarepdeiicax or 1 mo 3. Vmena uarepdeiicos: ens160, ens192
ens224.

IIpumep:

#cloud-config
network:
version: 2

ethernets:
ens160:
dhcp4: false
addresses:

- 192.168.100.155/24
gateway4: 192.168.100.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]
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Software
ens192:
dhcp4: false
addresses:

- 192.168.110.155/24
gateway4: 192.168.110.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

ens224:
dhcp4: false
addresses:

- 192.168.120.155/24
gateway4: 192.168.120.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

O6pa3 qcow?2

CraTtnyeckue ajpeca HacTpauBatoTcsi Ha uHTepdeiicax or 1 no 3. imena uatepdeiicon: enpls0, enp2s0

enp3s0.
IIpumep:

#cloud-config
network:
version: 2
ethernets:
enpls0:
dhcp4: false
addresses:

- 192.168.100.155/24
gateway4: 192.168.100.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

enp2s0:
dhcp4: false
addresses:

- 192.168.110.155/24
gateway4: 192.168.110.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

enp3s0:
dhcp4: false
addresses:

- 192.168.120.155/24
gateway4: 192.168.120.1
nameservers:

addresses: [8.8.8.8, 1.1.1.1]

search: [example.com]

3.1. AnnapartHble u nporpammubie TpeboBaHus
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rnABA 4

Cnpasouruk komang (CLI)

Pexomenmyembrit narepdeiic mist Bcex oneparmit kpome nactpoitku VRRP — CLI ma mopry 2222.

@ Baxmno

Hacrpoiika VRRP nonuep:kusaercst rosbko depe3 CLI ma nopry 2022 (noxpobuee cM. adc  vrrp).

BosmorknocTn: aBTomonorHEHIE KOMAaHT 110 TAB; TIo/1/1ep2KKa HCTOPUN KOMAHT; TIOJICKA3KH 110 CHHTAKCHUCY
KOMaH/I 10 HarKaTHUIo 7; MOJJIepyKKa IIBETOBOI CXeMBI; MOJIIePKKaA COKPAIleHHBIX KOMAaH].

3anyck CLI Ha nopty 2222

IIpu 3amycke Angie ADC unrepdeiic komanaaoit crpoku Angie ADC 6yzer gocrynen mo SSH-mporokosty
ua nopry 2222. Jloctyn ocymiecrsisiercs ¢ nmomorbio SSH-kmenTa.

Yrober 3amycTurh naTepdeiic komauaHol crpoku (CLI), BbIIOMHUTE CIeyToIue nedcTBUS:

1. Togkmrounrech k SSH-cepBepy:

{ssh -p 2222 user@localhost J

2. Ilocite moJIK/TIOYMEHUST CEPBEP 3aIPOCHUT TAPOJIb JJIs ABTOPU3AIMU. BBeIUTe Mapob:

{user@localhost 's password: J
#

Ecnu aBropusanus nporia ycrnentao, orkpoercst repmunas Angie ADC. Cupaska mocrymnHa 1o 7.

3. g macrpoiiku nporokosios BGP, OSPF u BFD jponosnurenbHo niepeiinre B HACTPOiitKY vtysh:

= ]

Komanma nepex/rounT Bac B KOH(MUTYPAIMOHHBIN PEXKUM, /i€ MOKHO BHOCUTH M3MEHEHUSI.
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3anyck CLI Ha nopty 2022

IIpm 3amycke Angie ADC unTtepdeiic komanmnoii crpoku Angie ADC 6yner gocryner o SSH-mporokomy
ua opty 2022. Hoctyn ocyiecrsiisiercs ¢ nomorbio SSH-kimenTa.

Yrober 3amycturh naTepdeiic komaumHoh crpoku (CLI), BbImOMHATE CreyToue nefCTBUS:

1. Tloakmrounrech Kk SSH-cepBepy:

[ssh -p 2022 user@localhost

2. Ilocite o/IKTIOMEHUST CEPBEP 3aIIPOCHUT TAPOJIB JJIs ABTOPU3AIMU. BBeIUTE MapoJib:

#

{user@localhost 's password:

|

Ecyn apropusarnus npomuria ycrenitno, orkpoercs: tepmuna Angie ADC. Crnpaska jgocTyiiHa 1o 7.

3. Hna macrpoiiku mporokosoB BGP, OSPF u BFD nonosiauTensHo nepeiiaunre B HACTPOIKHU vtysh:

[vtysh

J

KOMaH,Ha IIEPEKJIIOYUT BaC B KOH(bHpraLLHOHHBIfI PexKuM, I1€¢ MO2KHO BHOCUTHh U3MCHECHMA.

4.1 lNMoppep>xmBaemMblie KOMaHbI

Huke npusenen cuucok KoMan B ajidaBuTHOM Hopske mig Hosoii Bepcun CLI (ua mopry 2222).

OcHOBHBIE KOMaHIBI:

1. cert-config

2.

disable
enable
info

list
match
tls-upload
tls-use

configuration
commit
end

rollback

set

show
unset

VipagsiieHne cepruduKaTaMu

Orrimouenne TLS

Bxmouenne TLS

IIpocmoTp undopmalmu o cepruduKaTe

Breisog, ciiucka cepruduraros traffic Angie ADC

CornocrapjieHue napbl KIod-CepTUGURAT

Komnrekcr 3arpysku cepruduraroB u kiaodeit Angie ADC

Konrekcr konupoBanus ceprudukaros u kiaodeir Angie ADC u3 nu-
pekTopun transfer

Ilepexon B pexkum Hacrpoitku Angie ADC

IIpumenenne KoHUTypaIUI-KaHIUIaTa BMECTO TEKYIIei KOHPUrypa-
WM.
Brixon n3 pexxnma HacTpoiiku configuration.
OTMmeHa Bcex m3MeHEHUil B KOH(MDUTYpalnu-KaHIHIATE.
Usmenenue Tekymieil KoHduryparuu: gobaBjieHre CTPOKH (CO3Iaer
KOHMDUIY DALIUIO-KAHAUIAT):

e cucremHBIE HacTpoiikm: hostname / interface / ntp / sysctl /

timezone;
® HACTPOIKKM MapripyTusanuu: ip route / rule.

IIpocmoTp Tekyteit KOHMDUTYpAITIT U KOH(MUTY PAI-KAHINIaTA.
Usmenenune Tekymieil KOHMUIypalyu: yiajeHue CTPOKH (co3maer
KOH(MDUIY pAIIIIO-KAH AT ).

NPOAO/IXKAETCS Ha ClefytoLLeli CTpaHuLe
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

. diagnostics

arping
diag
nslookup
ping
pingc

£

ssldump
tepdump
traceroute

. firewall

list

no open
open
save

. ip

. logs

adc-gslb
adc-server

adc-system

adc-tracker
kern

Ib

mgmt
upgrade

. modules

info
list

. ps

. settings

angie

no angie
reload
sysctl
syslog

. system

nip
reboot
stat
time

CereBast TMarHOCTUKA,

Ornpaska ARP-3apocoB ceTeBBIM XOCTaM.
Ob61ast IMarHOCTUKA CHCTEMBI.

Beimostrernne DNS-3ampocos.

Beimosinenne komaH bl ping.

Brimonsenne komanel ping B cruie Cisco.
IIpocmoTp uHpOPMAIE O CETEBBIX COEIUHEHUSIX, [IOPTAX U CTATUCTUKE
CETEBBIX COKETOR.

Awnamus SSL/TLS-rpaduxa.

AHnasu3z cereBoro Tpaduka.

TpaccupoBka MapIIpyTa CJIEIOBAHUS ITAKETOB.
Viupagjienue npaBuiaMu OpaHMayspa

BriBog, ciimcka npasus 6pamamayspa Angie ADC

3akpbiTre nopTa B 6paramayspe Angie ADC

OrkpeiTre opra B 6pamamayspe Angie ADC

Coxpanenne npasuii Opanamayspa Angie ADC

CraHapTHOE yIPaBJICHUE CETEBLIMH HHTepdERcaMu, MapIIpyTaMHu,
agpecamu u npasuiaamu [P-tpaduka B Linux

IIpocmoTp )KypHAJIOB

Coberrust Mmogynst GSLB (riobasbHast 6aiaHCHPOBKA)

CobbITus MOTYJIsT, 00ECITIEINBAIOIIETO BBIIIOJIHEHAE BCETO TTPEIOCTABIIS-
emoro dyukiuonaiaa Angie ADC (BxoxHas TOYKA)

CobbITHST MOJTYJIsl, OTBEYAIOIIEr0 32 BBIOJHEHNE CHCTEMHBIX KOMAH/T
Angie ADC

CobbiTust Momysi, orBedaroriero 3a RHI-dyukimonan

CobbiTHus sijipa

CobbiTus MOyt OATAHCUPOBIIUKA HATPY3KN

CobbITust MOLYJIsi, OTBeYaoMIero 3a yupasienne Angie ADC
CobbiTust obHoBIeHusT Angie ADC

IIpocMoTp nHGOPMAIIT O TUHAMUYIECKUX MOJLYJISIX

Tonyuenune nadopmanun o nuaammaeckom Moayie Angie ADC
IMonyguenue cnmcka mocTynHbIX AuHamMudeckux Mojyieir Angie ADC
Orobpakenne nHGOPMAIUN O MPOIECCAX, 3AMYIIEHHBIX B CUCTEME

IIpocmorp u usmenenue cucremubix Hacrpoek Angie ADC (NTP, or-
JIaJIKa, HACTPOIKA BPEMEHU U T. II.)

Brutiouenue pexxuMa OTJIaIKu

OTK/II0YeHNe PEXKUMa, OTJIAIKA

Ilepesarpyska snementoB Angie ADC

IIpocmoTp mapamerpoB siypa Linux B peajibHOM BpeMeHH
VYupasienue syslog/Logstash-cepsepamu sioruposanusi.
ITepesarpyska u obnoBienne Angie ADC

IIpocmotp craryca NTP

ITepesarpyska cucremsr Angie ADC
IIpocmotp crarucruru cucrembl Angie ADC
IIpocMOTp 1 yCTaHOBKa CUCTEMHOIO BPEMEHU

NPOAO/IKAETCS Ha Clefytolleli CTpaHuLe
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
timezone IIpocmoTp wacoBoro mosica CHCTEMBI
upgrade Oo6nosnenne Angie ADC
version IIpocmotp Bepcuu Angie ADC

10. transfer

edit
ls
™m
VIEew

11. vtysh

Pabora ¢ mupekropueit transfer

PenaktupoBanue daiia B TekyIeit TupeKTOPUH.

TTonmyuenne crmcka aityioB B gupekTopun transfer

Vnanenue daitia B qupekropun transfer

IIpocmoTp comepzkumoro daiiia B qupekropuu transfer

ITepexos k HacTpoitkam mapiipyTusamuu 1o nporokoaam BGP u OSPF

CiykeOHble KOMAHJIbI:

exit miau Ctrl+Z
quit nam Ctrl+Q

show
?

Brixon 3 KoHTEKCTA,
3aBepireHue ceccuu

BrIBOJI TEKYIIErO COCTOAHMSA
CHIMCOK JOCTYIHBIX KOMAH,T

4.2 CunTtakcuc

command optionO {optionl|option2]...|option N} [option3] [{option4|option5]...|option,
~M}] [option6 <user-inputl>] [<user-input2>] <user-input3>

[TapameTpsbr:
command KOMAaHJIa
option0O 00s13aTeJIbHBII TapaMeTp
{optionl|option2|...|option N} BBIOOD M3 CIUCKA 0053aTEJbHBIX IapaMeTPOB
[option3] He0OsI3aTeIbHBIN TTapaMeTp
[{option4|option5|...|option M}] BBIOOD U3 CIIACKA HEODsI3aTENIbHBIX [IaPAMETPOB
[option6 <user-inputl>] HeOOsI3aTeIbHBIN ITapaMeTp C I0JIb30BATEIbCKUAM

apryMeHTOM

[<user-input2>]
<user-input3>

HEO00sI3aTeIbHBIH 0JIb30BATEIbCKII apryMEHT
00513aTeJIbHBIN 1T0JIb30BATEILCKIAN apIyMeHT

4.3 cert-config

Konrekcer cert-config mosposisier ynpasiaTh ceprudukaramu, ucrnoabdyembivu Angie ADC.

[ToxmepkuBaeMbie KOMAHIBL:

4.2. CunTtakcuc
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cert-config Bxox B KoHTEKCT
disable Orkirouenune TLS
enable Bxirouenne TLS
info IIpocmoTp urdopmanymu o ceprudukaTe
list Buisoz criimcka ceprudukaros traffic Angie ADC
match ConocrapiieHne Mapbl KI0I-CepTUPURAT
tls-upload Konreker 3arpysku cepruduraros u kiaodeii Angie ADC
tls-use Konreker konuposanusi ceprudpukaros u kiaodeir Angie ADC uz nu-
pekTopun transfer
4.3.1 disable

Brixmrogaer yupasienne TLS-ceprudukaranm.

Cunrakcuc: disable management.

4.3.2 enable

Bxirouaer ynpasienne TLS-ceprudukaramu.

Cunrakcuc: enable management.

4.3.3 info

IIpocmoTp undopmanuu o ceprudukaTe.

Cunrakcuc: info {management | traffic [name <filename>]}.

[TapameTpsbr:
e management — mpocmoTp urHOpMAIUH o0 cepruduKrare s ynpasiaeans Angie ADC;
e traffic — mpocmorp uHboOpManuu o ceprudukare jist nepegadn Janabix Angie ADC;
e name <filename> — mms cepTudUKATA.

IIpumep:

(cert-config)$$ info traffic name sitel.crt
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: C = RU, ST = Moscow, 0O = Angie, OU = EVO, CN = Root CA
Validity
Not Before: Feb 18 12:23:08 2025 GMT
Not After : Feb 18 12:23:08 2027 GMT
Subject: CN = Demo Certificate, ST = Moscow, C = RU, 0 = Angie, OU = EVO
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (4096 bit)
Modulus:

.(ée‘:rt-config) $$

4.3. cert-config
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4.3.4 list

Brisog, ciiucka ceprudukaros traffic Angie ADC.

Cunrakcuc: list.

IIpumep:
(cert-config)$$ list
cp.crt : invalid
cp.key : invalid

sitel.crt: certificate
sitel.key: key

ITapameTpnr:
e invalid — cepTuduKaT UM KJIIOY HE MPOILINA TPOBEPKY;
e certificate — cepruduxrar;

e key — KJIIOUY.

4.3.5 match

ConocrapiieHne napbl KIod-CepTuURaT.
Cunrakcuc: match <certificate> <key>.
ITapameTpnr:
e <certificate> — umsa daiina ceprudukarTa;
o <key> — umMmd dailia KiIo4a.

IIpumep:

(cert-config)$$ match sitel.crt sitel.key
Certificate and key match

(cert-config)$$ match sitel.crt site2.key
Certificate and key DO NOT match
(cert-config)$$

4.3.6 tls-upload

Konrekcr 3arpysku cepruduraros u kitodeir Angie ADC.

HO,II,Hep)KI/IBaeI\IBIe KOMaH/bI:

management 3arpyska cepruduraTa U KJIOYa JJI YIPaBJIE-
uust Angie ADC

tls-upload Bxox B KoHTEKCT

traffic 3arpyska cepTudUKaTOB U KJIFOUell JJIsl [TePeadn

manHbIx Angie ADC
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management

3arpyska ceprudukaTa u Kjroda jijis yopasienus Angie ADC.
Cunrakcnc: management {crt|key} [name <filename>].
IIapameTpsr:
e crt — 3arpyska cepTU(QpUKATA,;
e key — 3arpyska KJ04a;
e name <filename> — mms coxpansemoro daiisa (MrHOpUpyercs IJIs KOMAaH/Ibl management).

it 3arpy3ku cepTuduKaTa Wik KJa04ua He0OX0IMMO BCTABUTh TEKCT CePTU(UKATA UIU KJII0Ua B CTPOKY,
3aTeM BCTABUTH IIYCTYIO CTPOKY uU/an Hanucarb END B HOBOH cTpoke.

IIpumep:

(cert-config-tls-upload)$$ management crt

Warning: filename will be ignored for management certificate

Insert the certificate line by line at the end of the input, add an empty line or
—enter END

MIIF9TCCA92gAwIBAgIBATANBgkghkiGOwOBAQUFADBOMQswCQYDVQQGEWJSVTEP
Z7SIEeCr84f I1xFMpRxNGZhJQ67xWLwQmjVcphi037Wpx+6dmQRtp8Q=
END

Successfully wrote to /etc/angie/crt/cp.crt
(cert-config-tls-upload)$$

J

IIpu 3arpyske kio4da u cepTuduKaTa TPOBEPSIeTCS NX KOPPEKTHOCTD. B ciiydae HEKOPPEKTHOTO 3HATEHUS
cepTudUKAT WIK K0T He OyIeT COXPaHEeH:

IIpumep BBIBOA:

(cert-config-tls-upload)$$ management crt

Warning: filename will be ignored for management certificate

Insert the certificate line by line at the end of the input, add an empty line or
—enter END

simple cert

Validation error: Invalid certificate format
(cert-config-tls-upload)$$

traffic

3arpyska cepTuduKaToB u Koueil st nepegadn ganabix Angie ADC.
Cunrakcnc: traffic {crt|key} [name <filename>].
ITapameTpbr:

e crt — 3arpyska cepTuQUKaTa,;

e key — 3arpyska KJ04a;

e name <filename> — ums coxpansiemoro aiiia (ecsm OTCyTCTBYeT, TO GyIeT MCIOIB30BAHO MMSI
cp.crt Juist ceprudukaTa u cp.key Juisi KJI04a).

s 3arpysku cepruduKaTa Wind KJI09a HeOOXOIMMO BCTABUTH TEKCT CePTUMUKATA WU KJII0YA B CTPOKY,
3aTeM BCTaBUTH IIYCTYIO CTPOKY Man Hanucarb END B HOBOI CTpOKe.

IIpumep 3arpy3ku ceptudukaTa ¢ UMEHEM:
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(cert-config-tls-upload)$$ traffic crt name sitel.crt
Insert the certificate line by line at the end of the input, add an empty line or,
—enter END

MIIFOTCCA92gAwIBAgIBATANBgkqhkiGOwOBAQUFADBOM(swCQYDVQQGEwJSVTEP

Z7SIEeCr84fI1xFMpRxNGZhJQ67xWLwQmjVcphi037Wpx+6dmQRtp8Q=

Successfully wrote to /etc/angie-lb/crt/sitel.crt

IIpu 3arpyske kio4da u cepruduKkaTa MPoBEPSIETCst X KOPPEKTHOCTD. B ciIydae HEKOPPEKTHOTO 3HAYEHUS
cepTuduKaT WIK K0T He Oy/IeT COXPaHEeH.

4.3.7 tls-use

Konreker konuposanus ceprucdukaros u kiaodeil Angie ADC u3 qupekropun transfer.

Tloxnep:xuBaeMble KOMAHIHI:

management Konuposanue ceprudukaTa n KJI0OYa JJIs yIpas-
senns Angie ADC us nupekropun transfer
tls-use Bxon B xonTekcr
traffic KomnupoBanne ceptudukaToB n KIOUEi s 1Ie-
peraun jramabx Angie ADC w3 jgupekTropun
transfer
management

Komnuposanune ceprucdukara n kiaroda st yopasienns Angie ADC u3 qupekropun transfer.
Cunrakcuc: management {crt|key} <source_filename> [name <destination_filename>].
ITapameTpnr:

e crt — KONMpOBaHUE CePTUMOUKATA;

e key — KOIUpOBaHUE KJIOYA;

e <source-filename> — umsa Qaiiia B aupekTopun transfer;

e name <destination-filename> — wums coxpaHsemoro daiiia (UrHOPUpYeTCst IS KOMAHJIbI
management).

IIpumep:

(cert-config-tls-use)$$ management crt certl.crt

Warning: filename will be ignored for management certificate
Successfully wrote to /etc/angie/crt/cp.crt
(cert-config-tls-use)$$

IIpu KonupoBanuu cepruduKaTa WIM KII0Ya IIPOBEPSIETCS NX KOPPEKTHOCTD. B ciydae HEKOPPEKTHOTO
3HadeHus cepTUdUKAT UJIU KJII09 He OYIeT COXpaHEeH.
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traffic

Konuposanue ceprudukaros u kioueit st nepepaun ganuabix Angie ADC u3 qupekropun transfer.
Cunrakcnc: traffic {crtlkey} <source_filename> [name <destination_filename>].
IIapameTpsr:

e crt — KONMpOBaHUE CePTUMOUKATA;

e key — KONHPOBaHUE KJIOYA;

e <source-filename> — umsa daiiia B aupekTopun transfer;

e name <destination-filename> — umsa coxpansgemoro daiiia (€Cau OTCYyTCTBYET, TO OYIeT UCIIO b=
30BAHO UM CP.crt ms ceprudukara u cp.key st KI04a).

IIpumep KommpoBaHUsT CePTUMUKATA C TMEHEM:

(cert-config-tls-use)$$ traffic crt certl.crt name sitel.crt
Successfully wrote to /etc/angie-1lb/crt/sitel.crt
(cert-config-tls-use)$$

IIpu komumpoBanum Kj0o4a u CepTU(UKATA IPOBEPSETCS UX KOPPEKTHOCTH. B ciIydae HEKOPPEKTHOTO
3HadeHus cepTUMUKAT AN KJII0Y He OYIeT COXpaHeH.

4.4 configuration

Pexxum nacrpoiiku Angie ADC. B arom pexkinme MOXKHO U3MEHATH TeKyIIyio Kouduryparuio Angie ADC.

Yrobbl BHECTH M3MEHEHU:

1. BamaiiTe HEOOXOIMMBIE TAPAMETPHI C TIOMOIIBI0 KOMaH I set ([o6aBiiser CTPOKy) U unset (ymasser
CTPOKY).

2. CpaBHHTE TEKyIIyI0 KOH(MUTYPAINIO U KOH(MUTYPAITTIO-KAHIUIAT C TIOMOIIBI0 KOMAH bl show.

3. IlpumennTe n3MeHEHUSI C TTOMOIIHIO KOMAH/IHI commit.

@ Baxno

smenenns 6yﬂyT OPpUMEHEHbI TOJIBKO ITIOCJI€ BBIIIOJTHECHUA KOMAHIbI commit.

Ecan neobxoanmo, BB MOXKETe OTKATATD BCIO KOH(MUTY PAIMIO-KAHINIAT C TIOMOIIBIO KOMaHIbl rollback
10 ee COXpaHeHus.

IIpumep:

$$ configuration

## set system interface enpOs2 type dhcp

## show

-> Current configuration

set system interface enp0Os2 type static

set system interface enp0Os2 ip address 10.21.20.31/22
set system interface enp0Os2 ip gateway 10.21.20.1

set system interface enp0Os2 ip dns 8.8.8.8

set system interface enpOs2 ip dns 1.1.1.1

-> Candidate configuration
set system interface enpOs2 type dhcp
## commit
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Tlopnep:xuBaeMbie KOMAHIbI:

configuration Bxon B pexxum HacTpOUKH

commit IIpumenenne kouduUrypanun-KaHIuIaTa BMECTO TEKYIIei KoHdurypa-
1WA,

end Brixon u3 pexxnma Hactpoiiku configuration.

rollback OTMmeHsieT Bce n3MeHEHUsI B KOH(MDUTYpaIuu-KaHuIaTe.

set Usmenenue Tekymieil koHduryparuu: gobaBjieHre CTPOKH (CO3Iaer
KOHMDUTY DALIUIO-KAHIAIAT).

show IIpocmoTp Tekyteit KOHMDUTYpAITUT U KOH(MUTY PAII-KAHINIATA.

unset Usmenenune Tekymieit KOHMUIYpalu: yiajeHue CTPOKH (co3maer

KOH(MDUI'YpAIIIIO-KAHIIAT ).

4.4.1 commit

HpI/IlvleHeHI/Ie KOHCbI/II‘yan,I/II/I—KaHﬂI/I‘HaTa B KadyeCcTBe aKTUBHOI KOHCl)I/II‘ypaLLI/II/I.

4.4.2 end

Brixon n3 pexkuma configuration.

4.4.3 rollback

OrmeHsieT Bce M3MEHEHUsT B KOH(DUTY DAIUI-KAHIIATe.

4.4.4 set

Ilepexos k m3menenuto rekyineit koudurypamun Angie ADC.

@ Baxmno

Byner coznama xkoudurypanunsg-kanauaaT. VsmeHeHust 6yLy T TPpUMEHEHBI TOJIBKO TIOC/IE BBITIOJTHEHUS
KOMaH/Ibl commit.

Cunrakcuc: set system <system_input> | ip <ip_input>, rje:

e system <system_input> — usmeHenue napamerpos koudurypanuu (hostname / interface / ntp /
sysctl / timezone);

e ip <ip_input> — macrpoiika MapupyToB u npasui IP-rpaduka (route / rule).
Bosmoxknbie BapuanTsr <system_input>:
e set system hostname <name> — ycraHoBKa mmenu xocra st Angie ADC.

e set system interface <name> {ip <keyword> <value> | type {static | dhcpl}}
crpoiika waTEpdeEiica.

Ha-

— Bosmoxkubie 3nadenns st <keyword>:
* address — ycranoBka [P-azpeca ais unrepdeiica.
* gateway — yCTaHOBKa IUII03a JJIs nHTEpdeiica.
* dns — ycranoBka DNS-anpeca mjis uarepdeiica.

* searches — yCraHOBKa JIOMEHOB LOMCKa it uHTepdeiica (1o 10 qomeHOB).
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e set system ntp enable | ntp server <name> [minpoll <value>] [maxpoll <value>]

— type static — HCIOJIB3YeTCs 10 YMOTIAHUIO. DTOT MApaMeTP MOYKHO HE YKA3bIBATH yKA3bI-
BaTh SBHO.

— type dhcp — ymansier Bce [P-mapamerpst maTEpdeiica 1 BKIIOYAET PEXKUM aABTOMATHIECKOTO
nosryaenns: Hactpoek ¢ DHCP-cepgepa.

ITapameTpor:

— enable — BkJtouenue ciayk0b1 NTP-cuaxponunsariuu.

server <name> — mobasienne HoBOoro NTP-cepBepa.

yMOJTUaHuIO: 6), HeObsI3aTesIbHbII ITapamMeTp.

minpoll <value> — MHWHHMMAJIbHBII WHTEPBAJ ONpOCA KaK CTeNeHb JBofiku (or 4 no 17, mo

— maxpoll <value> — MaKCHUMaJIbHBI MHTEPBAJI OIIpOCca Kak crenenb Asoiiku (or 4 po 17, mo
ymousrganuio: 10), Heobsi3aTe bHbI ITapaMerp.

e set system sysctl <variable> <value> — HacTpoiika IapaMmeTpoB syipa Linux (variable —
HaCTpaHBaeMbﬁinapaMeTp,valueA——en33HaquHe)

e set system timezone <value>

Yacosoit osic onpeiessier cMeleHue Jokaabaoro spemenn ornocurebano UTC. Usmenenne ga-
COBOIro nosica He n3Menser cucremHoe BpeMst (Unix timestamp), a ToJIbKO BiusieT Ha ero oTobpa-
»keHne. Yacosoii nosic Josmken ObiTh ykasad B dopmare JANA Time Zone Database (Hampumep,

Europe/Moscow) wiu B Buje abopesuarypnl (Hanpumep, UTC, EST, PST).

IIpumepnr:

$$
##
##
##
##t
##
##
##
##
##

configuration

set
set
set
set
set
set
set
set
set

system
system
system
system
system
system
system
system
system

hostname adc-home

interface
interface
interface
interface

enp0s2
enp0s2
enp0s2
enp0s2

ip address 10.21.20.39/22

ip gateway 10.21.20.1

ip dns 8.8.8.8

ip searches angie.software.ru

sysctl net.ipv4.ip_forward 1

sysctl net.core.somaxconn 1024
ntp server pool.ntp.org minpoll 4 maxpoll 17
timezone Europe/Moscow

Bosmoxkubre BapuanTel <ip_input>

e rule from <address> table <value> — yCTaHOBKa IIpaBUJIA.

e route <address> {nexthop <address> | interface <name>} [table <value>] [type

local] — ycraHoBka MapmipyTa. MuHMMAJbHO HEOOXOAMMO 33JaTh ajpec U nexthop wmim

interface, ocrajbHBIE TTapaMeTphl (TabJIUIA MAPIIPYTU3AIUMA U TUII MAPIIPYTa) ONIMOHAJILHBIL.

ITpumep:

$$ configuration
## set ip rule from 0.0.0.0/0 table 100
## set ip route 0.0.0.0/0 nexthop 10.90.90.90
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4.4.5 show

IIpocmoTp Tekyteit Kouurypanum u KOH(PUTY parnu-KaHInIaTa.

4.4.6 unset

Ilepexon ¥ m3menenuio tekymieii kouduryparnuun Angie ADC. Vianser napamerp n3 KOHMUTYPAIUT-
KaH/I1J1aTa.

Baxkno

Byner cozmama koudurypanmuns-kanauaaT. VIsMeHeHnst 6yIy T TpUMEHEHBI TOJIBKO TOCIE BBITIOJTHEHUS
KOMaH/JIbl commit.

IIpumep:

$$ configuration

## unset ip rule from 0.0.0.0/0 table 100

## show

-> Current configuration

set system interface enp0Os2 type static

set system interface enpOs2 ip address 10.21.20.31/22
set ip rule from 0.0.0.0/0 table 100

-> Candidate configuration

set system interface enp0Os2 type static

set system interface enpOs2 ip address 10.21.20.31/22
## commit

4.5 diagnostics

Konrekcr diagnostics 1mo3BoJiseT IPOBOJAUTH JIUATHOCTUKY CETH U aHAJN3UPOBATH CETEBOH TpaduK.

Tlognep:xuBaeMble KOMAHIbI:

diagnostics Bxox B KoHTEKCT

arping Ornpaska ARP-3ampocoB ceTeBbIM XOCTaM.

diag Ob1ast IMArHOCTUKA CHCTEMBI.

nslookup Boimostrernne DNS-3ampocos.

ping Beimosinenne komaHIbl ping.

pingc Brimostrenne komanibl ping B cruse Cisco.

ss IIpocmoTp nHMOPMAIUT O CETEBBIX COEIMHEHUSIX, [IOPTAX W CTATHCTUKE
CETEBBIX COKETOB.

ssldump Awnanus SSL/TLS-rpaduxa.

tepdump AHnaju3z cereBoro Tpaduka.

traceroute TpaccupoBka MapHIpyTa CJIeJ0BAHUS ITAKETOB.
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4.5.1 arping

Ornpaska ARP-3anpocoB ceTeBbIM XOCTaM.

Cunrakcuc: arping [-c <count>] [-w <deadline>] [-t <interval>] [-if <interface>] [-src
<source>] [-d] [-u] [-a] [-f] [-b] [-q] <target>

ITapameTpbr:
e -c <count> — koymmuecTBO ARP-3ampocos st oTIpaBKu mepej; 3aBepIieHneM KOMaH Ibl;
e -w <deadline> — MakKCHUMaJIbHOE BpEMs OXKHJAHUA OTBETA B CEKyHJIAX;
e -t <interval> — mHTEpBaJ MEXKJy OTIPABKON 3aIlIpOCOB B CEKYHIIAX;
e -if <interface> — cereBoil nHTEpdEiic, Yepe3 KOTOPHIl OTIIPABJISATE 3aIIPOCHI;
e -src <source> — ucxoxuslit [P-anpec s ucnosp3oBanus B 3ampocax;
e -d — pexuMm OOHAPYKEHUs TyOJIUKATOB aIPECOB;

e -u — pexuM HesanporerHoro ARP: ornpaska ARP-nakeros 6e3 oxknmanusi orBeTa (Jjist OGHOB-
nenust ARP-kama);

e -a — pexxum orBera ARP: komama Gyjer orBedars na Bxogganme ARP-3anpocsr;

e -f — 3aBepIINTH BBINOJHEHUE [IPU MTOJIYIEHUN TIEPBOI'O OTBETA;

e -b — IIMPOKOBENATEILHBIN PEXKIM: OTIIPABKa 3aIlPOCOB Ha IIMPOKOBENATEIbHBIN aJIpec;
® -q — TUXUI PEKWM: MUHUMAJIHHBIA BBIBOJ, MH(OPMAIUH;

e <target> — IP-ajpec wiam ums xocra, K Koropomy ornpasisdorcs ARP-3anpocst (06st3aresbHbli
napamerp).

ITpumepsnr:
e (diagnostics)$$ arping 192.168.1.1 — mnpoBepkKa JOCTYIIHOCTH XOCTA.

e (diagnostics)$$ arping -c 5 -w 10 192.168.1.100 — ormpaska 10 5 ARP-3ampocos n oxn-
Janune orBeTta He 6osee 10 cexyHI.

e (diagnostics)$$ arping -d 192.168.1.50 — npoBepKa Ha JyOJIMpPOBAHUE aJIpeca.

e (diagnostics)$$ arping -u -if ethO 192.168.1.1 — mezampomennsiii ARP 15 o6HOBICHMS
KOIIIA.

4.5.2 diag

Brinmosnenue ob1ieit uarunocTuku cuctemMbl. MHMOpMAIS 0 COCTOSHUN KOMIIOHEHTOB CHUCTEMBI COXpa-
usercs B daiin diag_<timestamp>.log, HanpuMmep B namke /var/transfer.

Cunrakcuc: diag

4.5.3 nslookup

Boimosinenne DNS-3ampocos.
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Pa3sosbii 3anpoc

Cunrakcuc: nslookup <host>

IIpumepsnr:

(diagnostics)$$ nslookup example.com — mpsmoit DNS-3ampoc.

(diagnostics)$$ nslookup 93.184.216.34 — obparubiii DNS-3anpoc (PTR).

NHTepakTuBHbI pexxum

B nHTEpaKTHBHOM peKUMe MOYKHO BBIIOJIHATH MHOXKecTBeHHbIe DNS-3a1pochT.

Ilepexos B nnrepakTuBHbiil peskum: (diagnostics)$$ nslookup

HO,ZI,ILep}KI/IBaeMI)Ie KOMaHIbl THTEPAKTUBHOI'O peXXNMa.:

host [<server>] — momck nHMOPMAIUN O XOCTE C UCIIOJH30BAHUEM TEKYIIET0 CEpBEpa M0 yMOJI-
YAHUIO WJIM YKA3aHHOTO CepBepa.

server <domain> — m3MeHEHHE cepBepa 0 yMmoadanuio. [ noncka nudopMarym o JOMeHe Nc-
HOJIb3yeTcd TeKyLIuil cepsep.

lserver <domain> — W3MEHEHHE cepBepa IO ymoadanuio. JIas momcka mHMOPMAIUN O JOMEHe
UCIONTB3YeTCsl HAYaIbHBIH cepBep (TOT, ¢ KOTOpBIM 3amyIieH nslookup).

set keyword[=value] — u3MmeHeHHe HapamMeTpoB KoHdUrypamnuu, rje keyword — uMs apaMeTpa,
value — 3nadenue (€C/au IIOJIEPKUBACTCH).

Bosmozkuble BapraHTh:
— set all — BBIBOJ BCEX TEKYIIUX HACTPOECK.
— set class=value — u3MeHeEHUE KJIaCCa 3alpoca.
JocrynHble 3HaUeHUS:
* IN — kuacc Internet (o ymosrganuio);
* CH — xmacc Chaos;
*x HS — xmacc Hesiod,

* ANY — moacTaHOBOYHBIN 3HAK.

set [noldebug — BKJIOUYEHHMe WU BBIKJIIOYEHHE OTOOPaKEHHs IOJIHOTO IakeTa orseTa. 1lo
ymoJi4annio nodebug.

— set [nold2 — BK/OUYeHHE UM BBIKJIIOUYEHNE peKuMa OTaaku. [lo ymosrganuio nod2.

— set domain=<name> — yCTAHOBKA CHHCKA IIOMCKA JOMEHOB II0 YMOJIYAHUIO.

set [nolsearch — ecyi 3ampoc CO/IEPKUT XOTsI ObI OJTHY TOUKY, HO He 3aKAHIMBAECTCS TOIKOI,
J100aBIIsIeT UMEHA, JOMEHOB U3 CIHCKA MTOMCKa JOMEHOB K 3aIpocy JI0 HoJydeHus orsera. 1lo
yMoOJI4aHuio search.

— set port=<value> — usmenenue nopra TCP/UDP-cepBepa umen (1o ymosganuio 53).

— set querytype=<value> — u3MeneHue Tuma 3amnpoca nadopmarmu. [lo ymoraanuo A, 3arem
AAAA.

— set type=<value> — wu3MeHeHHe Tuma 3ampoca uHbopmanuu. [lo ymomuanmio A, 3arem
AAAA.

— set [nolrecurse — BKJIOUEHME WM BBIKJIIOYEHUE PEKYPCHUBHBIX 3aIpPocoB. 1o yMoaIaHumio
recurse.

— set ndots=<number> — yCTAHOBKa KOJUYECTBA TOYEK (pasiesuresieil METOK) B JOMEHE, [IPU
KOTOPOM TIOMCK OTKJIIOYaeTCsa. AGCOTIOTHBIE UMEHA BCErJia OCTAHABIUBAIOT MTOUCK.
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— set retry=<number> — ycTaHOBKa KOJNYECTBA IOBTOPHBIX IIOILITOK.

— set timeout=<number> — u3MeHeHUE HAYAJLHOI'O MHTEPBAJIa OXKUJAHUSA OTBETA (B CEKYyH-
Jax).

— set[no]vc — yka3bIBaeT, [O/KEH JIM HCIOJIb30BATHCH BUPTYAJIBHBIN KAHAJ [IPU OTIIPABKE
3anpocos K cepsepy. Ilo ymomganuio nove.

— set [nolfail — WCHOJIBL30BATH JIU CJIELYIONIUI CEpBEP UMEH, IIPHU OITUOKE Ha IIEPBOM CEPBEpE.
IIo ymomaanuio nofail.

4.5.4 ping

Brimonnenne KoMaHIbL ping.

Cunrakcuc: ping [-c <count>] [-n] <hostname>

ITapameTpbr:
e -c <count> — KOJMYECTBO NMAKETOB (II0 YMOIYAHUIO GECKOHETHO);
® -1 — He PE30JIBUTH UMsI XOCTa;

e <hostname> — mms xocta uau IP-aapec.

4.5.5 pingc

Brimosnenne koman bl ping B cruse Cisco.
Cunrakcnc: pingc {ip|ip6} <hostname> [count <n>]
ITapameTpbr:

e ip — BBINOJIHEHUE MTUHTA Yepe3 ipvd;

e ip6 — BBLINIOJIHEHNE MTUHTA depe3 ipvo;

<hostname> — umda xocta uau [P-ajpec;

count <n> — KOJIMUECTBO [AKETOB (110 yMOJIIaHUIO 4).

4.5.6 ss

IozBossger nosnyuars geranbayo uadopmaimio o TCP/UDP-coequnenusx, OTKPBITBHIX IIOPTaX, [IPOIIEC-
€ax, UCHOJIB3YIONINX CETh, M CTATUCTUKE CETEBBbIX MHTEPGENHCOB.

CuHTakcuc: ss [-t] [-ul [-11 [-p] [-al [-n] [-r] [-s] [-e] [-il [-4] [-6] [-o] [-m]
[-h] [<expression>]

MapameTpsbi

e -t — orobpazkernue ToabK0 TCP-coequHenmii.

e -u — orobpaxKenue Toabko UDP-coemunenmii.

e -1 — oTOOparkeHWe TOJBKO MIPOCJIYIIMBAIONINX COKETOB.

e -p — orobpaxkenue nporecca (PID u ums nporpaMMbr), UCIIOJIB3YIONIETO COKET.

e -a — oTOOparkeHKe BCEX COKETOB: KaK YCTAHOBJIEHHBIX COEIMHEHUN, TaK U IIPOC/LY IIABAOIINX.
e -n — BBIBOAUTH TOJBKO [P-ajipeca u HOMepa mopTos.

e -r — paspemarb [P-ajpeca u moprel B umena (obparHoe -n).

e -s — oToOpakeHne KPATKON CTATUCTUKH MO MPOTOKOJIAM (KOJIMIECTBO COEIMHEHN, TAKETOB U T.1. ).
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-e — PACIINPEHHBII BBIBOJ[ CTATUCTUKH C JOIOJIHUTEIbHOI nHMOpMaIueil 0 COeIMHEHNIX.

-i — orobpazkeHnue HHGOPMAIE O CETEBBIX MHTEP(ENCcax.

-4 — orobpazkenue TOabKO [Pv4-coennnennit.

-6 — orobpazkenue ToabKo [Pv6-coenunennii.

-0 — OoTOOparkeHne TaiiMepOB COKETOB B BBIBOJIE.

-m — OTO6pa}KeHI/Ie HCIIOJIb30BaHUA ITIaMATH COKETaMMU.

-h — me oTOOpazKkaTh 3ar0JIOBKA TAOJIUIIHI.

<expression> — dusbTpanus pe3yJabTaToB II0 state U IO 33JaHHBIM KPUTEPUAM, 0POPMIILETCS

KaBbIdYKamMu "".

Mpumepsbi

IIpumepsnr:

(diagnostics)$$
(diagnostics)$$
(diagnostics)$$
(diagnostics)$$
(diagnostics)$$
(diagnostics)$$
(diagnostics)$$

(diagnostics)$$
opt 443.

(diagnostics)$$

(diagnostics)$$

®dunbrpaumnsa no state

SSs

SS

SS

SS

Ss

SS

Ss

Ss

SS

Ss

-tulpn — Bce TCP/UDP-coenunenust ¢ mpoieccaMu 1 IOPTaMU.

-tlnp — TCP-coequnenus B cocrostanu LISTEN.

"state listening" — TOJIBKO NPOCIIYIINBAIONINE COCTUHCHUS.
"dport = 80" — coemuHeHus Ha 1opt 80.
"sport >= 1024" — coelMHEHUs C IOPTOM HCTOYHUKa >= 1024.

"dst 192.168.1.1" — coegmuenus K xocty 192.168.1.1.
"src 10.0.0.0/8" — coemunenus u3 cern 10.0.0.0/8.

"state established dport = 443" — coeguHeHHUs, YCTAaHOBJICHHBbIC Ha

"fwmark = 0x01/0x03" — coeanHEHUSsI C OIpeaeeHHoil MeTKoit fwmark.

-8 — CTAaTHUCTHUKa II0 IIPOTOKOJIaM.

state all — Bce coOCTOAHUL.

state connected — Bce coeIuHEHHbIE COCTOSTHUSI.

state synchronized — CMHXPOHU3UPOBAHHBIEC COCTOAHUSA.

state bucket — cocTOdgHUA OXKUJIAHUS.

state big — BCe BOBMOXKHBIE COCTOAHUA.

state established — ycTaHOBJIEHHOE COEJUHEHUE.

state syn-sent — orupasiied SYN.

state syn-recv — noJyden SYN.

state fin-wait-1 — oxxmmanwue mepsoro FIN.

state fin-wait-2 — oxwumanue Broporo FIN.

state time-wait — oxXupganme 3aKpbLITUIL.

state closed — 3aKpbBITOE COEUHEHUE.

state close-wait — oXKuJaHUE 3aKPLITULA.

state last-ack — mocaeannii ACK.
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e state listening — mpociaynmuBaHue.

e state closing — 3akpBITHE COEIUHEHNUA.

®PunbTpauus No KPUTEPUAM

QubTpalius COKETOB Ha OCHOBE OIIPE/IeJIEHHBIX KPUTEpUEB. BbipakeHne COCTOUT U3 CEPUU IIPEINKATOB,
00bEIMHEHHBIX JIOTUIECKUME OIEPATOPAMHU.

Jloruueckue oneparopsl (B HOPsiZKe BO3PACTAHUS IIPUOPUTETA):

or, |, |l Jormdeckoe MJIN
and, &, && Jgorudeckoe M
not, ! jgoruieckoe HE

Ecim mexy mociieioBaTeIbHBIMA [IPEIUKATAMU HET OIepaTopa, IMPEeIIojaraeTcs HesiBHBIA OIepaTop
and. IoaBbIpaKkeHus MOKHO TPYIIIMPOBATH ¢ ITOMOIIbI0 Kook "(" u ")".

IIpeaukaTsor:

dst HOST | src HOST | dst=HOST | IIpoBepka COOTBETCTBHUS aJpeca HA3ZHAUYCHWS WU MCTOUHH-

src=HOST ka xocry HOST. HOST moxer 6biTh [P-agpecom, nvmenem
xocra mim cetbio B popmare CIDR.

dport OP PORT | sport OP PORT Cpasrenue mopra HazHadenns mwim ucroannka ¢ PORT. OP
(omepaTop) MoOXKeT OBITH CJeAyOmUM: <, <=, =, == l= >=
> Hanpumep: dport = 80, sport >= 1024, dport < 8080.

dev DEVICE | dev=DEVICE | dev! Cosna ienne 1o yerpoiicry (uarepdeiicy ), KOTopoe UCIOIb-

=DEVICE gyer coenunenne. DEVICE mozker ObITh HMeHEM yCTPORCTBA
WA UHIEKCOM mHTepdEiica.

fwmark MASK | fwmark=MASK | Cosnagenue 1o 3Hadennio fwmark mis coeannenust. MASK

fwmark!=MASK MO2KeT ObITh KOHKPETHBIM 3HAUEHNEM METKU UJIN 3HAYEHUEeM
¢ Mackoit 6uros. Hampumep: fwmark=0x01, fwmark=0x01/
0x03 (1poBepka JBYX MJIQJIIUX OUTOB).

cgroup PATH | cgroup=PATH | CoBrajienue, ecjiu COeJMHEHNE SBJISIETCS JaCTbIO CEroup I0

cgroup ! =PATH YKa3aHHOMY IIyTH.

cautobound CoBrajienne, ecjau MOPT WM IIyTh UCXOJHOIO aJipeca ObLI

aBTOMaTHUYCCKHU BbIJICJICH (a He dBHO yKasaH).

Omueparopsl cpaBHeHUsl (BCe S9KBUBAJIEHTHBI ):

=, ==, eq paBHO

!'=, ne, neq HE paBHO

>, gt 6oJIbIITEe

<, 1t MeHbIIIe

>=, ge, geq 6oJIbIIIE UM PABHO
<=, le, leq MEHbIIIe UJIN PaBHO
!, not OTpUIIAHHUE

[, I, or Joruveckoe MJIN
&, &&, and Jsorndeckoe U

Ecin OIIepaTOp HE YKa3aH, IIPEeAIIoJIaraeTcsda orepaTrop =.
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4.5.7 ssldump

Awnayms SSL/TLS-rpaduka. [Tokasbisaer comepzkumoe SSL/TLS-niakeTos, BKIouast uHGOPMAILUIO O Py-
konoxkaruu (handshake), ceprudukarax, ucnosnbsyempix mudpax u 3amudpoBaHnble janabe. Pe3yiib-
TaThl COXPAHAIOTCH B (ailibl ssl_capture_<timestamp>.txt u ssl_capture_<timestamp>.pcap.

Cunrakcuc: ssldump [-i <interface>] [-n] [-e] [-h] [<expression>]
ITapameTpnr:
e -i <interface> — cereBoii unrepdeiic s 3axsara SSL/TLS-rpaduka.
® -n — TOKAa3bIBATh TONBKO IP-anpeca (He BBINOIHSITEH pa3pelieHne JOMEHHBIX MMEH ).
e -e¢ — MOKa3bIBaTh BpeMsl B untaeMoM ¢popmare BMecTo Unix timestamp.
e -h — MOKa3BIBATH MOJHBIE SSL-3ar0/I0OBKH MAKETOB JJIsI JETAJIBHOTO aHAII3A.

e <expression> — GuabTp 3axBara, odopmisiercs KaBblakaMu "". CHHTAKCHUC BbIpasKeHUd (hib-

TPOB CM. JOKyMeHTanuio pcap-filter.
IIpumepsnr:
e (diagnostics)$$ ssldump -i ethO — 3axsar Bcero SSL-tpaduxa na eth(.
e (diagnostics)$$ ssldump -i ethO "host example.com" — SSL-tpacduk msi/or example.com.
e (diagnostics)$$ ssldump -i ethO "port 443" — SSL-tpaduk na mopt 443.

e (diagnostics)$$ ssldump -h -i ethO "tcp and port 443" — 1mosiHble 3arosioBku  SSL-
[AKETOB.

4.5.8 tcpdump

Amnanmz cereBoro TpaduKa B peaJbHOM BPEMEHH.

Cunrakcuc: tcpdump [-i <interface>] [-c <count>] [-w <file>] [-v] [-vv] [-vvv] [-n]
[-nn] [-x] [-e] [<expression>]

ITapameTpnr:

e -i <interface> — ykasaHume cereBoro mHTepdeiica mis 3axpara Tpaduka (10 YMOIIAHUIO HUC-
HOJIb3YeTCsl NepBbIil JocTynHbii nHTepdeiic). Ecan narepdeiic He ykasaH, To KoMaHaa Oyuer uc-
TOJIb30BATH BCE JIOCTYITHbIE WHTEP(ENCHI.

e -c <count> — KOJUYECTBO [TIAKETOB JIJIs 3aXBATa II€pe]] ABTOMATUYIECKUM 3aBEPIIEHIEM KOMAaH/IbI.
e -w <file> — 3ammch 3aXBavYeHHBLIX MMAKeTOB B daita B (popmaTe pcap.

® -V — IOJIPOOHBIN BBIBOM: OTOOpaKEHNE JONOJHUTEIHFHON NH(MOPMAIUN O aKeTaxX.

® -VV — OYEHb TOJPOOHBIH BBIBOM: PACIIHPEHHAS WH(POPMAIUS O TaKeTax.

® -VVV — MaKCHMAJbHO IIOIPOOHBIH BBIBOI: MAKCHMAJBHBIN YPOBEHD JAETATU3AIINN.

e -n — He BBINOJHATH pasperterne jgomenHbx umer (DNS lookup): orobpaxkars Tosbko IP-anpeca.

e -nn — He BBINOJHSATH Pa3pelleHne JTOMEHHBIX UMEH M MOPTOB: 0TOOpaxKaThb ToJbKo [P-anpeca u
HOMepa IOPTOB.

® -X — BBIBOJI ITAKETOB B IECTHAIATEPUTHOM (hopMaTe sl JETATHHOTO AHAJIN3a, COAEPKUMOTO.

e -e¢ — orobpaxkenne nadopmMauu o kaHaabHoM ypoere (Ethernet-zaromosku): MAC-azpeca, tan
dpeiiva u T.11.

e <expression> — uIbBTp 3axXBaTa [Jisi OUPAHUYIEHUs] TUIA EPEXBATHIBAEMBIX [TAKETOB, ODOPMIIs-
ercs KaBbrakamu "". CuHTaKCHC BbIpaXKeHuil (buIbTpoOB cM. JoKyMeHTanuo pceap-filter.

IIpumepsr:

e (diagnostics)$$ tcpdump -i ethO — 3axBar Bcero Tpaduxa Ha ethl.
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e (diagnostics)$$ tcpdump -i ethO "host 192.168.1.1" — 7tpaduk TOJBKO isi/OT XOCTa
192.168.1.1.

(diagnostics)$$ tcpdump -i ethO port 80 — rpaduk Ha mopr 80 (HTTP).

(diagnostics)$$ tcpdump -i ethO "tcp and port 443" — TCP-tpadumk ma mopr 443
(HTTPS).

(diagnostics)$$ tcpdump -w capture.pcap -c 100 — zamucars 100 makeToB B daii.

4.5.9 traceroute

TpaccupoBka MapIIpyTa C/IeI0BAHUS [TAKETOB 0 YKA3aHHOTO CETEBOIO y3JIa.

Cunrakcuc: traceroute [-i] [-t] [-ul [-4] [-6] [-n] [-d] [-m <max_hops>] [-q
<nqueries>] [-p <port>] [-w <waittime>] [-if <interface>] [-s <source>] <target>

ITapameTpnr:

-i — ICMP-pexum Jjisi TPACCUPOBKU (PEXKUM 110 YMOJIIAHUIO).

-t — TCP-pexum: ornpaska TCP-takeros smecro ICMP.

-u — UDP-pexum: ornpaska UDP-naketos.

-4 — TmpUHYINUTeNbHOE UcHoab30Banue [Pv4.

-6 — mpUHYyIUTeIbHOE ucnoab30Banne IPv6.

-n — He BBIIOJHATH pa3pelleHne JOMEHHBIX UMEeH: II0Ka3bIBaTh TOJIbKO [P-ampeca.
-d — BKJIIOUEHUE OTJIaJ0YHON WH(MOPMAIMN B BHIBO/I.

-m <max_hops> — MaKCHMaJbHOE KOJIMIECTBO MPOMEKYTOYHBIX y3710B (hops) jus mpoBepkn (mmo
ymosraanuio 30).

-q <nqueries> — KOJIMYECTBO 3alPOCOB, OTIPABJAEMBIX Ha KasKJIblil TPOMEXKYTOUHBIH y3ea (o
YMOJTUAHHIO 3).

-p <port> — ykazauue nopra s ucnoiabzoBanusg B TCP/UDP-pexumax.

-w <waittime> — BpeMda OXKHJAHUSA OTBETA OT KarKJOT'O y3JIa B CEKyHJIax (HO YMOJIYaHHUIO 3)
-if <interface> — ykaszamme ceTeBoro nHrtepdeiica /it OTIPABKH IMAKETOB.

-s <source> — yka3aHne ucxognoro IP-anpeca njs oTIpaBKN IaKeTOB.

<target> — meseBoit [P-agpec nin momenHoe mMs y371a, 10 KOTOPOTO BBIOJTHSETCH TPACCHPOBKA
(obsi3aTesbHBI ITApaMerp).

IIpumepsr:

(diagnostics)$$ traceroute -n -w 2 192.168.1.1 — tpaccuposka 6e3 DNS, Bpemst oxuma-
HUS 2 CEKYHJIbI.

(diagnostics)$$ traceroute -t -p 80 example.com — TCP-tpaccuposka ma mopt 80.
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4.6 firewall

Konrekcer firewall no3BosisieT ypasisaTh npaBmiamu Oparamayspa Angie ADC.

HOI[ILGp}KI/IBaeI\/IBIe KOMaH/IbI:

firewall Bxon B xorTekcT

list BriBog, cimcka npasust 6paramayspa Angie ADC

no open 3akpeiTre mopra B OpanaMayspe Angie ADC

open OrkpeiTre nopra B 6panamayspe Angie ADC

save Coxpanenne mpasui 6pamnamayspa Angie ADC
4.6.1 list

BuiBox criimcka npasuit 6parmayspa Angie ADC.
Cunrakcuc: list {iplip6}.
ITapameTpnr:

e ip — BBIBOJ cImcKa IpaBui Jis 1Pv4;

e ip6 — BBIBOJA cIUCKa IpaBuiI Jjs IPv6.

IIpumep BBIBOTA:

(firewall)$$ list ip
tcp 9999 enpOs2
(firewall)$$

4.6.2 no open

SakpsiTre nopTa B 6panamayspe Angie ADC.
Cunrakcuc: no open {ip|ip6} {tcpludp} <port> <interface>.
ITapameTpnr:

e ip — mopt mys IPv4;

e ip6 — mopt msa IPv6;

e tcp — mopr st mporokosia TCP;

e udp — mopr Jyist nporokosaa UDP;

e <port> — HOMED IIOPTa;

e <interface> — unTepdeiic.

TIpumep:

(firewall)$$ no open ip tcp 9999 enpOs2
Port 9999/tcp successfully closed on interface enpOs2
(firewall)$$
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4.6.3 open

OrkpeiTue nmopta B 6panamayspe Angie ADC.
Cunrakcnc: open {iplip6} {tcpludp} <port> <interface>.
IIapameTpsr:

e ip — mopt jisa [Pv4;

e ip6 — mopt misa IPv6;

e tcp — mopr g nporokosia TCP;

e udp — nopr g nporokosna UDP;

e <port> — HOMEp IOpTa,;

e <interface> — mHTEpdeiic.

IIpumep:

(firewall)$$ open ip tcp 9999 enpOs2
Port 9999/tcp successfully opened on interface enpOs2
(firewall)$$

O IIpumeuannue

IIpu HacTpoiike KOHMUIypAIMU He 3aHUMATe CJIe/yIONye TOPThl (ITU MOPTHI UCIOJIB3YIOTCS BHYT-
penrnmu cepsucamu Angie ADC):

TCP: 22, 25, 53, 2022, 2222, 2601, 2602, 2603, 2604, 2605, 2606, 2615, 2616, 2617, 2619, 2623, 3000,
3050, 3051, 3053, 3081, 3101, 3111, 5432, 8080, 9090, 9898

UDP: 53, 323, 3784, 3785, 4784

4.6.4 save

Coxpanenne mpasui 6panamayspa Angie ADC.

Cunrakcuc: save.

4.7 ip

CraHapTHOe yIIpaBJjeHle CeTeBbIMYU NHTepdeficaMu, MapIIpyTamMmu, ajpecaMu 1 pasuiamu [P-rpaduka
B Linux.

@ Baxno

ITpu nepezarpyske Angie ADC HacTpoiiku, BEIIOJIHEHHBIE Y€Pe3 ip, He COXpaHsIoTcs. s HacTpoitku
CHCTEMBI PEKOMEHJIYETCs MCIIOJIBb30BATh PEXKUM CONfiguration.
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4.8 logs

Konrekcer logs mo3Bosisier mpocMaTpuBaTh KypHasbl cobbrtuit Angie ADC. Ucnosb3yiiTe 3T KOMAHIBI
JIJTSL TIOJTY 9€HUs JUATHOCTUIECKON nHMOPMAIIY IPH OOPAIEHUN B CIYZKOY TEXHUIECKON IOJIEPKKU.

adc-gslb
adc-server

adc-system

adc-tracker

Coberrust Mogynst GSLB (rrobaspHast 6aiaHCHPOBKA)

CobbITHst MOJLYJIsT, OOECTIETUBAIOIIETO BBITIOJTHEHUE BCETO TIPEIOCTABIIS-
emoro dyukimonaia Angie ADC (BxoxHas TOYKA)

CO6I)ITI/15{ MOAYJIsA, OTBE€YAIOMIEro 3a BBIIIOJIHEHHE CUCTEMHBIX KOMaH/I
Angie ADC

CobbiTus momyasi, orsedaroriero 3a RHI-dyukimonan

kern CobbiTus sipa
lb CobbITrsi MOJTYJIsT GAJTAHCHPOBIUKA HATDY3KU
logs Bxox B koHTEKCT
mgmt CobbITus MoyJisi, oTBevaomiero 3a yupasienune Angie ADC
upgrade Cobbrtust obHoBsieHns Angie ADC
4.8.1 adc-gslb

Cobbrtus Moayns GSLB (riobaibHast GaaHCUPOBKA).

Cunrakcuc: adc-gslb [{page|transferl}].

ITapameTpnr:

® page — BbIBO/ 3anuceii B pexnuMe IOCTPAaHUIHOTI'O IIPOCMOTPA;

e transfer — KonmpoBaHme 3anuceil B fupekTopuio transfer.

4.8.2 adc-server

CobbIThst MOJYJIsT, 00ECIIETMBAIOIIEr0 BBITOJIHEHUE BCEro mpejocTranisemoro dynknnonanta Angie ADC

(BXOJHASI TOYUKA).

Cunrakcuc: adc-server [{pagel|transfer}].

ITapameTpnr:

e page — BBIBO/JI 3aIUCEHl B peKUMe IOCTPAHUIHOIO IIPOCMOTDA;

e transfer — KonmpoBaHUe 3amuceil B JupekToputo transfer.

4.8.3 adc-system

CobbITHsT MOJLYJIsI, OTBEYAIOIIErO 38 BBIMOJHEHHE crucTeMHbIX KoMan Angie ADC.

Cunrakcnc: adc-system [{pagel|transferl}].

ITapameTpsr:

® page — BbIBOJ 3anuceil B peKuMe IIOCTPAHUYIHOI'O IIPOCMOTPA;

e transfer — KonmpoBaHWe 3alucCell B JUPEKTOpUIO transfer.
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4.8.4 adc-tracker

CobbiTus momyns, orsedaroriero 3a RHI-dyukimonas.
Cunrakcnc: adc-tracker [{pagel|transfer}].
IIapameTpsr:
e page — BBIBOJI 3aIUCEH B PEKUME OCTPAHUTHOIO IIPOCMOTPA;

e transfer — KonmpoBaHWE 3alUCell B TUPEKTOpUIO transfer.

4.8.5 kern

CobbITHus sijipa.
Cunrakcuc: kern [{follow|page|transfer}].
[TapameTpsbr:
e follow — BBIBOJ 3allUCEll B pEKUME PEAJIbHOI'O BPEMEHH;
e page — BBIBOJI 3aIUCEHl B PEKUME OCTPAHUTHOTO IIPOCMOTPA;

e transfer — KonmpoBaHue 3anuceil B jupekropuio transfer.

4.8.6 Ib

CobbITrs MOLYJIsT DATIAHCHPOBIIUKA HAMPY3KH.
Cunrakcuc: 1b {access|error} [{follow|pagel|transfer}].
ITapameTpnr:

® access — BBIBOJL 3aIIACEll 2KYPHAJIA 3aIIPOCOB;

® error — BBIBOJ, 3alKCell XKYPHAJIA ONINOOK;

e follow — BBIBOJ 3allUCEll B pEeXKUME PEAJIbHOI'0 BPEMEHU;

® page — BBIBOJ 3aIUCeil B pesKNMe MOCTPAHNIHOIO IPOCMOTPA;

e transfer — KonmpoBaHWe 3alucCell B JUPEKTOpUIO transfer.

4.8.7 mgmt

CobbrTus MoyJisi, oTBevatoriero 3a yupasienue Angie ADC.
Cunrakcuc: mgmt {access|error} [{follow|pagel|transfer}].
ITapameTpnr:

® access — BBIBOJ 3allcell XKypHasa 3alIPOCOB;

® error — BBIBOJ 3allKCell KypPHAJIa ONINOOK;

follow — BBIBO/JI 3alnCeil B peKMMe PeaJbHOIO BPEMEHH;

® page — BBIBO/JI 3aIUCEil B PeKUME MOCTPAHUIHOIO IIPOCMOTDA;

transfer — KonupoBaHHe 3anuceil B JUpeKTOpHUIo transfer.
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4.8.8 upgrade

Cobbitust obroBenns Angie ADC.
Cunrakcnc: upgrade [{follow|pagel|transfer}].
IIapameTpsr:
e follow — BBIBOJ 3allUCEl B PEXKUME PCAJILHOI'O BPEMCHU;
e page — BBIBOJ, 3allCEil B peKMMe ITOCTPAHUIHOI'O IIPOCMOTPA;

e transfer — KonmpoBaHue 3aluceil B JUpeKTopuio transfer.

4.8.9 ®OunbTpauyus BbIBOAA

BruiBon sammceit momgep:kupaer duiabrpaiuio depe3 pipe. Jlomyckaercst MCIoJIb30BaHUE HECKOJIBKUX
GUIBTPOB B BUIE:

[command | filterl | filter2 | ... | filterN }

TlonnepxkuBatorcs: ciemyroriue GUIBTPHI:
e grep — UIBTPAIHS 10 MTOICTPOKE;
e exclude — UCKJIIOYECHUE CTPOK, COAEPKAIINX YKA3ZAHHYIO [IOACTPOKY;
e include — BBIBOJ TOJILKO CTPOK, COAEPZKAIIUX YKA3aHHYIO IIOJCTPOKY;
e head — BBIBOJI EPBBHIX N CTPOK;

e tail — BBIBOA mocyeaHuX N CTPOK.

grep

Cunrakcuc: grep -i -o -v <pattern>
ITapameTpnr:
® -1 — UIHOPUPOBATH PErUCTP;
® -0 — II0Ka3aThb TOJILKO COBIABIIYIO YaCTh BMECTO BCEHl CTPOKH;
® -V — HUHBEPTUPOBATL PE3YJILTAT;
e <pattern> — moACTpPOKa JJIsI IIOUCKA.

IIpumep:

(logs)$$ 1b access | grep GET

127.0.0.1 - - [29/Aug/2025:14:34:03 +0300] "GET /metrics HTTP/1.1" 200 1800 "-"
—"Prometheus/" "-"

(logs)$$ 1b access | grep -v GET

2025/08/29 10:19:42 [notice] 976#976: signal 29 (SIGIO) received

(logs)$$ 1b access | grep -i get

127.0.0.1 - - [29/Aug/2025:14:34:03 +0300] "GET /metrics HTTP/1.1" 200 1800 "-"
—"Prometheus/" "-"

(logs)$$ 1b access | grep -o GET

GET
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include

Cunonnm grep <pattern>.
Cunrakcnc: include <pattern>.

IIapameTpsr:

e <pattern> — moACTpOKa JJIsI IIOUCKA.

IIpumep:

(logs)$$ 1b access | include GET

127.0.0.1 - - [29/Aug/2025:14:34:03 +0300] "GET /metrics HTTP/1.1" 200 1800 "-"

—"Prometheus/" "-"

exclude

Cunonnm grep -v <pattern>.
Cunrakcuc: exclude <pattern>.

TTapameTpnr:

e <pattern> — HOJCTPOKAa JJIsI IIOHCKA.

IIpumep:

(logs)$$ 1b error | exclude exit

2025/08/29 10:19:42 [notice] 976#976:

signal 29 (SIGIO) received

head

Brisom nmepsoix N cTpok.
Cunrakcuc: head <n>.
ITapameTpnr:

e <n> — KOJINYECTBO CTPOK.

IIpumep:

(logs)$$ 1b access | head 2

127.0.0.1 - - [28/Aug/2025:14:53:48 +0300] "GET /metrics HTTP/1.1" 200 1798 "-"

—"Prometheus/" "-"

127.0.0.1 - - [28/Aug/2025:14:53:58 +0300] "GET /metrics HTTP/1.1" 200 1798 "-"

—"Prometheus/" "-"

tail

BriBox nocnenaux N cTpok.
Cunrakcuc: tail <n>.
ITapameTpnr:

e <n> — KOJINYECTBO CTPOK.

IIpumep:
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(logs)$$ 1b access | tail 2

127.0.0.1 - - [28/Aug/2025:14:53:48 +0300] "GET /metrics HTTP/1.1" 200 1798 "-"
—"Prometheus/" "-"
127.0.0.1 - - [28/Aug/2025:14:53:58 +0300] "GET /metrics HTTP/1.1" 200 1798 "-"

—"Prometheus/" "-"

4.9 modules

Konrekcer modules 1mo3Bosisier TpocMaTpuBaTh HHMOPMAINIO O JuHaMuIecKnX Moayisax Angie ADC.

info Tonyuenune nadopmanuu o guaavmuaeckom Moayae Angie ADC
list Tonyuenue cnmcka gocTynHbIX quHamMudeckux Mojyieir Angie ADC
modules Bxon B KoHTEKCT

4.9.1 info

Tonyuenune nrdopmanuu o gunammaeckom mosyite Angie ADC.
Cunrakcuc: info <module>.
ITapameTpnr:

e <module> — UMdA MOIYJA.

4.9.2 list

Ilonyuenue cnmcka mocTynHbIX JuHaMuYIecKuxX Mojyseir Angie ADC.

Cunrakcuc: list.

4.10 ps

Orobpakenre MHMOOPMAIMN O 3AIMYIIEHHBIX MPoTieccax B cucreMe. [loka3biBaeT CIIMCOK AKTUBHBIX IIPO-
IIECCOB C Pa3JIMYHON CTENEeHbIO JeTa/JIu3allui B 3aBUCUMOCTHA OT MCIOJIb3YEeMBbIX IIapaMeTpOB.

Cunrakcuc: ps [-f] [-p <pid>] [-o <format>] [-c <command>] [-s <sortspec>] [-t] [-w]
[-h].

ITapameTpnr:
e -f — mouiHBIN oOpMAT BBIBOJIA: OTOOPaKEHNE PACIINPEHHON NH(MOPMAIIH O IIPOIECCAX.
e -p <pid> — orobpaxkenune nHMOPMAIUH TOJBKO O Tporecce ¢ ykazauubiM PID (Process ID).

e -0 <format> — moJsib30BaTeabCKUi (popmar BeiBoga. PopmMaT 3a7aeTCst KAK CIUCOK TOJIEl, pa3ie-
JIeHHBIX 3andTbivMu (HanpuMep: pid,cmd,mem). TocTynHble OIS ONUCAHBI HUXKE.

e -c <command> — TIOUCK W OTOOparKeHHUe IPOIECCOB 110 UMEHH KOMaHJIbl ((pUIbLTPAIU 110 UMEHH
uporecca).

e -5 <sortspec> — COPTHPOBKa BbIBOJA II0 YKA3aHHBIM HOJIAM (Hanpumep, 1o ucrosb3osannio CPU,
HAMSATH).

e -t — oTOOpaKeHue IPOIECCOB B JIPEBOBUJIHOM CTPYKTYPE: ITOKA3BIBAET POJIUTEIHCKO-T0UEPHIE CBSI-
31 MeK/Ty ITPOIEeCCaMU.

® -W — IIMPOKHUI BBIBOJ: MTO3BOJISIET OTOOPAYKATH IMOJHbIE KOMAaHIIbI Oe3 o0pe3aHus.
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e -h — He IIOKa3bIBATh 3ar0JIOBKHU CTOJIOIIOB B BBIBOJIE.
IIpumepsnr:
e $$ ps — COMCOK IIPOIECCOB TEKYIIErO MOTb30BATEII.
e $$ ps -p 1234 — undopwmarus o uporecce ¢ PID 1234.
e 3% ps -c angie — momcK mporeccoB angie.
e $$ ps -o pid,ppid,cmd,mem — HOJB30BATEIbCKUI (POPMAT BHIBOJA.

PopmaTs JJId mapaMerpa -o:

Kntoy MNonHoe nms Onucatne

c cmd IIpocroe nmst ucnosasiemoro daiiaa

C pcpu Ucnonszosanue CPU (B nponenTax)

f flags Quiaru Kak B jpymHHOM opmate (mose F)

g perp W neHnTudukaTop IPyIIbl IPOIIECCOB

G tpgid W nerTnduKaTop IPYIIbI IIPOIECCOB YIIPABJISIIOIIErO TEPMITHAJIA
J cutime COBOKYITHOE TIOJIB30BATEIHECKOE BPEMSI

J cstime COBOKYITHOE CHCTEMHOE BPEMsI

k utime TTomb30BaTETBCKOE BPEMST

m min_ flt Kosnmuaecrso mMasbix ommbok crpanur (minor page faults)

M maj flt Kosnmaectso Gosbimux omubok crpanur (major page faults)
n cmin_flt CoBOKyIIHBIE MaJIble OIIUOKYU CTPAHHUIL

N cmaj flt CoBokytHbIE HOIBININE OMMOKN CTPAHUAILL

) session WNnentudurarop ceccun

P pid Waentudukarop mporecca

P ppid N nerTndprkaTop poauTeIbCKOrO IPOIECca,

r rss Pasmep pesunentroro nabopa (resident set size) B kumobaiiTax
R resident PesunenTHabie cTpaHUITbI

s size Pasmep mamsaru B kumobaiirax

S share KomraecTBo pasmensgeMbix CTpaHUIL

t tty Howmep ycrpoiicTBa ypaBsSionero TepMuHaia

T start _time Bpewms 3amycka mporecca

U uid Yuci0Bo# nieHTUMOUKATOD OJIb30BATEIS

u user WNms monp3oBaTess

v vsize O6muit pasMep BUPTYAJIBHON MaMsaTH B Kujrobaitax

y priority IIpuopuTreT MIAHIPOBIITUKA SIIPA,

IIpumepsr:
e $$ ps -o pid,cmd — orobpasuTh TobkKo PID u Komammy.
e $$ ps -o user,pid,pcpu,pmem,cmd — nosb3oBaresns, PID, CPU, namars, komania.

e $$ ps -o pid,ppid,cmd,start_time — PID, PPID, xomamnna, Bpems 3airycka.

4.11 settings

Konrekcer settings mo3BoJisieT MpOCMaTPUBATE U U3MeHsITh HacTpoiiku Angie ADC.

Tlognep:xuBaeMble KOMAH/IbI:

4.11. settings
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angie Bximrouenune pexkuma OTIa KK
no angie OrrinoueHne pexKnmMa OTIIA KN
reload ITepesarpyska siaementoB Angie ADC
settings Bxox B kKoHTEKCT
sysctl IIpocmoTp mapameTpoB sapa Linux B peaJbHOM BpeMeHU
syslog Yupaienue syslog-cepsepamu
4.11.1 angie

Bxkinouenne pexunuMa OTJIaIKU.

Cunrakcuc: angie debug.

4.11.2 no angie

OTKJIIOUeHNEe PeXUMa OTIAIKN angie.

Cunrakcuc: no angie debug.

4.11.3 reload

Tlepesarpyska snementos Angie ADC.
Cunrakcnc: reload {angie|prometheus}.
ITapameTpnr:

e angie — mepes3arpyska angie-mgmt.

e prometheus — nepesarpyska prometheus.

4.11.4 sysctl

IIpocmoTp KOHKpeTHOrO mapamMerpa sapa Linux min Bcex mapaMerpoB B PEAJIbHOM BPEMEHU.

Cunrakcuc: sysctl show {<variable> | alll}.

4.11.5 syslog
Hactpoiika u ynpasjienue yaaJeHHBIME cepBepamu Jiist sKcmopra cobbituit Angie ADC mo syslog-
[IPOTOKOJLY.

Cunrakcuc: syslog {add <input> | del <uuid> | disable <uuid> | enable <uuid> | list |
test | update}.

[TapameTpsbr:
e add — mobapsenne HOBOTO syslog-cepsepa.
Cunrakcuc: syslog add <name> <host> <port> <tcp | udp> [<levels>]
ITapameTpor:
— name — UM CepBepa.
— host — IP-azpec niau gomentoe nMms cepsepa.
— port — HOMep nopra (o yMordaHuio 514).

— tcp | udp — mcnoNB3yeMbIil TPAHCIIOPTHBIH TPOTOKOJ (110 yMoad9anuio udp).
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— levels — ypOBHU KpUTHIHOCTH coObiTuii or 0 10 7 (ecsm He yKas3aHO, OyyT BKIIIOUEHBI BCE
YDOBHH):

* 0 — Emergency: TOJIbKO COOBITHSI, IPUBO/ISINNE K aBAPUITHOM CUTYAIMH U IIOJTHOMY OTKa3y
CHACTEMBL.

x 1 — Alert: kpuruyeckue omubKKM 6E30IMIACHOCTH UJIUM BBIXOJ, U3 CTPOsI BayKHBIX CEPBUCOB.
* 2 — Critical: cepbe3Hble TIPOOIEMBI, KOTOpPbIE TPEOYIOT HEME/JIEHHOTO UCIIPABJICHHUS.
* 3 — Krror: ommbOku, Biausionye Ha paboOTy CUCTEMbI, HO He MPUBOISINNAE K €€ OCTAHOBKE.
* 4 — Warning: npeaynpexaenust 0 BO3MOXKHBIX IIpO0OJeMax.
* 5 — Notice: yBemoMmieHns 0 COOBITUSIX.
* 6 — Informational: nadopmarmonsabe cOOOIIEHNSI.
* 7 — Debug: Bk/IIOUeHNE COOBITHIT OTIIATKH.
IIpumepsnr:
— syslog add rsyslogl 10.0.2.2 514 udp
— syslog add rsyslogl 10.0.2.2 514 udp 1 2 3
e del — ynasenue syslog-cepsepa mo UUID.
Cunrakcuc: syslog del <uuid>
e disable — Boikjiouenue syslog-cepsepa o UUID.
Cunrakcuc: syslog disable <uuid>
e enable — Bkuiouenue syslog-cepsepa mo UUID.
Cunrakcuc: syslog enable <uuid>
e list — HpPOCMOTD CHHCKA HACTPOEHHBIX Syslog-cepBepoB.
Cunrakcnc: syslog list
e test — mpoBepKa JOCTYIIHOCTH Syslog-cepsepa.
Cunrakcuc: syslog test <host> <port> <tcp|udp>
ITapamerpsbr:
— host — IP-azpec nan momentoe nms cepsepa.
— port — HOMep IopTa.
— tcp | udp — HCIOIB3YyeMbIit TPAHCIOPTHBIHA ITPOTOKOJI.
e update — m3MeHeHne napameTpoB syslog-cepsepa. MoKHO MEHATH TOJIBKO OIHO IIOJIE 33 Pa3.

Cunrakcuc: syslog update <uuid> {name <name> | host <host> | port <port> |
protocol <tcpludp> | levels: [0..7]}

ITapameTpor:

— name — umd Syslog-cepsepa.

host — IP-ajapec wiu gomenHoe nms syslog-cepsepa.

port — HOMeEp IopTa.

tcp | udp — TPAHCIOPTHBIN IPOTOKOJI.

levels — ypoBeHb KpuTuuHOCTU cObbiTuil 0T 0 710 7 (ecsin He yKazaHO, 6yiyT BKJIIOYEHBI BCE
YPOBHH):

* 0 — Emergency: TOJIbKO COOBITHSI, IPUBO/ISINNE K aBAPUIHOM CUTYAIMH U IIOJTHOMY OTKa3y
CHACTEMBL.

x 1 — Alert: kpurnyeckne omuOKKM 0E30IIACHOCTH UJIM BBIXOJ, U3 CTPOs BasKHBIX CEPBUCOB.
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x 2 — Critical: cepbesnble 11pobJIeMbI, KOTOPbIe TPEOYIOT HEMEJIEHHOTO UCIIPABJIEHUS.

* 3 — Error: OIHI/I6KI/I, BJIXAIONINE Ha pa60Ty CHUCTEMDbI, HO HE IIpUBOJANINE K €€ OCTaHOBKE.

* 4 — Warning: npeaynpexaenns 0 BO3MOYXKHBIX ITPO0eMax.

* 5 — Notice: yBemoMIeHnsT O COOBITUSIX.

* 6 — Informational: nadopmaImoHHbIE COODIIEHNSI.

* 7 — Debug: Bk/I0UeHNE COOBITHIT OTIIAIKIY.

[Tpumepnr:

* syslog update <uuid> levels 1 3 — BBICTaBJAET TOJBKO yKa3aHHBLIC YPOBHU KPUTUY-

HOCTU COOBITHUIA.

* syslog update <uuid> levels — BBICTAaBJIAET BCE YPOBHU KPHUTHYHOCTU COOBITHIA.

4.12 system

Konreker system nyist yopasienus cucremoii Angie ADC.

Tlognep:xuBaeMble KOMAHIHL:

ntp IIpocmoTtp cratyca NTP
reboot Ilepesarpyska cucremsr Angie ADC
stat IIpocmotp cratucruku cucrembr Angie ADC
system Bxoj B koHTEKCT
time IIpocMoTp 1 ycTaHOBKA CHCTEMHOTO BPEMEHU
timezone IIpocmoTp wacoBoro mosica CHCTEMBI
upgrade Oo6noesieane Angie ADC
version IIpocmorp Bepcun Angie ADC
4.12.1 ntp

IIpocmotp cratyca NTP.
Cunrakcuc: ntp

IIpumepsr:

$$ system

(system)$$ ntp

enabled: False

source: None

synchronised: False

time_utc: 2026-01-21 10:40:42
time_local: 2026-01-21 13:40:42
timezone: Europe/Moscow

O IIpumeuannue

Hacrpotika NTP nposomutcst uepes mento kordwurypamuu (configuration).
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4.12.2 reboot

Ilepezarpyska cucrembr Angie ADC.
Cunrakcnc: reboot [forcel
IIapameTpsr:

e force — mpuHyIUTEIbHAS TIEPE3arpy3Ka.

4.12.3 stat

IIpocmotp cratucruku cucrembl Angie ADC.
Cunrakcuc: stat [count <n>] [delay <m>]
ITapameTpbr:

e count <n> — KOJIUYECTBO OOHOBJIEHUI CTATUCTHUKW;

e delay <m> — 3aJIep2KKa MEXK/Iy OOHOBJIEHUSIMU CTATHUCTUKHU B CEKYHIAX.

4.12.4 time

IIpocMoTp U ycTaHOBKA CHUCTEMHOI'O BPEMEHHU.
Cunrakcuc: time {set <YYYY-MM-DD HH:MM:SS>}.
ITonkomanib:
e set <YYYY-MM-DD HH:MM:SS> — ycTaHOBKa CHCTEMHOI'O BDEMEHH B yKa3aHHOM (bopmare.
IIpumepsnr:
e (system)$$ time — mokaszaTh TEKyIee BPEMs.

o (system)$$ time set 2025-01-15 14:30:00 — ycranoBuTh Bpems Ha 15 guasapsa 2025, 14:30:00.

4.12.5 timezone

IIpocmoTp dacoBoro mosica, cucreMbl. JacoBOil MMOSIC ONpeessieT CMeIleHe JJOKAIbHONO BPEMEH! OTHO-
curesnnno UTC.

Cunrakcuc: timezone.

IIpumepsr:

e (system)$$ timezone — mokazaTb TEKYNIUIl YaCOBOM IO5IC.

© IIpumeuannue

Hacrpoiika timezone nposourcs uepe3 MeHio Koudurypauu (configuration).
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4.12.6 upgrade

O6uosmerne Angie ADC.
Cunrakcnc: upgrade <filename>
IIapameTpsr:

e <filename> — mms aiina.

4.12.7 version

IIpocmotp Bepcuu Angie ADC.
Cunrakcuc: version [detaill

ITapameTpbr:

e detail — mOAPOOHBIIT BHIBOI BEPCHH.

4.13 transfer

Konrekcr transfer g paboTs! ¢ gupekTopueil transfer.

HO,II,Hep)KI/IBaeI\lbIe KOMaH/bI:

edit PenaxktupoBanue (daiina B TeKyIeit TUPEKTOPUH.

ls Tlonyaenue crimcka (aitioB B aupekTopun transfer

m VYnanenue daitina B qjupekrTopun transfer

transfer Bxosx B koHTEKCT

view IIpocmoTp comepzkumoro daitra B gupekropun transfer
4.13.1 edit

TlozBonsteT pemakTUpoBaTh QailIbl B TEKYyIeill TUPEKTOPUH.

Cunrakcuc: edit [<filename>].

ITapameTpnr:

o <filename> — ums aiijia, KOTOPbI HEOOXOAUMO OTPEJAKTUPOBATH (0OA3aTEILHBINA apamMeTp).

4.13.2 Is

Tlonygenne crucka daityioB B qupekropun transfer.

Cunrakcuc: 1s.

4.13. transfer
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4.13.3 rm

Vnanenue daiina B aupekropun transfer.
Cunrakcuc: rm <filename>.
IIapameTpsr:

e <filename> — mms aiina.

4.13.4 view

IIpocmoTp comepzkumoro daitia B qupekropun transfer.
Cunrakcuc: view <filename> [page].
ITapameTpbr:

e <filename> — nms daiina;

e page — BBIBOJI 3aIUCeil B peKUMe IHOCTPAHUIHOTO IIPOCMOTDA.

4.14 vtysh

Ilepexos k HacTpoiikaMm MapripyTuzaiuu o nporokojsam BGP u OSPF.

Cunrakcuc: vtysh.

ITonpobuee o nacrpoitke BGP u OSPF cm. ade bgp u adc_routing ospf.
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[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Jlokymenranust Ha mporpaMMHbiii mpoaykT Angie ADC sBisiercss MHTEIIEKTYATbHOW COOCTBEHHOCTHIO

00O «Beb-Cepsep».
Copyright (©) 2026, OO0 «Be6-Cepsep». Bce npasa sammuiieHs.
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